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1. Obwme cBepgeHusn

1.1 KoMnoHeHTbl cuctembl QUIK

MporpamMmmHubin komnnekc QUIK peann3oBaH Nno TEXHONOMMU «KNUeEHT-cepBep». ObMeH
OAHHbIMWU MeXAy CEpBEPOM U MNONb30BaTENbCKUMM TEPMUHANAMWN OCYLLECTB/ISETCA NOCPEeACTBOM
CeTn MHTepHeT n/unn nokanbHol cetn. CepBep obecneumBaeT NOAKIOYEHNE NCTOYHNKOB
nHdopMaunm (TOproBbiX CUCTEM, MOTOKOB HOBOCTEN U Mp.) N 06paboTKy NOPYYEHUN KIMEHTOB.
KnueHTcKkne NpunoxeHus npeaHasHadeHbl aAns otobpaxeHus MHpopMaumm n BBoAa NOPYYEHUI

KJTMEHTOB.
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LleHTpanbHOe 3BEHO NPOrpaMMHOro Komnsekca — cepsep QUIK, nmeouwmin normyeckoe s4po

n nHTepdgencol K NoagktoHaemMbiM aneMeHTaM (bnpxesbiM MHTepdencaM n ApyruM NCTOYHUKAM
nHdopMaLnmn, XpaHUInULy AaHHbIX). MoAynbHbIN NPUHLMN NOAKIOYEHUS MO3BONSET HapalwuBaTb
BO3MOXHOCTU CUCTEMbl MO Mepe Heo6XoaANMMOCTU, AoNOoNHAS 6a30BYI0 KOHMUIypauUno HOBbIMU

dDYHKUNSAMMA.

Q
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B3anMogelicTBne ¢ 6a30M AAHHbIX pPeasn3oBaHO Yepe3 cneumanbHbiii MHTepdeiic ans
YMNpoLLEeHUA CMeHbl ucnofib3yemoro Tuna CYB/. Basa AaHHbIX MCNOMNb3YETCA AN XPaHEHUS
MHMOPMaLIMM CO CPOKOM XpaHeHUsi 6osiee 0AHOro AHSA — PErncTPaunNoOHHbIX AaHHbIX
nonb3oBaTenei 1 nNpas Ha paboTy C CUCTEMOW, a TAKXE XYpPHAsIOB COBEPLLEHHbIX onepauuii.

NHdbopmaums, noctynatowas n3 6MpxxeBbiX TOProBbix cucTeM, obpabaTbiBaeTCcs B onepaTUBHOM
namaTtu 1 B 6asy AaHHbIX He 3aHOCUTCA. [ns 6bICTpOro BOCCTaHOB/IEHUS paboTOCNOCO6HOCTH

B cny4dae c6os Mcnonb3yeTcs KewmpoBaHMe NoayyYeHHbIX AaHHbIX HA AUCKe B Buae 6uHapHbIX
dannos. PaboTta c CYB/l ocyLiecTBnaeTcs yepe3 crneumanandnpoBaHHbliii cepBep 6a3bl AaHHbIX.

CepBep AoCTyna CoeNHSAETCS C OCHOBHbIM cepBepoM QUIK, nonyyaeTt oT Hero nHgopMaumio
N pacnpenenseTr ee Mexay nosib30BaTeNnsiMm B COOTBETCTBMKM C X npaBamu. Cepsep A0CTyna
NMPUMEHSIETCH AN peleHuns 3aga4m obcnyxmaHus 60nbLWLIOro KoiM4YecTsa Nosib30BaTeIbCKUX
NMOAKNOYEHNIN, TaK KaK NMO3BOMSIET CHU3UTb Harpy3kKy Ha OCHOBHOW CeEpBEpP CUCTEMBI.

AAMUHUCTPUPOBaHWeE KOMMiekca ocywecTtenserca B nporpamme QUIK Administrator,
obbeanHsaLWen BCe HAaCTPOMKU, UCNOSb3YEMbIE IOFMYECKUM AAPOM cepBepa. Ang HabnwaeHus
3a COCTOSIHMEM cepBepa U NMOAKIYEHUIN KITMEHTOB UCNOMb3yeTcsa TepMuHan QMonitor.

1.2 KOHTpPOQb NNMUEH3UN Ha cepBepax QUIK

JlnueH3nsa npenoctaBAsieT NpaBo Ha NOAKOYEHME O4HOro 3K3eMnisgpa NpuioXeHusa (nnarvHa,
TEXHOSIOTMYECKOro UM KJIMEHTCKOro Moayns) k cepsepy QUIK. MpunoxeHns ogHoro tmna
obbeanHeHbl B Ny INLEH3UN.

Mpn ncnonb3osaHum BpokepoM Heckonbkux cepeepoB QUIK kKoHTponupyeTtcsa obliee KoNMYecTso
NNLEH3UI B paMKax nyfa AnueH3ui, pacnpegeneHHoe Mexay HUMKU C NMOMOLLbI0 cepBuca
CUHXPOHM3aUMKN AaHHbIX (Nporpamma Pennuvkartop).

Mpwn ncyepnaHnMmM MakCUManbHOrO KONMYECTBA JIMLEH3MN BbIBOAUTCSA COOTBETCTBYIOLLAA
AuarHoctuka B nor-damnn cepsepa. lNpun oTCyTCTBUMM NULEH3UN HaA niarnH B Pabouem MecTe
KNIMeHTa nosaBnsaeTcsa coobleHne «HenoCTaToOuHO NUUEH3UR!».

MpunoxeHusa, 4na KOTOPbIX NMOALEPXMBAETCHA KOHTPOJb JIMLEH3UN:

Q2Q adapter;

MporpamMHbIn nHTepderic FIX adapter (cuyeTta);
MporpamMHbIn nHTEepderic FIX adapter (TpaH3akuun);
MporpammHbIvt MHTEepdenc FIX Drop Copy;
MporpammHbInt MHTepdelc FIX Client Connector;
Moaynb akcnopTta 6upxxesor nHpoOpMaLmu;

Moaynb aKkcnopTa ovepeaen 3asBOK;

Pabouee mecto QUIK Ansa MobunbHbIX YCTpOUCTB «PocketQUIK>;
TepMuUHanbHbIM MOAYNb puck-MeHeaxepa «Colibri SM»;
TepMuUHanbHbIN MOAYb pUCK-MeHeaxepa «Colibri FM»;
TepMuUHanbHbIK MOAYb pUcKk-MeHeaxepa «Colibri FX»;
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CneumannsmpoBaHHoe paboyee MeCTo MyNbTMBPOKEPCKOro 06CnyXnBaHus;
FX Convertor;

Moaynb BasketTrading;

Moaynb ONUMOHHOWN aHaNIUTUKK;

TepMunHanbHbIA MOAY b AOBEPUTENbHOIO ynpasnstowero «TrustManager»;
Pabouee mecto webQUIK;

QORT2QUIK adapter;

MporpaMMHbIN MHTEpdeEnC ynpaBneHns No3numsiMu.

2. YCTaHOBKAa M HaCTpoMKa cepBepa

2.1 TexHnuyeckue TpeboBaHusn

Ha odunumanbHOM MOXHO 03HaKoMUTbCA ¢ Tabnuuen TpebosaHni K 060pyaOBaHUIO
M NporpaMMHOMY obecrieyeHumto:

Cepsepa QUIK;

ToproBbiX MHTEPHENCOB;

MHpOpMaUMOHHbIX MHTEPdENCOB;

CepBUCHbIX MOAYNEN;

Pabouero mecra agmmnHuctpatopa QUIK Administrator;
Pabouero mecrta MmoHuTopuHra QMonitor;

Opyrux nHtepdencos n Moaynem K apyruMm éupxam.

TpeboBaHusl, NpeAcTaBNEHHbIE Ha CanTe, SIBNAKOTCA MUHMMalbHbIMU. PeKOMeHAyeTCsl corilacoBaTb
TexHu4yeckue TpeboBaHusa co Cnyxbon TexHnueckon nogaepxku QUIK, Hanpumep, ecnu
npeanosiaraeTcs:

O6cnyxunBaHue 60nbLLIOI0 KOAMYECTBA MoJib30BaTeNnen;

MoakntoveHne 60bLLIOr0 KoNMYecTesa UHTepdencos;

Ncnonb3oBaHue cepeepa QUIK ansa peweHns MapkeT-MenKepcKmnx 3agad unum ans
BbICOKOYACTOTHOIO TpenanHra.

2.2 PekxoMeHAauum no noarotoeke naartgpopmol

Ha komnbtoTepax ¢ cepBepHbIM 10 QUIK He pekoMeHAYyeTCS UCMoNb3oBaHue ntoboro CUCTEMHOrO
MO, KoTOpOEe B pexmnMme peasibHOro BpEMEHU UM C HEKOTOPOW NEPUOANYHOCTBIO aHanusupyert
AaHHble Ha ANCKe, AaHHble, NepefaBaeMble No cetT n npoyvee. K TakoMy MO MOXHO OTHeCTH,
HanpuMmep, aHTUBUpYyCbl. Ero paboTa MoOXxeT BbI3BaTb 3aMeTHble Npobnemsl

C NnponsBoanTenbHOCTbIO cuctembl QUIK.
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2.3 YctaHoBKka Ha Windows

2.3.1 KonupoBaHue dainios

CoszpanTte katanor agns ycraHoBkun cucrtembl QUIK (B ganbHenwem <quik_dir>).

CkonupynTte B Hero kartasnoru keygen un server uns auctpubyrtmea c dpainamMmm ans yCtaHoBKuU
(<inst_dir>).

CkonupynTte kaTtanor <inst_dir>/front B AMpeKkToputo, KoTopas npeaHasHayeHa Ans XpaHeHus
aKkTyanbHOro auctpubyrtmea Pabouero mecta QUIK (cmM.

).

B Npon3BONbHYO ANPEKTOPUIO CKONMPYIMTe KaTtanor <inst_dir>/gadminsrv, KOTOpbIA COAEPXUT
dannbl, Heobxogumble ans

2.3.2 MoAaroTtoBKa K yCTaHOBKe

Co3paHue kaoua ansa cepsepa QUIK

C nomowbto nporpammbl KeyGen cpopmumpyite ny6InUYHbIN U CEKPETHBIN KHOUU, KOTOpbIE

B AanbHenwem 6yayT ncnonb3obatbcs cepepoM QUIK (cMm. dann keygen.pdf - pykoBoacTBo

Nno MUCMoJSIb30BaHUIO Nporpammbl keygen.exe).

1.

B kauecTBe napameTpa «MMA Bnagenbua K4va» yKaxute HauMeHoBaHWe opraHusaumu
B ¢dopmaTte <HasBaHue (naeHTudukatop)>, Hanpmmep:

TecT-MHBecT (testinvest)

NaoeHTudmnkaTop B KpyribiX ckobkax 6yaeT B gasbHENLWLEM NCNONb30BaTbCA A/ HACTPOMKU
cuctembl (Qanee <ums_cepeepa_quik>).

3anoMHMTe BBEAEHHbIV Naposb ANS 3alWnTbl ktoda (fanee <naposb_Kio4a_cepBepa>).

CKonupymnTe CeKpeTHbIN Koy cepBepa (No yMondaHuio nporpamma keygen.exe coxpaHsieT
dann a:\secring.txk) B katanor <quik_dir>\server. lns ynob6cTtBa B AanbHenwen paboTte
nepemMmeHyinTe ero B secrserv.txk.

CkonupynTte nybnmuHbin KN4 cepeepa (Mo ymonyaHuio nporpamMmma keygen.exe cosgaet damnn
a:\pubring.txk) B kaTtanor <quik_dir>\keygen. ina ynob6crea B AanbHenwen paborte
nepenMeHymnTe ero B <uMs_cepsepa_quik>.txk. 3ToT knitou 6yaet ncnonb3oBaTbCcs BCEMU
nosb30BaTeNsiMM CepBepa BMecTe € nakeToMm nporpamm KeyGen.

OTkpoinTe ansa pegaktnposaHumsa dann <quik_dir>\keygen\qgrypto.cfg. Ykaxxute B kauectse
napamMeTpoB:

«IMPORT» - naeHTUdunKaTop opraHmsaumm;

«Import Keys» — nMeHa kno4yeln NpuKnagHbiX CMCTEM, KoTopble 6yayT Ao6aBnsAaTbCS
K Ny6IMYHOMY KoYy,
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Mpumep:

IMPORT=<mmMmsa cepBepa QUIK>

Import Keys=Tect-MHuBecT (testinvest)

7. C nomouwbto nporpamMmmbl KeyGen co3gante nybaMYHbINA U CEKPETHBLIN KOUM O
nonb3oatens cepsepa QUIK (cM. dann keygen.pdf — pykoBoACTBO MO MUCMOSIb30BAHMUIO
nporpamMmbl keygen.exe). Ha ware 3 nporpamma npeasoxuT BblbpaTb dain ¢ nybanyHbIM
KJIIOYOM CUCTEMbI — BblbepuTe dann <ums_cepsepa_quik>.txk. B cnucke knwoyen Boibepute
nyb6nunyHblii Koy cepBepa (B HaweM npuMmepe 3710 «TecT-UHBecT (testinvest)»). BkatouunTte
dnaxok «3anucatb U UCNOMb30BaTb, MPOMyCKas 3TOT War» — B AaJibHENLWEM 3TO NO3BOINUT
BallMM Mofib30BaTeNsaM Npu GoOpMUPOBaAHMM Kitoda usbexaTb NUWHENR onepauunn.

YcraHoBka ODBC-apaiiBepoB ana pa6oTbl cepBepa c B[]
YcraHoBka ODBC-apaitBepoB Ha MS Windows

Onsa nonydyeHusa Habopa ycTaHOBNEHHbIX Ha KoMnbioTepe ODBC-apaneepoB HEO6X0ANMO B MEHIO
Windows HabpaTb B noucke TeKCT «MCTOYHUKN aaHHbiXx ODBC» 1 OTKpbITb COOTBETCTBYIOLLEE
OKHO.

Ecnu Ha Bknagke «[paiBepbl» B CNMCKE NPUCYTCTBYET CTPOKA C MMEHEM Heo6X0AMMOro
ApaiBepa, 3HaUUT OH YCTAHOBJIEH, W YCTaHaBIMBaTb €ro He TpebyeTcs.

Ecnu cTtpoka c nmMeHeM apaiBepa OTCYTCTBYET, TO HE06X0AMMO CKayaTb €ro U yCTaHOBUTb.
CepBepoM noadepXX1BatoTCcs creaytolne apansepbl:

Mpu pabote c MS SQL:

ODBC Driver 17 for SQL Server

Cchbinika gns ckadmBaHus yCTaHOBOYHOIo darna gpamsepa ¢ odpuumanbHOro camta
Microsoft:

Mpu paboTte c PostgreSQL:
PostgreSQL ANSI(x64)

Ccblnka ons ckadmMBaHMs yCTaHOBOYHOro danna gpansepa ¢ odbuumanbHoro camta ARQA
Technologies:

2.3.3 Perucrtpauums B cnyx6ax Windows

1. YctaHoBuTte cepeep QUIK u nHTepdenc K ToproBon cucteme Kak cnyxbbl. Anga storo Habepute
B KOMaHAHOW CTPOKe:

<quik_dir>\server\quik.exe -install

NHcTpykuma no yctaHoBke Cepsepa QUIK 8


https://go.microsoft.com/fwlink/?linkid=2223304
https://flex.quik.ru:8080/web/client/files?path=/Common/Lib/odbc_pg_win_13.2.0.zip

2. OtkpoinTe controlpanel\services n nocMoTpuTe, €CTb 1N B CMNUCKE CEPBMCOB 3anuncu,
naeHtTndmumpytowme cepeep QUIK (no ymonuaHuto: «Quik Server»).

3. CozpanTe nosb3oBaTens-agMUHUCTpaTopa, NpucBomB eMmy nms (Hanpumep, <quikserv>)
1 naponb (Hanpumep, <passwd>).

4. [1ns ncnonb30BaHMS AOMEHHOM ayTeHTUdmKaumm Ha cepeepe MS SQL ykaxute B napameTpax
3arnycka cepBMCcOB MM AOMEHHOI0 MoJsib30BaTesiId U ero naponb.

2.4 YcTtaHoBKa Ha Linux

2.4.1 MNonb3oBarenm ana paborbl ¢ cepsucamm nop Linux
[Ons paboTbl 1 ynpaBneHns CepBMCOM MPUMEHSIIOTCA CNeayoLWmne Nob30BaTeNN:

AQMUHUCTpaToOp NNaTdopMbl.

[Onsa 0603Ha4YeHNs1 3TOro Nosib30BaTeNs UCMOJIb3YETCA UMS root. DTO Nosib30BaTeNb, KOTOPbLIN
3HaeT naposb root 6o gob6aeneH B rpynny root, nM60o nMeeT AOCTYN K LUMPOKOMY KpYyry
KOMaHJ Ha BbIMOSIHEHWE OT MMeHU root Yepes yTunuTy sudo.

Monb3oBaTento AOCTyNHa yCTaHOBKA M yAaneHue, a Takxke agMMHUCTPUpPOBaHMe cepBuca:
0bHOBJIEHME, 3aMyCK U OCTaHOBKaA.

Monb3oBaTtenb, OT UMEHN KOTOPOro paboTaer cepBuc.

Ons 0603Ha4yeHuMst 3TOro NOsb30BaTENS UCMONb3yeTcs UMS argasrv. pu ycTaHOBKe cepBuca
No yMO/IYaHMIO CO3A4aETCH NOJSb30BaTe/lb UMEHHO C TaKUM MMEHEM.

Monb3oBaTenio TakxKe AO0CTYNHO aAMUHUCTPUPOBaHMNE CcepBMCca: 06HOBIEHME, 3aMyCK U
OCTaQHOBKa — NMPUMEHSAETCA, €CNU BbINONIHEHWE aAMUHUCTPUPOBAHUA Nofib30BaTeNneM root
HEeZoCTYMHO.

Takum obpasoM, cepBuUC Bcerga paboTaeT OT MMEHU Nosb30BaTeNs arqasrv. YCTaHOBKa M ydaneHue
CepBMCA MOXET NPOU3BOAUTLCSA TONIbLKO MOJib30BaTeNeM root. AIMUHUCTPUPOBAHNE CEPBMCA MOXET
NpOM3BOAMTLCS MOMb30BaTENAMU root UM arqgasrv.

2.4.2 TMNoAaroTtoBKa K yCTaHOBKe

YCTaHOBUTE Ha KOMMNbIOTEP NpUBEAEHHbIE HMXE NaKeTbl B COOTBETCTBUM C OMepaLMOHHOM
cucTemom, Ha kotopomn byaet paboTtatb cepsep.

JononHuntTenbHble nakeTbl ana Astra Linux
1. BbINnoaHUTE KOMaHAy O6HOBIEHMS CNMCKa NAKETOB:

sudo apt-get update
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2. BbINONHUTE KOMaHAy yCTaHOBKM nakeToB jemalloc2:

sudo apt install libjemalloc?2

3. BbinonHuTe KOMaHAbl yCTaHOBKKM nakeToB libodbcl n unixodbc:
sudo apt install libodbcl
sudo apt install unixodbc

AononHutenbHble nakerbl ans Red OS

1. BbinonHute KOMaHAY'OGHOBﬂeHMﬂ CMUCKa MNaKeToB:

sudo dnf check-update

2. BbinonHuWTE KOMaHA4y yCTaHOBKM nakeTos jemalloc:

sudo dnf install jemalloc.x86 64

3. BbinonHWTe KOMaHAy YCTaHOBKWM nakeTos unixodbc:

sudo dnf install unixODBC.x86 64

YcraHoBka ODBC-apaiiBepoB ana pa6oTbl cepBepa c B[]
YcraHoBka ODBC-gpaiiBepoB Ha Linux

Onsa nonydyeHusa Habopa ycTaHOBNEHHbIX Ha KoMNbioTepe ODBC-apaniBepoB HeE06X0ANMO
BbIMOSIHUTb KOMaHAY':

cat /etc/odbcinst.ini|grep "~\[.*\]S$"

Ecnun B pe3synbTaTe BbINOMHEHUS KOMaHAbl 0TO6Pa3nTCs CTpoKa C UMEHEM HEO6X0AMMOro
ApaliBepa, 3Hau4uT OH YCTaHOBJIEH, U YCTaHaBNMBaTb ero He TpebyeTcs.

Ecnu cTpoka ¢ nmeHeM gpanBepa OTCYTCTBYET, TO HE06X0AMMO CKayaTb €ro n yCTaHOBUTb.
CepBepoM nogaepxuaetcs paboTta Tonbko ¢ gpanBepom PostgreSQL:

PostgreSQL ANSI (Ons Astra Linux)
PostgreSQL (O4ns RED OS)
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Mpwn paboTte Ha Astra Linux 1.7:

CcbINKKN AN CKaUMBAHUSA YCTAaHOBOYHbIX NMaKeToOB Cc oduumanbHoro caiita ARQA Technologies:

[ns yCTaHOBKM NMAKeTOB pacnakKymTe apxMB Ha KOMMbloTepe, Ha KoTopoM byaeTt paboTaTb

cepBuC, 1 BbIMNOJTHUTE Ccneayrwmne KoMmaHAbl:

sudo dpkg -i libpg5 16.3-1.pgdgl00+1 amdé64.deb
sudo dpkg -i odbc-postgresgl 16.00.0005-1.pgdgl00+1 amd64.deb

Mpwn paboTte Ha Astra Linux 1.8:

BblnonHUTE KOMaHAbI:

sudo apt install libpgb
sudo apt install odbc-postgresqgl

Mpu pabote Ha RED OS 8.0:

BbinonHMTE KOMaHAY:

sudo dnf install postgresqgl-odbc.x86 64

B danne /etc/odbcinst.ini cozganTte konuto cekuun [PostgreSQL] n nepenmeHyinte
ee B [PostgreSQL ANSI].

Mocne ycTaHOBKM NOBTOPHO BbIMOSHUTE KOMaHAY W ybeantech B HaNM4YMM MMEHU apaliBepa

B pe3ysibTaTaX BbINO/IHEHNA KOMaHAbl:

cat /etc/odbcinst.ini|grep "~\[.*\]S$"

Y6eautech, 4to B hanne /etc/odbcinst.ini ykasaH gpansep PostgreSQL ANSI, ncnonb3syemoii

no yMoNT4aHWIO:.

[PostgreSQL ANSI]
Description=PostgreSQL ODBC driver (ANSI version)
Driver=psqglodbca.so

Setup=libodbcpsglS.so

Debug=0

CommLog=1

UsageCount=1

Ecnu 3anucb He 6bina gobasneHa, AobaBbTe ee CaMOCTOATENbHO.
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2.4.3 MNopsAAaoOK YyCTaHOBKM
YcTaHOBKa cepBMCa A0JTKHA BbIMOMHATLCSA MoJib3oBaTesieM root, BbI30BOM run-danina.

Mo yMon4yaHuio BCe CEPBUCHI YCTaHABINBAOTCS B AMPEKTOpPULO /opt/argasrv, a BbIMOMHSAKOTCS
OT MMEHM CUCTEMHOrO Nosb3oBaTens arqasrv. MMs cepBmca <srvname> Aisi CEpBepoB
Mo yMOJSl4aHUIO COBMagaeT C MMeHeM ucnosHsemoro damna - quik.

I MNpu ycTaHOBKe HAaMMEeHOBaHWe cepBUCa 3aAaeTCsA TOJIbKO CTPOUYHbIMKU 6yKBaMu.

Bce yka3saHHble NapaMeTpbl MOXHO NMepeonpeaenTb COOTBETCTBYOWMMIU KJIHOYaMM 3anycKa run-
danna.

HauyanbHble AeCTBUSA MO ycTaHOBKe cepBuca (CM. 1 — 5) A0/KHbI BbIMOJIHATLCS MONIb30BaTENEM
root. [1nA yCTaHOBKW BbINOJIHUTE CNeayoLlMe AeiNCTBUA:

1. YcTaHOBWUTE Ha KOMMbKOTEpP, Ha KOTOpoM byaeT paboTaTb cepBUC, HEOBXOAMMbIE NaKeThI
B COOTBETCTBUU C ONUCaAHWE B M.

2. Ckonupynte dann install_server-xx.xx.xXx.run B AUPEKTOPUIO, Ha onepaunn B KOTOPOM
y TEKYyLLEero rnosib30BaTesnia ecTb NpaBa, HanpuMmep, AoMalwHui katanor (/home/<user>
nnu ~/).

3. BbinonHuTe KOMaHAy Aob6aBneHUs npaBa Ha BbINOJIHEHWE run-danny:

chmod +x install server-xx.xXX.xXX.run

4. BbINO/HUTE KOMaHAy YCTaHOBKM cepBuca:

sudo ./install server-xx.xx.xx.run -i

[Ons BbINONHEHMS KOMaHAbl MOXeT noTpeboBaTbCs BBECTU NapOsib TEKYLLEro Nonb3oBaTens.
B pesynbTaTe BbiNoNHeHUs run-danna 6yayT BbINOMHEHbI Cleaylme AenCTBUS:

Ecnu cncteMHbIn nonb3oBaTe b arqasrv OTCYTCTBYeT, TO OH CO34acTCs C npaBaMu
NO YMOJSTYAHUIO U BKJIIOYUTCS B OQHOMMEHHYO rpynny. B kayecTBe gomMallHewn
ONPEKTOpPUM NONb30BaTeND YCTaHOBUTCS anpektopus /opt/arqasrv. OT MMEHU 3TOro
nonb3oBaTtens 6yaert pabotaTb yCTaHaBNIMBAEMbIA CeEpBUC.

B avpekTtopumn /opt/arqasrv/quik co3gaeTcs noganpekTopums ¢ uMeHeM quik. 3T1o
AVNPEKTOpUNSA YCTaHOBKM CepBMCa, B KOTOPYHO 6yayT pacnakoBaHbl daisibl
ancTpmbyTmBa yCTaHaBIMBAEMOro cepBuca.

Monb3oBaTenb arqasrv Ha3zHayaeTca Bnagenouem scex dannos U NOAANPEKTOPUIA
B AMPEKTOPUN CepBUCa.

B cucteme ynpasneHus cnyxb6amu systemd 3apermctpupyercs cepBuc ¢ uMeHeM quik
M 3aMyCKOM OT UMEHM CMCTEMHOIO MoJib30BaTeNs argasrv.
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B avpekTopumn /etc/arqasrv co3gaetcsa dann ¢ umeHem quik ansa dukcaunm
napamMeTpoB YCTaHOBKW cepBuca.

B AnpekTopun cepBuca reHepupyoTcs cneaytolne KoMaHaHble dainbl:

g_start.sh - 3anyck cepBuca, B TOM uncne c . MpegHa3sHaveH
OJ19 BbIMOJIHEHUS NOJSIbL30BATENAMM arqasrv U root;

g_stop.sh — octaHoBKa cepBuca. MNpeaHasHayeH ANs BbINOJHEHUS
Nosb30BaTeNsiMK arqasrv u root;

g_status.sh - BbIBOA MHMOPMaLMK O TEKYLLEM COCTOSIHUU cepBuca. MNpeaHasHayveH
ANS BbINOJIHEHUS MONb30BATENAMU arqasrv 1 root;

uninstall.sh — ynaneHune cepsuca. lNpeaHasHayeH A5 BbIMOHEHMS NOJSIb30BaTENEM
root;

postmigration.sh - BbINOSIHEHME AOMNONHUTENbHbIX ONEpaLMin NpU MUrpaLnn.
MpenHasHayeH Ans BbINOJIHEHUS MOMb30BATENAMU arqasrv 1 root.

Mpu ycnewHoOM ycTaHOBKEe cepBUCa B KOHCOJIb BbIBOAUTCA cooblLyeHue:
«Installation of service “quik” has been successfully completed>».

B cnyuae BbiBOAA APYrov AMArHOCTUKMU, NMOXKaNynucra, o6paturecb B Cny>k6by
TexHnuyeckou noaaep xkn QUIK: .

5. Ecnu ynpasfieHne yCTaHOBIEHHbIM CEPBUCOM rnpeanosaaraeTcs BbIMOAHATb NOfib30BaTeNEM
arqgasrv, BblNnoNIHUTE cneayrwwune ODENCTBUS:

[ns npefoTBpalleHns BHECEHUS! MONb30BaTeNIEM arqasrv U3MEHEeHUI B CKpUNThI
yrnpaBfeHUs CEPBUCOM, Ha KOTOpblE eMy ByAEeT BblAaHO paspeLleHne BbINOIHEHMS
OT MMEHMU root, caenanTe NX HEU3MEHAEMbIMU, BbIMOMHUB CefyoLne KOMaHAbI:

chattr +i /opt/argasrv/quik/quik/qg_start.sh
chattr +i /opt/argasrv/quik/quik/q_stop.sh

BbligaliTe nonb3oBaTesnto argasrv npaBa Ha BblIMNOJIHEHNE CKPUMNTOB yrnpaBieHns
CepBUCOM OT UMEHU root, BbINOHUB crieaylowmne OENCTBUSA:
BbinonHUTEe KOMaHAy:

sudo visudo

B oTkpbiBlWEMCS Vi-nogobHOM peaakTope aobaBbTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/quik/g start.sh,
/opt/argasrv/quik/quik/q_stop.sh

DTa CTpoKa pa3pellaeT Nnosib30BaTesNto arqasrv BbIMOIHATL NepeUYncieHHble
CKpUNTbI Ha TEKYLLEM KOMMbIOTEPE OT MMEHMU roOt.
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[JanbHelwmne gencrems MOTYT BbIMOJIHATLCA NOJSib30BaTe/IeM argasrv unu root.

6. lpoBepbTe, UTO B haine grypto.cfg cepBepa ykasaHbl cieayolmMe napameTpbi:

SECRING=secrserv.txk

PUBRING=quik.dwq

[auth]
sign=libsecprov.so

look=grypto.cfg,db look

[db look]
do= QXKeyDB

use=1libdwgx.so

[CryptoProviders]
placebo=1

[placebo]
Module=libplacebo pr.so

7. Cnepywouwme eACTBUSE HEOOXOANMMO BbIMOSIHUTbL, €CNM B KaTasiore cepBmca OTCYTCTBYIOT
aKTyasnbHble KOHdUrypaumnmoHHbele gannbl quik.ini n grypto.cfg:

_ Cdopmupyrite MMHUManbHblie KOHMUIrypaumoHHblie dannbl quik.ini n qrypto.cfg ans
paboTbl cepBepa Ha ocHoBe wWwabnoHoB quik.ini.tmpl n grypto.cfg.tmpl, koTopbie nocne
YCT@HOBKM HaxoAaTCa B KaTanore cepsuca.

MepenmenynTe WabnoHbl, BbINOAHNB KOMaHAbI:

[sudo] cp quik.ini.tmpl quik.ini

[sudo] cp grypto.cfg.tmpl grypto.cfg
I YkasaHue sudo Tpe6ye1'cn B C/lyyae BbINOJIHEHUA KOMaHAblI Nosib3oBaTtesieM root.

Y6eauTtecb, YTO NosyyeHHble daabl UMET KoANpoBKY winl251.
3anonHUTe Cekumun € HacTpolikamm B danne quik.ini:

B cekumn [ctl_module] ykaxute nopT ansa nogkntodeHns nporpammbl QMonitor
K cepBepy, HaMMeHOBaHMeE Kfto4a cepBepa 1 Naposib 3TOr0 Kua.

[ctl module]

module=libdwwgctl.so
port=15121

NHcTpykuma no yctaHoBke Cepsepa QUIK 14



name=broker

password=

B cekumu [data_ip_module] ykaxuTe nopT 415 NOAKIOYEHUS MHTpedencoB
K cepBepy.

[data ip module]
module=libdtwipsrv.so

port=17100

B cekumn [db] ykaxute ums nnun IP-agpec cepsepa CYB/, nms 6a3bl AaHHbIX
cepBepa, Nnosib3oBaTess, OT MMEHM KOTOPOIro NpoMcxoanT noakntodeHne k CYB/,

M NapoJib 3TOro noJsib3oBaTenA.

[db]
server=
base=
user=
password=

driver=PostgreSQL ANSI

Mpwn coeanHennun c CYB/[ Postgres ¢ ncnonb3oBaHMeM nopTa, OT/IMYHOIO
OT 3af@aHHOro no ymonyanuio (5432), ero Heo6xoaMMO yKasaTb B napaMeTpe

AdditionalParameters:

AdditionalParameters=port=5431

B cekumu [dealer-library] ykaxuTte nyTb A0 HacTpoek Bcex bnbnnotek pacyerta
nuMmuToB. Ecnu B TekyweM danne HacTpoeK yKasaHbl NyTu ¢ pacwupeHuem .dll,

TO 3aMeHUTe pacluMpeHune Ha .ini.

[dealer-library]
ALGO=./dealer/algo.ini

SMS=./dealer/sms.ini

B cekumu [usend_module] ykaxute cucteMHoe ums, NnopT 418 NOAKIIOYEHMUS
nosib30BaTeNeN K cepBepy, HaMMeHOBaHMeE KJlloYa cepBepa M naposib 3TOro Kikya.

[usend module]
module=1libdwsend. so

sysname=lMHbpopMalLMOHHO-TOpTOBasa cucteMma QUIK "broker"

name=broker
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password=
port=15100

Ecnn HacTpoeHa pennukauusa, To B cekuumn [stop_sync] ykaxute naeHTudbukaTop

cepBepa.

[stop sync]
serverid="ID SERV1"

Co3painite dann crossrate.ini, (cekumsa [cur_module]) coaepxawmin onncaHmus
Ba/tOT, UCMONb3YEMbIX Ha cepBepe:

[cur module]

class cfg=crossrate.ini

MunHMManbHoe onucaHue BantoT B danne crossrate.ini:

[crossrate]

RUR=Py0Osb, Pybiab, 3

[crossrate rate]

RUR=1

[ns KoppekTHOro oTobpa)xeHnss HaMMEHOBaAHUS BantoThl, HanpuMmep, B Paboyem
mecte QUIK, dann crossrate.ini gomkeH 6bITb COXpaHeH B Kognposke winl1251.

8. [1nAa cepBuca, yCTaHOBIEHHOIO MO YMOSYaHUIO, NpoM3BeanTE NepBbIA 3anyCK C K4YOM -Clean

M3 ANpEKTOopUnN C yCtTaHOB/IEHHBIM CEPBNCOM, 3anNyCTUB KOMaHAY .

sudo ./q start.sh -clean

nnbo n3 nobon ANpeKTopmuun, OTANYHON OT AUPEKTOPUM CepBMUCA, 3aMyYCKOM KOMaHAbl:

sudo /opt/argasrv/quik/quik/q_start.sh -clean

9. HacTponTe aBTOMaTMKY 3anycka U OCTaHOBKW cepBuca. [1as 3TOro UCnosb3ynTe B CKpunTax
aBTOMaTUKM 3anyck KoMaHAHbIX dannos g_start.sh n g_stop.sh, pacnonoxeHHbIx

B ANPEKTOPUN YCTaHOBNEHHOIO CepBuUca.

16
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CepBep HeobxoaAnMMO NepesanyckaTb exeaHeBHO. 3anycK AO/KeH NpoM3BoaMTbCS 3a 3-5
MWHYT A0 3anycka nepsoro uHtepderica. OCTaHOBKY cepBepa HeobXoANMO NPOM3BOAUTL Yepes
3-5 MMHYT nocne oCTaHOBKN MHTepdECOoB.

CTpyKTypa KaTasioroB mMeeT 3HaudeHue. NepemMeweHne win nepeMmmMeHoBaHue
¢haitnoB cepBuca MoXeT NPUBECTU K OlMOKe B YCTaHOBKe.

2.4.4 Knwoum 3anycka yCTaHOBOYHOro run-nakera nop Linux
MocTtaBnsiemMblli B AUCTpnbyTMBE run-dann noaaepXnBaeT cieaytolme Katoym 3anycka:

-i [<srvhame>]
BbinonHeHWe ¢ AaHHbIM KJIOYOM AOCTYMHO TOJIbKO MOJSb30BaTesNio root.

YcTaHOBKa cepBuca C MeHeM <srvhame>. lMapameTp <srvhame> Heobsa3aTteneH. Mpu oTCyTCTBUM
NCNONb3YETCS UMSA CepBUCA MO YMOYaHUIO, paBHOE MMEHU UCMONHAEMOro ganna
ycTaHasnuaemoro 0. MNpn ykaszaHum napameTpa Nosb3oBaTesieEM, €ro 3Ha4YeHmne NpmMBoOANTCS

K HW)KHEMY perucTpy, u cepBuc ycTaHaBMBaeTCHd C MMEHEM B HMUXHEM perncrpe.

YcTaHOBKa ABYX OAHOMMEHHbIX CEPBUCOB HE AO0MYCKaeTCsl, AaXe B pa3Hble KOPHEBbIE ANPEKTOPUN.
Mpu nonbITKe 3TO caenaTb YCTaHOBKa 6yaeT 3aBepllaTbCs OWMOKOM.

-d <rootdir>

Kntoy 3anycka, NpMMEHSIEMbIN TOILKO NPU YyCTaHOBKE cepBuca (B KoMbuHauum ¢ -i) ansa ykasaHus
KOpPHEBOW ANPEKTOPUN A9 YCTAaHOBKWN CEPBUCA, OT/IMYHOM OT AMPEKTOPUMN NO YMOSTHAHUIO
/opt/argasrv. 2To AnpeKkTopusl, B KOTOpPOW co3paeTcs noaampektopus <softwaredir>/<srvname>,
B KOTOpYto 6yayT pacnakoBaHbl 6MHapHble N KOHMUIypaLuMoHHblie dannbl ycTaHaBnmeaemoro MMO.

-n <srvusername>

Kntoy 3anycka, MpMMeHSIEMbI TOJILKO NMPU yYCTaHOBKe cepBuca (B KoOMbMHauum c -i) ans ykasaHus
nosib3oBaTensa <srvusername>, KOTOpPbIA CTaHET BnagenbueM annos cepeuca u OT UMeHu
KoToporo 6yaet paboTaTb yCTaHaBIMBAEMbIN cepBUC. MIMs NONb30BaTeNa N0 YMOJIYAHMIO: argasrv.

-u [<srvhname>]
BbinonHeHue ¢ AaHHbIM K/1KOYOM AOCTYNMHO MNOJZIb30BaTENAM arqasrv nnau root.

O6HoBNEHUE cepBUCa C UMEHEM <srvhame>. [lapaMeTp <srvname> Heobs3aTteneH. Mpu
OTCYTCTBUM UCMONb3YETCA MMS CEpBMUCA MO YMOMIYaHUIO, paBHOEe UMeHU ucnonHsemoro garina Mo.

PacnonoxeHune cepsuca 1 MMsl Nosib3oBaTeNS-BNajeblLa cepBepa ykasblBaTb He TpebyeTcs,
T.K. OHO COoXpaHeHo B /etc/argasrv/<srvname>.

-e
BbINofIHEHWE C AaHHbIM KOYOM AOCTYMNHO Nto60MYy Mosib30BaTENIo.
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PacnakoBKa MOJSIHOrO COAEPXXMMOro apxuBa, BKJoUas KOH(UrypaLuMoHHble ini-cdannbl. PacnakoBka
NPOU3BOAMTCS B MNOAANPEKTOPUIO C UMEHEM, PaBHbIM UMEHM run-daiina (6e3 paclunpeHus .run),
KOTOopas B C/lydae OTCYTCTBUSA CO3/1aETCA PSAAOM C UCMOJTHAEMbIM (hanioMm.

-h, -?

BbINONHEHME C 3TUM K/IHOYOM AOCTYMHO Nto60MY Mosb30BaTENIO.
BbiBOA KpaTKkoM MHGopMauum ob aprymeHTax 3anycka.
MpumMepsbl:

3anyck run-danna ans yCTaHOBKW CepBuUca:

sudo ./install server-xx.xx.xx.run -i quikserver -d /opt/customdir

3anyck run-danna ans obHoOBMEHNA cepBuUca:

[sudo] ./install_server—xx.xx.xx.run -u quikserver

I Yka3aHue sudo Tpebyercsa B cnyuyae o6HOBNIeHMA cepBuca noJsibsoBarenem root.

3anyck run-danna ansg pacnakoBKu:

./install_server—xx.xx.xx.run -e

2.5 HacTtpouka cepBepa

2.5.1 HacTtpoiika napaMeTpoB BaJllOT U KPOCC-KYypPCOB

1. Ha komnbloTepe, Ha KOTopoM 3anyuweH cepsep QUIK, oTkpornTe dann quik.ini B aupektopum
quik\server n oTpegakTnpymnTe ero cneaywowmm obpasom:

B cekumto [natural_level_section] po6asbTe cTpoky (ecnn oHa OTCYTCTBYET):

module=cur module

B KoHeL ¢danna quik.ini fgobaBbTe CTPOKMK:

[cur module]
module=dwcurg.dll

class cfg=crossrate.ini
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2. OtkpoiTe dann crossrate.ini B anpektopun quik\server n otpeaakTMpymTe ero cneayroLuimm
obpasom:

B cekuuun [crossrate] ona Kaxaoro Koga BantoThl YKaXuUTe:

MoJIHOE HauMEeHOBaHWE BasoThl;
COKpalleHHOe HAaUMeHOBaHWe BastoThl;
TOYHOCTb KPOCC-KYypca;

TOYHOCTb BeAEHUS AEeHEXHOW No3numm. Bo3aMoXHble 3Ha4YeHns: B AnanasoHe [0,
8]. Ecnu 3HaueHuMe He 3aZ1aHo SABHO, MO YMOMYaHUIO YCTAHABMBAETCS «2».,

Mpumep:
[crossrate]

RUR=Py0Ounb, Pybsb, 2
SUR=Py6Jb, PybJb, 2

JPY=4noHckasa meHa,leHa, 6,0

I BAXXHO!

Ecnn TOYHOCTb BeaeHUs AeHEeXHON No3MuMn No BaaloTe OTIMYHA OT «2», BCE NOAK/0YaeMble
K cepBepy MHTepdENCbl, KOTOpPblE TPAHCANPYIOT:

JaHHY0 BanoTy;
MHCTPYMEHTbI, KOTOpbIE TOPryloTCA 3a 3Ty BaloTy;

Ba/IlOTHbIE Napbl, coAepXXallne AaHHYO BasoTy;

ntobble geHeXHble BEJIMYUNHBI, BblpaXeHHble B OaHHOW BantoTe;

AO/KHbI NOAAEPXUBATD TPAHCASAUNIO AEHEXHbIX BEIMYNH C TOYHOCTbIO, OT/IMUHOM OT «2»,
@ TOYHOCTb A/19 COOTBETCTBYHOLLEN BaNtOTbl AO/KHA COBNaAaTh C HAaCTPOEHHOM Ha cepBepe
QUIK. B npoTnBHOM cny4yae KoppekTHas paboTa CUCTEMbI HE rapaHTUpPYETCS.

3a nHdopMaumen o nogaep)xKe TPAHCAAUNM AEeHEXHbIX BEIMYMH C TOYHOCTbIO, OT/IMYHOWN
OT «2», ANt KOHKPETHOro TOProBoro nHtepdeinca obpatuteck B Cnyx6by TeEXHNYECKOMN
noaaepxkun QUIK:

B cekuuu [crossrate_rate] ykaxuTe KypC KOHBepTauum Ans Kaxaou BantoTbl.
3HayeHune KypCa MOXeT 6bITb NMPpoOn3BOJIbHbIM YNC/TOM, COAEPXALlMM KONNYECTBO
3HaKOB MoOC/e 3ansaTon He 6onblle 3HaYeHNs napaMeTpa «TOYHOCTb KpOCC-Kypca»,
3a[aHHOro B cekuumn [crossrate] (cM. Bbiwe).

Mpumep:

[crossrate rate]
RUR=1
SUR=1.00
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JPY=0.627686

Mpwn Heo6xo[AMMOCTHU UCNOJIb30BaTb KPOCC-KypC Ansa BankoThl, OTCVTCTByIOLI.IEﬁ

B cekumm [crossrate_rate], B nporpamme QMonitor oto6pasuntcsa cooTBeTcTBylOLlEe
coobleHne 06 ownbke.

B CeKUMM [main_currency] ykaxure:
Ko BastoTbl. 3Ha4YeHne No ymon4yaHuo: «RUR».

Ko4 CMMBOJ1a BankOThbl B CTaHAApTE Unicode. 3HaueHune no yMon4aHuio: «0»,

Koabl BanioT AOCTYNHbI NO CCbIJIKE:

_ CTpoky ¢ HTML-konom cumBona BantoTbl B opMaTe <Unicode-koa BantoTbl>. Ecnu
KoA yKa3blBaeTcs B 16-puyHOI cucTemMe, To nepej HMM HeobXoAuMMO yKasaTb
CUMBOA «X». 3Ha4YeHMe No YMOSYaHUIO: «» (MycTo).

Mpumep:
[main currency]
code=RUB

ucode=20BD
htmlcode=8381

2.5.2 Hacrtpoiika napameTpoB cepBepa QUIK

HacTtpoiika napameTtpoB cepBepa QUIK BbinonHseTca B cneayowmx dannax:

®dain qrypto.cfg
OTkponTte dann qrypto.cfg B katanore <quik_dir>\server\ n oTpegakTMpymnTe ero cneayowmm
obpazom:

1. B cekuwnu [CryptoProviders] 3agante ncnonb3syembie MeToabl WndpoBaHus («0» — BbIKIOYEH,
«1» — BKJ/IOYEH), Hanpumep:

[CryptoProviders]
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openssl=1

2. B cekumu, COOTBETCTBYIOLLEN BbIBpaHHOMY Ha NpeablAyLEM Lare MeToay WndpoBaHus,
YKaXWUTE MOSHbIA UM OTHOCUTENbHbBIN MYTU K UCMONTHAEMOMY U KOHMDUTYypaLUOHHOMY dainam,
HanpuMep:

[openssl]
Module=openssl pr.dll

IniFile=openssl pr.ini

3. B cekuuun [auth] 3apganTe cnepyrowme HaCTPONKMU:

[auth]
sign=secprov.dll
(myms Linux BamanTe sign=libsecprov.so)

sign provider=openssl ; MeTon wM@POBAHMS, MCIOOJNb3yeMsli njsg SLUII

Onsa vcnonb3oBaHMsA MexaHu3Ma ayTeHTudukaumm B gomeHe Active Directory / Kerberos
TpebyeTcsa 3aaaTb creaylowme HaCTPONKK:

[auth]
ad use=1
AD PROVIDER LIBRARY=ad provider.dll

(nma Linux sapmarTe AD PROVIDER LIBRARY=libad provider.so)

N ykasaTb cnefytowme HacTpoOnKu:

_ AD_DCDistinguishedName - nmsa KoHTponaepa AOMeHa. 3Ha4YeHNe No YMOYAHUIO:
«» (nycTo).

_ AD_DomainName - nms goMeHa gnsa SSO. 3HauyeHme No yMon4YaHuio: «» (MycTo).

Ona Windows ykasbiBaeTCs 4acTb AOMeHa 40 «\», HanpuMmep, «arga».
[na Linux yka3sblBaeTcsa YacTb AOMeHa nocne «@», HanpuMmep, «ARQA.RU».
Mpn ncnonb3oBaHUKM HECKONbKUX AOMeHOB AD, MexAay KOTOPbIMW HACTPOEHbI

AOBEPUTEJIbHbIE OTHOLWLEHUA, Heob6xoanMo nx YKa3blBaTb YEPE3 3aNATYHO:

[auth]
AD DomainName=first.com, second.com
unv, nonasg Linux:

AD DomainName=FIRST.COM, SECOND.COM
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lMpn npoBepke N0rnMHa UCNoNb3yTCHA AOMEHbI MO CMUCKY B YKa3aHHOM Mopsake.

Hanpumep, ana nonb3oBaTens user BbiNosHAETCSA npoBepka first.com\user, a 3atem
second.com\user. TOT, AOMEH, rAe NpPoOBepKa MpoLusia, CYNTAETCS KOPPEKTHLIM.

Ecnun Bo Bcex yKasaHHbIX AOMEHaX ayTeHTUdUKauus 3aBepLliniach HeycrnewHo,
CUMTaEeTCs, YTO NOSb30BaTesb HE NPOLUEN ayTeHTUdhUKaALUIO.

Ecnu B 060MX IOMEHAX eCTb N0JIb30BaTENb C COBMNAAALWMNMKN JTIOFTMHOM U NaposieM,
To 6yneT BbiI6paH TOT, KOTOPbIA UAET B CMUCKE NEPBbLIM.

Mpwn 3TOM, ecnu nosnb3oBaTeslb yKa3biBaET NOrMH BMecTe ¢ goMeHoM first.com\user
(nnn user@FIRST.COM pgns Linux), To NnpoBepKa BbIMOJIHAETCS A1 YKa3aHHOro
AOMeHa, a AOMEeHbl, yKa3aHHble B HAaCTpOWMKe, NrHOpUpYyrTCs. Toraa pesynbtar
yCnewHor Banmaauumm nonb3oBaTensa (Aaxe B c/lydae ycnewHon ayTeHTudukaumm

B AOMEHE) 3aBUCUT OT Ha/IMYMS 3anncK C TakKUM NOrMHOM (BbIMONTHAETCA NpoOBEpKa
nonHoro cootseTcTBusa) B nporpamme QUIK Administrator B okHe «J10rnHbl B Apyromn
cucteme aBtopusaumnmn» (MeHio Cepeep QUIK / BesonacHocTb / JIorMHbl B Apyromu
cucTteMe aBTopusauum).

0N KOppekTHOM HacTporkn ayTeHTudmnkaumm B gfomeHe Active Directory / Kerberos
cnepyeT BbIMOAHUTb

®dainn quik.ini

®dainn gomxeH 6biTb B koanposke Windows-1251.

OTtkpornTte dain quik.ini B katanore <quik_dir>\server\ n oTpegakTMpymnTe ero cneaymowmm
obpazom:

1. B cekuwnu [dealer-library] nameHute cneayrouime napameTpsbl:

<kozm Bamey QUPME B TOPTOBOM CUCTeMe>=<OTHOCUTEJIbHHI NyThb K OQaljly HacTpoek>

Mpumep:

[dealer-library]
TEST FIRM=.\dealer\testfirm.ini

2. Cospante Ha SQL-cepBepe B/l ans ucnonb3osaHusa cepsepoM QUIK. Ons co3gaHusa b
Heob6xo0aMMO:

Ona MS SQL ncnonb3oBaTb ckpunt co3aanusa b full.sql, koTopbili BXxoAUT
B ANCTpUbyTUB;

[ns PostgresPro 3anycTuTb NocCNeAoBaTebHO KOMaHAHble dainbi:
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Server_create_pg_db_from_windows.cmd;

Server_db_fill_windows.cmd.

Ons nonyyeHun akTyasbHbIX CKPUNTOB ANnA cospaHus B[]l o6paTtutech B Cnyxx6y
TexHuuyeckon noaaeprxkm QUIK: .

3. B cekuun [DB] BmMecTo napametpa file 3agalite cnegyrowmne napamMmeTpbl nogkaoyeHus Kk 6ase
AaHHbIX:

_ Server - nma cepsepa. MoOXHO yKa3saTb CMMCOK cepBepoB b/l yuepe3 3anaTyio.
3HayeHne no ymonyaHuw: «QDB1».

_ Base - nmqa 6a3bl gaHHbIX. 3Ha4YeHWe no ymonyaHuio: «QUIK_DB».
_ User - nmsa nonb3oBaTens 6a3bl AaHHbIX.

Monb3oBaTenb fo/HKeH 6bITb BKJIKOUYEH B ponb «quik_server>» B 6a3e AaHHbIX
cepBepa QUIK.

Password - naponb nonb3oBatens 6a3bl gaHHbIX. [Tapofib He A0/MKEH HAaUYNMHATLCS
C CMMBOJI0B «$» 1 «#>». Naposb MOXeT 6bITb

Cton-3asaBKM NoJib3oBaTesieil, YaCTUYHO WM NOJIHOCTbIO 3a610kMpoBaHHbIX B QUIK
Administrator (nctek cpok .OBEepeHHOCTU, YCTAaHOBJIEH NpU3HaK «BbnokuposaH»,
MCTEK CPOK [AOBEPEHHOCTU MO pPbIHKaAM), MOTyT TaK)Xe 3arpy>artbcsi u3 6asbl
AaHHbIX cepBepa QUIK npwm crapre. NpoBepka 610KMPOBKMU Nosib30BaTens

M 3ajaHMe nepuoaa ynpasnaloTCcsa ciegylowmmmn HacTtpoinkamm daimna quik.ini:

_ stoporders.load_when_expired_la - npusHak 3arpysku cTon-3asBoK Ans
nonb3oBaTenen c uctekwern obuien 4OBEPEHHOCTbIO, UCTEKLLNMU AOBEPEHHOCTAMU
No pblHKaM. BO3MOXHbIe 3HAUYEeHUS:

«0» (No yMON4YaHUIO) — CTON-3asiBKM NOJ1b30BaTeNIEN C UCTEKLLEN AOBEPEHHOCTbIO
He 3arpy»atoTcs;

«1» — CTOMN-3as8BKM NOMb30BATENEN C UCTEKLLIEN NOBEPEHHOCTLIO 3arpy’KatoTcs.

_ stoporders.mark_expired_as_foreign - npn3Hak MapKMpoBKM CTOM-3as1BOK
nonb3oBaTesNen C UCTeKLEN AOBEPEHHOCTbLIO NPU3HaKoM «Foreign». HacTpoiika
ncnonbsyetcs, ecnun stoporders.load_when_expired_la=1. BO3MOXHble 3Ha4YEHUS:

_ «0» - cTon-3aaBKK Nonb3oBaTenel C UCTEKLIEN AOBEPEHHOCTbLIO HE MAapKUPYIOTCH
npu3HakoM «Foreign»;

_ «1» (No yMON4YaHui0) — CTOMN-3asBKM NOMb30BaTENEN C UCTEKLIEN 4OBEPEHHOCTLIO
MapKUpYyoTCs NpusHakoM «Foreigns.

_ stoporders.expired_la_period - nepnog B AHAX, 3@ KOTOPbIA HYXHO 3arpyxaTb
CTOM-3asBKMN MO 6/10KMPOBaHHLIM MOJIb30BaTENSAM. 3HAYEHNE NO YMONYaHUIO: «14»,
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db_connect_timeout - Bpema oxungaHmns coeanHeHus cepeepa QUIK c cepsepom b/
(B cekyHpax). lnanasoH AonyCcTUMbIX 3HayeHun: ot 1 go 600. 3HadeHne
Mo ymon4yaHuiw: «60».

AuthMode - ncnonb3ayembin TN ayTeHTUdUKaunm Ha cepeepe MS SQL. Bo3MOXHble

3Ha4YeHuns:
«login» (Mo ymMon4aHuo) — MCNOJIb3YTCS JIOTMH U NAaposib, YKa3aHHble
B NapaMeTpax user n password (naponb MoxeT 6bITb );

«domain» - MCNOJIb3YETCA AOMEHHAas aYTeHTM(bMKaLI,MFI.

Mpn AuthMode=domain napamertpbl user un password B cekuuu [DB] nrHopupyrorca

n MOryT 6bITb He YKa3aHbl.

Driver - HanmMeHoBaHuWe gpanBepa, UCMoJib3yeMoro Ansa noakatodeHmns K 6ase gaHHbIX
cepsepa QUIK. BO3MOXHble 3HaYEeHUS:

«ODBC Driver 17 for SQL Server» (no yMo/slYaHUIO) — UCNONb3yeTcsa A paboThl
¢ MS SQL Server 2014, 2016 nnn 6onee HoBon Bepcuen CYB/[ (13 cnucka
noagaepxxmneaembix). Ccblsika AN CKauymBaHMS yCTaHOBOYHOro dannia gpareepa

c odbnumansHoro canTta Microsoft:

A

«PostgreSQL ANSI(x64)» — ucnonbsyetca ans pabotbl ¢ PostgresPRO. Ccbinka ans
CKauymBaHus yCTaHOBOYHOro danna gpareepa ¢ opunumanbHoro camta ARQA
Technologies:

Mpwu pa6oTte c MS SQL Server gonxeH 6bITb YycTaHOBJIeH gpaBep ODBC Driver 17
for SQL Server, a npu pa6orte c PostgresPRO - gpaiBep psqlODBC Bepcum He HNxe

13.2.

Mpumep:

[DB]
server=<mmMmsa SQL-cepBepa 60es3 npedmukca «tcp:»>,<nopT>
Driver=0DBC Driver 17 for SQL Server

AdditionalParameters=MultiSubnetFailover=Yes;Network=dbmssocn

db connect timeout=120

MultiSubnetFailover - pexum noakntoyeHnsa K 6ase gaHHbIX, KOTOPbIN
obecneunBaeTt 6onee 6bICTpOE O6HapyXXeHMe 1 NOAKAIYEHME K aKTUBHOMY CepBepy
rpynnbl goctynHoctn MS SQL Server Always On. MNoagaepxunBaeTcs ToAbKO nNpu paboTe
¢ MS SQL Server. Bo3MOXHble 3HAa4YEHUS:

«0» (N0 YMOJIYaHUIO) — PEXUM BbIKJIIOUEH;

«1» — pexuM BKJIIOYEH.
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AdditionalParameters - HacTpolika ons 3agaHusa 4ONONHUTENbHbIX NapaMeTpPoB
noakntoveHns Kk CYB. 3HaueHne no ymondaHuio: «» (nycro).

Mpu coeanHeHunm c knacrepom MS SQL Heo6xoaAMMO YCTAaHOBUTb 3HaYeHue
HacTpoiku AdditionalParameters=MultiSubnetFailover=Yes n Network=dbmssocn.

AdditionalParameters=MultiSubnetFailover=Yes;Network=dbmssocn

Mpun coeanHeHunn c CYB/[ PostgresPRO ¢ ncnosbzosaHneM noprta, oOT/IMYHOro
OT 3ajaHHOro no ymon4yaHuwo (5432), ero Heo6xoaAMMO yKka3aTb B NnapaMeTpe
AdditionalParameters:

AdditionalParameters=port=5431

SSLMode - pexuM 6e3onacHoro noAakaoveHus. NoaaepxmeaeTcs TONbKO
npu HacTponke noakntoyeHmsa Kk CYB/l PostgresPRO. Bo3MOXHble 3Ha4YeHUS:

«» (NyCTO, NO YMOMAYaHUIO) — NOAK/YEHNE BbiNonHAeTcs 6e3 wudposaHus;
«require»;

«verify-ca»;

«verify-full»;

«disable»;

«allow»;

«prefer».

OnuncaHue pexunmos 6e30nacHOro NOAKIKYEHNS CM. HA opULMANbHOM canTe
PostgreSQL:

Ecnun napameTp He 3aaaH, To napameTpbl CertCAFileName, CertFileName,
CertPKeyFileName n CertPass nrHopupyoTcs.

CertCAFileName - nyTb K anny-KOHTENHEPY CepTUPUKATOB YAOCTOBEPSAIOLLUNX
LEHTPOB. 3HAaYeHNe No yMon4vaHuio: «» (NycTto). MNoaaepXmBaeTcs TOAbKO
npuv HacTponke noaknoveHmsa kK CYB PostgresPRO.

CertFileName - nyTb n HauMeHoBaHue danna ceptTudunkata 6e3onacHoro
NoAKOYEHMS. 3HaYeHne No yMmonyaHuto: «» (nycrto). NoaaepxxneBaeTcs TONbKO Mpwu
HacTpomnke noakntoveHns Kk CYB/[ PostgresPRO.

CertPKeyFileName - nyTb 1 HanMmeHoBaHue gaiina npmBaTHOro Knw4ya 6esonacHoro
NoAKNOYeHMsl. 3Ha4YeHre No yMmonyaHuto: «» (nycrto). Noaaepxxmneaetcs TONbKO Mpwu
HacTpomnke noakntoveHmsa kK CYB/[ PostgresPRO.

CertPass - naponb ans daiina npMBaTHOro KJtoua 6e30nacHOro NoAKJAUYEHNS.
3HayeHne No ymoadaHuio: «» (nycro). MoaaepxuBaeTcs TONbKO MpU HaAcTporke
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nogkntoyeHns Kk CYB/[ PostgresPRO. MNaposib He fO/IXKEH HAa4YMHATbCS C CUMBOJIOB «$»
n «#». Naponb MOXeT 6bITb
4. HacTponTe BO3MOXHOCTb MNOSy4YEeHMS NOoNb30BaTENEM HEMNPOUUTAHHbBIX COOBLLEHUI
3a npeablayLlune Toproeble AHW:

messages_delivery_period - konnyecTtBo gHel, 3a KOTOpbIE 3arpy»XatoTcs
coobueHns. 3Ha4yeHne No yMondaHuio: «0» (3arpyxatTcsl TONIbKO COobLLeHNs
3a TEKYLUYIO TOProBylo gaTty).

5. B cekuun [db_module] HacTpoliTe ncnonb3yemblii nposangep 6asbl AaHHbIX:

driver - nMa ncnonHsiemoro cganna nposangepa 6a3bl AaHHbIX. 3Ha4YeHNe
No yMoOs4aHuio: «» (NycTo). Bo3MOXHble 3HaYeHUs:

Mpun ncnonb3oBaHum MS SQL - 3apariTe 3HadveHue «quik_db_ms.dll»;
Mpun ncnonb3oBaHum PostgresPRO - 3agalite 3HaveHme «quik_db_pg.dll».

Mpumep cekumi npu nogknoyeHnn k CYbA MS SQL:

[DB]

server=MSSQL SRV

base=QUIK DB

user=sa

password=napoJb

db connect timeout=30

AuthMode=login

Driver=0DBC Driver 17 for SQL Server

AdditionalParameters=MultiSubnetFailover=No;ApplicationIntent=ReadWrite

[db module]
module=dbstubrc.dll
driver=quik db ms.dll

Mpumep cekumn npu nogknwyeHnn k CYB PostgresPRO:

[DB]

server=PostgreSQL SRV
base=QUIK DB

user=sa

password=napoJb
Driver=PostgreSQL ANSTI (x64)
SSLMode=verify-full
CertCAFileName=certs/root.crt
CertFileName=certs/user.crt
CertPKeyFileName=certs/user.key

CertPass=secret
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[db module]
module=dbstubrc.dll
Driver=quik db pg.dll

6. B cekuuu [Files] HacTpoliTe cnegylowimne napaMmeTpsbl:

EventsLogFileName = - nyTb 1 HaMMeHOBaHWe OCHOBHOro nor-danna. 3HayeHune
Mo ymMosi4yaHuio: «events.log».

ErrorsLogFileName = - nyTb n HanMeHoBaHue nor-dgarnna ownbok. 3HadyeHne
Nno yMos4yaHuio: «errors.log».

DeallibLogFileName ~ - nyTb n HaMMeHoBaHue nor-darna bubnnortekn pacuera
JIMMUTOB. 3Ha4yeHuMe No yMondaHuio: «deallib.log».

DataFilesFolderName - nyTb K dannam gaHHbix (pannbl ¢ pacwmnpenmnem .ik).
3HaYeHne No YMOUYAHUIO: «.\».

LogFilesFolderName - nyTtb Kk nor-dainnam (events.log, errors.log, deallib.log,
nposavaep B). 3HaueHMe Mo yMONYaHUIo: «.\».

() Ecnn B napaMeTpe yKasaHo TOJIbKO HauMeHoBaHue nor-c¢gaina, ucnonb3lyercs
nyTb, YyKa3aHHbI B napameTtpe LogFilesFolderName.

(++) B DataFilesFolderName yka3biBaeTcsi NyTb K NankKe, B KOTOpou 6yayTt
c¢dopMupoBaTbCa U XpaHUTbCA hanbl € paclumpeHmemM .ik. Takaa nanka AoJ/1KHa
6bITb coO3AaHa A0 3anycka cepBepa. Mpu oTCcyTCTBMM AaHHOMW Nanku cepeBep
OCTaHOBMTCH.

7. B cekumu [usend_module] nameHuTte crnegyowme napameTpsbl:

Module - 3apaeT cooTBeTCTBME 3arpyxaeMmon 6ubnmnoTekn cepesepa n cexkumnm
HaCTpoeK, OTHOCSILLUXCS K HeW;

Sysname — HaMMeHOBaHue cucTemsbl, oTobpaxaemoe B UHPOPMALNOHHOM OKHe
npu yCTaHOBIEHUN CBSA3U C CEPBEPOM;

Name - ko4 cepsepa;
Password — naponb ans obpalleHns K K4y cepeepa;
Port — HoMep nopTa 419 NOAKAIYEHUS NOSb30BATENIbCKUX TEPMUHANOB;

crypto_provider_ini_file — NoOAHbIA UM OTHOCUTENbLHBIN NYTb K dansy HacTpoek
WwndposaHus;

connection_acceptance_tmo_ms - BpeMs 0XuaaHnsa npnema HOBOro NoAKIIOHEHUS
B MUAnmcekyHaax. BoamoxHble 3HayeHusa: ot 0 go 60000. 3HayeHme rno yMon4aHuio:
«50».
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Hanpumep:

module=dwsend.dll

sysname=lMHpopMalLMOHHO-TOpPTOBas cuctema QUIK “Tect MuBecT”
name=testinvest

password=secret

port=15100

crypto provider ini file=.\openssl pr.ini

connection acceptance tmo ms=50

Ecnu npoBaiiaepoB HECKOJIbKO, TOraa AJifA 3afAaHUA HaCTPOeK HYXXHO UCNOoJs1Ib30BaThb
cnepyouwme HaCTpoOMKM:

«crypto_provider_ini_file_mp» - 3agaHue kpuntonposaigepa MP;
«crypto_provider_ini_file_sslpro» - 3agaHne kpuntonpoBangepa SSL-Pro;

«crypto_provider_ini_file_openssl» - 3agaHne kpuntonpoBanaepa OpenSSL.

Hanpumep:
[usend module]

crypto provider ini file openssl=.\openssl pr.ini

crypto _provider ini file sslpro=.\signalcom pr.ini

8. B cekuun [ctl_module] nsmeHute cneayrowme napameTpsbl:

module=dwwgctl.dll

port=15120 ; HOMEp MHnopTa Ijsg NOOKJIYEeHMS NporpaMMsl QMonitor
name=testinvest ; KJIOY cepBepa
password=secret ; Haposb nOJjg ofpalleHMa K KoYy cepBepa

9. B cekuuu [time-set] ykaxute napametp hourshift, ecnn Bpems cepsepa QUIK oTtnmyaercs
OT BpeMeHU uHTepdeiica:

hourshift=3 ; pasHuua Mexmy BpeMeHeM Ha cepBepe QUIK ¥ Ha HaHHBIX, TPAaHCIMPYEMBIX

nHTEepdercoM, B yacax
10.B cekunmn [mail] namennTe cnegytowme napameTpbl 4ocTtyna kK SMTP-cepBepy:

Server=smtp.quik.ru ; Mma mim IP-ampec SMTP-cepsepa

Port=25000 ; IlopT SMTP-cepBepa. 3HaueHMEe IO yMOJUAHMIO: «25%».
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User=test user ; VMa noJip30BaTesNsa OJd ayTeHTubmkaumm Ha SMTP-cepeepe

Password=secret ; Iapomnp nosb30BaTesNa Ojisa ayTeHTupmkauum Ha SMTP-cepBepe. Ilaposb
HEe [OOJIKEeH HAauMHATLCS C CUMBOJIOB «$» U «#». Ilaposib MoxeT OHTbH
FromAddress ; AOpec 3JIEKTPOHHOM IIOUTH, C KOTOPOT'O OTHNPAaBJIAITCS NMCbMa cepBepa QUIK

(HanpuMmep: OByx@aKTOpHas ayTeHTHMOMUKALUs, BOCCTAHOBJIEHME [IapoJis, 3arpys3Ka JIMMMTOB

U IOpyrue)

11.B cekuuu [limits_module] HacTpoiTe napameTpbl:

Ansa pacCbinku 3ﬂeKTpOHHOm No4Thbl:

loadlimits mail to=testl@post.ru ; Agxpeca nojydaTejey COOOWEHUM depes 3anaTyibo
sign settings file=.\gloadlimitx.ini ; Dyre x danny c HacTporkamu [IpoTpaMMe
IJIs YCTAHOBKM NO3MLMN KJIMeHTOB QLoadLimitsX miys 3arpys3km cepeepoM QUIK

nonnucaHHoro JUIl daria JIUMUTOB

calclimit_old_stoporders - npnsHak 610KMpOBKN CpeaCcTB Noj CTOM-3asABKuU
npeabliaywmx gHen. Bo3aMoXHbIe 3Ha4YeHns :

«0» (no ymon4yaHuio) - He 6110KMpoBaTh CPEACTBA;
«1» — 6n1okMpoBaTb cpeacTaa.

Mpumep:

calclimit old stoporders=0

HacTtpoiika He oo/1)XHa UCMNO0JIb30BaTbCA COBMECTHO C HaCTPOMKOM

«He 6510kMpoBaTbh CpeAcCcTBa AJ1A CTON-3asBOK No kjlaccam>» Bubnunoreku pacuera
nMMnToB (ONMCaHMe HACTpPouKU cM. B PykoBoACTBE MO agMUMHUCTPUPOBAHUIO
«HacTpoiikn Bubanmoreku pacuera JIMMUTOB> ).

12.B cekuunu [trans_module] HacTpoliTe napaMeTpbl:

Change_wrong_single_clientcode - anropntm 3ameHbl Koga KaMeHTa nNpu Hanmuum
eANHCTBEHHOIO ﬂeﬁCTBy}OmeFO KOAa KJ/IMEHTA Y NOJ1b30BaTeENA. BO3MOXHble 3HaYEeHUS:

«0» — TpaH3aKuUKnsa OTBepraeTcs C AMarHOCTMKOM «HeBepHbIN KoA KIMEHTa», ecnu
yKa3aH Koj KJIMeHTa, He COoBMadatolWnii c npaBaMm nosb3oBaTens (y KInEHTa
yKasaH TOoMbKO OAWH KOoA, He coBnadatoumnii ¢ npaBaMu, NM60 y KIMEHTa YKasaHbl
ABa KoAa, N0 OAHOMY M3 KOTOPbIX KOHYM/ICS CPOK AOBEPEHHOCTU, U B NoAaBaeMomn
TpaH3aKLUWM yKasaH KoA KfIMeHTa, He COBMaAatoLWmin ¢ npaBamn);

«1» (No yMoNYaHWIO) — TpaH3aKLUus He OTBepraeTcs.
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Mpumep:

change wrong single clientcode=1

trans_handling_privileged_users - cnncok nonb3oBaTenen, npe-Tpeng KOHTPO/b
TPaH3aKLUWIA KOTOPbIX MOXET MPOU3BOANTLCA NapasnnenbHo. PekoMmeHayeTCcsl BK/IOYaTb
ANl TEXHONOMMYECKNX Nosib30BaTesiIen, FEHEPUPYHOLWNX 3asiBKN OT pa3HbIX KOAO0B
knneHTa (HanpuMep, npu pabote ¢ MogyneMm anropuTMMUYeckon Toproenm, Mogynem
QUIK SOR n T.4.), AN YMeHbLleHNA 3aaepxek 06paboTkm TpaH3akunii. Mpu
BkntoueHmn UID nonb3oBaTens B HACTPOKMKY, COXPAHSETCS rapaHTMsa nopsaka
06paboTKKM TpaH3aKuUmMi OT O4HOr0 KoAA K/IMEeHTa — TpaH3akuum obpabaTbiBaloTCs

B NOpsiAKe NOCTYMNJ/IEHMNS.

HacTpoiiku orpaHM4YeHU Ha KOJIMYEeCTBO TpaH3akuMii B Bubnnoreke pacuera
JIMMUTOB UMEeIT 60/1bLUMA NPUOPUTET Haa HAaCTPOMKOM

trans_handling_privileged_users. PekoMeHayeTcAa HacTpanBaTb Takoe
orpaHuuyeHue, YTobbl NCKIIUYNTb HEeratTuBHbie 3¢ eKkTbl B BUAE 3ageprxex
06paboTkun faHHbIX, NOJIy4aeMbIX U3 TOProBOW CUCTEMBbI.

HacTtpoiika npuMeHsieTca nocsie coxpaHeHun ¢gainia HacTpoeKk U He Tpebyer
nepesarpys3ku cepBepa.

dopMaT UCnosib30BaHUSA:

trans handling privileged users=<cmmcok UID udepes 3anATywn>

Mpumep:

trans_handling privileged users=100,200,300

13.B cekuunu [data_module] HacTpoinTe napameTpsbl:

inactive_stops_lifetime - makcnManbHO BO3MOXHOE BpeMsl B AHAX OT nocnegHen
aKTMBaUWUM CTOM-3asBKU, NO UCTEYEHUMN KOTOPOIrO CTOM-3asiBKa CHUMAETCS. 3HauYeHus
oT 1 o 13 npuBOAATCS K MMHMMANIbHO BO3MOXHOMY 3HaueHuto — 14.

«0» — HacTpolKa BbIK/IOYEHA;

«14» (No yMOM4YaH1I) — MUHMMaNbHO BO3MOXHOE KONMYEeCTBO AHel (HacTpolika
BKJIlOUEHA).

Mpumep:

inactive stops lifetime=14
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news_days_keep - Npoao/mKUTeNbHOCTb XPaHEHUS HOBOCTEN Ha cepBepe (B AHSX).
Mpwn 3anycke cepBepa, HOBOCTMU, CPOK XpPaHEHMS KOTOPbIX NPEeBbIAET yKazaHHoe

B MapaMeTpe 3HaueHue, yaanaTcs U3 XpaHuauwa. 3HadeHne Nno YMONUYaAHUIO: «2».,
Ecav B AaHHOW CeKL MM BKJIlOUEHbl HacTpoku 3aMmeHbl (firm_substitute=1,
client_codes_substitute=1), a dpannbl codes.ini naum firms.ini nycroie nan
OTCYTCTBYIOT, paboTa cepBepa 3aBepliaeTca C oumnbkomn:

MpununHa ownbkm AvnarHocrtuka

OTcyTtcTBYET (haiin 3ameH codes.ini Configuration file «nyTb-k-codes.ini» not found
OTtcyTcTByeT darin 3ameH firms.ini Configuration file «nyTb-k-firms.ini» not found
Mycton dann 3ameH codes.ini Configuration file «nyTb-k-codes.ini» is empty
MycTon daiin 3ameH firms.ini Configuration file «nyTb-k-firms.ini» is empty

generate_holiday_stop_trans - reHepauns onmcaHmsa TpaH3aKLMK CTOM-3a9BOK
A1l KNaccoB, NONyYeHHbIX cepBepoM oT HolidayTW.

«0» (NO yMONIYaHWUIO) — HacCTpOKKa BbIK/OYEHA;
«1» — HacTpoKKa BK/OYEHa.

14.B cekuuu [Position] 3agaeTcsa cooTBeTCTBME Mexay anavacom dupmbel (NCEBAOHUMOM,
NCNONb3YEMbIM AN 3aMeHbl koaa dupMbl Ha Ntobon apyron Ana obbeaUHEHNA HECKONbKUX
¢dup™M B 04HY B paMKax eaMHON AEHEXHOM no3nunm) u3 Toprosoro nHTepdenca nu Koaom
¢dupmbl cepeepa QUIK ¢ HacTpoeHHOM eanHon aeHexHon no3uuuen (EAQM). HacTtponka
aKTyanbHa, ecnm kog ¢pupmbl Toprosoro nHtepdenca n koa EAM-dbmnpmbl coBnagatoT. Anmac
yKa3blBaeTcsi ToproBbiM MHTEpdENCOM MpU TPaHCAAUMN AaHHbBIX NO PbIOYEPCHBLIM
orpaHuyeHmnsM n nosmumsam EAM-dupmbl. Mcnonb3oBaHWe anvaca onpeaensiet, ANs Kakoro
BWAA cyeTa npeAHa3HaveHbl AaHHble N3 TOproeoro nHTepdeinca.

dopmar:

<ammac ENIN-oupmMer 3 Toproeoro uHTepdenca>=<kon ENII-¢upMEl cepBepa QUIK>

Mpumep:

UNIFIED FIRM=NC0038900000

AononHuTenbHasa HacTpoika asmaca Takxe Tpebyercs B cekuumn [Position]
ToproBoro nHtepdgeica. [isiMHa asimaca He A0JI)XKHA NpesBbiwaTtb 12 CMMBOJIOB.
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15.Ecnu HacTpoeHa pennukauus, To B cekuun [data_pipe_module] HacTpoiiTe
BXOAALLYO/NUCXOAALLYIO peniMKaLumio AaTbl/BpeEMEHN NOCAeAHEro JIorMHa C NOMOLLIbIO
HaCTpOeK:

disable_last_login_replication_in - npuHnmaTb / He npuHUMaTb MHGOPpMaLUIO

0 AaTe/BpeMEHU NOCIEeAHEro /I0OrnMHa oT perniMkaTtopa. 3HadeHue Nno ymMonyaHuio: «0»
(NpMHMMaTDb).

disable_last_login_replication_out - nocbinats / He nocbinaTe MHpOPMaUMO
0 AaTe/BpeMeHU NOC/EAHErO IOTMHA B PENJIMKATOP. 3HAYEHNE MO YMONTYaHUo: «0»
(nocbinaThb).

16.Ecnun ncnonb3yeTtcs BHEWHUN Moaynb (opMnpoBaHMs KpOCC-KYpPCOB, TO CeEpBEP OTKJIOHSET
noakntoveHns apyrmx MHtepdencos Ao coegnHeHums ¢ 3TuM Mogynem. Ytobbl OTKNOUNTD
OaHHbI pexuM, B cekummn [data_pipe_module] ncnonb3ayercs HacTpolika:
WaitforCrossrate — pexuMm oXxunaaHust KpOCC-KypCcoB. BO3MOXHbIe 3HAaUEHUS:

«0» — OTK/IIOUYUTb PEXUM.
«1» (N0 YMONYaHWUIO) — BKJIIOUNTL PEXUM.

Korpa cepBep ucnosib3yeT BCTPOEHHbI Moaynb (b OpMUMPOBaHUA KPOCC-KYpPCOB,
3HaYeHMe HaCTPOMKMN UrHOPUPYeETCA.

B HacTpoitkax cepBuca Q2Q knacc CROSSRATE ponkeH 6biTb BbiAeNIeH B CEKLUIO
OTAENbHOro cCOeAAMHEHUA ANA KOPPEeKTHOW paboTthl slave-cepBepa.
MpumMmep:

[pt connect crossrate]
connection transport=tcp
server ip address=127.0.0.1
port=17103

check tmo=150
Classes=|CROSSRATE |

17.BbinonHUTE HacTponKy ABYXMaKTOPHON ayTeHTUDUKALUN B COOTBETCTBUM C N. 2 NHCTpyKLUMK
no HacTponke aByxdakTopHOMN ayTeHTUdmKaunm QUIK.

18.BbIN0SHUTE HAaCTPOWKY 3anpeTa BBoAA ANUTENbHbIX 3asiBOK, YTObbl 3anpeLwaTb WK pa3pewaTb
Nnosib30BaTeNio BBOAUTb B TOProBYl0 CUCTEMY 3asiBKM CO CPOKOM AeicTBus «[o aatbl» / «[o
OTMEHbI>».

B cekumnn [gtc-orders] 3aganTe cnegytowme napameTpbl:

markets — cn1cok pbIHKOB B NMPOU3BO/IbHOM MOPSAKE Yepes 3ansATylo.

MapameTpbl BUAa <PbIHOK>_classes - k/accbl pblHKa, KOTOPbIA yKasaH
B HAMMEHOBaHMM NapaMeTpa, B Nt060M nopsiake yepes 3ansaTyto.
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MapameTpbl Buaa <PbiHOK>_expiration_mark_field - HanmMeHoBaHue nons
npM3Haka aKCnupauum Ans pbiHKa.

MapameTpbl Buaa <PbiHOK>_expiration_date_field - HanmeHoBaHne nons gathl
3KCMMpaumn ansa pblHKa.

nyCTOﬁ CMNCOK PbIHKOB MJIN KJ1aCCOB B 3TUX PblHKaX O3Ha4YaeT, 4YTO 3anpeTt BBoAa
AJINTEJIbHbIX 3aABOK OTKJ/TIIOUYEH.

B cekumn [calc-limits] B napameTtpe max_days_to_expire_order 3agalte
MaKCMMasbHbI CPOK AENCTBMSA ANUTENbHbIX 3as89BOK B AHAX, KOTOpbIN 6yaet
AEeNCTBOBaTb Ha BCE KIacCbl MHCTPYMEHTOB, NepeyncieHHble B NapaMeTpax Bnaa
<PblHOK>_classes. Mogaya 3as9BKkK, CPOK AEACTBUS KOTOPOI NpeBblLaeT
orpaHuyeHne max_days_to_expire_order, npepBeTcsa C OLWINOKOMN.

Hanpumep:

[calc_limits]

max days to expire order=<unucmjo>

[gtc-orders]

markets=MARKET1, MARKET2

MARKET1 classes=XXXXX, NNNNN

MARKET2 classes=YYYYY, MMMMM

MARKET1 expiration mark field=UseExpDate
MARKET1 expiration date field=ExpDate
MARKET2 expiration mark field=IMMCANCEL
MARKET2 expiration date field=EXPIRYDATE

Ecnu B nporpamMme QUIK Administrator B HacTpoiikax nosib3oBaTens yCTaHOBJIEH
dnaxok «3aaBku “[10 oTMeHbl” », 3HAaYeHne napamMeTpa
max_days_to_expire_order He NOBNMAET HA CPOK AEUCTBUSA 3asAABKMU.

Ecnu B cepBepe 3HaueHMe HacTpoikm max_days_to_expire_order ykasaHo
6onblle, yeM orpaHuYeHus, 3aaaHHble B Moayne/nHtepdgeiice (HanpuMmep, Moaynb
asiropuTtMuMyeckou Toproenu, Toproebiii HTepdeinc CpouHoro pbiHka MockoBckoM
Bup>kun), To MoAyNb/UHTEP(hENC OTKIOHUT ee.

19.B cekuunu [behavior] MoXxHO 3agaTb rMnepccolky, KoTopas otobpaxkaetcs B Pabouem mecTe
QUIK B Tabnuue «MHbopmaumsa 06 MHCTpyMeHTe», ANna nepexoaa Ha canT ¢ NnoapobHbIM
OMUCAaHNEM UHCTPYMEHTA:

security.hyperlink — 3apaet popMmaT runepccbinikn. Ans co3gaHms yHUKanbHOM
rMNepPCCbITKMN ANS KaXXAoro UCTPyYMEeHTa MOryT MUCMoJ1b30BaTbCS METAaCUMBOJIbI.
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security.show_hyperlinks — 3agaeTt npu3Hak, 4TO runepccoi/ika Ha onucaHue
MHCTPYMeHTa oTobpaxaetcsa B Pabouem mecte QUIK B Tabnuue «MHpopmaumnsa ob
WHCTpYMeHTe». BO3MOXHble 3HaYeHuUs:

«0» (no ymonuyaHuto) — He oTobpaxaeTtcs B Pabouem mecte QUIK.
«1» — oTobpaxaetcs B Pabouem mecte QUIK.

Mpumep:

[behavior]
security.hyperlink=https://www.moex.com/ru/issue.aspx?code=<SECCODE>

security.show hyperlinks=1

20.B cekuun [trade_date] 3agatoTca cneayrowme napameTpbl:

ClearingTime - BpeMs cMeHbl ceccumn Ha cepBepe QUIK B popmate <HYYMMCC>. 3T0T
MOMEHT BpPEMEHU A0J/IKeH BbiNaaaTb Ha nepuos, koraa cepsep QUIK ocTtaHoBneH.
3HayeHune no ymon4yaHuw: «000000».

no_weekend - npusHak paboTbl cepsepa QUIK B pexunme «6e3 BbIXOAHbIX» (cybb6oTa
N BOCKpECeHbe CcYMTaTCA paboymMn AHAMMK). BO3MOXKHbIE 3HAYEHUS:

«0» (no ymon4yaHuio) - pexum paboTtel cepsepa QUIK onpenenseTcsa ctaHAapTHbIM
KaneHgapem pabounx (byaHn) n Hepabounx (BbIXOAHbIE) AHEN;

«1» - cepsep QUIK paboTaeT B pexunme «b6e3 BbIXOAHbIX>.

®dann trade_dates.ini
OTkpornite dain trade_dates.ini B kaTtanore <quik_dir>\server\ n otpegaktmpyirte ero.

B cekumu [trade_date] 3agatoTcsa gaTbl-UCKAOUYEHNA ANS KaneH4aps TOProBbiX U HETOProBbIX
AHel, ncnonb3lyemoro Ha cepeepe QUIK. Mo ymonuaHuto Cepeep QUIK cumTaeT TOproBbiMM AHU
C NoHegeNbHUKa NO NATHULY BKOYMTENbHO, @ cyb660Ty N BOoCKpeceHbe — HETOProBbIMU. [leHb
CYMTaETCa TOProBbIiM, €C/IN B 3TOT A€Hb Ha AaHHOM cepBepe QUIK npoxoaat Topru Ha noboi
N3 TOProBbIX MA0LWanoK:

Ecnn B 6yaHuiA AeHb 3ansaHMpoBaHbl TOPrM XoTsa 6bl HA 04HOWM NnoWwaakKe U3 AO0CTYMNHbIX

Ha cepBepe QUIK, TO 3Ty paTty He HyxHo aobasnatb B cekumio [trade_date].

Ecnn B 6ygHWIA AeHb TOPrn He 3anfaHMpoBaHbl HM Ha O4HOM M3 NOWaAoK, TO HY>XHO A06aBUTb
3Ty AaTty c npusHakoM holiday B cekuuto [trade_date].

Ecnn B BbIXOAHOW AeHb 3anlaHMPOBaHbl TOPrK XOTS 6bl HA OAHOW MoLaAKe U3 AOCTYMHbIX

Ha cepBepe QUIK, 1o HyxHO nobaBuTb 3Ty AaTy C npu3HakoMm workday B cekuumio [trade_date].

[aTbl-UCKIoYeHna U3 CTaHAapTHOro KasneHaaps, B COOTBETCTBMUM C KOTOpbIM cepBep QUIK
3anyckaeTcs B pexunme pabodero nnm Hepaboyero gHsa, B popmMaTe:

<ITTIMMII>=holiday
<TTTTMMII>=workday
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lpe:
holiday — Hepabouuin neHb;
workday - pabounii aeHsb.
MNpuMep 3anoSIHEHUA CEKLUUU CM. B

Mpu 3anycke cepBepa QUIK c k/s1to4uOM unu 3Ha4YeHM A ceKuum
MMEIOT MEeHbLUMA NPUOPUTET.

®daunn settlement_dates.ini
OTkporite dain settlement_dates.ini B katanore <quik_dir>\server\ n otpegaktnpymnTe ero.

B cekumn [settlement_date] 3agatoTca gaTbl-UCKIOYEHNS 418 KaneHAaps pacyeTHbIX

N Hepac4yeTHbIX AHEN, UCNOSIb3YEMOro Ha OCHOBHOM TOpProeBon niowaake. No ymonyanuio Cepsep
QUIK cuunTaeT pacyeTHbIMN AHU C NOHeAeNbHMKa MO NSATHULY BKJIOYUTENBbHO, a cyb6oTy

N BOCKpPECEeHbE — HEPACYETHbIMMU.

Ecnu Ha ocHOBHOM Toprosou naowaake 6yaHUi AeHb CYUTAETCHA HepaCUETHbIM, TO €ro HY>XHO
nobaentb B cekumio [settlement_date] ¢ npusHakom holiday, a ecnm BbIXOAHOW AeHb cyYMTaeTCs
pacyeTHbIM, TO €ro Hy>XHO 406aBUTb C Npu3HakoM workday.

JencTBne onncaHHbIX AaT-UCKIIOYEHUA pacnpOCTPaHAETCA Ha BCE PEXWMbl TOProsB, HO UMeeT
MeHbLIMN NPUOPUTET, YUEM KaneHaapu, 3agasaemMbole yepes nporpammy QUIK Administrator. Ecnu
JaTa 3ajaHa B cekuum [settlement_date] kak BbixogHON, a B kaneHaape nporpamMmel QUIK
Administrator kak pabounn geHb, TO OHa byaeT cumTaThca paboynm gHem.

Hanunune/oTcyTcTBME BbIXOAHBIX MPUBOAUT K CABWUIY AaTbl PaCYETOB, YTO BbipaXkaeTcs
B YBEIMYEHNWN/YMEHbLUEHUWN KaNleHAAPHbIX AHEN Mexay 3aK/toUYeHNeM CAeNlKM U pacyeToM npwm
BbINMOJSIHEHUW OMepaumnii C KoaaMu pacyeToB, OTIMYHbIMKU OT TO, Hanpumep, T1, T2.

3anonHeHune cekuun [settlement_date] Bnnsaer Ha:

KoppeKTHOCTb y4yeTa obbeMa KOMUCCUK;

OnpegeneHune LeNoYKn JTMMUTOB, Ha KOTOPYO pacnpocTpaHsaTcs 610KMpoBKa, HaumncineHus
W CNncaHus;

OnpegeneHune nocneaHero Buaa MMMMUTOB B LIENOYKe IMMUTOB onepaumm Ans oT4eToB/caenok
Ha McnosaHeHmne BTOpomn Yactu PENO;

Pacuet cpoka PEMNO no 6e3agpecHbiM 1 agpecHbiM pexumam PEMO mn PEMNO c LUK;

Yuet HKJl npu pacueTe 6nokmpyemMoro obbema 3asiBkm Ha nuMmmntax ansa PEMNO-M un PEMO c UK;
PacueT KOMWCCMKN TOProBOWM CUCTEMbI MO MOCTABOYHbIM CBOMAM Ha BaJOTHOM pPbIHKE, KOTOPbIN
onpepenseT gaTy Havana nepson yactm PEMO;

OnpepeneHne cpoka xun3Hun GTD/GTC-3aaBoK B ToM yncne OMS-3aaB0oK, B paMKax KOTOPOro
pacCcuyMTbIBAaE€TCA MaKCMManbHbin 06beM 3as1BKM C y4eTOM AMHAMUYeCKn HacTpoeHHoro HK/

N HOMWHana obnunraumm, 4YTo BAUSET Ha 06beM 3abnoKMPOBaHHbIX CPEeACTB.

dopMaT cekuunun:
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<ITTTMMII>=holiday
<I'TTTMMIIO>=workday

lpe:

_ holiday - Hepac4yeTHbI AeHb;

workday — paCcyeTHbIN AeHb.

Mpumepbl ana cekuui [trade_date] n [settlement_date]:

Mpumep 1

Ha cepsepe aBa VHTepdenca: Kk DoHAOBOMY pbIHKY MOCKOBCKOWM BUPXK N PbIHKY
WHOCTPaHHbIX LUeHHbIX 6ymar CIrNbB bupxu. 4 Hoabpsa 2022 roga — Npa3gHUYHbIN AeHb,
KOTOPbIA SABNSAETCS HEpacyeTHbIM Ha ®OHAOBOM pbiHKE MOCKOBCKOM BUpPXKN, HO TOProBbIM
Ha pblHKE MHOCTPaHHbIX LUeHHbIX 6ymar CINb bupxu.

Hy>HO 3a4aTb cneaytolmne HaCTPONKK:

[settlement date]
20221104=holiday

Mpumep 2
Ha cepsepe oanH NHTepdenc — kK ®oOHAOBOMY pbiHKY MOCKOBCKOM BUpPXKN.

4 Hosbps 2022 roga — NpasgHUYHbIA AeHb, KOTOPbIN SABNSETCS HEpacYeTHbIM Ha ®OHAOBOM
pbiHKe MockoBCKOW 6mpxn. TakuM obpa3oM, Ha cepBepe HET HM O4HOIro pexuma TOpros,
B KOTOpPOM 6yayT NpOXoAuUTb TOPru B 3TOT AEHb.

Hy>HO 3agaTb cneaytolmne HacTPONKK:

[settlement date]
20221104=holiday

[trade date]
20221104=holiday
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Mpumep 3

Ha cepsepe oanH NHTepdenc — k PoHaoBoMYy pbiHKY MockoBckon 6upxkin. 5 mapta 2022
roga (cy66oTta) — TOproBbiii U paC4YETHbLIN AEHD.

Hy>XHO 3agaTb cneaytowmne HaCTPONKM:

[settlement date]
20220305=workday

[trade date]
20220305=workday

2.5.3 Hacrtpoiika guctpmbytuBa ana nonb3oBartenen

KaTtanor <inst_dir>/front cogepXuT akTyanbHblh auctpnbytmse Pabouero mecrta QUIK

W NpegHa3HadeH A5 pacnpocTpaHeHns knumeHTaM. MNpu nogknyeHnm Nonb3oBaTens K cepeepy
BbINOJIHAETCA cpaBHeHWe Bepcum Pabouero mecta QUIK nonb3oBatens ¢ Bepcuen, Kkotopas
XPaHUTCS B ANPEKTOPUN C aKTyanbHbIM AncTpubytneom Pabouvero mecta QUIK. Ecnu Bepcuu

He coBMnafatoT, TO NOSb30BaTENO NpeasaraeTca obHoBNeHMeE.

CkonupyiTe coaepxumoe katanora <inst_dir>/front B anpekTopuio, KoTopas NnpeaHasHa4vyeHa Ans
XpaHeHus anctpnbytmnea Pabouero mecta QUIK.

CepBep Mo yMOJST4@HMIO UCNONb3YET B KayecTBe AMPEKTOPUM C ANCTpMOBYyTMBOM Pabouero mecta
QUIK:

<quik_dir>/server/areas/frontend/x64/release — ana Pabouero mecta QUIK Bepcun 8.0.0
M Bblle;

<quik_dir>/server/areas/frontend/release - ansa Pabouero mecta QUIK Bepcumn Huxe,
yem 8.0.0.

PacnonoxeHne gupektopun ¢ anctpnbytueom Paboudero mecta QUIK MoxeT 6bITb NepeonpeneneHo
HacTpoukon frontend B cekuun [areas] koHbUrypaunmoHHoro ganna cepsepa QUIK quik.ini.

B HacTpolike yKa3sblBaeTCs TONIbKO NyTb A0 0buwen AMpeKTopun, B KOTOPOI XpaHATCa oba
anctpubyTtmBa. 3HaueHme no ymonydaHuio: «frontend=areas/frontend».

Mpumep:

[areas]

frontend=clientfront

B naHHoMm npumepe anctpubytns Pabouero Mmecta QUIK xpaHuUTCS B crneayownx AMpeKTopusaX:
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<quik_dir>/server/clientfront/x64/release — nna Pabouero mecta QUIK Bepcun 8.0.0 u BblLLE;
<quik_dir>/server/clientfront/release — ansa Pabouero mecta QUIK Bepcun Huxe, yem 8.0.0.

2.5.4 Hacrtpoika NnpokKcu ANnf NOAKIIOYEHUNA noJsib3oBaTenen

CepBep nogaep>xunsaeT npotokost HAProxy sepcum 1 npu o6paboTke nonb3oBaTebCKUX
noakar4eHuni. NMpu HaCcTpomke Npokcm HeobxoAMMO yKasaTb NOPT CeEpBEpaA, KOTOPbIA NponMcaH
B cekummn [usend_module].

2.5.5 Hacrtpoiika 6no4yHoro wmncdpoBaHus

OTKpoiiTe ans peaakTupoBaHus gann B katanore <quik_dir>\server\quik.ini u B cekuunmn
[usend_module] HacTpoliTe cneaytowme napameTpsbl:

enable_block_crypt - npunsHak ncnonb3oBaHus 6104HOro WwWncdposaHUs. Bo3MoxHble
3HaYeHus:

«0» (no ymonyaHuio) — 6104HOE WNdpoBaHME He NCNoNb3yeTcs;

«1» - nucnonb3lyeTcs.

block_crypt_size - pasmep 6noka wndposaHusl. BoaMmoxHble 3HaveHus: ot 100 go 8192
(BKNOUNTENBHO). 3HAYEHME MO yMONMYaHuo: «1024».

2.5.6 Hactpoiika aCMHXPOHHOro ucnosib3oBaHna bubnuorekn pacuera AIMMUTOB

Mpu He06X0AMMOCTU HACTPOMKMU NapassieNIbHOro NpoBeAeHUs Npe-Tpena n Nocr-
Tpena KOHTPONA onepauMi No pa3sHbIM 3asABKaM peKoMeHAayeTca o6paTtutbca
3a AONOJIHUTENIbHbIMU MHCTPYKUMAMU B Cnyx by TexHnuyeckon nogaeprxxku QUIK:

®upMbl, oNs KOTOPbIX MPUMEHSIETCA CTpATErns aCUHXPOHHOIO UCMONb30BaHUs bubnunorteku
pacueTta 1MMUTOB, nepeyncnaTca B danne <quik_dir>\server\quik.ini B cekuunn [dealer-library-
async]. Hanpumep:

[dealer-library-async]
NC0038900000=
SPBFUT389=

B cekumu [behavior] HacTpanBatoTcs cneaytowme napaMeTpbl:

numberofexecutors - obuiee konMuecTBo ovepeaein napannienbHon o6paboTkm anropuTMoB
Bubnnotekn pacyeTa NMMUTOB AN BCex GUpM, KOTopble ncnonb3dyoT bubnnoteky pacuyerta
JIMMNTOB aCUHXPOHHO.
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deallib.temppath - nyTb kK gMpekTOpNM ANa BPEMEHHOr0 XpaHeHus ak3emnnapos DLL
ans bubnmotekun pacyerta JIMMUTOB.

Mpumep:

[behavior]
deallib.temppath=.\temp

numberofexecutors=3

2.5.7 WUcknoueHusa ana aHtusupycHoro Nno

B naHHOM paszpene nepeuncnensl pannbsl n katanorm cepeepa QUIK, koTopble Heobxoanmo
NUCKJTIOYNTb U3 NPOBEPKM aHTUBUPYCHLIM 10, Tak Kak OHM MCNONb3YKTCS Npu paboTe cepeepa.

Nckntouaembie dannbl n Katanoru:

1. Katanor c cepsepom QUIK.
2. Katanoru n dannbl, yKkaszaHHble B HAacTpoOMKax cepBepa B danne quik.ini:

nyTn K noram n gainam c pacwumpeHuem .ik, 3agaBaembie B cekumn [Files]
B napameTtpax LogFilesFolderName n DataFilesFolderName, Hanpumep:

LogFilesFolderName=.\logs
DataFilesFolderName=.\data

nyTn Kk dpainam 3amMeH, 3agaBaeMble B cekummn [data_module] B napameTpax
firm_substitute_file u client_codes_substitute_file, Hanpumep:

firm substitute file=.\firms.ini

client codes substitute file=.\codes.ini
nyTW K apxueam, 3agaBaemMble B cekumm [archive_module] B napameTtpax ttp_dir
n minutes_dir, HanpumMep:

ttp dir=.\archive\minutes ttp

minutes dir=.\archive\minutes

NyTb K HAaCTpOMKaM KpOCC-KYpCOB, 3ajaBaeMbli B cekumun [cur_module] B napameTpe
class_cfg, Hanpumep:

class_cfg=crossrate.ini
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NyTW K HaCTpoOMKaM KpunTonpoBanaepa, 3agaBaemblie B cekumm [usend_module],
HanpuMmep:

crypto_provider ini file=.\openssl pr.ini - napameTp nnis 3amaHus €IOMHCTBEHHOTO

KPUIITONpOBanIepa;

crypto provider ini file mp=.\mp pr.ini - napameTp myid 3amaHMs KPUITONPOBalmepa
MP;
crypto provider ini file sslpro=.\sslpro pr.ini — mapaMmeTp Iojs 3amaHMnsa

Kpunronpoeanmepa SSL-Pro;
crypto provider ini file openssl=.\openssl pr.ini - napameTp nna 3amaHuUsg

kpunronposanzepa OpenSSL.

nyTv K wabnoHaM, 3agaBaembie B cekummn [quik_auth] B napameTtpax
TemplateRuRetrievingNotSupportedFileName n TemplateRuUnknownErrorFileName,
Hanpumep:

TemplateRuRetrievingNotSupportedFileName=templates\ru\retrievingnotsupported

TemplateRuUnknownErrorFileName=templates\ru\unknownerror

3. Karanoru c HacTpoikamMun KkpuntonpoBangepos B daline qrypto.cfg, 3agaBaemblie B napameTpe
IniFile, Hanpumep:

IniFile=openssl pr.ini

B uckiroueHnsa Heo6xoamMmo no06aBUTb ceTeBble NOPTbl, YKa3aHHble B HAaCTpoMKax
cepBepa u cepBepoB aoctyna B ¢anne quik.ini B napamerpe port.

2.5.8 HaCTpOﬁKa TEKCTa yBeaAOMJiIeHusA 06 ncreueHmn CpPOKa aAencreuma AOBEPEHHOCTH

YT106bl HACTPOUTL TEKCT OTMPAB/ISEMbIX YBEAOM/IEHUA O CKOPOM UCTEYEHUN CPOKa AENCTBUSA
[OBEPEHHOCTU MNOAK/IIOYaeMOro nosb3oBaTens, 3aaanTe B qrypto.cfg cneayouwme HacTpPoOnKu:

B cekumu [register] ykaxmuTte KOAMYECTBO AHEN A0 UCTEUYEHUS CPOKa AENCTBUS LOBEPEHHOCTH,
3a KOTOpOe Mob30BaTesto HAYHYT NPUXOAUTb eXeAHEBHble yBeaoMaeHns (Npu KaxaoMm
NOAKOYEHNN). 3HAYEHME MO YMONYaHUIO: «3».

Mpumep:

[register]

license warning days=4
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B cekumu [auth] ykaxnTe TeKCTOBble onnucaHms coobweHni. Kntoyom BbicTynaeT wabnoHHas
CTpoOKa BMAa:

lic _exp <d> day <lang>

Fpe:

<d> - KOJINYECTBO AHEWN A0 UCTEYEHNS [OBEPEHHOCTU. MOXET NpUHNMaTb 3HAYEHMUSA
«1», «2», «3», «..» N TaKk ganee;

lic_exp_today_<lang> - COOTBETCTBYET TEKYLUEMY [HIO;

N — BCEM OCTasIbHbIM AHSM;

<lang> - koA A3blka paboyero mecra. Bo3MoXHble 3Ha4YeHUA:

«25» - pycckun;
«9» — QHIMMUNCKUNA,

LLlabnoHHasa cTpoka lic_exp_today_<lang> ncnonb3yeTtcsa Ans yCTaHOBKM TEKCTOBOIO OMMCaHUs,
Korga Cpok AOBEepeHHOCTU AN KINEeHTa UCTEKaeT CeroaHs.

LLlabnoHHas cTpoka lic_exp_n_days_<lang> ncnonb3yeTtcs Ana yCTaHOBKM TEKCTOBOIO ONMMcaHms
No YMOJTYAHMUIO.

Mpumep:

[auth]
lic exp n days 25=CkKOpO 3aKOHUMTCA CPOK IOBEPEHHOCTM
lic exp 1 day 25=0Ocrancsa OoIuMH OEHb HO MCTEUEHMSA CPOKa IOBEPEHHOCTU

lic_exp today 25=Cpox IOBEPEHHOCTM MCTEKaeT CeTOIHA

TekcToBOE onncaHue nogaepxupaeT naeHTudukaTopbl popMaTa, KOTOpPOe no3BongeT
B COO6LLUEHNM BCTaBASATb HA UX MECTO AaTy NpeKpalleHns AoBepeHHOCTU. NoaaepxuneatoTcs
cnepyouwme naeHTnbuKaTopbl:

<> — KOJINYECTBO AHEN [0 UCTEUYEHUs CPOKa;

<d> - HoMep AHA B Mecsle, Korda UCTEKAET CPOK;
<m> - HOMep Mecsiua B rogy, Koraa UcTekaeTt Cpok;
<y> - roa, Korga UcTekaeT CpoK.

Mpumep:

[auth]

lic exp n days 25=Cpok mOeucTBUA Balleli IOBEPEHHOCTM NpeKpallaeTcda udepes <> IHA
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Mpumep:

[auth]

lic exp n days 25=Cpok Bamel OOBEPEHHOCTM McTekKaeT <d>.<m>.<y>

2.5.9 PonnaupoBaHue no3mumm

CepBep QUIK MoxeT 6bITb 3anyLeH B peXnme poanmpoBaHms NO3NUNIA KIIMEHTOB MO AeHbram
N MHCTpyMeHTaM (pOoHAO0BbIN PbIHOK).

Mepen HaCTPOMKOM POSINTMPOBAHUSA NO3ULIMIA O6paTUTECh 3a AONOJIHUTE/IbHbIMMU
MHCTPYKUMAMK B Cny)x6y TexHunueckon noaaepxku QUIK:

Ons ponnvMpoBaHUs NO3ULMIA BbINOAHUTE HACTPOMKMU:

1. B danne quik.ini, koTopbI HaxoAnTCAa B KaTanore <quik_dir>\server\, HacTponTe cnegytoume

napamMeTpbl:

B cekumun [data_module]:

[oe]

rolling.rotation_depth - rnybuHa potaunmn ¢daiinoB c NO3MUNSMKN, KOTOPbIE
HaxoaaTcs B ampekTopun Backup. Cepeep XpaHuT He 60siee yKka3aHHOro B
HacTpolke Konu4yecTtsa panaos 418 KaX4oro n3 TUNnoB rno3mumi No geHbram u no
WHCTpyMeHTaM. o AOCTUXEHNMN MaKCMMasibHOrO 3HAYEHUS HAaCTPOMKK CTapble
dannbl yoanawTcsa. 3Ha4YeHne No YMOMTYAHUIO: «7>.

rolling.CPLimitTag - Tern yepes 3ansaTyto, KOTOpble UCNonb3yTcs Moaynem
QUIK REPO ans BeaeHus NTMMUTOB Ha KOHTPAreHTOB NpW pON/IMPOBaHMM NO3ULUIA
No AeHbraM. YUMTbIBAOTCHA TObKO MNO3ULNM CO CPOKOM pacyeToB TO C yKasaHHbIMU
Teramu. 3HavyeHue No yMonvaHuo: «» (Nycro).

cekuunmn [calc-limits]:

UnifiedLeverageOnClient - npn3Hak ncnonb3oBaHUs €AMHOro pa3Mepa nseda
Ha BCeX MO3MUMSaX NO AeHbraM KNMeHTa, 4719 KOTOPOro MCnosib3yeTcsa cxema
Map>XWUHaNbHOro KpeantoBaHua «Mo gucKoHTam» mnn «M+». YctaHosute
3HayeHue «1». 3HayeHne no ymondaHuio: «0».

2. BbINOMHMTE 3anyck cepBepa C KJo4YoM

3. lNoaknounTte nHTEpdENc, KOTOPbIM BbIMOHUT aKTUBALMIO NO3ULKNIA NOCAEe POSSIMPOBAHMUS.

Holiday.

UHcdopMmauma Nno nepeHeceHHbIM No3MLMsM O6HOBNSAIETCA TOJIbKO nocse
NoAK/MIOYEeHUS TOProBbixX MHTepdencos nnm MHpopmaumoHHoro nHrtepdenca

Mpwv BegeHMn No3muUMii B cCpokax pacyeTtos (HanpuMmep, ec/im HaCTPoOeHa Liernoyka
TO, T1, T2, T365, a ucnonbsyerca Tonbko TO), TO Npu nepexoane Ha posanpoBaHue
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Nno3uLUMi BO3MOXXHO 3HAUMTEJIbHOE yBeJiInueHue notpebnaemMmon onepaTtuBHoOu
NamMAaATU U QUCKOBOro NMPOCTPaHCTBA. 3TO Bbi3BAaHO NPOLIECCOM pPOJZIMPOBaHUS,
KOTOPbIA CO3AAaEeT IMMUTDI AJIA NPONyLleHHbIX CPOKOB pPacyeToB.

2.6 Murpauusa cepsepa ¢ Windows Ha Linux

Mpu murpaumm MO ¢ OC Windows Ha OC Astra Linux Heo6xoanMo yuuTbiBaTb cneaytowme
orpaHuyeHus Linux-Bepcmun no cpasHeHuto ¢ Windows-Bepcueii:

OTcyTCcTBYET Nogaepxka Kpuntonposangepa MP.

Ona nepeHoca MO, pabotatowero Ha OC Windows, Ha komnbtoTep ¢ OC Astra Linux:

Bepcusa MO, koTopas nepeHocutcsa ¢ OC Windows, gonxHa 6biTb paBHa Bepcum MO,
KoTopas 6yaert yctaHaBnmBaTbcs Ha OC Astra Linux.

MO Ha OC Astra Linux gonxHo ncnonb3osaTb B kadyectse CYB/ PostgreSQL.

MNepeHoC A0/KEH OCYLLECTBNSATLCSA B CTPOro HETOProBOE BpeMs: NOC/e 3aBepLUeHus
TOProB M OCTAHOBKMW CepBMCa, U [0 Ha4yana TOpros, nepes nepsbiM 3anyckoM CepBuUca.

MepeHoC cepBuca BbIMOHAETCS B IBa 3Tana:

YcTtaHoBka cepsBuca Ha OC Astra Linux (npomnsBoanTcsa nonb3osaTtenem root);
MepeHoc koHpurypaumm ¢ OC Windows (npom3BoanTcsa nonb3oBaTtenem root nnm arqasrv).

Onsa ycraHoBku MO Ha OC Astra Linux BbIMOSIHUTE Ceaylowmnin Nopsaaok 4ENCTBUN:
1. YcTraHoBMTE Ha KOMMbOTEP, Ha KOTOpoM byaeT paboTaTb cepBuUC,

2. CkonupynTte dann install_server-xx.xx.xx.run B AMPEKTOPUIO, HA onepaunm B KOTOPOMn y
TeKyLlero nojib3oBaTesns ecTb NpaBa, HanpuMep, AoMawHun katanor (/home/<user> unu ~/).

3. BbiNnonHWUTe KOMaHAy A06aBfeHMs NpaBa Ha BbIMOMHEHWe run-dainy:

chmod +x install server-xx.XX.XX.run

4. BbINO/HUTE KOMaHAy YyCTaHOBKM cepBuca:

sudo ./install server-xx.xx.xx.run -i

[na BbINO/IHEHMS KOMaHAbl MOXKeT noTpeboBaTbCs BBeAEHME Naposis TEKYLLEro nosib3opartens.
B npouecce ncnonHeHUs run-daiina BbINOAHAKTCS cneaytowme 4eNCTBUS:

Ecnu cnctemHbll nonb3oBaTesb arqasrv OTCYyTCTBYET, OH CO34acTCs C npaBamMum no
YMOJTYAHUIO N BKIKOYUTCS B OAHOMMEHHYIO rpynny. B KayecTsBe goMallHeln ANPEKTOpUm

NoNb30BaTENI0 YCTaHOBUTCS anpektopusa /opt/arqgasrv. OT MMeHM 3TOro Nosb3oBaTens
6ypet pabotaTb yCTaHaBiIMBaeMbIn cepBuC.
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B avpekTtopumn /opt/arqasrv/quik co3gactca nogampekTopmus € UMeHeM quik, B KOTOpYHO
pacnakytoTcs gannbl ancTtpubyTmBa ycTaHaB/IMBaeMoro cepeuca.

Monb3oBaTenb arqasrv Ha3HaA4YUTCA Bragenbuem Bcex hansios U NOAANPEKTOPUIA
B AMPEKTOPUN CepBuca.

B cucteme ynpasneHus cnyxbamu systemd 3apeructpupyeTtcs cepBuc ¢ uMeHem quik
M 3aMyCKOM OT UMEHM CUCTEMHOIO MoJib30BaTeNs arqgasrv.

B avpekTopumn /etc/arqasrv cosgactcs dainn ¢ umeHem quik ana dpukcauumm
napamMeTpoB YCTaHOBKW cepBuca.

B AMpeKkTopuKn yCTaHOBKM CEpBMCa CrEHEPUPYIOTCS creayowme KoMaHaHble dalinbl:

g_start.sh — 3anyck cepsuca, B TOM 4ucie C . MpeaHa3sHayeH
L7151 BbINOSIHEHUS MOMb30BATENAMWN arqasrv 1 root;

g_stop.sh - ocTtaHoBKa cepBuca. [peaHasHayeH A/ BbINOSIHEHUS
nonb30BaTeNAMKU arqasrv u root;

g_status.sh — BbIBOA, MHMOpMaLMKM O TEKYLLEM COCTOSSHUK cepBuca. [NpeaHa3HaveH
AN BbINO/IHEHNSA NOJSIb30BATENSAMM arqasrv U root;

uninstall.sh - ynaneHne cepsuca. lNpeaHa3HayeH AN BbINOSHEHUSA NONb30BaTENEM
root;

postmigration.sh - BbINOSIHEHME AOMOMHUTENbHBIX ONEpaLMin NpU MUrpaunu.
MpeaHa3HayeH ANsa BbINOMHEHUS MOMb30BaTENs MU argasrv u root.

Mpu ycnewHon ycCTaHOBKe cepBuca BbiBOAUTCA coobweHue: «Installation
of service “quik” has been successfully completed>.
B cniyuyae BbiBOAa APYrov AMArHOCTUKMU, NoXKanyincra, obparutecb B Cnyxoby

TexHnuyeckou noaaep xkn QUIK: .

5. Ecnuv ynpaBneHue yCTaHOBJ/I€HHbIM CEPBUCOM MpeanosiaraeTcsa BbIMNOJHATL NOJSib30BaTesIeM

arqgasrv, BblMNoNTHUTE cneayrwwune OENCTBUSA:

[ns npefoTBpalleHns BHECEHUS MOMb30BaTENIEM arqasrv U3SMEHEHUI B CKpUNThI
ynpaB/ieHMsl CEPBUCOM, Ha KOTOpble eMy 6yAeT BblAAHO paspelleHne BbINOJIHEHUS OT
MMEHN root, caenamnTe X HeEM3MeHAEMbIMU, BbIMOSTHUB CleAYyoLMe KOMaHIbI:

chattr +i /opt/argasrv/quik/quik/qg_start.sh
chattr +i /opt/argasrv/quik/quik/q_stop.sh

BbligaliTe nonb3oBaTesnto argasrv npaBa Ha BblNOJIHEHNE CKPUMNTOB yrnpaBieHnsd
CEpPBUCOM OT MMEHU root, BbINONHUB cieayluwme OENCTBUSA:

BbinonHUTE KOMaHAY:

sudo visudo

B oTkpbiBLWEMCS Vi-nogobHOM penakTope aobaBbTe CTPOKY:
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argasrv ALL=(root) /opt/argasrv/quik/quik/qg start.sh,
/opt/argasrv/quik/quik/q_stop.sh

DTa CTpoKa pa3pelwlaeT Nosb30BaTesto arqasrv BbIMONHATb NepevyncsieHHble CKPUMTbl Ha
TeKyLeM KoMNbloTEPE OT MMEHU root.

Ona nepeHoca koHpurypaumm ¢ OC Windows BbIMOSHUTE Criegyowmnin NopsaaoK 4ENCTBUI:

1. CkonupynTte ns aupektopmum Windows-cepsuca B ANPEKTOPMUIO Linux-cepBuca
/opt/argasrv/quik/<srvname> cneaywuwimne damnnbi:

OcHoBHoOI harn HacTpoek: quik.ini;
O6wunin darn HacTpoek KpunTonpoeBanaepos: qrypto.cfg;
®dannbl HacTtpoek bubnnortek pacyerta nMMUTOB: KaTanor Dealer/;

Qannbl WabnoHoB-coobLWeHMn AN ABYXMaKTOPHON ayTeHTudUKauummn: Katanor
Templates;

®daiin HaCTpoeK KpoCC-KypCcoB: crossrate.ini;

®ainn HacTpoek 3aMeHbl pupm: areas/firms.ini;
®daiin 3anpeleHHbiX K noaknatodennto UID: restu.cfg;
®dain HacTpoeK 3aMeHbl KOAOB KneHTa: codes.ini;

Opyrue dannbl HacTpoek .ini (B c/iydyae Hannymsa Taknx annoB) C COXpaHEHUEM
NX pacrnofioXeHnss OTHOCUTENbHO AUPEKTOPUM YCTAHOBKWN CEPBUCA;

®annbl knoden (.txk), katanorn cepTndurkaToB NpoBangepoB:

Kntoun secrserv.txk, pubring.txk — ans HacTponkn Kkpuntonposargepa qrypto32;
KaTtanor certs — ansa HacTpoikun kpuntonposanaepa OpenSSL_pr;
KaTanor signalcom - ans HacTporkun KpuntonpoBanaepa Signalcom_pr;

KaTtanor, cogepxawmin apxmebl rpadpmnkoB (3HaYeHMe N0 YMONUYaHUIO: «minutes»),
€CJIM OHW XPaHSTCA JIOKaNbHO, PSIAOM C CEPBEPOM.

2. lpuBeauTe nMMeHa CKOMMPOBaHHbLIX B Npeabliaylem nyHkTe hannos v AUPEKTOPUNA K HUXKHEMY
perncrpy. [ina aToro BbiNOAHUTE B AnpekTopuun /opt/argasrv/quik/<srvname> KoMaHay:

sudo ./postmigration.sh

3. VI3MeHuTe HacTpOWMKM B nepeHeceHHbIxX dannax:

Bce ynoMmnHaHus anHammnyecknx 6mbnumotek (.dll) Heob6xoanmo npeobpasosaTtb
B COOTBETCTBYlOLLEE HAMMEHOBaHMe Ha Linux. 159 3TOro K uMeHn Heo6xoanmo
nobaeutb npedmkc «lib», a paclwumpeHne 3aMeHNTb Ha .SO, HanNpuMep:

module=dwdata.dll
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3aMEeHUTE Ha:

module=libdwdata.so

Cnucok cekumii daiina quik.ini, B KOTOPbIX YKa3aHbl HAUMEHOBAHUSA ANHAMUUYECKMX

6nbnnotek, KoTopble HeobxoaMMoO NpeobpasoBaThb:

[data module]
module=dwdata.dll
3aMeHN)Te Ha:

module=libdwdata.so

[conn module]
module=dwxs.dll
3aMeHUTE Ha:

module=1libdwxs.so

[trans module]
module=dwtrans.dll
3aMeHNuTe Ha:

module=libdwtrans.so

[auth module]
module=dwgx.dll
3aMeHNTEe Ha:

module=libdwgx.so

[limits module]
module=dwlimits.dll
3aMeHMTE Ha:

module=libdwlimits.so

[usend module]
module=dwsend.dll
3aMeHUTEe Ha:

module=1libdwsend.so

[ctl module]
module=dwwgctl.dll
3aMEeHUTE Ha:

module=libdwwgctl.so

[msg module]
module=dwgtalk.dll
3aMeHNTEe Ha:

module=libdwgtalk.so
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[archive module]
module=dwarch.dll
3aMeHUTe Ha:

module=1libdwarch.so

[banner module]
module=dwbanner.dll
3aMeHN)Te Ha:

module=1libdwbanner.so

[data ip module]
module=dtwipsrv.dll
3aMEeHMTE Ha:

module=libdtwipsrv.so

[report module]
module=dwrep.dll
3aMeHNuTe Ha:

module=libdwrep.so

[data pipe module]
module=dtwsrv.dll
3aMEeHNTE Ha:

module=1libdtwsrv.so

[db module]
module=dbstubrc.dll
driver=quik db pg.dll
3aMEeHMTEe Ha:
module=libdbstubrc.so

driver=libquik db pg.so

[cur module]
module=dwcurg.dll
3aMeHNTEe Ha:

module=libdwcurg.so

3aMeHnTe HaMMeHOBaHMs aAnHammyeckmnx 6ubnuortek B pane qrypto.cfg. Cekuun,

B KOTOpPbIX YKa3aHbl HAUMEHOBaHWNA AWHaMMuecknx bubnumortek:

[auth]
sign=secprov.dll
3aMEeHMTE Ha:

sign=libsecprov.so
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Onsa HacTporikn look He06X0AMMO HAWTK yYKa3aHHYI CEKLWIO, HanpuMmep, ecnu
HacTpoeHa db_look:

[auth]
look=grypto.cfg,db look

[db_look]
use=dwgx.dll
3aMeHNTEe Ha:

use=libdwgx.so

B HacTpolikax KpuntonpoBanaepos daina qrypto.cfg nameHnte HaMmmeHoBaHMS
AVHaMnyeckmx 6MbnunoTtek n pernctp danna HacTpoek (Npu Halan4YMmM NepeymncneHHbIX
ceKkumn):

[openssl]
Module=openssl pr.dll
IniFile=openssl pr.ini
3aMeHMTEe Ha:

[openssl]
Module=libopenssl pr.so

IniFile=openssl pr.ini

[SignalComMessageAndSSLPro]
Module=signalcom pr.dll
IniFile=signalcom pr.ini
3aMeHMTEe Ha:
[SignalComMessageAndSSLPro]
Module=libsignalcom pr.so

IniFile=signalcom pr.ini

[placebo]
Module=placebo pr.dll
3aMeHMTEe Ha:

[placebo]
Module=libplacebo pr.so

Ecnun, kpoMe nepeuncneHHbIX Kpuntonposanaepos, B danne qrypto.cfg ectb apyrme
HaCTpOEeHHble KpUNTONpoBakaepbl, TO COOTBETCTBYIOLWME CEKLMN HAaCTPOeK
Heob6Xxo0AMMO 3aKOMMEHTMPOBATb NMyTeM A0b6aBneHUs B Hadano CTPOKN CMMBONA «;»
(Touka c 3anaTon). TakxKe He06X0AMMO 3aKOMMEHTUPOBATb 06bSABNEHME
KpunTonpoBanaepa B cekumun [CryptoProviders], HanpuMep, oTK/OYEeHMe NpoBangepa
MP:
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[CryptoProviders]
;mp=1

7 [mp]
;Module=mp pr.dll

;IniFile=mp pr.ini

B cnucke 3arpy>xaembix HacTpoek bnbnnotekn pacueta nMMuUTOB danna quik.ini
N3MEeHMTEe HaMMeHOBaHMe N perncTp danna HacTpoek, Hanpumep:

[dealer-library]
ALGO=./dealer/algo.ini

Ecnu paHee B 3TOI cekumu 6bIIM HACTpOEHbl NYTU K daiinam ¢ pacwmpeHuem .dll,
TO pacClWMpeEHNE Y HUX HEODBXOAMMO 3aMEHUTb Ha .ini, HanpuMep:

[dealer-library]
ALGO=.\Dealer\ALGO.d1l1l
3aMeHUTEe Ha:
[dealer-library]
ALGO=./dealer/algo.ini

Bce ynoMnHaHug nyten Kk dannam 1 Katasoram HeobxoamMo NpuBecTM K BuAay,
npuHATOMY B (harnoBon cucrteme Linux — obpaTHble cnewwm («\») Heob6xoanmo
3aMeHUTb Ha npsaMble («/»), Hanpumep:

crypto provider ini file=.\openssl pr.ini

3aMEeHUTE Ha:

crypto_provider ini file=./openssl pr.ini

MNMepeyeHb HacTpoek quik.ini, KOTopble coaepxaTt NyTn K dannam uan AMpeKTopusamM
C NpyMepamMun 3Ha4YeHUn:

[ctl module]

rest users file=restu.cfg

[usend module]

suspect data file=stats/suspect.txt

[key management]

key info file=key info.ini

[areas]
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frontend=areas/frontend
msg_priv=areas/msg priv
public=areas/public
company=areas/company
private=areas/private
unrestricted=areas/unrestricted
hasharchives=hasharchives

hasharchivesttp=hasharchivesttp

[archive module]
minutes dir=minutes

ttp dir=ttp

[auth module]
settings file=qrypto.cfg

MepeyeHb HacTpoek qrypto.cfg, koTopble cogepxxaTt NyTn K dannam unm ANpPEKToOpUaM
C NpuMepaMm 3HaAYEHUN:

[auth]
mail settings file=qgrypto.cfg

arw_log=stats/arw.log

OTpepakTtupynTe nyTb K danny 6aHHepa, ecnm OH HacTpoeH. ®aiinoM KoHbUrypaumm
6aHHepa cumTaeTcsa nepBbli HAWAEHHbIM cepBepoM .ini-dann B AMpeKTopumn
/areas/banners. Hanpumep:

[url set]

image=./banner.bmp

CeTeBble INCKN 06bIYHO MOHTUPYIOTCA K NIOKaNbHbIM KaTanoraMm, nosToMy Heo6xoanmo
YTOUHUTb Y CETEBbIX aAMUHUCTPATOPOB TOYKY MOHTMPOBAHUA M NponucaTb NyTb K HeW,
HanpuMep:

[areas]
Archives=\\minutes\gminreplicator\archive\
3aMeHUTE Ha:

[areas]

Archives=/mnt/gminreplicator/archive

4. HacTpoliTe aBTOMATUKY eXeAHEBHOro 3anycka u OCTaHOBKW cepBuca. [Ans 3Toro Mcnonb3aymrte
B CKpMNTax aBTOMaTUKM 3anyCck KOMaHAHbIX dannos q_start.sh n q_stop.sh, pacnonoxeHHbIx
B AMPEKTOPUN YCTaHOBJ/IEHHOrO CepBuca.
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2.7 YpaneHue cepBepa

YpaneHue cepBuca Ha niatdopmax Windows n Astra Linux nponcxoauTt no-pasHomy.
2.7.1 YpaneHune cepBepa, yctTaHOBJIeHHOro Ha Windows
Onsa yaaneHns cepBuca BbINOSIHUTE cneayowme 4encTBUsS:

1. OcTaHoBuUTe cnyx6y cepBepa. CaenaTb 3TO MOXHO Yepe3 npunoxeHne «Crnyx6bl», OTKPbITOE
OT UMEHU aAMUHUCTpATOpa, NMM60o BkNaaky «Cnyx6bl» AucnetTyepa 3a4ay, TakXe 3anyLeHHoro
OT UMEHW aAMUHUCTpPaTopa.

2. BbinonHuTe ypaneHue CJ'IY)KGbI cepBepa nyTeM BbINOJIHEHNUA KOMaHAbl B KOHCOJIU, 3aI'IYLLI,eHHOl71
OT UMEHUN aAMUHUCTPATOpPA:

quik.exe -remove

3. BobinonHute yganeHue B[ cepsepa.

4. BbinonHWTE yaasieHne KaTtanora cepsepa.

2.7.2 YpaneHue cepBepa, YCTAaHOBJIEHHOro Ha Linux

YpaneHue cepBuca npomsBoanTCS Nosib3oBaTenem root BbI30OBOM ckpunTa uninstall.sh, koTopbin
HaxoAMTCs B KaTaslore COOTBETCTBYIOLLEro cepBuca.

Janee npueeaeH NopsaoK AEUCTBUMN NpU yaaseHnn cepBuca C UMEHeM No YMOoN4YaHuio — quik.
Onsa yananeHns cepBuca BbINOMHUTE cneaylowme AeACTBUSA:
1. OctaHoBute cnyxb6y Cepsepa QUIK 13 AMpeKTopumn C YCTaHOB/TIEHHbLIM CEPBNCOM, 3anyCTuB

KoMaHay:

sudo ./g_stop.sh

nnbo n3 nwbon ANpeKTopmun, OTANYHON OT AUPEKTOPUM CepBUCA, 3aMyYCKOM KOMaHAbl:

sudo /opt/argasrv/quik/quik/q stop.sh

2. Ecnu ynpasneHue yCcTaHOBJ/IEHHbIM CEPBUCOM BbIMOJIHAMOCh MONb30BaTeNeM arqasryv,
BbIMOJTHUTE Cnegyrouimne nencTeuns:

OTMeHuTe Y NONb30BaTeENA argqasrv rnpaBa Ha BbINOJIHEHNE CKPUNTOB yrnpaB/1€HUA
CEepBUCOM OT MMEHMU root, BbINONHUB cieayluwme OENCTBUSA:
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BbinonHUTE KOMaHAY:

sudo visudo

B oTkpbiBWIEMCS Vi-NOAOOHOM pefakTope yaanuTte CTPoKy:

argasrv ALL=(root) /opt/argasrv/quik/quik/g start.sh,
/opt/argasrv/quik/quik/q_stop.sh

CHMMUTE NpU3HAK HEN3MEHSEMOCTN CO CKPUMTOB YyNpaB/ieHNsS CEPBMUCOM, BbIMOSIHMB
cnegywuwmne KomMmaHabl:

chattr -i /opt/argasrv/quik/quik/q_start.sh
chattr -i /opt/argasrv/quik/quik/q stop.sh

3. B aupekTopum yctaHoBNeHHOro cepsuca /opt/arqasrv/quik/quik 3anyctmte KoMaHaHbIN dann
uninstall.sh:

sudo ./uninstall.sh

nnbo n3 nwobon ANpeKTopmumn, OTIMYHON OT AUPEKTOPUM CepBMCaA KOMaHAOM:

sudo /opt/argasrv/quik/quik/uninstall.sh

A BbINONTHEHUA KOMaHAblI MOXET I'IOTpe6OBaTbCF| BBECTU NMNApPOJib TEKYLLENO NOJSib30BaTeNA.
B pe3ynbTaTe BbIMOJIHEHNA KOMaHAbI BbINO/HAKTCA cneayrowmne AencTeums:

YaanseTtca peructpaums cepsmca € MMeHeM quik B cucteme ynpasneHus cnyxbamum
systemd.

Ypansetca dann /etc/argasrv/quik, B KOTOpoM 6bi1n 3apnKCMpoBaHbl NapaMeTpbl
yCTaHOB/IEHHOro cepBuca.

OnpekTopus, B KOTOPOW ycTaHOBNEH cepBuc /opt/argasrv/quik/quik,
nepemmeHoBbIiBaeTcs B /opt/argasrv/quik/quik.backup_YYYY.MM.DD_hh.mm.ss.
NMepenmMeHoBaHMe, a He yaasieHMe ANPEKTOPMWN BbIMONHAETCS Ha Cnydan, ecnum
noTpebytoTcs AaHHble U3 Hee. Ecnn Takon HeobXoaAMMOCTU HET, yaanute AMPEeKToputo
BPYUYHYIO.

Mpu ycnewHoOM yaasieHUuU cepBuca B KOHCOJIb BbIBOAUTCA coobuieHme: «Removing
of service “"quik” has been successfully completed>».

B cnyuyae BbiBOAaA APYrol AMarHoCTUKMW, Noxkanyicra, o6parurech B Cny>k6y
TexHu4yeckomn noaaeprkku QUIK: .
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2.8 YctaHoBKa u HacTpouka QUIK Administrator

2.8.1 YcrTaHOBKa M HacTpolka cepBepHoi yactn QUIK Administrator

1. [ns HacTpolkn coeanHeHus ¢ Bl yctaHoBute ODBC-apariBepbl ans OC.
Ansa OC Windows:

Mpn nogkntodeHnn k CYB[ MS SQL Ha KoMnbloTepe, rae ycraHaBAMBaeTCa CepBuUC
gadminsrv, gomxeH 6biTb ycTaHoBneH ODBC-gpaiiBep «ODBC Driver 17 for SQL
Server». [1ns npoBepkn Hanuumsa gpansepa B MeHo Windows HabepuTe B noucke
TekCT «NcToyHMKM gaHHbix ODBC» n oTKpolTe COOTBETCTBYHOLLEE OKHO. YbeauTecs,
UYTO Ha BKaake «/[lpanBepbi» B CNMWCKE NMPUCYTCTBYET ApaliBep C HAaMMeHOBaHMeM
«ODBC Driver 17 for SQL Server».

Ecnu Takonm gpaliBep OTCYTCTBYET, CKadalTe yCTaHOBOYHbIN (aiin gpariBepa

c odbunumansHoro canta Microsoft
( ) N yCTaHOBUTE ero Ha

KOMMblOTEP, Ha KOTopoM 6yaeT paboTaTb cepBuC.

Mpun noakntoveHnn k CYB PostgresPRO Ha KoMNblOoTepe, rae ycraHaBMBaeTcs
cepBuc gqadminsrv, gonkeH 6biTb ycTaHoBneH ODBC-gpainBep «PostgreSQL
ANSI(x64)» Bepcuun He Hxe 13.02. [Ina NpoBEpPKMN HaNMuus aApaneepa U ero Bepcum
B MeHto Windows 3anyctute ytunnty odbcad32. YbeauTtech, 4TO Ha BKIagke
«[panBepbl» B CNUCKE NPUCYTCTBYET ApanBep c uMeHeM «PostgreSQL ANSI(x64)»

n Bepcmen He Huxe 13.02.

Ecnu Takon pgpaiiBep OTCYTCTBYET MO0 BEPCUS HUXKE 0XMOAEMON, CKadanTe
YCTaHOBOYHbIN hann agpansepa ¢ oduumansHoro canta ARQA Technologies

(

) M yCTaHOBUTE ero Ha KoOMnbloTep, Ha KoTopoM byaeT paboTaTb cepBuC.
Ana OC Linux:

1. KoMmaHAabl yCTAaHOBKMU Apaﬁaepos AOJDKHbI BbIMOJIHATBCA OT MMEHM

noJsib3oBartens root.
2. Heo6xoanMMo Hanuume AOCTyNna B MHTEPHEeT.

YCcTaHOBUTE Ha KOMMbIOTEP, HA KOTOPOM 6yAeT paboTaTb CepBUC,
Y6eauTtecb, uto B daine /etc/odbcinst.ini 6bina nobaBneHa 3anucb Apaneepa:

[PostgreSQL ANSTI]
Description=PostgreSQL ODBC driver (ANSI version)
Driver=psqglodbca.so

Setup=libodbcpsglS.so

Debug=0

CommLog=1

UsageCount=1
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2. YctaHoBuTe cepBucC gadminsrv.
Ansa OC Windows:

CkonupyiTte Bce dainbl n3 katanora <inst_dir>\gadminsrv\server B Nnpon3BoOJibHbIN
kaTanor. B gaHHoM kaTtanore umeetcsa gann gadminsrv.ini, cogep)alimmn HaCTPOMKHK
nporpamMmbil.

B katanore <inst_dir>\gadminsrv\client\ HaxoauTcsa KAMEHTCKOE NpUNOXKeEHME
NnporpamMmbil.

[ns yCcTaHOBKKM NporpamMmmel BoMguTe B CNUCTEMY Noa MMEHEM MNoJsib3oBaTesid, UMEKLWero
npasa agMMHUCTPATOpPaA.

B danne gadminsrv.ini yctaHoBUTe Ha3BaHue cepBuca. [as 3TOro yKaxuTe B CEKLUN
[Service] cooTBeTCTBYIOWME 3HAYEHMS B NapameTpax name, displayname.

BbInoONHWUTE M3 KOMaHAHOM CTPOKM KOMaHAY:

gadminsrv -install

Ana OC Linux:

YcTraHOBKa cepBuca NnpoM3BOAUTCS NoJsib3oBaTesieM root uepes KOHCOJ1b, BbI3OBOM
run-cdaina <install_qadminsrv-xx.xx.xx.run>, rge xx.Xx.Xx — BEpcus npoaykra.

YCcTaHOBUTE Ha KOMMbIOTEP, Ha KOTOpOM 6yaeT paboTaTb CEPBMC, HEOBX0AUMbIE
NnakKeTbl B COOTBETCTBMW C OMMUCAHUEM B M.

CkonupynTte dann install_gadminsrv-xx.xx.xx.run B ANpPeKTOPUIO, Ha onepauunm
B KOTOPOM y TEKYLLEro nosb3oBaTens ecTb Npasa, HanpuMmep, AOMalHWN KaTanor
(/home/<user> nnn ~/).

BbinonHUTe KoMaHAy Ao6aBneHUs NpaB Ha BbINMONHEHWe run-danny:

chmod +x ./install gadminsrv-xx.xX.xx.run

BbinonHMTE KOMaHAy YCTaHOBKKU cepBuca (qadminsrv — UMs yCTaHaBINMBAEMOro
cepBMcCa NO YMOAYaHUIO):

sudo ./install gadminsrv-xx.xx.xx.run -i [gadminsrv] [-d <rootdir>] [-n

<srvusername>]

YcTaHOBKa BbINOJ/HAETCS B AUpeKToputo /opt/arqasrv/quik/. B npouecce ncrnonHeHus
run-carina éyayT BbiNOSHEHbI cnefyowme 4ENCTBUS:

B cnyuae oTCyTCTBMS CUCTEMHOrO Nosib30BaTeNs argasrv, oH 6yaeTt co3aaH
C NpaBaMu NO yMOSTYaHUIO U BKJIKOYEH B OAHOMMEHHYIO rpynny. B KavecTtse
JOoMallHeln anpektopun emy byaeT yctaHoBneHa anpektopus /opt/argasrv.
OT nMmeHu 3Toro nosnb3oBatens 6yget pabotaTh ycTaHaBAMBaEMbI CEPBUIC.
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B avpekTtopumn /opt/arqasrv/quik/ 6yget co3gaHa noaampekTopusi C UMeHeM
cepBMca, B KOTopyto 6yayT pacnakoBaHbl dannbl AUCTpubyTnBa yCTaHaB/INMBAEMOrO
no.

Monb3oBaTenb arqasrv 6yAeT Ha3HayeH BnajesnbleM Bcex dhainos u
noAAVMPEKTOPUIA B AUPEKTOPUN CEpPBUCA.

B cucteme ynpasneHus cnyxbamu systemd 6yaer 3aperMcTpupoBaH cepBuc
C MeHeM gadminsrv 1 3anyckoM OT UMEHW CUCTEMHOIO MOJIb30BaTENS arqasrv.

B anpekTtopun /opt/argasrv/quik/qadminsrv 6yaet co3pgaH daiin .actions.log,
B KOTOPOM BeAEeTCs NIOrMpoBaHWe npoLiecca yCTaHOBKU cepBUca.

B aupekTopumn /etc/arqasrv 6ynet co3aaH dann c umeHeMm qadminsrv ans
durKcaumm napaMeTpoB YCTaHOBKW CepBuUca.

B avpekTopumn cepBuca 6yayT creHepupoBaHbl KOMaHAHble dannbl Ans:

g_start.sh - 3anyck cepsuca, B TOM 4ncse C . MpeaHa3sHayeH
ANnsa BbINOJIHEHUA NONIb30BATENAMU arqasrv m root;

g_stop.sh - octaHoBKa cepBuca. lNpegHasHa4veH 4J19 BbINOSIHEHUS
nosib3oBaTensaMun arqasrv u root;

g_status.sh - BbIBoA MHMOPMaLMK O TEKYLLEM COCTOSIHUM CEpBMICaA.
MpeaHa3HayeH A1 BbINOJIHEHUS NOMb30BATENAMWU arqasrv 1 root;

uninstall.sh - ynaneHune cepsuca. lNpeaHa3HayeH ANs BbIMOSHEHUS
nonb3oBaTenem root;

postmigration.sh — BbIMOSIHEHME AONOMAHUTENBHbLIX OMepaLmini NpuU MUrpaunu.
MNpeaHasHayeH ANns BbINOMHEHUS MOMb30BaTeNs MK arqasrv u root.

Mpu ycnewHoM ycTaHOBKe cepBUCca BbIBOAUTCH coobLyeHue:

«Installation of service “qadminsrv” has been successfully completed>».

B cnyuae BbiBOAa APYrov AMArHOCTUKMU, NMOXKaNnynucra, o6paturecb B Cny>k6by
TexHu4yeckomn noaaeprkku QUIK: .

3anpelweHo BHOCUTb USMEHEHUSA B CTPYKTYPY KaTaJ/ioroB — nepeMelleHme
W NepeMMeHOBaHMe MOXXeT NPUBEeCcTU K owmnbkamMm.

B cnyyae, ecnun ynpassieHmne yCTaHOB/IEHHbLIM CEPBMCOM MpearnosiaraeTcs BbINOJHATb
nosb3oBaTteneMm arqasrv, BblMoOJIHUTE cneayrumne OEeNCTBUS:

[ns npefoTBpalleHns BHECEHUS! MONb30BaTeNIEM arqasrv U3MEHEeHUI B CKpUNThI
yrNpaBfeHUs CEPBUCOM, Ha KOTOpblE eMy ByAET BblAaHO paspeLleHne BbINOIHEHMS
OT UMEHWU root, caenanTe X HEM3MEHSIEMbIMU, BbIMOSHUB CNEeAYIOLME KOMaHAbI:

chattr +i /opt/argasrv/quik/gadminsrv/qg start.sh
chattr +i /opt/argasrv/quik/gadminsrv/q stop.sh

BblgaliTe nonb3oBaTesnto argasrv npaBa Ha BbIMOJIHEHNE CKPUMNTOB yrnpaBieHUsA
CepBUCOM OT MMeHU root, BbINONIHUB cieaylouwme OENCTBUSA:

BbinonHUTE KOMaHAY:
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sudo visudo

B oTkpbiBWIEMCS Vi-nogobHOM pegakTtope AobaBbTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/gadminsrv/qg start.sh,

/opt/argasrv/quik/qgadminsrv/qg_stop.sh

DTa CTpoKa pa3pellaeT Nnosib30BaTesto arqasrv BbIMOHATL NepeUuncieHHble CKpUnTbl
Ha TEKYLLEM KOMMbOTEPE OT MMEHU rOOt.

JanbHenwmne gencrems MOTYT BbIMOJIHATLCA NOJSib30BAaTes/IeM argasrv unm root.

3. B ¢danne gadminsrv.ini BbINOHUTE HACTPOMKMK:

B cekumm [Instances] ykaxxunte KoHDUrypaumoHHble danbl coegnHeHni c 6aszamm
AaHHbIX, B opMaTe:

<[lopT, WMCHOJNB3yEeMBM Ijisg HaHHOM BI>=<lMsa xoHOUI'ypaumoHHOTO darnma>

Mpumep:

[Instances]
15301=cfg_brokerl.ini
15302=cfg broker2.ini

Ansa OC Linux BbinoJiHuTe npeobpasoBaHua ansa ¢aisos, KoTopbie ago6aBnsoTCs
B cekumio [Instances] koHdbuUrypaumoHHoro cganna qadminsrv.ini B COoTBeTCTBMMU
C

_ [MapameTpbl coegmHeHnsa ¢ Kaxnon 6a3on gaHHbIX HAaCTpamBaloTCsa B OTAENbHOM
danne.

_ B cekuunu [Files] B HacTpolike Logs ykaxuTte nmsa gaiina gns normpoBaHusl, ecnim
Heobxoanmo.

_ B cekunun [General] oTpeaakTupyiTe cnegyowme HaCTpoOMKK, eciim Heobxoanmo:

_ MaxDeallibSize - makcuManbHbIlh pa3mep danna HacTpoek bubnmnotekun pacyera
JIMMUTOB, KOTOPbIA AONYCTUMO COXPaHATb B XypHan ayauTta. 3HayeHue
no ymon4yaHuto: «10485760» (3HaueHue B 6anTax cootBetcTtByeT 10 MB).

MaxDeallibSize_<Instance> - makcMManbHbIM pa3mep daiina HacTpoek
Bubnuotekn pacyeta TMMUTOB, KOTOPbIN AONYCTUMO COXPaHATb B XypHan ayauTa,
Ans ykasaHHoro nopta («<Instance>»). [lo yMOn4aHMO NCNOSb3yeTCa 3HAYEHME
HacTpolikn MaxDeallibSize.
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PathRelease - nyTb K KaTanory, cogepxawemy dansibl 06HOBAEHNS KIIMEHTCKOWN
yactn nporpamMmbl QUIK Administrator. MyTb MoXxeT 6bITb @aBCONOTHLIM UK
OTHOCMUTENbHBLIM. 3HadyeHne no ymonyanumio ansg OC Windows: «frontend\release\»,
ans OC Linux: «frontend/release/» (oTHOCUTENbHBIM NYTb OT AUPEKTOPUN
c cepBepHomn yacTtbio QUIK Administrator).

InactiveUserDisconnectTimeout - npun3Hak TOro, 4to coeguHeHne Mexay
CepBEpPHOM M KMEHTCKOM YacTamu nporpammbl QUIK Administrator paspbiBaeTtcs
Mo NCTeYEHUN rnepmoaa HEAKTUBHOCTU MNOJIb30BaTeNd B CEKYHAAX, YKa3aHHOro

B HacTpolike. Ecnu ykasaHo 3Ha4yeHue «0», HACTpolKa BbIK/IlOYEHa. 3Ha4YeHune
Mo ymon4yaHuiw: «900».

DisconnectWhenSessionLock - npu3sHak pa3pbiBa COEANHEHUS MeXay
CepBEpHOM M KAMeHTCKoM YacTammu nporpammbl QUIK Administrator npu
610KMpPOBKE CECCMUN U OTKIKYEHUN YAANIEHHOrO ceaHca. Bo3MOXHble 3HayYeHuns:

«0» - coeanHeHne He pa3pblBaeTCs;
«1» (No yMon4aHuio) — coeanHeHne pa3pblBaeTcs.

buildemptyreport - cosgaHue nycroro otyera.

«0» (N0 yMofn4aHUIo) — He co3AaBaThb;
«1» - co3paBaTb.

B cekumm [auth] onsa ucnonb3oBaHMs MexaHM3Ma ayTeHTUdUKaumm B gomeHe Active
Directory / Kerberos 3apaiite cnegytowme HaCTPONKU:

AD_DCDistinguishedName - nMs KOHTpo/nepa AOMeEHA. 3HaYeHune
No YyMOMYaHuIO: «» (NycTo).

AD_DomainName - nma gomMeHa gnsa SSO. 3HadyeHue No YMONYaHUIO: «»
(nycTo).

_ [Ana Windows yKa3blBaeTcsa 4acTb AOMEHA A0 «\», HanpuMmep, «arqa».

_ [Ana Linux ykasblBaeTcs 4acTb nocne «@», Hanpumep, «ARQA.RU».

Mpun MCNoSb30BaHMMN HECKONIbKUX AOMEHOB AD, MexAay KOTOPbIMW HAaCTPOEHbI
[lOBEpUTEsIbHbIE OTHOLWIEHUS, HEO6XOANMO UX YKa3blBaTb Yepe3 3anaTyio:

[auth]
AD DomainName=first.com, second.com
i, Ous Linux:

AD DomainName=FIRST.COM, SECOND.COM

I'Ipw NnpoBEpPKE JIOr'MHa UCNOJIb3YKOTCA AOMEHbLI MO CMUCKY B YKa3aHHOM nopsaake.

HanpuMmep, ans nonb3oBaTens user BbiNosHAETCs npoBepka first.com\user, a 3atem
second.com\user. TOT, AOMEH, rAe NpPOBEpKa NpoLia, CYNTAETCSH KOPPEKTHbLIM.

Ecnn Bo BCcex yka3aHHbIX JOMeHax aYTeHTVI(bVIKaLWIFI 3aBepuwinnacb HEYyCNneLWwHo,
CUHMNTAETCH, UTO NOJIb30BATE/Ib HE MnMpowlen aYTeHTM(pMKaLWII'O.

Ecnu B 060mx goMeHax eCcTb Nosib30BaTesb C COBNaAaroLLMMmM JIOTMHOM U NaposeM,
TO 6yaeT BbibpaH TOT, KOTOPbLIN UAET B CAMCKE NEPBbIM.
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Mpwn 3TOM, ecnu nosnb3oBaTesNb yYKa3blBAaET JIOMMH BMecTe ¢ goMeHoM first.com\user
(nnn user@FIRST.COM ans Linux), To npoBepka BbIMNOMHAETCS AN YKa3aHHOro
AOMeHa, a AOMEeHbl, YKa3aHHble B HAaCTPOMKE, NTHOPUPYIOTCA. Toraa pesynbtart
yCrewHowW Banmaaummn nonb3oBartens (gaxe B c/yyae ycrnewHon ayteHTudmkaumm

B JIOMEHE) 3aBMUCUT OT HaNM4UMS 3anmcu C TakKnMM NOrMHOM (BbINOSTHAETCS NpoBepKa
nonHoro cootseTcTBusa) B nporpamme QUIK Administrator B okHe «J1ornHbl B opyromn
cucteme aBTopusaunm» (MeHio Cepeep QUIK / BesonacHocTb / JIOrMHbI B gpyrou
cucTteMe aBTopu3aumn).

[na KOppeKTHOWM HacTponkn ayTeHTudukaumm B gomeHe Active Directory / Kerberos
cnepyeT BbIMOJHUTb

4. B cpaine HacTpoek cepBepa <uMs KOHPUrypaunoHHoro darnna>.ini BbINOJHUTE HAaCTPOMKW.

Ansa OC Linux BbiNoJiIHUTe npeobpa3oBaHus AN BCceX CeKUM KOHPUrypaLumoHHOro
cdaiizia B COOTBETCTBUM C

B cekumun [DB] ykaxuTe napaMeTpbl AocTyna K 6a3e AaHHbIX:

Server - nMsa cepsepa.

Base - nMsa 6a3bl JaHHbIX.

User - nMa nonb3oBaTens 6a3bl 4aHHbIX.

Monb3oBaTenb AoJ/HKEH 6biTb BKJIOUEH B ponu «quik_rbo» mn «quik_auditor»
B 6a3e aaHHbIX cepBepa QUIK.

Password - naponb nonb3oBaTtens 6a3bl gaHHbIX. [Tapofnb He A0/KEH HAaUYMHATLCS
C CMMBOJI0B «$» U «#». Naposib MOXeT 6bITb

UsePersonallLogin - np1 Heo6X0ANMOCTM UCMONb30BaHMS NepCoHabHbIX
NIOTMHOB AN NOAKMOYEHMS K 6a3e AaHHbIX YKaXuUTe 3HadeHne «1»,

AuthMode - ncnonb3yembii Tun ayteHTudurkaumm Ha cepsepe MS SQL.
B0O3MOXHble 3HaUYeHUS:

«login» (N0 yMO4aHWIO) — UCMOJIb3YIOTCS JIOFMH U Maposib, YKa3aHHble
B NapameTtpax user u password (naposb MoXeT 6bITb );

«domain» - Ucnonb3yeTcs AOMEHHasa ayTeHTUdUKaums.

Mpun AuthMode=domain napameTtpbl user un password B cekuuu [DB] urHopupyrotca
M MOryT 6bITb HEe yKa3aHbl.

Driver - HanmeHoBaHne ODBC-gpaiiBepa, NCNOAb3YEMOro A9 NOAKIKYEHUS
Kk 6a3e aaHHbIx cepepa QUIK. BO3MOXHble 3Ha4YeHuUs:

_ Ana OC Windows:
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«ODBC Driver 17 for SQL Server» (nNo yMOJ/Il4aHUIO) — NCNOJIb3YETCH ANs
pabotbl ¢ MS SQL Server 2014, 2016 nnu 6onee HoBol Bepcuen CYB (13
ChncKa noaaepXmMBaeMmbix);

«PostgreSQL ANSI(x64)» — ucnonb3yetcsa ans pabotebl ¢ PostgresPRO;

Ecnu 3HaueHne HacTpoliku He 3aaaHo, ucronblyertcs «ODBC Driver 17 for
SQL Server».

_ Anga OC Linux:

«PostgreSQL ANSI» (no ymonuaHuto) — ncnonb3lyercsa anst pabotbl Ha OC
Linux.

Mpwu pa6oTte c MS SQL Server gomxeH 6bITb ycTaHOBJIeH ApaBep ODBC Driver 17
for SQL Server, a npu pa6orte c PostgresPRO - gpaiBep psqlODBC 13.2 u Bblwwe.

Port - nopT ang nogkntoyeHns Kk cepeepy PostgresPRO. 3HaueHMe nNo yMos4YaHuio:
«5432»,

AdditionalParameters - HacTpolika ons 3agaHusa AONOSIHUTENbHbLIX NapaMeTpoB
nogknoyeHns Kk CYB. 3HaueHne no ymonuaHuio: «» (nycro).

SSLMode - pexuM 6e3onacHoro nogkatoueHus. Nogaep>xmBaeTcs TONbKO
npu HacTponke noaknuenms Kk CYb[ PostgresPRO. Bo3MO)XHbIe 3HAaYEHUS:

«» (NyCTO, N0 YMOSIYaHUIO) — NOAKIOYEHME BbIMOHAETCS 6e3 wndpoBaHus;
«require»;

«verify-ca»;

«verify-full»;

«disable»;

«allow»;

«prefer».

OnuncaHue pexunmos 6e30MacHOro NOAKMAYEHNS CM. HA OPULMaNIbHOM canTe

PostgreSQL:

Ecnn napameTp He 3aaaH, To napametpbl CertCAFileName, CertFileName,
CertPKeyFileName u CertPass nrHopumpytoTcs.

CertCAFileName - nyTb K anny-KOHTENHEPY CepTUPUKATOB YAOCTOBEPSAIOLLUNX
LEHTPOB. 3HAaYeHNe No yMon4vaHuio: «» (nycrto). MNoaaepxuBaeTcs TONbKO
npuv HacTponke noaknoveHmsa kK CYB PostgresPRO.

CertFileName - nyTb 1 HauMeHoBaHue danna ceptTudukarta 6e3onacHoro
NOAKOYEHNSA. 3HAYEHME N0 yMON4YaHuo: «» (NycTo). MNoaaepxmBaeTcs TONbKO
npu HacTponke noakntuenms k CYb PostgresPRO.

CertPKeyFileName - nyTb 1 HanmeHoBaHue daiina NpMBaTHONO K/o4ya
6e3onacHOro NoagKAYeHUs. 3HavyeHne No yMonyaHui: «» (Nycro).
MopaepxuBaeTcs TONIbKO NpU HacTponke noakntoyveHms Kk CYB/ PostgresPRO.

CertPass - naponb ans daiina npMBaTHOroO KJtoua 6e30nacHOro NoAK/AYEHNS.
3HayeHne No ymoayaHuto: «» (nycro). NMoaaep>xmBaeTcs TONbKO MPU HAcTpolke
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noaknoveHusa Kk CYB PostgresPRO. MNaponb He A0/IXKEH HAaYMHATLCA C CUMBOJIOB
«$» U «#». Naponb MOXeT 6bITb

Mpumep ansa MS SQL:

[DB]

Server=QSERV

Base=0QBROKER

User=login

Password=secret

UsePersonallogin=1

AuthMode=login
AdditionalParameters=MultiSubnetFailover=No;ApplicationIntent=ReadWrite

Mpumep ans PostgreSQL/PostgresPRO:

[DB]

Server=QSERV

Base=QBROKER

User=login

Password=secret
Driver=PostgreSQL ANSI
SSLMode=verify-full
CertCAFileName=certs/root.crt
CertFileName=certs/user.crt
CertPKeyFileName=certs/user.key

CertPass=secret

B cekumun Bnpga [DataBaselogin_<npou3BosibHbIN TEKCT>] 3a4anTe NepcoHanbHble
noruHel, ecnu napameTtp UsePersonalLogin paBeH «1». JonyCTUMO NpoOuU3BOJSIbHOE
KONIMYECTBO CeKLUMUiA.

User - nornH ans pabotbl ¢ 6a301 gaHHbIX;

Password - naponb ans pabotbl ¢ 6a30M gaHHbIX. [Maponb He AOKEH HaYMHaATbCS
C CMMBOMOB «$» N «#». MNaponb MoXeT bbITb ;

Users — Cr1coK aeHTUhUKaTOpOB NoJib30BaTeNe, KOTopble A0MXKHbI
MCNONb30BaTb AAHHbIN JIOTUH.

Mpu ncnonb3oBaHUM pexxuMma cybaaMuHUCTpaTopa AN YCTaHOBJIEHMA CcOeAUHEHUSN
c cepBepHoi yactbio QUIK Administrator npeHtTudpukaTop go/mkeH 6bITb TaKXxXe
yka3saH B daine subbroker_template.tmpl, npegHasHauyeHHOM AN HAaCTPOMUKMU
pexxuMma cy66pokepa B nporpamme QUIK Administrator. Mogpo6Hee o daiine
subbroker_template.tmpl cm. B n. 1.2 PykoBoacTBa No agMUHUCTpupoBaHunio QUIK
Administrator ans cy66pokepa.
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B cekummn [Connect] ykaxxute napamMeTpbl aBTopmusaLnm:

Name - ngeHtndukaTop Knwouya;

Password - naponb ansa knw4da. Naponb He A0MKEH HAaUMHATLCS C CUMBOIOB «$»
n «#». Naponb MOXET bbITb ;

Mpumep:

[Connect]
Name=testinvest

Password=secret

B cekumn [QuikOptions] ykaxute napaMeTpsbi:

RSAKeysInTransReport - pexunm otobpaxeHnsa RSA-knwo4dern nonb3oBaTens
B OTYETE MO TPpaH3aKUUNAM. Bo3MOXHble 3HaUYeHUNS:

«0» — B oTYeTE NO TpaH3aKkuMsaM He oTobpaxatoTcs RSA-kIO4YM Nonb3oBaTens;
«1» — B oTYeTe no TpaH3akumsam oTobpaxatrTcs Bce RSA-kNo4n nonb3osaTens;

«2» — B OTYETE MO TpaH3aKkumaMm oTobpaxatoTca ToNbKo RSA-kIUM
Nosib30BaTeNs, HE OTO3BaHHbIE HA MOMEHT perncrpaunm TpaH3akumu.

ClientCodeDelimiter - pasaenutenb, UCNOAb3YEMbIA NPU HAaCTPOMKeE CnMcKa
«Koabl KNMEHTOB y Ausiepa» B MpaBax Mo kjaccam Ananora peaakTupoBaHus
nosb3oBaTens. 3Ha4YeHMe No yMondaHuio: «,» (3angaras).

FirmId - cnuncok dunpm depes 3anaTyo, 4OCTYNHbIX Ans Bblbopa B nose «Kopg
dupmbl» B NpaBax No Kfaccam gvanora pefaktupoBaHusa Nosb3oBaTens.

UserExpireCheckDays - KonmuyecTBo AHEN, 3@ KOTOpOE CUCTEMA NpeaynpexaaeT
06 ncreyeHnn cpoka AencTBns 4OBEPEHHOCTM NMonb3oBaTtens. 3HadeHne
Mo YMONYaHUIO: «5»,

ServiceUserExpireCheckDays - KonmyecTso gHel, 3a KOTOpoe cuctema
npeaynpexaaeTt 06 nCTevyeHMn cpoka AencCTBUS AOBEPEHHOCTU CAyXebHoro
nonb3oBaTens. 3Ha4YeHne Mo yMOoJIYaHUIO: TeKyllee 3HaYeHne napameTpa
UserExpireCheckDays.

Title - gononHuTEnbHLIN 3aroNnoBok okHa nporpammbl QUIK Administrator.
Otobpaxaetcsa nocne UID nonb3oBaTtens.

PINCodesInTransReport - npusHak otobpaxeHus PIN-koaoB, MCNOAb3yEMbIX
npuv ABYXdaKTOpHOM ayTeHTUdMKaunm smaa «Quik», B oTyeTe No TpaH3aKuusMm.
Bo3MoXHble 3HavyeHuns:

«0» (no ymonuaHuio) — PIN-koabl He oTOb6parkatoTca B OTYETE NO TPaH3aKLUAM;
«1» — PIN-koabl oTo6parkatoTcs B oTHEeTe MO TPaH3aKUUSM.

UsersCountThreshold - konnMuyectso cTpok B cnpaBoYHUKE nosib3oBaTenen
B nporpamme QUIK Administrator, no 4OCTMXEHNM KOTOPOro CrNpaBOYHUK
pasfenseTcsa Ha CTPpaHuULUbl C KOIMYECTBOM CTPOK, 3a4aHHbIM B NapaMmeTpe
PageSize. 3HauyeHne No ymonyaHuio: «10000».

PageSize - K0nM4eCcTBO CTPOK Ha CTpaHuMLe B CMpaBO4YHUKe Nosb3oBaTenem
B nporpamMmme QUIK Administrator. MapameTp ncnonb3yeTcsi, €Cnm B CpaBoOYHUKE
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OOCTUINHYTO KOJIMYECTBO CTPOK, 3adaHHoe B napameTpe UsersCountThreshold.
3HayeHune no ymonyaHuw: «100».

B cekumn [DealerLibraryOptions] ykaxxute napameTpsbl:

QuikIni=D:\QUIKI1\Server\quik.ini

rne quik.ini - dann HacTpoek cepBepa QUIK. Yka3aHHbI dann aonxeH bbiTb
AOCTYyNeH ANS YTeHUs.

JlonyckaeTcs yka3aHue NOoSIHOro Miam ceTeBoro uMeHu daina. NMNogpobHocTn no
YKa3aHMIo 3TOM HacTponkm ansa Linux cm.

B danne quik.ini gomkHa 6biTb 3anonHeHa cekums [dealer-library], Hanpumep:

[dealer-library]
NC0038900000=.\dealer\deallib389.ini
NC0058900000=.\dealer\deallib589.1ini
MB0099800000=.\dealer\mb998.ini
SPBFUT389=.\dealer\spbfut389.ini

YKasaHHble ini-dannbl HacTpoek bnbnnoTekn pacyeta AMMUTOB AOJIKHbI 6bITb
AOCTYMHbI ANa 3annUcK nosib3oBaTtesto 1 npouecca cepeepa qadminsrv.

dannbl HacTtpoek bubnmorekn pacyeta NMMMUTOB, NEPEYNCIIEHHbIE B 3TON HAacCTpPONKe,
OOCTYNHbl B KAMeHTckor Yyactn QUIK Administrator ansa pegaktupoBaHusa (npu
HaIM4MKM COOTBETCTBYIOLMX MNpaBs).

5. B ¢danne grypto.cfg B nepBbix ABYX CTpokax, 6e3 3arofioBka cekuuun, NnponuwinTe cneayrowme
HaCTPOMKMU:

_ PUBRING - 3HaueHue: «quik.dwg»;

SECRING - nyTb K dhanny c CeKpeTHbIM K/IH0UOM CepBepa.
Mpumep:

PUBRING=quik.dwqg
SECRING=secrserv.txk

6. [ns N Ha3Ha4yeHusa nonb3oBaTento npas
aaMUHUCTpaTopa 3anycTute cepBepHyto Yyactb QUIK Administrator ¢ knto4dom -set-admin-right.
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2.8.2 Hacrtpouka kpuntonposagepoB B QUIK Administrator

HacTtpoika kpuntonposangepoB B nporpamme QUIK Administrator cpegctsamu 6ubnmorek
kpunTtorpacdmm MP n OpenSSL.

I KpuntonpoBaiaep MP ncnonbsyetca tonbko ana OC Windows.

1. B daiine gadminsrv.ini 3aganTe HaCTpOMKM Ncnoab3yembix (Ans8 ayTeHTUdUKaunm Ha cepBepe
QUIK Administrator n ans npoeepku 3LIM) kpunTonpoBaaepos.

B cekumn [CryptoProviders] nepeuncnmre OCTYMNHbIX MPOBalaepoB:

«openssl» — npuM3Hak ncnonb3oBaHusa npoBangepa OpenSSL. Bo3MoxHble
3Ha4YeHuns:

«0» — npoBanaep OTK/IHOYEH;

«1» — npoBanaep BK/KOYEH.

«mp>» — MpU3HaK UCnosabL3oBaHMa nposangepa MP. Bo3MOXHble 3HaUeHUS:

_ «0» — npoBangep OTKJ/OYEH;
«1» - npoBanaep BK/OYEH.
«cryptopro» - npusHak ucnosb3oBaHusa nposanaepa Kpuntollpo. Bo3MOxHble
3Ha4YeHus:
«0» - npoBanaep OTK/IIOYEH;
«1» — npoBanaep BK/KOYEH.
«signalcom» - npusHak ucnonb3oBaHusa nposangepa CurHan-KOM. Bo3MOXHble
3Ha4vYeHus:
«0» — npoBanaep OTK/IOYEH;
«1» — npoBanaep BK/KOYEH.

Mpumep:

[CryptoProviders]
openssl=1l

mp=1

cryptopro=1

signalcom=1

Mpu ncnonb3oBaHum nposangepa openssl B cekunm [openssl] 3aganTte ero HaCTPOMNKMU:

«Module» - nyTb K MoAyntO NpoBangepa. 3HaueHne no ymonyanuto ansa OC
Windows: «openssl_pr.dll». 3Hauyenne ana OC Linux: «libopenssl_pr.so».

«IniFile» - nyTb Kk danny HacTpoek npoBangepa. 3HayeHne No YMOIYaHuIo:
«openssl_pr.ini».
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Mpu ncnonb3oBaHum nposangepa MP B cekunm [mp] 3agante ero HaCTPONKMU:

«Module» - nyTb K MOAYyKO NpoBargepa. 3HadyeHue No ymonyaHuto: «mp_pr.dll».

«IniFile» - nyTb K danny HacTpoek npoBangepa. 3Ha4YeHne No YMOJIYaHULO:
«mp_pr.ini».

Mpu ncnonb3oBaHum nposangepa Kpuntollpo B cekuunn [cryptopro] 3aganTte ero
HaCTPOMNKMU:

«Module» — nyTb K MOAYNIO NpoBargepa. 3Ha4yeHME N0 YMOTYAHULO:
«cpcsp_pr.dll». 3HaueHne ans OC Linux: «libcpcsp_pr.so».

«IniFile» - nyTb kK danny HacTpoek npoBangepa. 3Ha4YeHne No YMOJIYaHUIO:
«CpCSp_pr.ini».

Mpu ncnonb3oBaHum nposangepa CurHan-KOM B cekumnmn [signalcom] 3aganTte ero
HaCTPOMNKMU:

«Module» - nyTb K MOAYNIO NpoBanaepa. 3HAaYEHNE N0 YMOSTHAHUIO:
«signalcom_pr.dll». 3HauyeHune ana OC Linux: «libsignalcom_pr.so».

«IniFile» — nyTb kK danny HacTpoek npoBangepa. 3Ha4YeHNe No YMOJIYaHUIO:
«signalcom_pr.ini».

Ana OC Windows:

[openssl]
Module=.\openssl pr.dll

IniFile=.\openssl pr.ini

[mp]
Module=.\mp pr.dll

IniFile=.\mp pr.ini

[cryptopro]
Module=.\cpcsp pr.dll

IniFile=.\cpcsp pr.ini
[signalcom]

Module=.\signalcom pr.dll

IniFile=.\signalcom pr.ini

Ana OC Linux:

[openssl]
Module=./libopenssl pr.so

IniFile=./openssl pr.ini

[cryptopro]
Module=./libcpcsp pr.so
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IniFile=./cpcsp _pr.ini

[signalcom]
Module=./libsignalcom pr.so

IniFile=./signalcom pr.ini

[Ons npoBepku NoanMcuM Heo6xoAMMO HaIMuMe TOJIbKO KOpHeBoro ceptudukara YU,
AOCTYNMHOro B HaCTpoike KpuntonpoBaiaepa.

Mpu pabote nog OC Windows ans KpuntonpoBangepoB «Mp_pr» U «CPCSP_pr» KOpHEBble
YL ceptndmKkaTbl AO/MKHbI 6bITb YCTAHOBJIEHbI B CUCTEMHOE XPaHUMLLE KOPHEBbIX
ceptndmkaToB («Kpnntollpo» nMeeT COBCTBEHHYIO YTUINTY) M AOMXKHbI 6bITb AOCTYMNHbI AN1S
nonb30BaTeNs, No4 KOTOPbIM 3anyckaeTcst cepBep gadminsrv.

Mpu pabote nog OC Linux KopHeBble cepTUdUKaTbl AOKHbI ObITb YCTAaHOBNEHLI Yepes
YTUIUTY <<KpVII'ITO|-|p0>>. KomaH,qa BbIMOMHAETCA OT MMEHU NONb30BaTeENA, NO4 KOTOPbIM
3anyckaetcs cepep qadminsrv (Mo yMoO4aHUIO: «arqasrv»).

/opt/cprocsp/bin/amd64/certmgr -install -store root -file certnew.p7b

loe:

«/opt/cprocsp/bin/amd64/certmgr» — MeHeaXxep cepTMdnKaToB.
«-install» - koMaHAa yCcTaHOBKKN cepTUdUKaTOB.
«-store root» — xpaHunuwe KoOpHeEBbIX AOBEPEHHbIX CEpPTUDUNKATOB.

«-file certnew.p7b» — nmsa daiina KOHTeNHepa, cCoaepKallero KOpHeBbIE
cepTudukaThbl.

Ons kpuntonpoBaaepoB «signalcom_pr» n «openssl_pr» KopHeBble cepTudunkaTbl
KOMMPYIOTCS B COOTBETCTBYOLWYIO aMpekToputo «CA», yka3aHHYI0 B (haiisie HaCcTpoek.

Onsa kpuntonposanaepa «signalcom_pr», KOTOpbI UMeeT onuuto «MpoBepsAaTb No
CNpaBOYHUKY>», TpebyeTcs Hanuumne cnucka KJIMEHTCKUX cepTuUKaToB aHanormyHo cepeepy
QUIK.

Mpu pacnonoxeHunn cepeepa QUIK Administrator Ha ogHOM KoMnbloTepe ¢ cepBepoM QUIK
AOMyCKaeTcsa ncnosib3oBaHme .ini haiaos, KOTopble UCNOJb3YIOTCA AN HAaCTPOMKK
KpMNTONpOBanaepos.

Ecnn Ha ogHoM cepBepe QUIK Administrator HacTpoeHo ucnonb3oBaHMe ABYX wUin bonee
sk3emnnapos cepsepa QUIK Administrator, To OHM BCe UCMONB3YIOT egnHble HAaCTPOMKKU
KpnNTONpOBanaepos.

3apaliTe HaCTpolikn npoBanaepa B danne openssl_pr.ini nam mp_pr.ini (B 3aBUCUMOCTMK OT
NCNONb3YEMOro NpoBangepa) U yKaXxmte HOMep CXeMbl ayTeEHTUGUKALNN.
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Mpu ncnonb3oBaHMu npoBavaepa openssl B dpainne openssl_pr.ini:

B cekumu [tls connection settings] 3aganTe HoMep cxeMbl ayTeHTUdUKaLNK
B napameTpe ServerHandShakeScheme. Bo3MoOXxHble 3HauYeHUS:

«2» — ayTeHTMdMKauma B AOMEHE MO JIOFMHY U Naposto;
«4» — ayTeHTMdMKaLMA NO MMEHM NOoNb30BaTENS U NApPONIo;
«32» — ayTeHTMdUKauma BHYTpU gOMeEHA.

Mpwn noaaepxKe HECKOJIbKMX CXeM 3Ha4YeHMe HaCTPOMKM 3a4aeTcs B BUAE CyMMbl
3HaA4YeHM, COOTBETCTBYOLWMNX NoAAEPXKMBAEMbIM cxeMaM. Hanpumep, uTobbl ykasaTb
Ccpa3y aBe cxeMmbl («2» U «4»), yCTaHOBUTE 3HayeHue «6», a yTobbl ykasaTb Tpu
cxeMmbl («2», «4» N «32»), yCTaHOBUTE 3HauyeHue «38».

Mpu ncnonbzoBaHmMun nposangepa MP 3apaiTe HacTpoliku B panne mp_pr.ini:

B CEKLMMN HaCTpoNTe XpaHuinwe cepTndurKaTos.
B CEKLMMU 3ajanTe creayowme HacTpomKu:

UsedHandShakeScheme - HoMep cxeMbl ayTeHTUPUKALNN B COOTBETCTBUMU
C NpaBuniaMm COBMECTUMOCTU CXEM ayTeHTUdMKaLUUM Ha cepBepe U Y KIINEHTa.
Bo3MOXHble 3HauyeHuns:

_ «2» — ayTeHTUdMKaUNa B AOMEHE MO JIOFMHY 1 Naponio;
«4» — ayTeHTUdMKaUMa NO UMEHU MONb30BaTENS U Naposio;
«32» — ayTeHTUPUKaUNAa BHYTPU AOMeHa.

CSPUselocalMachineStore=0 - ko4 XpaHUTCS B TEKYLLEM XpaHuUuwe
nonb30BaTeNs;

CheckRevocation=0 - He npoBepaTb cepTUdUKaT Ha OT3bIB;

CSPCertHash - xew ceptudukaTa cepsepa.
2.8.3 [Ao6aBneHune ceptudmkarta B xpaHunuue ceptucpumkaros cepsepa QUIK

B danne HacTpoek gadminsrv.ini, B cekuun [Instances] yka3saH ¢alin HacTpoeK NoAK/IYEHNS,

Hanpumep:

16300=SERV_03.1ini
1. 3apante 3HadeHusa B dhanne SERV_03.ini:
[QuikCryptoProvider]

CryptoType=CryptoPro

Storage=/opt/arqgasrv/quik/quik/userstore.sto

loe:
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«userstore.sto» — xpaHunuwe ceptudunkatos. IDTOT dalia Hy>XKHO co3aaTb (MyCTon)
B MecTe, yka3zaHHOM B napameTtpe Storage.

Ecnun QUIK Administrator yctaHoBneH Ha Linux, To ¢ain coszpnaercsa
nosib3oBaTesieM arqasrv.

2. OtkpoinTe nyHKT MeHio CepBep QUIK / Be3zonacHocTtb / XpaHunuuwe ceptucpmkaros
B QUIK Administrator.

3. Bbibepute «dann ceptndurkKaToB», YKaXXnTe NyTb A0 COXPAaHEHHOro cepTudunkaTa
Monb3oBaTens n Haxmute «OTKpbITb». OTObpasnTca nHpopmaumns o BbibpaHHOM cepTudmnkaTe
Monb3oBaTens.

[Cepeep QUIK] Xpanunuiiie ceptudukaros

Coaepxumoe xpannnuwia ceptudmkaros Quik

Ounetp ‘ | | OQuncrurs

Homep ceptuduka YaocToBEPAIOLLNI LEHTP Bnaaeneu ceptudukara Anroputm n
|7CO0 16EB AAE1 72/CN=Tectosslit ¥L| 000 "KPUMTO-I/CN=Test/O=Test/Email=Test@test 1.2.643.7.1.1.3.2

Ypanute

®aiin c cepTudukarammn

Daiin cepTudukatos D:\Test_crytpopro_ru\Test.cer

Homep ceptuduka YaocToBepAOLLMIA LEHTP Bnaaeney ceptudukara Anroputm n
[7C00 16EB AAE1 72/CN=Tectosbii ¥L| 000 "KPUMTO-I /CN=Test/O=Test/Email=Test@tes 1.2.643.7.1.1.3.2

Aobaeute cepTudukar [obaenTs BCe cepTuduKaThl

4. Haxmute «[JobaBUTb cepTudukaT».
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5. Ha Bknagke «PepaktnposaHue (Monb3osatenn)» B QUIK Administrator BbinonHute
cheaywuine AeNCTBUS:

(n

Wmnopr... CoxpanuTs OTmennTs

Obuwme npasa besonacHocTe  Toprossie ponu  Mpasa no knaccam  Onepauuu

WHbopmauna o nocnegHem BXo4e B cucTemy

Mocneanuii Bxoa B cucTemy sbinonHen 17.10.2024 13:48:21 c appeca 192.168.32.167.

Paspewennbie IP-agpeca

Wamenus...

AyTeHTudUKaLMs N0 AOTUHY W Naponio

Hactpoute... | floruw: 13

Joctyn K NPUNOKEHNSM:
[®] webQUIK

Mauik

Bpemertas 6a0KkupoBKa: HET

Crars 6rokupoz)

nexTpoHHas undposas NOANNCH CryptoPro M)
nOAI’WICh OGRZBYEI":HE

Kntoun snextporHoii undposoi nognucn Knarouu QUIK

Homep ceprudukara [ata npuceoe OtossaH ID knroua [ata npuceoe Oto3saH
85DF784F9A26C53D 8/1/2024 Her

WmennTes... WsmennTs...

Peaaktuposanue (Monbsosatenu) | ®unetpe! (Monbzoeateny

BbibepnTe HY>XHOro nonb3oBaTens;
B napameTpe «2nekTpoHHas umdpoBas noanncb» Bbibepute «CryptoPro»;
YcTtaHoBuTe naxok «Moanucb obssatenbHa»;

Ha»xMuTe «M3MeHUTb» B paMke «K/oumn 3/1eKTPOHHON LMGbpPOBOM Noanucu», B
OTKPbIBLUEMCSI OKHE HaXXMuTe «[]06aBUTb>.

6. Bbibepute cepTnduKaT Nosb3oBaTens u HaxMuTe «OTKPbITb.

7. YcraHoBuTe dnaxku «Mcnonb3oBaTb 4059 NOANUCK TPpaH3akunin» n «Mcnonb3osaTb AN
WndpoBaHUA NOTOKA AAHHbLIX» B OKHe «K/toum 3n1eKTpoHHOM uudpoBon noanmcm». Haxmure
«OK>».
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B Knroumn anexTpoHHoit undposoii nognucu X

N2 n/t_Homep ceptugukata  YaocToBeparoLmil UeHTp
17C00 16EB AAE1 72F2 66/CN=Tectosslit ¥L| 000 "KI /CN=Test/O=Test/Email=

< >

JoBaeute WsniernTs Yaanute
CeoiicTea kntoua
Wcnons308aTh ANA NOANNCH TPaH33KLMI

Vicnonb3o8ath AnA WNGPOBAHUA MOTOKE A3HHBIX
[]Ovosean

OK Otmena

8. Haxmute «CoXpaHuUTb>» AN COXPAHEHUS BHECEHHbIX M3MEHEHUN.

9. [lpoBepbTe BHeceHne HoMepa cepTudukaTa B bl (tabnunua crypto_pro_key).

2.8.4 Pa6ora c cepsucom gadminsrv gnsa OC Linux

YnpaBneHune cepBnucoM gadminsrv npomcxognT 4Yepe3 CUCTEMHbIN cepBucC systemctl.
Onsa perncrpaumu cepBuca gadminsrv co3gaeTcs crneunanbHblii KOHOUIY pauMOHHbIN
dann c pacwmpeHmnemM .service. B cuctemHon gupektopum systemd cosgaertcs aphnbik,

a KOHUrypaumMoHHbIN dalin HaXo4AnTCA B KaTasiore COOTBETCTBYHOLEro cepauca.
HanmeHoBaHne KOHMUIrypauMoHHOro gannia COOTBETCTBYET HAMMEHOBAHMIO CepBUCaA.
Hanpumep, ons cepsmca qadminsrv B Katanore /opt/arqasrv/quik/qadminsrv co3gaercs
KOHMUIypaumoHHbIi dann ¢ umeHeMm qadminsrv.service.

YnpasneHue paboToli cepBuca OCyLLEeCTBASETCS CeayWwmMMmM KOMaHaamMmn OT MMEHW NOob30BaTess
C NpaBaMun agMMUHUCTpaTopa:

MonyunTb TeKyllee COCTOSAHWE CepBUCA:

sudo systemctl status gadminsrv

3anycTuUTb CEPBUC:

sudo systemctl start gadminsrv

OcTaHoBUTbL paboTy cepBuca:

sudo systemctl stop gadminsrv

3anycK, OCTaHOBKY M MOJIy4YEeHUe cTaTyca CeEPBMCA MOXHO OCYLLUECTBUTb C MOMOLLbIO CKPUMNTOB
g_start.sh, g_stop.sh n q_status.sh. MNpn aTom 3anyck ckpunToB HEO6XOANMO MPOM3BOANTL Yepes
yTuauTy sudo, Hanpumep:
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sudo ./g_start.sh

AncTpnbyTtnse

CepBuc gadminsrv pacnpocTpaHseTcs Ans yCTaHOBKM Ha KoMnbloTepbl ¢ OC Astra Linux

B ¢opmaTe daiina Buga <install_gadminsrv-xx.xx.XX.run>, rae xx.xXx.Xx — Bepcumsi npoayKTa
(nanee run-cann).

C nomowwbio run-dainna npom3BoaMTCa yCTaHOBKa U 06HOBNEHME CEPBUCOB B CUCTEME.
Run-daiin nogaep>xxnsaeT crneayowmin Habop Ka4veln 3anycka:

-i [<srvhame>]

YcTaHOBKa cepBuca C MMeHEM <srvhame>. [lapamMeTp <srvname> Heobs3aTteneH. Mpun
OTCYTCTBUM UCMNOJIb3YETCH MMA CepBUCA NO YMOJIYaHUIO, COOTBETCTBYIOLLEE UMEHU
ncrionHsemoro dgarna cepsmnca — gqadminsrv.

YcTtaHoBKa ABYX OAHOMMEHHbIX CEPBNCOB HE AOMNYCKaeETCA.

-d <rootdir>

Kntou 3anycka, NnpMMeHsieMbl TONbKO MpW YCTaHOBKEe cepsBuca (B KOMbuHauuun ¢ -i) ans
YKasaHus KOpHEBOW ANPEKTOPUN AN YCTAaHOBKW CEPBUCA, OT/IMYHOM OT ANPEKTOPUN NO
yMon4yaHuio /opt/arqasrv.

-Nn <srvusername>

Kntou 3anycka, NnpMMeHsieMbl TONbKO MpW YCTaHOBKEe cepsBuca (B KOMbuHauuun ¢ -i) ans
nepeonpeaeneHvs Bnagenbola cepsnca (MM Nosb30BaTENS MO YMONYaHUIO: arqasrv), KOTOpbIN
CTaHeT Bnagennuem dalnnos cepeuca n oT UMeHN KoToporo byaeT pabotaTb yCTaHaBIMBaeEMbI
cepBuc.

-u [<srvname>]

O6HoBNEHME cepBUCa C UMEHEM <srvname>. MNapaMeTp <srvname> HeobsizaTeneH. MNpu
OTCYTCTBWUM MUCMONIb3YETCSH UMSA CEpBUCA MO YMOJSTYaAHMUIO, COOTBETCTBYIOLLEE UMEHM
ncrionHsemoro dgarna cepsmuca — gqadminsrv.

PacnonoxeHune cepBuca 1 UMS Nosib30BaTeNS-BNajesNblLa cepBepa YKa3blBaTb He TpebyeTcs,
TaK KaK OHO COXpaHeHo B /etc/argasrv/<srvname>.

-

PacnakoBka MosIHOro COAEPXUMOro apxuBea, Bkatodas KoHdUrypaunmoHHble ini-gannsbl.
PacnakoBka npov3BOANTCS B MOAAMPEKTOPUIO C UMEHEM, paBHbIM MMeHU run-danna (6e3 .run),
KOTOpas B clly4yae OTCYTCTBUSA CO34aeTcsl psSAOM C MCMOSTHSEeMbIM hainiomMm.

-h, -?
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BbiBOA KpaTKoM nHgopMauum ob aprymeHTax 3anycka.
MpumMepsbl:

3anyck run-danna ansg yCTaHOBKW CepBuca:

sudo ./install gadminsrv-xx.xx.xx.run -i gadminsrv -d /opt/customdir

3anyck run-danna ansa obHoBneHUs cepBuca:

sudo ./install gadminsrv-xx.xx.xx.run -u gadminsrv

3anyck run-cdanna ansg pacnakoBKu:

./install gadminsrv-xx.xXX.xXx.run -e

O6HOoBNEeHNe cepBUuca
O6HoBNEHME CcepBMCa NPOU3BOAUTCS NOJSIb30BaTesieM root BbI30OBOM run-darina.

MNpwn o6HOBNEHUN HEO6XOAMMO yKasaTb UMsS cepBuca. Ecnn o6HOBNSIETCA cepBUC C UMEHEM
Mo yMon4yaHuto — qadminsrv, To UMS MOXHO He yKasblBaTb. [anee npuBeaeH NopsaaoK AeNCTBUIA
npu o6HOBMIEHUM CEPBUCA C UMEHEM MO YMOMUYAHUIO.

0ns o6bHOBNEHUS BbIMONHUTE cneaywowme OEeNCcTBuUA:

1. OcraHoBuTe cnyxby cepBuca gadminsrv U3 AMPEKTOPUN C YCTAaHOBNEHHbIM CEPBUCOM
KOMaHaon:

sudo ./g_stop.sh

nnbo n3 nobon AnpekTopmn, OTAUYHON OT AUPEKTOPUM CEpBMUCA KOMaHAOM:

sudo /opt/argasrv/quik/gadminsrv/q_stop.sh

2. CkonupynTe dann install_gadminsrv-xx.xx.Xx.run B AMPeKTOPMIO, Ha onepaunm B KOTOPOW
y TeKyLiero nonb3oBaTens ecTb npasa, Hanpumep, AoMalwHui katanor (/home/<user>
wnnm ~/).
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3. BbinonHuTe KOMaHAy Ao6aBfeHUS NpaB Ha BbIMOJIHEHWE run-danny:

chmod +x install gadminsrv-xx.Xx.xX.run

4. BbinonHuTe KOMaHAy o6HOBNEHMS cepBuCa:

sudo ./install gadminsrv-xx.xXxX.xx.run -u

Ansg BbINONMHEHUSA KOMaHAbl MOXET I'IOTpe6OBaTbCFI BBECTW NMNaApOJib TEKYLWENO NoJib30BaTeENA.
B pe3synbTaTe BbINOHEHUSA run-q)aﬁna 6YLI,YT BbIMOJIHEHDbI Cneaywouwmne OEeNCTBUSA:

BbinonHeHO aBTOMaTM4YeCKoe pe3epBHOE KonuMpoBaHue. B anpektopum,

raoe ycrtaHoBsieH cepBuc — /opt/arqgasrv/quik/qadminsrv, B nogampekTopun .backup
6ynet co3gaH apxmB gadminsrv_YYYY.MM.DD_hh.mm.ss.tar.gz, B koTopbii 6yayT
nomelleHbl Bce dannbl 06HOBISEMOro cepBuca, Kpome nor-danios 1 pannos
XPaHWAULL, aKTyasibHbIX TOJIbKO BHYTPWU AHS.

B avpekTopum obHoBsSIEMOro cepeuca byaet nponsBeaeHa 3aMeHa NpexHux gannos
HOBbIM Habopom ¢alinos.

Monb3oBaTenb arqasrv 6yaeT Ha3HayeH BnagenbueM Bcex 06HOBNEHHbIX (ainos
U NOAAMPEKTOPUN B ANPEKTOPUN CEpPBUCA.

Mpn HeobxoaMMOCTU ByaeT BbIMOMHEHA KOHBEPTALUUA HAaCTPOeK B KOHMUIYypaLMOHHbIX
dannax.

Mpu ycnewHoOM o6HOB/IEHUN CEPBUCA B KOHCOJ1b BbIBOAUTCA coobLieHune:
«Update of service “"qadminsrv” has been successfully completed>».

B cnyuae BbiBOAa APYrov AMArHOCTUKMU, NOXKaNnynucra, o6paturecb B Cny)k6by
TexHnuyeckou noaaep xkn QUIK: .

OTno)XeHHble ¢ainbl OT NpeabiAyLMNX YCTAaHOBOK MOTYT HaKan/imBaTbCs, NO3TOMY
peKkoMeHAyeTCca NepuMoanUYecKU yaansaTb apxXxuBbl U3 katanora .backup.

YapaneHue cepBuca
YaaneHue cepsuca npousBoaAMUTCS Nonb3oBatenem root BbiI3oBOM ckpunTa uninstall.sh, koTopbin
HaxoAMUTCA B KaTaslore COOTBETCTBYIOLLEro cepBuca.

Janee npueeaeH NopsaoK AEACTBUMIN NpU yaaseHnn cepBuca C UMEHEM MO YMOYaHUIo -
gadminsrv.

Ana yaaneHua cepeBuca BbIMOJIHUTE cnegyrowme nencTeuns:

1. OctaHoBuTe cnyx6y cepsBmuca qadminsrv U3 AMPeKTOPUN C YCTaHOBJIEHHbIM CEPBUCOM
KOMaHOoMN:
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sudo ./g stop.sh

nmbo u3 nbon gnpeKkTopun, OTIMYHON OT ANPEKTOPUN CEpBMCA KOMaHAOM:

sudo /opt/argasrv/quik/gadminsrv/q_stop.sh

2. B cnydae, ecnv ynpaBJsieEHME YCTAHOBJIEHHbIM CEPBUCOM BbIMOTHANOCH NOJIb30BaTeNeM arqasrv,
BbIMOJIHUTE cneayowme AeiCTBUS:

3a6epV|Te Y NONb30BaTeENA argqasrv rnpaBa Ha BbINMNOJIHEHNE CKPUNTOB yrnpaB/1€HUA
CEepBUCOM OT MMEHU root, BbINONHUB creaylouwme OenCTBuS:
BbinonHUTE KOMaHAy:

sudo visudo

B oTKpbIBLIEMCS Vi-NOAO6HOM pefakTope yaanuTe CTPoKy:
argasrv ALL=(root) /opt/argasrv/quik/gadminsrv/q_start.sh,

/opt/argasrv/quik/qadminsrv/q_stop.sh

CHMMUTE NPU3HAK HEM3MEHAEMOCTU CO CKPUMTOB YrpaB/fieHUs CeEpBUCOM, BbIMOJIHUB
crneaylouime KoMaHabl:

chattr -i /opt/argasrv/quik/gadminsrv/q start.sh
chattr -i /opt/argasrv/quik/gadminsrv/q stop.sh

3. B aupekTopumn yctaHoBneHHOro cepeuca /opt/arqasrv/quik/gadminsrv 3anyctute KOMaHAHbIN
¢dann uninstall.sh komaHgon:

sudo ./uninstall.sh

nmbo 13 nbon gnpeKkTopun, OTIMYHON OT ANPEKTOPUN CEPBMUCA KOMAHAOM:

sudo /opt/argasrv/quik/gadminsrv/uninstall.sh

[nsa BbINONTHEHUSA KOMaHAblI MOXET I'IOTpe6OBaTbCF| BBECTW NMNApPOJib TEKYLWLENO NOJib30BaTENA.
B pe3ynbTaTe BbIMOJIHEHNA KOMaHAbI 6y,CI,YT BbIMOJIHEHDbI cneayrwmne nencTeng:

YpanaeTca perncrpauus cepsmca ¢ MMeHeM qadminsrv B CUCTEME ynpaBJieHns
cnyx6amn systemd.
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Ypansaetca ¢dann /etc/arqasrv/gadminsrv, B KOTOPOM 6blnin 3aMKCUpPOBaHbI
napamMeTpbl YCTaHOB/IEHHOIo CepBuca.

OnpekTopus, B KOTOpPOW yCcTaHoB/eH cepBuc /opt/argasrv/quik/gadminsry,
nepemmeHoBbiBaeTcsa B /opt/argasrv/quik/qadminsrv.backup_
YYYY.MM.DD_hh.mm.ss. NepenmeHoBaHne, a He yaaneHne oUPEKTOpPUMN Npon3BoaAnTCS
Ha cny4an, ecnm notpebytoTcs AaHHble n3 Hee. Ecnm Takonm NoTpebHOCTM HeT, yaanuTe
3TY ANPEKTOPUIO BPYUHYIO.

Mpw ycnewHoOM yaasieHUM cepBUCa B KOHCOJ1b BbIBOAUTCA coobuieHume:
«Removing of service “qadminsrv” has been successfully completed».

B cnyuyae BbiBOAA APYroi AMarHoCTUKMW, Noxkanyncra, o6parurtecb B Cny>k6y
TexHnuyeckou nopgaep>xkm QUIK:

2.8.5 Mwurpaumsa cepBuca qadminsrv c OC Windows Ha OC Linux

Mpwn murpaumm MO ¢ OC Windows Ha OC Astra Linux HeobxoAMMO yunTbiBaThb cneayrowme
orpaHuyeHums Linux-Bepcmu no cpaBHeHUto ¢ Windows-Bepcueii:

Ona OC Astra Linux nogaepyxaHa paboTta Tonbko ¢ CYB/[ PostgresPRO. MNpu ncnonb3oBaHnm b
cepBepa QUIK Ha CYB/[, oTAMYHOM OT yKa3aHHOMW, He06X0AMMO CHa4yana BbINOJHUTb MUrpauuto
B Ha PostgresPRO. nsa nonyyeHns MHCTpyKuuu no Mmurpaumm b Ha PostgresPRO
obpatutecb B Cnyx6y TexHnyeckon nogaepxkm QUIK:

OTcyTCcTBYET NoaaepKka kpuntonposangepa MP.

Ona nepeHoca MO, paboTatowero Ha OC Windows, Ha komnbtoTep ¢ OC Astra Linux:

Bepcusa MO, koTopasa nepeHocntcsa ¢ OC Windows, gomxHa 6biTb paBHa Bepcumn MO,
KoTopas 6yaneTt yctaHaBnmBaTbcs Ha OC Astra Linux.

lMepeHOC A0KEH OCYLWEeCTBMATLCA B CTPOr0 HETOProBoe BpeMs: rnocsie 3aBeplueHus
TOpros U oCTaHOBKW cepBUCa, N O Ha4Yasla TOproe, nepen nepsbiM 3anyCKOM cepBuUcCa.

Mepea murpauunen cepsuca c OC Windows Ha OC Linux Heo6xoaMMO BbINOJHUTL O6HOBNEHME BCEX
ncrnonbsyembix nnarnHos ans QUIK Administrator 0o Bepcuin, ykasaHHbIX HUXE:

EES 2.30.100;

QME 2.2.100;
InvAdvDistributor 3.11.100;
Instructions 20.7.100;
BrokerQuote 4.48.100;
OMS 6.2.100;

POService 1.9.100;
QuikAuctions 1.1.100;
QChatGate 1.14.100;
QuikREPO 1.2.100;
SecDescDistributor 3.4.100;
SMS 3.19.100;

SOR 4.8.100.
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[ns nonyyeHns COOTBETCTBYOLEro 06HOBNEHUA obpatuTtechk B Cnyx6y TEXHUYECKOW MOAAEPIKKM
QUIK:

MepeHoc cepBuca Ha OC Astra Linux gonxxeH nponssBoamMTbCa nonb3oBaTeneMm root.

Ansa OC Linux goJ/XHbl 6bITb BbINOJIHEHbI Npeo6pa3oBaHuA ANAa Bcex
nepeHeceHHbiX (paiijioB B COOTBETCTBUMU C

Onsa nepeHoca MO ¢ OC Windows Ha OC Astra Linux BbINnoSHUTE crieayowmii Nopsiaok AeACTBUN:
1. YcTaHoBMUTE CepBMUC, BbIMNOHUB

2. Ckonupynte us gnpektopumn Windows-cepsuca B gupektoputo Linux-cepsuca
/opt/arqasrv/quik/gadminsrv cnegytowme dannbi:

KoHdurypaumoHHsle dannsl .ini;
dannbl HacTpoek Kpuntonposalraepos .cfg;
®annbl knoden (.txk), katanorn cepTndurkaToB NpoBangepoB:

Kntoun secring.txk, pubring.txk — gna HacTtponkun Kpuntonposanaepa qrypto32;
KaTtanor certs — ansa HacTpoikmn kpuntonposanaepa OpenSSL_pr;

KaTtanor signalcom — ans HacTponkn KpuntonpoBangepa Signalcom_pr.

3. [lNpuBeanTe MMeHa CKOMUPOBAHHbLIX B NpeablayleM nyHKTe hannos U ANPEKTOPUN K HUXKHEMY
peructpy. [lnga 3T0oro BbINOAHUTE B AMpeKkTopun /opt/argasrv/quik/qadminsrv komaHay':

sudo ./postmigration.sh

4. 3anyctute cepBuc qadminsrv U3 AMPEKTOPUN CEpPBUCA KOMAHAOM:

sudo ./g_start.sh

nnbo KoMaHaomn:

sudo systemctl start gadminsrv

5. lpoBepbTe, UTO CEPBUC YCMELIHO 3anyLleH KoOMaHaol (M3 AMpeKTOpuUn cepeuca):

sudo ./g status.sh
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nnbéo KoMaHAaoM:

sudo systemctl status gadminsrv

B cnydae Bo3HMKHOBeHMs npobnem, noxanymncra, obpatmurech B Cnyx6by TEXHUYECKOW NOAAEPXKKN
QUIK:

2.8.6 Co3pgaHue yuyetHoi 3anucu QUIK Administrator

C nomowbto nporpammbl KeyGen 6b11u Ny6SIMYHBIA N CEKPETHbIA KN4 Ans
aaMmHucTpartopa cepeepa QUIK. MogpobHee o co3gaHum knouen cm. dann keygen.pdf -
PYKOBOACTBO MO MCMOJSIb30BaHMIO NporpaMMbl keygen.exe.

Mocne co3paHunsa Knyen HeobxoamnMmo:

CkonupoBaTb NybanMYHbIN KoY cepBepa (N0 yMoaYaHuio nporpamMma keygen.exe cosgaetr
dann a:\pubring.txk) B katanor \quikadministrator\client\Key\pubring.txk. [JaHHbIn KoY
ncronbayetcs Tonbko ans MHdopmaumoHHo-Toproson cuctembl QUIK “broker”.

CkonupoBaTb CEKpPeTHbIN K4 nonb3oBaTens (No ymon4daHuio nporpamma keygen.exe
coxpaHseT dann a:\secring.txk) B katanor \quikadministrator\client\Key\secring.txk. [JaHHbIN
KJ104 MCMoNb3yeTca A9 Nonb3oBaTens agMMHUCTpaTopa.

CkonunpoBaTb CeKpeTHbI K4 cepBepa (Mo yMON4YaHMIo NnporpaMma keygen.exe coxpaHsaeTt
dann a:\secring.txk) B katanor \quikadministrator\server\Key\secring.txk. [JaHHbIA KN4
ncronbayetcs Tonbko ans MHdopmaumoHHo-Toproson cuctembl QUIK “broker”.

Onsa co3gaHnsa ydyetHon 3anncu QUIK Administrator n HasHauyeHUs nonb3oBaTenNto Npas
aAMMHUCTpaTopa 3anycTute cepBepHyto Yactb QUIK Administrator ¢ knto4vom -set-admin-right.

dopMaT UCnosb30BaHUSA:

gadminsrv.exe -set-admin-right -instance=[<instance>] -UID=[<UID>] -QUIK-key-

filename=[<QUIK-key-filename>]

lpe:

<instance> - ngeHtudunkatop 6a3sbl gaHHbIX. NaeHTUdMKaTOopbl 633 AaHHbIX NepevYncneHsbl

B cekumu [Instances] darna gadminsrv.ini. Ecnu cepeep QUIK paboTtaeTt c ogHon B/,

TO NapaMeTp He obs3aTeneH.

<UID> - npeHtudunkaTop nonb3oBaTesns, KOTOPOMY A0/XeH 6biTb NpucBoeH katod RSA. Ecnu
napamMeTp He ykasaH, n B[] nycTtas, To co3gaeTcsi HOBbIM Mosib3oBaTesb.
<QUIK-key-filename> - nyTb n uma darna c nybnanyHoiM kntodom RSA. MoXeT yKa3biBaTbCs
OTHOCUTESbHbBIN MK abCcontoTHbIN NYyTb. ECAn UMSa n/mnun nyTb coaepxuTt npobensl,

TO 3HA4YEeHMe 3aK/yaeTcs B KaBbluku, Hanpumep, gns OC Windows:
«c:\path\to\file\somefile.txk», ansa OC Linux: «/path/to/file/somefile.txk». Ecnn daiin
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coaepxut 6onee ogHoro ny6amnmyHoro RSA-koua, TO MCNOMb3YyeTCs NMepBblid U3 KIlo4Yen,
nmeolmxcsa B daine. Ecnm ykasaH napametp <UID>, 1 ang 3Toro nonb3oBaTens yxe nMmeetcs
KoY RSA, TO AaHHbIM NapaMeTp He obs3aTeneH.

Mpumep ana OC Windows:

gadminsrv.exe -set-admin-right -UID=350 -QUIK-key-
filename="c:\path\to\file\somefile.txk"

Mpumep anga OC Linux:

./gadminsrv -set-admin-right -UID=350 -QUIK-key-filename=/path/to/file/somefile.txk

2.8.7 Peruncrtpaums nosb3oBaTtenen cucrtembl QUIK

3anyctute nporpammy QUIK Administrator.

BbibepuTe nyHKT MeHo CepBep QUIK/OpraHnsauum. [lo6aBbTe CBOIO OpraHmsauuto
B CNpaBO4YHUK, 3aMOJIHNB BCE MOJA.

Bbibepute nyHKT MeHi0 CepBep QUIK/Monb3oBaTtenu. [1o6aBbTe B CNPaBOYHMK
Nosb30BaTeNen YYEeTHYI0 3anucb aaMuHUcTpaTopa cuctembol QUIK. Ang 3Ttoro Bbibepute n3
CnpaBOYHMKA HaMMEHOBaHMe Bawen opraHmnsaunm, sBegnte OO mMeHepxepa, NpoCTaBbTe
nepuoa AencTBuUS LOBEPEHHOCTY.

Crnmncok KaccoB COAEPXUT HAMMEHOBAHUS YKa3aHHbIX B HAaCcTpoMKax KiaccoB bymar.
MNocnepoBaTenbHO BbibepuTe Kaxabli N3 HUX N HAXMWUTE KHOMKY «MeHeaxep» ANs YCTaHOBKU
npas Ha paboTy No gaHHOMY Kraccy.

B none «Kog dwmpmbi» (Bknagka «lMpaBa no Knaccam» B OKHE peAaKTMpoBaHWUS Nosib3oBaTens)
YKaXXnTe naeHTMdunKaTop y4acTHMKa TOProB B TOproBoi cucreme. None «Koabl KINEHTOB
y Annepa» AN MEHedXepa He 3aroJiHsAeTcs.

HacTpoiiTe ayTeHTMdMKaLMIO NONb30BaTENS:

Ons Bxoaa ¢ ucnonb3oBaHueM kitoven. C nomoLbio nporpammel KeyGen

Ny6AMYHBINA U CEKPETHbLIN KtoumM nonb3oBaTtens. Ha Bknagke «be3onacHoOCTb»,

B pamke «Knoum QUIK» HaxMuTe KHOMKY «M3MEHUTb...». 3arpy3umTe K4 HaxaTmem
KHOMKM «[]obaBuUTb».

Ona ucrnonb3oBaHMA MexaHM3Ma ayTeHTUdUKaunm no oruHy, Tpebyertcs B nporpamme
QUIK Administrator 3aaaTb NOrMHbI NONb30BaTENEN:

[nsa Bxoda no NOrnHy v Naposio B AOMEHE — 3afaliTe JIOTMH B CMpPaBOYHUKE
«J1OrVHbI B APYroi CUCTEME aBTOpM3aLUnN>.

Mpy ayTeHTUdUKALMM AOMYCKAETCA YKa3blBaTb IOMMH Kak BMECTE C JOMEHOM, TakK
n 6e3 Hero. Ecnv OMeH yKasaH, NpoBEpPSIETCs MoJIHOE COOTBETCTBUE AOMEHA

n nornHa. Ecnm AOOMEH He yKa3aH, NpoBepKa /10rMHa BbIMNOJIHAETCA ANnA AOMEHA
no yMOJT4aHWIO.
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[ns Bxoaa no JIOrMHY M Naposio — 3afaiiTe NOrMH B OKHE pefaKTUpoBaHMS
nosib3oBaTeNs Ha Bklagke «be3onacHocTb».

6. AHanornyHblM 06pa3oM nobaBbTe APYrMX NONb30BATE/NEN Balle CUCTEMbI, YCTaHaBNMBas
HeobxoaMMble NapaMeTpbl 4OCTYNa K CUCTEME, UCMOb3Yys WabnoHbl Npas. B none BBoaa «Koa
K/IMEHTa Y AuSepa» BBeAMTE CUMBOJIbHbIA KOA, KOTOPbIN MeHeaxep 6yaeT ncnonb3oBaTb
BMNOCNEACTBMWN AN YCTAHOBKWU JIMMUTOB M MAEHTUMUKALMN NONb30BaTeNen npu pabote
C CUCTEMON.

MoapobHee o paboTte ¢ nporpamMmori QUIK Administrator cM. PykoBoacTBO agaMMHUCTpaTOpa
K HEN.

Cuncrema QUIK rotoBa k pabore!

3anyctute Pabouee Mmecto QUIK, BOCMO/b30BaBLUNCh KOYaMKU AOCTYMNa U YUETHbIMU AAHHbIMU
Ballero nosib3oBaTens.

2.9 Hacrpouka 6aHHepa Pabouero mecra QUIK

B Pabouem mMecTe QUIK Ha naHenu MHCTPYMEHTOB MOXET pacnosnaratbcs 6aHHep, Npu HaxaTum
Ha KOTOpbIW OTKpbIBaeTCcA canT (Hanpumep, caut 6pokepa).

2.9.1 Hacrtpoiika 6aHHepa
YTob6bl HacTpouTb HaHHeEp, BbINOAHUTE Cneayrolme 4eNCTBUS:

1. CkonupynTte dann c nsobpaxeHmem baHHepa B ampektoputo quik\server\areas\banners.
TpeboBaHus kK danny:

_ dopmaT panna - .bmp;

pa3spelleHne — noboe. PekomeHayemoe paspewleHue — 468*60 nukcenen;

rnybuHa useTta — 8 6uT.

2. B aupekTtopuun quik\server\areas\banners B panne banners.ini 3aganite HaCTpoOrKun B ceKUnmn
[url_set]:

url - URL-agpec canrTa.

image - HanMeHoBaHue dainna c nsobpaxeHnem 6aHHepa.

Mpumep:
[url set]

url=http://www.broker-website-example.ru

image=broker.bmp
3. Ha komnbloTepe, Ha KOTOpoM 3anyLieH cepeep QUIK, B dpanne quik\server\quik.ini 3aganTte
cneayrouime HacTporKun:

[natural level section]
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module=banner module
[banner module]

module=dwbanner.dll

I HacTpoiika 6aHHepa ana cepBepa M cepsepa AocTyna cosnagaer.

2.9.2 OTkno4yeHne 6aHHepa
UTo6bl OTKAOUYNTL NONydYeHne 6aHHEpPOB C cepBepa A0CTyNa, BbINOSIHUTE C/eayowme 4eNCTBUS:

1. Y6eautecnb, uTo B hanne HacCTpoek cepBepa AocTyna quik.ini B cekumu [natural_level_section]
NMPUCYTCTBYET CTPOKa:

module=banner module

2. Yb6eauTecb, uTo B quik.ini cepeepa nocTyna NpuUCyTCTBYET CEKUNA:

[banner module]

module=dwbanner.dll

3. YbeguTtechb, uto B cekummn [banner_module] quik.ini cepsepa goctyna otobpaxaeTcs 3HauyeHue
KJIH04Ya MO YMOJIYAHUI0 — «1»:

ignore up dwell=1l

[banner module]
module=dwbanner.dll

ignore up dwell=1l

4. Y6eputecb B Hanu4uum moayns dwbanner.dll n 3atem 3anyctute cepsep AocCTyna.

MNocne NpUMeHeHNs TakMxX HacTpoek 6aHHep He ByJeT OTNPaBNATLCS C CEpBepa Ha cepBep
[OCTyna, 1 nofib30BaTeNun cepBepa A0CTyna He 6yayT ero BUAETh.

2.9.3 3ameHa 6aHHepa
YT0o6bl 3aMeHNTb BaHHEp, HAaCTPOMNTE CXeMY creayowmnM obpa3oMm:

1. B aupekTtopuu .\areas\banners\ gosxkeH HaxoaAnTbCS .ini pann c HacTponkamm cneayrLero
BMaa:
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[url set]
url=c:\

image=test.bmp

roe:

3HauyeHue kJtoya «url» — url, koTopbin oTKpbiBaeTcs Bo Pabouem mecte QUIK;
«image» - nMsa daina B anpektopun .\areas\banners\.
2. 3aMeHuTe cTapbi dain Ha HOBbIM, C UMEHEM, OT/IMYHbIM OT MMEHU TeKyLero baHHepa
(Hanpumep, test2.bmp) B anpektopuio .\areas\banners\.

3. lMomeHslTe 3Ha4YeHMe Ki4a «image» B .ini danne Ha HoBoe — «test2.bmp».

«URL» MOXeT 6bITb U3MeHeH 6e3 3MeHeHUs «image».

Takxe 6e3 nsmeHeHusa «image» n «url» MoxHo nob6aBuTb Apyrown .ini ann c agpyrum «url»
n «image». B aToM cnyuyae ncnonb3dyercsa 6aHHep U3 HOBOTO .ini danna.

2.10 HacTpouka BbiBOoAa COO6LWEeHnn
HacTpoiku no3BonsAT 3a4aBaTh NyTbh K AMPEKTOPUN NPUBETCTBEHHbIX CO0bLLEHM ANna

nosib3oBaTenien, KoTopble cepBep 6yAeT OTNPaBASATb NPU UX NMOAKTIOYEHUN:

[areas]
msg _all=./areas/msg all

msg priv=./areas/msg priv/

Cpe:

«msg_all» - kopHeBas aMpekTopusa cooblleHnit Ana Bcex nosb3oBaTenen. 3HadeHune
Nno yMon4aHuio: «./areas/msg_all».

«msg_priv» — KOpHeBas AMPEKTOPUA MHANBUAYAbHbIX COOBLLEHUI ANS NOoSb30BaTeNnen

C onpeaeneHHbIM UAEHTUPUKATOPOM. 3HAYEHME N0 YMONYaHUIO: «./areas/msg_priv/».

Mpumep coaep>XxnMoro danna NpMBeTCTBEHHOIO COObLLEHMS ANS BCEX NOJSib30BaTeNnen:

PacnonoxeHune: «./areas/msg_all/hello.txt>».

Copepxwumoe: «[lpuBeTcTByeM Bac Ha HalweM cepsepe!».

MpuMmep coaep>XxXnMoro darna NpMBeTCTBEHHOIrO COobLEeHUS AN Nofb30BaTeNs
C MAEHTUPUKATOPOM 42:

PacnonoxeHune: «./areas/msg_priv/42/hello_42.txt»

KOMUCCUEN>,
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Ecnv nonb3oBaTtento Ha3HayeHbl NPUBETCTBEHHbIE COOBLEHNS U3 AMPEKTOPUM MSg_Ppriv,
To coobuieHnsa n3 gnpektopumnm msg_all emy He oTnpaBnsTCS.

MpuBETCTBEHHbIE COOBLLEHNS OO/KHbI XPAaHUTBLCS B BUAE TEKCTOBbIX paraioB. MakCuManbHbIi
pa3Mmep TekcTa coobuweHmnsa 799 6anr.

2.11 HacTrpouka nepecbinku pannos

B cucteme QUIK MOXHO nepecbinaTth dannbl ¢ cepepa Ha Paboune mecta QUIK (uepes
nepcoHanbHble darnosble obnactn Ha cepeepe QUIK). TakuMm 06pa3oM MOXHO OpraHmM3oBaTb
pacrnpocTpaHeHMe OTYETOB AN KJIMEHTOB, OTYETbLI NPX 3TOM MOTyT 6bITb NognucaHbl DL,

[0na oTnpaBKku KavMeHTaMm ¢annos, He NpegHa3sHadeHHbIX 4 obHoBneHns Pabouero mecta QUIK,
dannbl He06X0AMMO BbIK/1aAblBaTb B YKA3aHHY ANPEKTOPUIO:

server\areas\private\ — 4ns OTCbIIKM KOHKPETHbLIM MOJIb30BaTENSAM.
server\areas\public\ — onsa oTCbINKN BCEM NOSb30BATENAM.

Ana pasMelleHUs QOKYMEHTOB U ¢aisioB, NnpeAHa3HaUeHHbIX AN COTPYAHUKOB
KOMMNaHun, Heo6xoaMMO NCNONb30BaTb ANMPEKTOPUIO server\areas\company\.

Mocne aToro Heo6xoaMMO NoNb30BaTbCA AnManorom «Cucrema» / «lMonydyeHne dannos»:

& Monyuenne daiinos *
Taiincean cbnacte

(®) Muunan () Komnanumm D) OBuwan Oﬂporpamma OBHOBMTE

MmaA taiina Paamep [MonyyeHo HoeaA eepcHATeKyIWLAA Bepcl COCTOAHNE

Beero 0 dainos o Gadt BblLaennTs Bee

BrigeneHo 0 dainoes 0 Bair CHATE BblENEHIE

TekyLnit daitn Beero
Het ceazn MpuHaTo GaiT %

Gant CropocTe BairT/c

BpemeHn 3aTpaqeHo

MouHaTs baine Bpemenu ocTanoce

PEKPETHTE MPUEM 3akpeiTe Crnpaska

2.12 HacTpouka OoTnpaBKM NPOU3BOJibHbIX (pannos

B cucteme QUIK cywiecTByeT BO3MOXHOCTb NepecbiiaTth Npou3BosibHble dannbl Ha Paboune mecta
QUIK, npu noakntoveHnn Paboudero mecta QUIK k cepsepy.
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Onsa oTnpaBKn Npoun3BONbHbIX Garnos, X HE06X0AMMO BbiK/1aAbiBaTb B AMPEKTOPUIO, YKA3aHHYO
B HacTpolike unrestricted B cekumn [areas] danna quik.ini. 3Ha4eHMe NoO yMON4YaHMUIO:
«areas/unrestricted».

KaxaoMmy dariny AaHHOro Katanora AoJ/IXXeH COOTBETCTBOBATb dalnl C TakKMM Xe MMEHEM
n pacwmpenmnem .UNR, KOTOpbI onpeaensieT npaBuaa pacCbliku.

Hanpumep, ans otnpaBku danna test.txt Heobxoanmo cozaatb dann test.txt.UNR.

®dannbl ¢ pacwupeHnem .UNR nmMeloT cneaytowyo CTPYKTypY:

I Ka)xpasa HacTpoiika aBnsercsa obasartenbHOM.

Cekuuns [common]:

Cekumsa

file-location - nyTb, No KOoTOpOMYy ckaumBaeTcs pann OTHOCUTENbLHO KaTanora
Pa6bouero mecta QUIK.

alias - cTtpoka oo 128 cumBonoB, onpepensaowasa ansa Paboyero mecta QUIK
Ha3sHayeHue danna; B HACTOALWMA MOMEHT npeanonaraeTca egMHCTBEHHOE 3HavYeHune:

_ FRONTEND_ARBITRARY_FILE - npousBonbHbIn ann B katanore Paboyero mecra
QUIK.

processing_mode - cTpoka, 3agatowas cnocob otnpasku daiina, BO3MOXHbIe
3HaYEeHUS:

ASK_CONFIRMATION - daiin ckaumBaeTcs nocne noaTBeEPXAEHMUS MOJSib30BaTeNS;
SILENT - daiin ckaumnBaeTcs 6€3 NnoaTBEPXKAEHUS NOSb30BaTeNS.
[server]:

TARGET_LIST - cnucok UID agpecaToB-nosiyyaTesieil, BO3MOXHbIE 3HAUEHUS :

ALL - dain oTnpaBnseTcsa BCEM NOAb30BATENSAM;

_ cnucok UID nonb3oBaTenen, yepes 3anaTtyto — dalin oTnpaBnseTcsa ToNbKO
nepevYncneHHbIM Nosib3oBaTeNsaM.

VALID_FROM_DATE - pata B dopmaTte <[TTT.MM.A[>, HaunHasa C KOTOpoi
AENCTBYIOT ONMCcaHHble B AaHHOM ¢aitsie npaBuna pacchbisiku. 3HavyeHne
Nno yMon4aHuio: «» (nycro).

VALID_TO_DATE - pgata B popmaTte <ITTT.MM.A>, 0O KOTOPOW AENCTBYIOT
OofNncCaHHble B 3TOM AAHHOM (aliaie NnpaBuia paccblikM. 3Ha4YEHME NO YMOYaHUIO:
«» (nycTo).

VALID_FROM_TIME - BpemMs B dopMmaTte <4YY:MM:CC>, HauMmHas C KOTOpOro
AENCTBYIOT ONMCaHHbIe B AAaHHOM (ansie npasuna paccblsikKn. 3HavYeHue
Nno yMos4aHuio: «» (NycTo).

VALID_TO_TIME - Bpems B hopmaTe <4YY:MM:CC>, 00 KOTOPOro AEeNCTBYIOT
onuncaHHble B AaHHOM dalisie npaBuia paccbisikn. 3Ha4YeHne No YMOIYaHMUIO:
«» (nycTo).
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3. 3anyck cepBepa QUIK

CepBep QUIK 3anyckaeTcs kak cepBuc. M3 ¢annoB xpaHUNMLL 3arpyxaeTcs pblHOYHas
nHdopMaunsa, a Takxke MHbopMaums 0 3asiBKax U caenkax, Kotopas AOCTyMNHa BCEM
Nonb30BaTeNsAM, NoAKAOYEeHHbIM K cepBepy QUIK. 3To no3BonsieT, HanpuMep, BbirpyXaTb
nHdOopMaunto 0 caenkax 3a npeabiaywmn Toproebii AeHb. OUYNCTKA AaHHbIX 3a NpeablayLLyo
TOProBYH CECcCuio NPoONUCXoanT B MOMeHT noaknveHusa K cepeepy QUIK nepsoro Toprosoro
nHTepdeiica.

I 3anyck cepBepa QUIK Tak)xe BbINOJIHAETCA C UCMOJIb30BaHUEM

Ons 3arpy3ku nosmunin cepsepomM QUIK npu ero 3anycke HeobxoamMo CcKONMpoBaTb
NOAroTOB/IEHHbIN hann C pacwunpeHmem .lim Ha KoMnbloTep, rae yctaHosneH cepsep QUIK.
Cnyxb6a cepsepa QUIK npu 3TOM 3anyckKaeTcs € Ka4vYamMm, yKasbliBalowmMMmM Ha HEO6X0ANMMOCTb
3arpysku nosuumii n3 atoro dainna. Hanpumep:

<dpany_Cc JmMMMUTaMm>

Mpw noakntoveHnn moaynen/mHtepdencos Kk cepsepy QUIK 3arpyxeHHble no3mumn otobpasatcs
B Pabouem mecte QUIK.

an BO3HUKHOBEHMM BONpocCcoB OﬁpaTMTer B CJ'IY)KGY TexXHU4YecKom noaaepI>XXkKu
QUIK:

3.1 Knrouum 3anycka cepsepa QUIK

1. Knrouum yCTaHOBKM Ha n MU ypaneHus ’
a TaKXxe " QUIK Administrator onucaHbl
B COOTBETCTBYHOLMNX MYHKTaX.

2. Ana koppeKTHOM paboTbl KJIlOUYEel 3anycka y NoJib30BaTesif A0JIXKHbI 6bITb NpaBa
Ha AUPEKTOPUIO C YCTAaHOBJIEHHbIM CEPBUCOM.

3. Ecnm mcnonb3yeTtcs Linux Bepcus, TO Nnpn He0o6xXxoAMMOCTU 3anycka cepBepa
QUIK c nepenayei Kjlouei B KayecTBe CepBUCA, YCTAaHOBJIEHHOIO KaK CepBUC
systemd, ucnonb3syite ckpunTt q_start.sh, koTopbiii co3aaerca B AupeKTopmmn
npu yCTaHOBKe cepBMca.
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Ecnu ¢dan HacTtpoek Bubnmoreku pacuera 1MMMTOB NyCcTOil TIN60 OTCYTCTBYET,
To 3anyck cepBepa QUIK npepbiBaeTcs ¢ BbIBOAOM ANArHOCTUKM B nor-cain.

3.1.1 -new vam /n
3anyck cepsepa QUIK B pexunMme 3arpy3km ¢ HOBbIMU AaHHbLIMW, NPU KOTOPOM:

M3 TOProBOM CMCTEMbI 3anpawuBatoTcs 6mpxxeBas MHPOpPMaLMS U OaHHbIE O 3asiBKax

N caenkax;

NO3MLMN KIIMEHTOB PACCUYNTBLIBAOTCSA Ha OCHOBE MOJSTlYYEHHON MHMOPMaLNUK C YYETOM CAENOK
3a TEKYLLYI CECCUI0 U KOPPEKTUPOBOK MO3ULINIA;

oyunalTcs Bce gainbl C paclwmnpeHunemM ik, Kpome cneayrLwmnx:

¢dann HoBocTen (news.ik);
dann cepsepHbix QPILE-nopTdenen (cstructp.ik);
dann nosmumii no geHbram (mlimit.ik);

dann nosmumii no nHctpymentam (dlimit.ik).

Koy MOXET UCMNofib30BaTbCsl B KOMOMHAUMM C KJTHOYOM

3.1.2 -clean vnm /c

3anyck cepBepa QUIK B pexume 3arpy3ku C NOJIHONM OYUCTKOWM AaHHbIX, @ TakKXe O4YMCTKa BCeX
dannoB c pacwmpeHmem .ik.

Ecnu ykasaTtb KJ1l0OUM -new U -clean ogHoBpeMeHHO, TO 6yaeT uncnosib30BaTbhCA
Knou -clean.

Knoy MOXET MCNonb30BaTbCst B KOMOMHALMAX C KTHOUaMK:

3.1.3 -old nnm /o

3anyck cepBepa QUIK B pexuMe 3arpy3ku co CTapbiMU JaHHbIMU 6€3 OUMCTKN XPaHUIULL,.

3.1.4 -holiday vam /h

3anyck cepBepa QUIK B pexunMme BbIXOAHOIO AHS B AEHb, ABAAKOWMACA pabounm cornacHo
CTaHAapTHOMY KalleHaapt UK B COOTBETCTBUU C HACTPOMKAMKU CEKLINN danna
trade_dates.ini.
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3.1.5 -workday vam /w

3anyck cepBepa QUIK B pexume paboyero gHs B A€Hb, SBASIOWMNIACSA BbIXOAHbIM COr1acHO
CTaHAapTHOMY KaJieHAapto Win B COOTBETCTBUM C HAaCTPOMKaMU CEKLIUN danna
trade_dates.ini.

3.1.6 -loadlimits nnu /I

3anyck c cepBepa QUIK c 3arpy3kon no3uuunii u3 gaina. lNocne kawya B KOMaHAHOM CTpoKe
yKa3blBaeTcsa UMs daina ¢ no3numsamMm n nyTb K Hemy. GopMaTtbl Nosen 3arpyxaeMbix NO3nLUin
npuBeaeHbl B . MHdopMaumsa no no3numsam, 3arpyxeHHoiM U3 danna, obHoBAsieTcs
nocsie NOAKYEHNS TOProebiX nHTepdencos nnm MHpopmaunoHHoro nHtepdenca Holiday.

Kntou MoXeT Mcnosb30BaTbCsl B KOMOMHALUMKN C KOYaMm

3.1.7 -removestops wnm /rs

OcTtaHoBka 06paboTku yCNOBHbIX 3a8BOK, NpuHaanexawmx gaHHomy cepsepy QUIK. BoinonHsaeTcs
nyTemM NPUHYAUTENBHOW YyCTaHOBKU MAEHTUdMKATOPA NPUHALIEXHOCTM CTOM-3as8BOK B 3HAYEHUE
«[Opyron» B TepMmHax Tabnumubl cton-3asaBok Pabouero mecta QUIK unun foreign B TepMmHax
Tabnuubl Stop Orders MNMporpammHoro nHtepdenca QMonitor. Komanaa TpebyeTt noaTBepxaeHus
nonb3osatenem. NoapobHee cMm. n.

Mocne 3anycka nosnb3oBaTenssM Heo6xoAMMO caeniaTb CBOMMU CTOMN-3asABKU
Ha 1lo60M Apyrom cepBepe, YTO6bl 3T 3assBKU MOrnu cpabatbiBaThb.

KomaHaa «Remove all stoporders» nnum 3anyck ¢ Kn4oM -removestops — 3TO aBapunHbIN 4N
cepBepa c/ly4dail, nocne KoToporo cepeep TepsieT MHDOPMaLUO 0 NPUHAANEXHOCTU NMEKOLLMXCS
cTon-3asaBoK. [103ToMy HeobxoamMMo, 4Tobbl H6bIM co34aHbl YCNOBUSA ANS MOAHON penavkaumm
TEKYLWNX MeTOoK. Hanpumep, wTaTHbIM nepesanyck (Mo pacnnucaHuio) Ha CneayroLwmi

AeHb, noakntoveHne Pennnkatopa n BCex TOProBbiX MHTepdencos BO BCEM KOHTYype. Bo3BpawaTtb
CTOM-3as8BKM Nyylle Ha CNeAyoWnii AeHb, A0 Havana TOProB UM Nocne Ux OKOHYaHus.

Kntou -removestops MOXeT UCMNoJ/Ib30BaTbCA B KoMbuHauuMu c Ka4damm -new, -clean.

3.1.8 -text nam /t
BbiBOA AaHHbIX onpeaesieHHOro Tuna B TeKCTOBbIN dalin.

dopMaT UCnosb30BaHUSA:

quik.exe -text [<FILE>] [<TYPE>] [tsvV]
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roe:

<FILE> - akcnopTupyeMmbi dans c 3assBKaMn UNun CaeIKaMu.
<TYPE> - Tun paHHbIX. BO3MOXHble 3Ha4YeHUs:

«orders» — akcnopT 3 danna 3asasok (order.ik);
«trades» - akcnopt 13 danna caenok (trade.ik).

Ecnu Ha3zBaHusA (paisioB 3a8BOK U CAENOK OT/INYHbI OT order.ik u trade.ik,
TOo napameTp <TYPE> o6s3arteneH.

tsv — npeobpasoBaHune danna B tsv-cdopmar.

Mpumep ans OC Windows:

quik.exe -text trade.ik trades tsv > trade.txt

Mpumep anga OC Linux:

./quik -text trade.ik trades tsv > trade.txt

3.1.9 -removelimits nan /rl

3anycK C OYUCTKOWM MHGOopMaLUM 0 NO3ULNAX KNMEHTOB MO AeHbraM U MHCTPYMEHTaM, a Takxe
OrpaHuU4YeHut No cyeTaM Ha CPOYHOM pbiHKe. [pouyne AaHHble (HanpuMep, 3asiBKU, CAENKMU,
AaHHble Tabnuubl TEKYLWMX TOProB 1 T.4.) He yaansaTcs. Koy MOXHO UCNOAb30BaTb

B KOMbuHauum c kn4oM -loadlimits.

3.1.10-rolling nam /ro

3anyck cepBepa QUIK ¢ ponnupoBaHuem nosmunin. MHpopMaumns no nepeHeceHHbIM No3numsam
06HOBNSETCA TONIBKO NOC/E NOAK/TIYEHNS TOProBbiX nHTepdencos unm NHpopMaunoHHoro
nHTepdenca Holiday.

Koy MOXET UCMonb30BaTbCsl B KOMOMHAUUM C KITIOYAMMU:

3.1.11-vwunan /v

3anyck cepBepa QUIK B KOHCO/IbHOM pexuMe An8 BbiBoga MHMOpMaLMM O BEpCUM CepBepa.
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Mpumep ans OC Windows:

quik.exe -v

Mpumep anga OC Linux:

./quik -v

dopmaT Bepcuun cepeepa QUIK, oTobpaxkaeMblh B KOHCOU:

QUIK SERVER, version <MaxopHas Bepcus>.<MuHOpHas Bepcus>.<Homep natua>.<Homep cOopxm>

3.1.12-clean -loadlimits

3anyck cepBepa QUIK B pexume 3arpy3ku C NOJIHONM OYUCTKOWM AaHHbIX, @ TakKXe O4YMCTKa BCEX
dannos c pacwmpeHuem .ik n 3arpyska nosmumn ns damnna. No3nMunm NepecymTbiBalOTCA C YYETOM
CAENOK 33 TEKYLLYK CEeCCUI0, HO HE YUYUTbIBAOTCA KOPPEKTUPOBKM MO3ULNIA B TEYEHNE TOPrOBOro
AHS (HeE06X0AMMO BbINOIHUTL KOPPEKTUPOBKW MOBTOPHO).

3.1.13-clean -loadlimits -rolling

3anyck cepBepa QUIK B pexume 3arpy3ku € NOJHOM OYNCTKON AaHHbIX, @ TaK)XXe OUMCTKa BCexX
dannos ¢ pacwmpenuem .ik. MNpu aToM daiin, cogepxawmim NO3NLUM HAa MOMEHT 3aBepLleHNs
npeablayLero TOproBoro AHs, UCNoJb3yeTCsa KakK MCTOYHUK AaHHbIX ANS POSMPOBaHUS.

dopMaTbl NMofen 3arpyxaemMbix No3MUMn NpuBeaeHbl B

4. WindppoBaHMe naponem

Maponu, 3afgaBaeMblie B HaCTpoMKax, MOryT 6biTb 3alindposaHsbl. [1aponb He A0KEH HAYNHATLCA
C CMMBOJI0B «$» U «#». ECNM MCNonb3yeTcs naposb, KOTOPbI HAYMHAETCS C OQHOM0 U3 YKa3aHHbIX
CMMBOJI0B, TO TaKOW Napofb cneayetr U3MEeHUTb.

Onsa BknwoueHns wndposaHnsa napons aobasbTe B pane HaCTpoeK CMMBOA «$>» nepes TEKCTOM
napons.

Hanpumep:

Password=$secret
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MpyX NONbITKE UCMNOJ/Ib30BaHMSA NMaposs cepBep 3allnNdpyeT ero u coxpaHuT B (alin HacTpoek
B 3aWwWndpoBaHHOM BMAe. 3aliMPPOBAHHbIN Maposib MAapKUPYETCS CUMBOJIOM «#» B Hayasie CTPOKM.

Mpn nepeHoce nporpamMMbl Ha APYroi KOMMNbIOTEP WJIN NepeycTaHOBKe
onepaumMoHHON cucTeMbl 3alundpoBaHHbIe NapPosIN CTAaHOBATCA HEAOCTYNHbIMN ANs
aewundposBaHus. B Takom cnyyae Heo6xoAMMO yKa3aTb COOTBETCTBYHOLME Napo/im
3aHOBO.

5. lNMpuno)xeHue

5.1 ®opmart no3mumnmn

| MapameTpbl, obsa3aTenbHble ans 3anoJiHeHnsa, oTMeé4yeHbl CUMBOJIOM « >».

dopMaT No3nLMN MO UHCTPYMEHTAM:

PasmMmep, TOYHOCTb

MapameTp 3HavyeHue (B cumBoOnax)
DEPO: 3arofIoBOK CTPOKM C OTpa)KaeMow nosuumen no
WHCTPYMEHTaM
FIRM_ID NaeHTudukaTop yyacTtHMKa TOpros 12
SECCODE Koa nHcrpymeHTa 12
TRDACCID Toprosbiii cuet 12
CLIENT _CODE Koa knueHTa 12
OPEN_LIMIT Bxoaswmin numMmt 15
OPEN_BALANCE Mosnuma knneHTa 15
CURRENT _LIMIT Tekywmm numMuT 15
WA_POSITION_PRICE LleHa npuobpeTteHus 15
WA_PRICE_CURR_CODE BantoTa ueHbl npnobperteHus 12
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Pa3mMmep, TOYHOCTb
MapameTp 3HaueHue (B cuMmBoOnax)

LIMIT_KIND Cpok pacuyeToB. Bo3MOXHble 3Ha4YeHus: 10
«0» — anga Tekywmx TMMUTOB;

_ «<N>» - ona NMMUTOB NO NO3ULUSAM
C pacyetamm T+<N>;

3Ha4YeHMe MeHbLle HYa — Ans
TEXHONOMMYECKNX NTMMUTOB;
«<[rrrmMga>» - pna nMMMNTOB

Mo NO3MuUMsIM, KOTOpble BeAYyTCS

B KaneHaapHbIX AHAX

dopmaTt no3vuUun NO AeHbraMm:

PasmMmep, TOYHOCTb

MapameTp 3HadeHune (B cumBoOnax)
MONEY: 3aronoBOK CTPOKM C OTPaXXaeMon AEHEXHOW no3nunen
FIRM_ID NaeHTudunkaTop y4acTHMKa TOpros 12
CURR_CODE Koz BantoThl 12
TAG Ter pacyeToB 4
CLIENT _CODE Koa knuneHTa 12

OPEN_LIMIT Bxoaawunm numMnT 15
OPEN_BALANCE Mo3nunsa knneHTa 15

CURRENT _LIMIT Tekywmn nMmMuT 15

LIMIT_KIND Cpok pacyeToB. BO3MOXHbIe 3HAYEeHUS: 15

«0» - ong TeKywmx nMMNTOB;
«<N>» - Ang IMMUTOB MO MO3ULMAM
c pacyetamm T+<N>;

3HayeHue MeHblle HyNna — Ans

TEXHONOrMYeCKNX JIMMUTOB;
«<[TrrMmMaa>» - ans AMMUTOB
Mo No3mumsamMm, KoTopble BeayTCs
B KaneHaapHbIX AHAX

LEVERAGE Mneyvyo. Bo3MoOXHble 3HaYeHUs: 15
HeoTpuuaTtenbHble 3HAYEHUS;
«-1» — nne4yo OTCYyTCTBYET
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Mpumep 3anuncen B darne No3nLmnin:

MONEY: FIRM ID = NC0038900000; TAG = EQTS; CURR CODE = SUR ; CLIENT CODE = 004;

OPEN BALANCE = -46.52; OPEN LIMIT = 0.00;
MONEY: FIRM ID = NC0038900000; TAG = EQTS; CURR CODE

SUR ; CLIENT CODE

OPEN BALANCE = -46.52; LEVERAGE = -1;

004;

MONEY: FIRM ID = NC0038900000; TAG = EQTV; CURR CODE = SUR ; CLIENT CODE = 004;

OPEN BALANCE = 1048.51; OPEN LIMIT

450000.00; LIMIT KIND = 1;

DEPO: FIRM ID = NC0038900000; SECCODE = HYDR; CLIENT CODE =10004/10004; OPEN BALANCE
= 113955; OPEN_LIMIT = 0; TRDACCID = LO01-00000F00;
DEPO: FIRM ID = NC0038900000; SECCODE = IRAO-004D; CLIENT CODE =10006/10006;
OPEN BALANCE = 738467; OPEN LIMIT = 0; TRDACCID = L01-00000F00; LIMIT KIND = 1;
dopmaT npoduna KaneHTa:
MapameTp 3HauyeHue
CLPROF: 3aronoBOK CTPOKM C NpoduieM KIaneHTa
*FIRM_ID NaeHTudunkaTop y4acTHuKa Topros
*CLIENT_CODE Koga knueHTa
COMM _ WNpeHTndwukaTtop KomMmnccnmoHHoro wabnoHa. Juana3oH 3HadyeHmn ot 0 Ao
65535
MARG NaeHTudunkaTop MapxuHanbHoro wabnoHa. Anana3oH 3HayeHn ot 0 go 65535
REST MoeHTudunkatop wabnoHa orpaHmMyeHnii. lnanasoH 3HavyeHuin ot 0 go 65535
CIMSK Macka crnoxHoro dMHaHCOBOro MHCTpyMeHTa. [lmana3oH 3Ha4vyeHuin ot 0 Ao
18446744073709551615
Mpumep:
CLPROF: FIRM ID = NC0038900000; CLIENT CODE = Ql; COMM = 1; MARG = 2; REST = 3; CIMSK

= 0;

5.2 Mpasuna npeo6pasoBaHusn ini-pannos npm
murpauymm INO ¢ OC Windows Ha OC Linux

Ona daiinos n nyten Heobxoaommbl cneayrwme npeobpasoBaHus:

HanmeHoBaHusa dannos 1 nyTen A0KHbl 6bITb B HUXHEM perncrpe.
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Bce ynoMmnHaHusa anHammdeckmnx 6ubnuotek (.dll) gonxHbel 6biTb Npeobpa3oBaHbl
B COOTBETCTBYHOLLEe HauMeHoBaHMe Ha Linux. [ng aTtoro K uMeHun gobasnsiercs npedukc «lib»,
a pacClwKnpeHne 3aMeHsaeTCcs Ha .SO, HanpuMep:

module=openssl pr.dll
3aMeHNTe Ha:

module=libopenssl pr.so

Pasgenutenu nyten — obpaTHbIn crew («\») AoXeH 6biTb 3aMeHeH Ha NpsiMon («/»).

HacTpoiku, KoTopble cogepxaT NyTu K dgainam, Haxoasawmmcs Ha cepeepe QUIK, Heob6xoanmo
N3MEHUTb TakuM o6pa3om, yTobbl NyTb 6bl1 KOPPEKTHbIM B ceMaHTuke OC Linux.

Ecnu cepeep QUIK ycTaHOBNEH Ha OTAENbHOM KOMMbOTEPE, HEO6XOANMMO BbIMOSTHUTL
noaKat4YeHne ceTeBoro pecypca KoMaHaom oT UMeHW nonb3oBaTtens root, npu 3ToM Heob6xoaAMMO
HaJiM4yMe yCTaHOBNEHHOro nakeTa cifs-utils, Bxogswero B auctpubytme Astralinux.

Hanpumep, HacTpornka QuikIni cekumn [DealerLibraryOptions] ana OC Windows nmeeT Bua:

[DealerLibraryOptions]
QuikIni=\\QUIKSERVER\DRIVE D\QUIKl\Server\quik.ini

Ha komnbtoTepe, rae yctaHoBneH cepeep QUIK ¢ ceTteBbiM nMeHeM QUIKSERVER poctyneH pecypc
DRIVE_D.

BbinonHseTca noaknUYeHne CeTEBOro pecypca KoOMaHaom:

sudo mount.cifs //QUIKSERVER/DRIVE D/ /mnt/ql/ -o uid=argasrv,user=winuser

pe:

QUIKSERVER - nmga koMmnbtoTepa, rae ycraHosneH cepeep QUIK;

DRIVE_D - nma ceteBoro pecypca;

/mnt/ql/ — nyTb NOAK/TIOYEHUS CETEBOrO ANCKA (ANPEKTOPUSA A0/KHA CYLLECTBOBATh);
argasrv - nosib3oBaTesib Linux, oT MMeHN KoToporo 3anyckaetcs cepsuc QUIK;

winuser — nonb3oBaTenb Windows, KoTopoMy paspelleHo NoAKIIYeHMe CeTEBOro pecypca.

Mocne BbIMNONHEHMS MOAKJIIOYEHMS CETEBOr0 pecypca HacTpolika nmeet Bua (NyTb
pPerncTpo3aBncuM):

[DealerLibraryOptions]
QuikIni=/mnt/gl/QUIK1l/Server/quik.ini
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daiinbl BUbGNNOTEKM pacyeTa MMUTOB, NepeynciieHHble B cekunmn [dealer-library] aonxHbl 6bITb
OOCTYMHbI A5 3anucu rnosib30BaTesio, 0T MMEHWU KOTOPOro BbIMOJIHANOCH MOAK/OUYEHNE CETEBOMO
pecypca.

3a noapo6Hoi nHcopMaumeit o nogKAOHYEeHUUN ceTeBbiX pecypcoB B OC Linux
pekoMeHAyeM o6pawaTbcs K CUCTEMHOMY aAMUHUCTPATOPY.

5.3 Hacrtpounka CepBepa QUIK ans ayteHTMdpumkaumm
B noMmeHe Active Directory / Kerberos

Onsa HacTpolku ayTeHTUdMKaumm B nomeHe Active Directory / Kerberos HeobxoanMo BKIOUUTb
COOTBETCTBYOLUI PEXNM B cepBepa QUIK n B

AyTeHTudumkaumsa B foMmeHe Active Directory / Kerberos moxeT paboTaTb B Tpex pexuMax:

B kauvecTtBe BTOpOro dakropa ayTeHTUPUKALNU NCNONb3YEeTCAa AOMEHHbIN Naposb
nonb3osatena Active Directory.

B kauecTtBe nepBoro pakTopa ayTeHTUdUKaUNUN B pexmnme «2» — «[1o NOrMHy v naposnto

B OMEHe>.

B kauecTtBe nepBoro pakTopa ayTeHTUdUKaunm B pexmnme «32» — «BHyTpn gomeHa (SSO)».

Mpu paboTte B N1t06OM N3 3TUX PEXMMOB HEOHXOAMMO YyKa3aTb JIOTMH nosib3oBaTtens Active
Directory B HacTpoikax Nonb3oBaTeNs, B CNpaBoOYHMKE «JIOMMHbI B ApYroi CUCTEME aBTOpMU3aunm»
(noapo6Hee cmM. )

PexxnMbl ayTeHTUdMKaUnK nepsoro gaktopa B AoMeHe Active Directory A4OCTYMHbI TONBKO NpwU
NCronb30BaHMKM NpoBanaepoB mp_pr (HeaocTynHo B Linux) v openssl_pr B kauecTtse
nposanaepos WndpoBaHuS.

Ocob6eHHOCTM NCNOJIb30BaHUSA CXEMbI ayTEHTUdUKauMM «BHYTpU gomeHa» (32):

1. [lpwu pacnonoxeHun cepsepa QUIK Ha nnatdopme c OC Windows TpebyeTcsl, 4Tobbl
koMmnbtoTep ¢ cepepoM QUIK, rae BbinonHseTcs ayTeHTMdMKaums, 6bla1 BKIOYEH B AOMEH
Active Directory.

2. [pwu pacnonoxeHnn cepeepa QUIK Ha nnatdopme ¢ OC Linux TpebyeTcs:

BK/IlOUEeHMe KoMnbloTepa ¢ cepeepoM QUIK, rae BbiNnonHSAETCA ayTeHTUdUKauus,
B AoMeH Active Directory, nnbo nogkntoveHne nHbiMK cnocobamm k cnyxbe;

[OCTyn K cepBucy Kerberos;

y nonb3oBaTtens, nog KOTopbiM 3anyckaeTtcs cepsep QUIK, AomkKHO 6bITb 4OCTAaTOYHO
npae ansa gocryna Kk keytab-danny ¢ ayTeHTUDMKALUNMOHHBIMK 3aNNCAMN S
BbIMNOSIHEHUSA onepauuii.

3. BknwouyeHue B AOMeH HeobX0aMMO TONbKO 4SS cepBepoB HyneBoM 30Hbl.
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4. BknwouyeHune komnbloTepoB ¢ CepBepamu goctyna (CA) He TpebyeTcs HE3aBUCMMO
ot OC nnatdopmbl ¢ CA.

5. TpebyeTcs KOppeKTHO 3a4aTb cleayloLwmne HaCTPoOnKK B ini-ainax COOTBETCTBYHOLWMX
npoeanaepoB (CM. HAaCTPOWKY KpMNTOMpoOBanaepos n ):

spn_sspi - SPN cepBepa ans Windows. 3HaueHne no ymoadaHuto: «» (Nycro).

spn_gss - SPN cepsepa ansa Linux. 3HadyeHue No yMoaYyaHuto: «» (Mycro).

B naHHoM HacTponke yka3biBaeTcss SPN cepBepa HyneBOl 30Hbl — KOMMblOTEpPA, KOTOPLIN
BbINONHSAET Banngaumio nosb3osatens. Ecin gaHHas HacTponka He 3ajaHa, KoppekTHasa paboTa
SSO HeBO3MOXHa.

Takxe gaHHas HacTpolka ykasbiBaeTcsa A9 CepBepoB A0CTyna. 3HAaYEHME HAaCTPOMKU AOSIKHO
coBnajaTb CO 3Ha4YeHMeM Ha cepBepe, K KOTopoMy noakntoyeH Cepsep gocTyna.

3HayeHne HacTpoek 3aaaetcs B Buae SPN-3anuncen Ana KoMnbloTepa, KOTOPbIN BbIMONHAET
Bannaauuto nonb3osartens, un asnserca OC-3aBUCMMON.

Hanpumep:

spn_sspi=RestrictedKrbHost/gfront.arga.ru

spn_gss=restrictedkrbhost/gfront.arqga.ru@ARQA.RU

Mony4nTb 3Ha4YeHne HacTponkn ansa xocta ¢ OC Windows MOXHO BbIMOSIHUB KOMaHAY:

>setspn -1 gfront
RestrictedKrbHost/QFRONT
HOST/QFRONT
RestrictedKrbHost/QFRONT.arga.ru
HOST/QFRONT.arga.ru

N3 cnucka 3HavyeHui cnenyeT BbibpaTb TO, KOTOpoe HaumHaeTcsa ¢ RestrictedKrbHost n cogepxut
NosHOE MMS AOMEHa KakK B NMpuUMepe Bbille.

Mony4nTb 3Ha4YeHne HacTponkm anga xocta ¢ OC Linux MOXHO € noMouwbto yTununtbl ktutil

M cneayroulen nocneaoBaTeibHOCTM KoMaHAa (BbiBOA YCEUEH, 34eChb YKasaH dann katouen
Kerberos, 3aiaHHbIi N0 yMONYaHWUIO, €CIN UCMOJIb3YETCHA ApYroi dakn ¢ knwdyamu, cneayet
yKasaTb ero):

#ktutil

ktutil: read kt /etc/krb5.keytab
ktutil: 1list -k -e

slot KVNO Principal

1 1 restrictedkrbhost/gserver.arga.ru@ARQA.RU (aes256-cts-hmac-shal-96)

NHcTpykuma no yctaHoBke Cepsepa QUIK 93



2 1 restrictedkrbhost/QSERVERERARQA.RU (aes256-cts-hmac-shal-96)

w

1 host/gserver.arga.ru@ARQA.RU (aes256-cts-hmac-shal-96)
4 1 host/QSERVER@ARQA.RU (aes256-cts—-hmac-shal-96)

N3 cnucka 3HavyeHUi cnenyeT BblibpaTbh TO, KOTOpOe HaynHaeTcs c restrictedkrbhost n conepxut
NMosIHOE MMs AIOMEHA KaK B NMpUMepe BbilIE.

YkasaTb keytab-daiin, oTAInMYHbIN OT 3a4aHHOIO MO YMOSIYaHUIO, MOXHO, A406aBMB B NepeMeHHbIE
OKPY>XXEeHMNsa cepBuca 3arnmchb:

KRB5 KTNAME=/path/to/mykeytab

rne:
/path/to/mykeytab - nonHbin nyTb K keytab-danny.
5.3.1 AyTteHTMdMKaUMAa NO JIOTMHY U NapoJio

Cxema ayTeHTMdMKALNM KIMEHTa No SI0rMHY NOSb30BaTeNSd U Naposio HacTpanmeaeTcs
B nporpamme QUIK Administrator.

Bbibepute nyHKT MeHto CepBep QUIK / MNonb3oBaTenu v BbIMOJHUTE HAacTPoOrkm B dopme
pefakTUpOBaHUA Nonb3oBaTeNs:

AyTEHTMRWKALWA MO NOTAHY W NAPoaK:

Hactpoute... | Morun: user

JocTyn K npunoseHnan:

[m] webOUIK
(] QUIK

BpemenHan Gnokmpoeka: HeT

1. «HacTpouTb...» — HacTpoliKa JIornMHa 1 Napons nosib3oBaTtens.
2. «JIorMH» — TeKyLWKnn NOrnMH nosab3oBaTens.
3. «[ocTyn K NpUAOXEHUAM:»

_  «webQUIK» — npu yCcTaHOBNEHHOM MpM3HaKe MNosib30BaTesto HacTpamBaloTCs npasa
Ha pgocTyn B cuctemy webQUIK;

«QUIK» — npn ycTaHOBNEHHOM MNpu3HaKe Nosib30BaTesNl0 HacTpaMBalTCa Npasa
Ha gocTtyn B cuctemy QUIK.
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4. «BpeMeHHas 6/10KMpPOBKa» — Npu3HaK 6/IOKMPOBKM YUETHOM 3aNmncK Nonb30BaTeNs B

pe3yfbTaTe BBOAA HEBEPHbIX AAHHbIX ANS ayTeHTUMhUKauMn 3agaHHoe KonmyecTtso pas. Ecnu
y4yeTHasa 3anucb He 3absoknpoBaHa, oTobpaxaeTcs «HeT», nHade — gata u BpeMsi OKOHYaHus
nepuoga 6noknposku B popmate <AA.MM.ITTT, Y4:MM>. BnoknpoBKa CHMMaeTcs nNpu
HaXxaTum Ha KHonky «CHATb 6/10KMPOBKY>.

B okHe «AyTeHTUdMKAaLUMUS MO NOTUHY U Naposiio» AOCTYMHbI C/IeAYOLNE NapaMeTpsbl:
HacTpoikn noruHa w napons x

Noruu

client203 ¥aanute normH

Twn napons: NeCToAHHBIA
Cozgan: 17.01.2020, 12:21

Werekaer: 16.01.2021, 12:21, uepes 364 an. 23 u. 59 Mun.
Cpok AefCTENA NOCTOAHHOIO NapoAA:

365 AHER

Hoeelid napone

M=2ponk JOMKEH COASPHETE HE MEHEE B CUMEONOE. EKAIHETE NETHHEIKHE
GYKEL & BEPKHEM M HWKHEM PETMCTRE W UMGPLEL JONYCKIETCR HCNOALSDEIHHE
CHMECNOE -~ W "

D 3EI'IFIDCI.'1Tb W3MEHEHWE NAPONA NP CNEQYHILLIEM BXOAE

CoxpaHute OTmernTe

1. «JlormH» — NOrnMH nNosb3oBaTenyd.

oA W N

HeaonycTUMoO MCNoJsib30BaHUE JIOFMHA, KOTOPbIA OT/ZIMYAETCA OT JIOTUMHA, YXKe
3aperucTpMpoBaHHOIN0 Ha cepBepe, TOJIbKO PErMCTPOM.

Mpy HaxaTuM Ha KHOMKY «YAanuTb NOMMH» NOMMH yaanaeTcs nocfe npeaBapuTenbHOro
noaTeepxaeHunsi. OKHO «AyTeHTUdMKaLMS MO JIOTMHY M Napoo» 3aKPbIBAETCS, B OKHe
pefakTMpoBaHMs HAaCTPOEK MOJIb30BaTeNs JIOFMH NEPEBOAUTCA B NMONOXKEHUE «HE 3afaH».

«Twun napons»: «BPEMEHHbIN» / «NOCTOSIHHbIA> .
«Co3paH» — gaTa U BpeMS co3aaHMs Napons.
«/cTekaeT» — gaTa M BpeMsi OKOHYaHUSA CpoKa AENCTBUS Naposs.

«CpoK AeNCTBMS NOCTOSHHOIO Napons» — CpoK AencTeua napons. JonyCcTuMble 3HaYEHUS:
Lenble yncna ot «1» ao «365»,

«HOoBbIV Naposib» — Naposb nosib3oBartens. AnnHa napons AoxHa 6biTb HE MeHee 8 3HAKOB.
JonycTuMble CUMBOJbI: «A» — «Z», «0» — «9», «-» (TUpe) n «_» (NnoaA4YepKMBaHNE) C YUETOM
peructpa. Ytobbl MOCMOTPETb BBEAEHHbIV Naposb, ycTaHOBUTE dnaxok «lokasaTb>.
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7. «3anpocuTb U3MEHEHWEe Napons npu crnegyowem Bxoae» — npusHak Heo6X0ANMOCTM CMEHDbI
napons npu cneayrouwem sxone. 3HavyeHne nNo yMosa4YaHumio:

BkntoyeH — npu co3gaHuUM HOBOro Nosib30BaTens;

BbikntoyeH — nNpun penakTMpoBaHUKM Nosib3oBaTens.

HaCTpOﬁKa BYTeHTMq)MKal_I,MM 3aBepllaeTcs HaxaTtueMm KHonkn «CoxpaHutbe». KHonka «OTMEHUTb>»
3aKpblBa€T OKHO 6e3 COXpaHeHus N3MEHEHWN.

5.3.2 Hacrtpoika ayteHTudpukauum B Active Directory

Ecnu Ha cepBepe HacTpoeHa cxeMa ayTeHTUdMkaumm knneHTa no Active Directory (nanee «AD»)
Mo JIOrMHY M Naposto nNnbo BHYTpM AoMeHa (SSO) (3HaueHume HacTpoliku ServerHandShakeScheme
B cekumm [TLS Connection Settings] daiina openssl_pr.ini paBHO «2» unn «32»), To B NporpaMme
QUIK Administrator Heo6xoanMo go6aBuTb COOTBETCTBME MEXAY MOSIb30BATENIEM U
naeHTudmkatTopom (siormHom). Ans atoro Bbibepute NnyHKT MeHio CepBep QUIK / BesonacHocCTb
/ JIornHbl B Apyrom cucteme aBTopusauum.

BbI6OpOM B KOHTEKCTHOM MeHI0 Tabnuubl NyHkTa «[JobaBuTb» OTKpbIBaeTcsa popMa agobaBneHuns
HOBOIO JIOFMHa B ApPYrOn CUCTEME aBTOpU3aunu:

Pepaxrnposanme (flormubl B Apyroi cucreme agTopu3aimm)

MonezoBatens

|29 | |I.—'153H05 Mean Muxainoeuy |

[ Mcnonezosarte UID nonssoeatens
JNlorun B apyroi cucteme

| userl2 |

CoxpaHuTe OTMeHnTE

Pepaktuposanne (flornHel B apyrod cucre..| Puastpel (florvHel B 4pyroil cucTeme aeT,

Ha3HayeHue nonen okHa:

1. «[lonb3oBaTenb» — BeeauTe UID nonb3oBaTtens nnu sblbepute ero U3 crpaBoyHUKa HaxxaTuem
KHOMKU «...». B none cnpasa otobpaxawTca damMmmnms, MMa M 0TYECTBO NOSb30BaTens.

2. «Ucnonb3oBaTb UID nonb3oBaTensa» — npusHak ucnonb3osaHuns UID knneHTa B KavecTse
naeHTndmkKaTopa nNonb3oBaTens npu NpoBepke TOKeH-koAa. B 3TOM cnyyae KAMeHT npu
NMOAK/IOYEHUN K CeEpBEPY He 0653aH BBOAUTb Kakom-nnbo naeHtndukaTop (10rmMH) Ha stane
ayTeHTUdMKaLMN C NOMOLLbIO TOKEHA.

3. «JlormH B gpyron cmcreme» — BeeguTe 3Ha4YeHMe SIornHa nonb3oBaTtens. Mose HeagoCTYNHO AN
U3MeHeHUd, ecnu BKKYeH npusHak «Mcnonb3osaTtb UID nonb3osaTtens».

HaxaTtnem KHoMku <<COXpaHVITb>> HaCTpOVIKM rnosib3oBaTesid coxpaHsaTca. KHomMnKa «OTMEHUTL>»
CNYyXWUT ANga BbiIXOoAa M3 OKHa pobaBneHnss HOBOro NorMHa.
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5.4 HacTtpounka OpenSSL

Onsa nposepku DUIM Ha koMnbloTepax, rae pacnonoxeHbl cepeep QUIK mn cepsepHon yactn QUIK
Administrator, fonHbI 6bITb YyCTaHOBNEHbI BCe HE06X0AMMble KOpHeEBble cepTudukaTol YL. dannbl
C AaHHbIMK cepTUdMKaTaMm 3arpyxarTcs U3 BHELWHUX NCTOYHNKOB U MOryT 6bITb B hopmaTe .p7b,
.pfx, .pem, .cer.

KpuntonpoBangep OpenSSL npenoctaBnseT cepBUChl A1s1 UCMOJIb30BaHMS NEKTPOHHOM
undposoi noanucu (SUM) n wndposaHusa no npotokony TLS.

PaboTa ¢ wndpoBaHnem n DL ocyLecTBASETCS C NCMONIb30BaHMEM KpunTorpaduyecknx
dYyHKUKMN, NpenocTaBnseMbix 6ubnmotekoin OpenSSL.

Kpuntonposangep OpenSSL npenoctaBnseT BeCb He06XxoanMbIi DYHKLMOHAN Ans NOCTPOEHUS
TLS 3alMLEeHHbIX KaHanoB 1 co3aanuns / nposepku JLUIM, a UMeHHO:

Co3paHue kntodvesbix nap (public/private key);

Co3paHue 3anpocoB Ha cepTUdUKaTbl, COOTBETCTBYIOLWNE CO34AHHbIM K/HOUYaM;

YcTaHOBKa BbIMYLLEHHbIX MO 3anpocy cepTUPUKATOB B COOTBETCTBYIOLLEE XPaHUMLLE
ceptudukatos OC;

AyTeHTndMKaumMa Nonb3oBaTens No cepTudukaTy, No MMEHU N NAPOJI0, @ TaKXe Mo MMEHU
N Naposito C NCNOSIb30BaHUEM KOHTpOJsIJiepa AOMEHaA.

5.4.1 YcTaHOBKAa M HacTpoWka nporpaMmbl

1. B KOpHEBOW AMPEKTOPUM CEpBMCA CO34aNTe NOAANPEKTOPUN:

certs/ca - ana xpaHeHus gaina KopHeBoro ceptudukara;
certs/crl - ons XpaHeHUs CNUCKOB OT3bIBA;

client/serial - ons pa3MelleHNs KIMEHTCKUX cepTUdUKaToB, NpeaHasHauYeHHbIX A48
NpoBepKM NoANUCK TPaH3aKLMNA.

CkonupyinTe KOpHEBOW cepTUdUKAT, CMUCKN OT3biBa U KITMEHTCKME CeEPTUPUKATDI
B COOTBETCTBYIOLUME NOAANPEKTOPUN.

2. B KopHeBOW gMpeKkTopun cepBuca cosgante damnn CO creayrLwmnmm
HacTpoKaMu:

[General]
CertStoreFile=certs\store.pem

ServerCertificateKey=<kjou cepTuomraTa cepBepa>
[TLS Connection Settings]
CA=certs/ca

CRL=certs/crl

ServerHandShakeScheme=<nommepxmuBaeMell pexyM ayTeHTUOMKALIMM>

UsedHandShakeSchemePrefer=<npennodTHUTEeJNIBHEN PEXMM ayTEeHTUOMKALIMM>
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ServerCertificateFile=certs\server.crt
ServerPrivateKeyFile=certs\server.key
3. YkaxwuTe B canne qrypto.cfg cepsepa QUIK cneaytouwme HacTpoikn nposanaepa:

[CryptoProviders]

openssl=1l

[openssl]

Module=openssl pr.dll [IOJIHBIM MJIM OTHOCMUTEJIbHBIM NyThb OO MCHOJIHAeMOTO OGainna;
IniFile=openssl pr.ini IIOJIHE MJIM OTHOCHUTEJIbHBI NYyTh OO (aija C HaCTpoMKaMu
[auth]

sign=secprov.dll

sign provider=openssl

4. B danne quik.ini cepsepa QUIK B cekumnun [usend_module] nobaBbTe KoY
crypto_provider_ini_file:

[usend module]
crypto provider ini file=openssl pr.ini IIOJIHEIM MJIYM OTHOCUTEJIbHHEY IyTh 0o dania

C HacCTpoOMKaMmu

Ecnu npoBaiiaepoB HECKOJIbKO, TOraa ANA 3afaHMA HAaCTPOEeK HY>XHO UCNOoJIb30BaTb
HacTpoiky «crypto_provider_ini_file_openssl» - kntou gna sagaHua
KpunTonpoBaipaepa OpenSSL.

5. Ecnm ucnonesyetcsa QUIK Administrator, To B KOpHEBOW AMPEKTOPUM NporpaMmmMbl gobaBbTe
B gadminsrv.ini cneaytowme HaCTpOKU:

B cekuun [CryptoProviders] nepeuyncnumre OCTYMNHbIX NpoBanaepos:

«0penss|» — NpuaHaK UCcrnonb3oBaHUAa npoeangepa OpenSSL. Bo3MOXHble
3Ha4YeHuns:

«0» — npoBanaep OTK/OYEH;
«1» - npoBanaep BK/OYEH.

Mpumep:

[CryptoProviders]

openssl=1l
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B cekuun [openssl] 3apaiiTe HaCTPOMKMK:
_  «Module» - nyTb kK MOAgyntO NpoBangepa. 3HaueHue no ymonyanuto anasa OC
Windows: «openssl_pr.dll». 3Hauenune gnsa OC Linux: «libopenssl_pr.so».

_  «IniFile» - nyTb Kk danny HacTpoek npoBangepa. 3Ha4YeHNE No YMOIYAHMIO:
«openssl_pr.ini».

Mpumep ana OC Windows:

[openssl]
Module=.\openssl pr.dll

IniFile=.\openssl pr.ini

Mpumep ana OC Linux:

[openssl]
Module=./libopenssl pr.so

IniFile=./openssl pr.ini

Ons kpuntonpoBangepa «openssl_pr» KOpHeBble cepTUd@UKaTbl KONMPYOTCS
B COOTBETCTBYIOWYO AnpekToputo «CA», yKasaHHyto B dalisie HacTpoek.

Mpu pacnonoxeHunn cepeepa QUIK Administrator Ha ogHOM KoMnbloTepe ¢ cepeepoM QUIK
AO0MyCKaeTcsa ncnosb3oBaHme ini-annos, KOTOpble NCMONb3YIOTCA A8 HACTPOMKHU
KpunNTONpOBanaepos.

Ecnn Ha ogHoM cepBepe QUIK Administrator HacTpoeHo ncnonb3oBaHne AByX unu 6onee
ak3emMnnapoB cepsepa QUIK Administrator, To OHM BCe UCMNONB3YOT eanHble HaCTPOMNKKU
KpunTonpoBahaepos.

6. 3anyctute cepBep QUIK n ybeamTecb B Hannunm criegyowmx CTpok B gaine events.log:

Crypto provider 'OpenSSL' inited IPM MCIOJB30BaHUM pexyrMa WmudpoBaHUS
Sign provider 'OpenSSL' initialized successfully IpM MCIOJb30BaHUM pexyuMa JUII
7. B nporpamme QUIK Administrator.

5.4.2 Perucrpauus KJrouYeu nonb3oBartens

[ns npocMoTpa cnucka 3aperncTtpupoBaHHbIX Katodel B nporpamMmMme QUIK Administrator BbibepuTe
nyHKT MeHtio CepBep QUIK / Be3sonacHocTb / Kntoumn OpenSSL. Cnncok 3aperncTpmpoBaHHbIX
Kntoden otobpaxkaetcsa B Tabnuue cnpasa.
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BbibepnTte nyHKT «[J06aBUTb» B KOHTEKCTHOM MeHI0 Tabnuubl, YTOHblI OTKPbITb OKHO perncrpauunm
HoBOro kstoda OpenSSL co cnegyrowmMMmn napaMmeTpamu:

PegaktnpoBaHue (Knroun OpenS5L)

Monbsosatens
Monw3oBatens 100787 ‘ ‘ Tech_UserQ2 ‘
V3 oprannsaumm ¢ ‘ 1 ‘ ‘ 3A0 "TectHeecT” ‘
KOAOM
MmeeT Koy
Bnaaeneu ceptndmkata ‘ /C=RU/SP=NSO/0O =TESTINVEST/OU=P05[}1/CN:Tech_UserE}Z;‘Email=techuser[}2@|
N2 cepTdukaTa ‘ 00D5 FA18 C976 975F 82 |
YAOCTOBEPAHIWMA LEHTD ‘ /C=RU/SP=NSO/0O=ARQA/CN=arga.ru |
[leRcTeyeT ¢ | 26.07.2017 Mo 26.07.2018

Knrou npyceoeH ‘ 26.07.2017 10:21:45 ‘

Knrou oTo3BaH ‘ ‘

[ocTynHele KoUK

Homep cepTndinkata YAOCTOBEPAKILMIA LEHTP Bnaneneu
00D5 FA18 C976 975F 82 /C=RU/SP=NS0/0=ARQA/CN=arga.ru /C=RU/SP=NSO/O=TESTINVEST/OU=Pos01/C

Bruibop kntoua

Mcnonb30BaTh ANA NOANWCK TPaH3aKLUWA
Wecnons308aTth ANf WWOPOBaHWA NOTOKa AAHHBIX
] Orosean

CoxpaHnte OTMEHWTE

< >

Pepnaktmposanwe (Knroum OpenSSL) ‘ OunbTpel (Knoum OpenSSL)

1. «[lMonb3oBaTenb»:

«MNonb3oBaTenb» — Beeante UID nonb3oBaTens unu Bbibepute ero U3 CrpaBo4YHUKA,
HaXkaB Ha KHOMKY «...». B none cnpaBa oTtobpaxatoTcsa pamMnnms, uMs n oT4eCTBO
nosb3oBaTens;

«W3 opraHusaumm c kKogoM» — MHMOPMaLMOHHOE nosie, oTobpaxatowee HoMep
opraHusaumm B CipaBoYHuUKe. B none cnpaBa oTobpaxaeTcs Ha3BaHWe opraHuM3aumm.

2. «lMIMeeT KNOY» — MONS 3anoNHATCA aBTOMaTUYEeCKU Npu Bbl60pe Kntoda B Tabnuue
«[JOCTYMNHbIE KHOUYN>»:

«Bnageneu CepTVI(bVIKaTa» — AaAHHblE O BNagesnbue CepTVICbVIKaTa;
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«Homep ceptudmkata» — cepunHblii HoMep cepTudukaTa, NPUCBOEHHbIN AHHOMY
nonb30BaTeNto;

«Y[ocToBepsowWmii LeHTP» — AaHHble 06 y0CTOBEPSIOLLEM LLEHTPE, BbiMyCTUBLLEM

ceptudukar.
«[encTteyeT C ... [0 ...» — gaTa Hayasna M OKOHYaHMA AencTeus ceptTudukaTa.

3. «Knouy npuceoeH» — gaTta U BpeMs NPUCBOEHMUS Ktouya. MHdJOpMaU,MOHHoe none.
4. «Knw4 0To3BaH» — AaTa U BpeMsa OT3biBa KJova. MHd)OpMaLI,MOHHOG none.

5. «[loCTynHble KNOUYM» — rnepedyeHb MAEHTUPUKATOPOB KIKOUEN, coaepXallnxcsl B BbiIbpaHHOM
danne n AoCTynHbIX 415 ncnonb3osaHusa. MHpopMauns npeacrassieHa B Buge tabnunupl,
B cTonbuax otobpaxalTca cneayrowme napameTpbl:

MapameTp Ha3zHauyeHue

Homep ceptudumkarta CepuiHbIn HOMep cepTudukarta

YAoCTOBEPSAIOWMIA LEHTP HasBaHue yaocToBepstowero LeHTpa, BbinyCTUBLLEro cepTudukaT
Bnageneu ceptudukarta Uma Bnagenbua ceptudurkarta

AnropuTM noanmcu HanmeHoBaHWe anropuTtMa, UCrnonb3yemMoro ans opmmpoBaHms LM
ANropuTt™m WndpoBaHms HanmeHoBaHWe anroputMa, UCMonb3yeMoro Ans noToKoBOro

WNDPOBAHNA AaHHbIX

Email Email
[aTta Havana Cpok Hauana agencrteus ceptudurkaTa (Bblaaum)
[aTa oKoH4YaHuA CpoK OKOHYaHuS AencTeusa ceptudukaTta

«Bblbop kntoya» — BbIbOp harina c kayamu.

6. «Mcnonb3oBaTb 4719 NOAMNUCK TPaH3aKLUMN» — NPU3HaK MCNOSb30BaHNSA K/to4Ya U3 YKa3aHHOro
ceptTudurkaTta ans @opMMpoBaHNS 3NEKTPOHHOM LMEPOBOM NOAMUCK Ha MOPYYEHUAX KIIMEHTA.

7. «Wcnonb3oBaTb AN WNHOPOBAHMA NOTOKA AAHHbIX» — MPU3HAK UCMONb30BaHUA cepTudmrkaTta
ANs wudpoBaHNSA AaHHbIX, NepeAaBaeMbiX MeXAy Monb30BaTeNeM U cepBepoM 6pokepa.

Mepea ncnonb3oBaHUEM AAaHHOINo CBOMCTBA o6paTutech B Cny)k6y TeXHUUYECKOMU
noaaepxku QUIK: .

8. «OTo3BaH» — Mpu YCTAHOBMIEHHOM MNpPU3HaKe cepTUdMKAT coxpaHsieTcs B 6ase, HO ero
MCNoNb30BaHWe 3anpeLyeHo.

Haxatnem kHonkn «CoxpaHuUTb» HAaCTPOMKKM nosib3oBaTens coxpaHsaoTcs. KHonka «OTMeHUTb»
CNYXWUT 419 BbIXO4a M3 OKHA perncrpaumm ceptudmkaTos.
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PenakTnpoBaHme Kaoya AOCTYMHO B KapTouke nonb3oBaTtensa (MeHo CepBep QUIK /
MNMonb3oBaTenn) Ha BkNagKke «be3onacHoCTb».

5.4.3 dopmart ¢daina HacTpoek wnudpoBaHmna OpenSSL

B danne openssl_pr.ini 3agatoTcs HacTponkn wudpoBaHmsa cpeacrtsamm 6nbnmorekn
kpunTorpacdmmn OpenSSL ( ). Ucnonb3oBaHne OpenSSL no3BonsieT He XpaHUTb
ceptndmkaTbl B peectpe OC Ha nnatdopme ¢ cepeepoM QUIK, 4To ynpolwaeT nx yCTaHoBKY

n nocneaymulee obcnyxusaHue.

Cekuusna [General]

CertStoreFile - nma danna xpanmnuula ceptndurkaToB. 3HAYEHNE MO YMOIYAHUIO:

«certs\store.pem».

ServerCertificateKey - naponb kntoua ceptnudmkaTta cepsepa. [aponb A0nXeH 6bITb

NewServerCertHash - HOBbIl Xew cepTudunkarta cepsepa.

NewServerCertDomainName - HOBbI JOMeH cepTudukaTa cepsepa.

Hactpoitku NewServerCertHash n NewServerCertDomainName 3agaroT napameTpbl
HOBOro ceptudukaTta npm rNJIaHOBOM 3aMeHe cepTudmkarta Ha cepBepe. Mocne
3aMmeHbl cepTudmkara 3HayeHnsa HacTtpoek NewServerCertHash

n NewServerCertDomainName 3anucbiBaroTca B napamerpbl ServerCertHash
n ServerCertDomainName caiina openssl_pr.ini B Pabouem mecte QUIK.

ClientCertificatesDir - nyTb K AgMpekTopumn, cogepxallien ceptudunkaTbl AN NPOBEPKMU
noanucu. 3HavyeHne no ymonydaHuw: «certs\client».

Cekuusn [TLS Connection Settings]
Cekumst coaepXuT napameTpbl COeANHEHUS !

ServerHandShakeScheme - nogaepxnBaemas cxema ayteHTUdMKauMn. BO3MOXHbIe

3Ha4yeHn4d.

«1» — ayTeHTUdMKaumsa no ceptndukaTy;
«2» — ayTeHTUdunKaumsa B JOMEHE;
«4» — ayTeHTMdMKaLMa NO UMEHU M NapoJSIo;

«7» (N0 yMOM4YaHMIO) — NMOAAEPXKUNBAIOTCH BCE CXEMbI, KpoMe «8» (BOCCTaHOBNEHME
napons);

«8» — BOCCTaHOBJ/IEHME Nnapons;

«32» - ayTeHTMdMKaumMa BHYTPpU AoMeHa (M0 AOMEHHOMY MMEHU MoNb30BaTens).

Mpu noaaepXKe HECKOSIbKMX CXEM 3HAaYeHNE HACTPONKU 3a4a€ETCS B BUAE CYMMbl 3HAUEHUN,

COOTBETCTBYHOWUNX Nogaep>XmnBaeMbiM CXeMaM.

UsedHandShakeSchemePrefer - npegnoututensHas cxema ayTeHTuduUKauun. Bolbupaetcs,

€CNN Yy KNMeHTa BbibpaH pexuM «0» (onpeaensietTca cepeepoM). Bo3MoXKHble 3HAUEHUS:
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«1» — ayTeHTMdmKauma no ceptudukary;

«2» — ayTeHTUduUKaumsa B JOMEHE NO NIOrMHY U Naponio;

«4» (N0 yMOM4YaHuo) — ayTeHTudurKaumsa no UMeHn 1 Naponio;
«8» — BOCCTaHOB/IEHME Napons;

«32» — ayTeHTUdMKaLUMSA BHYTPU AoMeHa (MO AOMEHHOMY MMEHW MOJib30BaTenNs).

SSLProtocols - cnncok AonycTUMbIX K NOAKOUYEHUIO BEPCUMIA NMpoTokona TLS uepes 3ansaTyto.
BO3MOXHble 3HaYEHUS:

«TLSv1.0»;
«TLSv1.1»;
«TLSv1.2».

CA - nyTb K AMPEKTOPUMN, coaepIKaller KopHeBble cepTUduKaTbl. 3HaYEHUE MO YMOAYAHUIO:
«certs\ca».

CRL - nyTb K gnpekTopumn, coaepxawen Cnmckn oto3eaHHbIX ceptudukaTos (CRL). 3HaueHue
no ymon4yaHuio: «certs\crl».

spn_sspi - SPN cepsepa ana Windows. 3Ha4yeHuMe N0 yMon4yaHuio: «» (NycTo).

spn_gss — SPN cepBepa ans Linux. 3HauyeHne no ymoayaHuio: «» (nycro).

5.5 Hacrpounka MultiPurpose

I KpuntonpoBaiiaep MP ncnonb3yercsa Tonbko ana OC Windows.

Onsa nposepkun DUIM Ha kKoMnbloTepax, rae pacnosioxeHsl cepsep QUIK u cepsepHoit Yactn QUIK
Administrator, fonXHbI 6bITb YCTaHOBNEHbI BCe HEOOX0AMMbIE KOpHEBble cepTudukaTbl YL. dannebl
C AaHHbIMK cepTuUdUKaTaMm 3arpy>xarTcs U3 BHELHUX NCTOYHUKOB U MOryT 6bITb B hopmaTe .p7b,
.pfx, .pem, .cer.

KpuntonpoBaigep MultiPurpose (ganee MP) npepgoctaBnsieT cepBUChl A4S UCMONb30BaHUS
3NeKTpOHHOW undposon noanucu (SUIM) n wndposaHusa no npotokony SSL (TLS), NOAHOCTbLIO
onupasiCb Ha BCTPOEHHbIe B onepaumoHHyto cuctemy Windows nHtepdencbl n NpoTOKObI.

PaboTa c 3L ocywecTBAseTcs C NOMOLLbIO COOTBETCTBYHOLWMX KpunTtonpoBangepos (CSP),
BCTpoeHHbIX B OC nonb3oBaTtens.

Mpn ncnonb3osaHuM WngpoBaHusa Mo npotokony SSL (TLS) npoueaypa ayteHTUduUKaumm v
YCTQHOBJIEHUSA 3aLMNLLEHHOIO KaHana npomcxoanT C NoMoLbio nHTepdeinca SSPI (Security Support
Provider Interface) OC Windows. [laHHbI MHTepdeNC NO3BONSET UCMOIb30BaTb Pas/iNyHbIE
anropuTMbl WMdpoBaHus, noaaep>XnBaemble yctaHoBeHHbIMM B OC npoBalgepamm
6esonacHocTw.

Mpn HEO6XOANMMOCTU BO3MOXHA YCTAaHOBKA AOMNONHUTENbHOro MO, peannsyowero anropnTMmsi,
KOTOpbl€ OTCYTCTBYIOT B 6a30BoM Habope OC. Hanpumep, yctaHoBuMB npoBangep Kpuntollpo CSP,
nosib3oBaTeNlb NOJly4YaeT crefytolne BO3MOXHOCTH:
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e Wcnonb3osaTtb ang cosgaHusa n nposepku JUIM cooTBeTcTBYOWMe TOCT anroputMel Ans
paboTbl B pexxnme DLUIM;

e PaboTaTtb no 3awmuieHHoMy SSL (TLS) kaHany ¢ ncnonb3oBaHueM cooTBeTcTBYOWMNX FOCT
anropmTMoB.

KpuntonpoBaigep MP npegoctaBaseT BeCb HE06X0AMMbIN (PYHKLUMOHAaMI ANs NOCTPoeHns SSL
(TLS) 3awmiLeHHbIX KaHanoB n co3aaHus / nposepku UM, a uMeHHO:

e Cozpanue knoueBbix nap (public/private key). Ecnn B kayecTBe HOCUTENS K/HOYEBOIO

KOHTelHepa mncnonb3ytoTcs 6penokn JaCarta unm eToken Pro (FTOCT), To KNouM co3aatoTcsa B
HEN3BNEKAEMON MamMaTu.

o Co3aaHue 3anpocoB Ha cepTUdKnKaTbl, COOTBETCTBYIOLME CO3AAHHbBIM K/THOUYAM.

e YcCTaHOBKa BbIMYLLEHHbIX N0 3anpocy cepTUdMKATOB B COOTBETCTBYIOLLEE XPaHUULLE
ceptudukatos OC.

o AyTeHTUdUKaUUA Nonb3oBaTesns No cepTudnKaTy, No MMEeHN 1 Naposo, No0 UMEHU M NApOJIO
yepes KOHTPoJ/iep AOMEHa.

5.5.1 YcraHOBKa M HacTpoiika NnporpamMmbi

Mpu ncnonb3zosaHuu nposaiaepoB Kpuntolpo CSP n CurHan-KOM CSP y6eaurecs,
4TO ycTaHoBJIeHHoe MO npoBaiaepoB UMeeT CEPBEPHYIO JIMLLEH3UIO.

=101 x|
W~ Qaiin  Jeictewe Bwa OwxkHo  Crpaexa |;li|i|
e« E HE5
*~ Korranbo P

=] YnpasneHWe NMUEHZMANMKA
@ KpunTolpo WinLogon
|||E Kpuntolpo CSP
KpunTolpo WinLogon
|||E Kpuntolpo CSP

Kpuntolpo CSP

Cpok AeHCTEMA MueHsm: 0F,08,2014

Thn nuueHs: KnneHTacan apaisep
Bepava npogykTa: 3.6.540

Bepowa kpunTorpadw-eckoro Aagpa (CK3M): KC1 3.6.5355

Biel MoMETE BESCTH HOBEI CEPMMHEIN HOMER, MCMOML3YA COOTEETCTEYIOWYHD KHOMKY Ha
MEHENN MHCTPYMEHTOE MMM KOHTEKCTHOS MEHKD ASHHOMO 3MEMEHTA,

[ns yoranoskk nuuerswonroro (lic) daina socnonesyiTecs anemeHTom “YrpasneHwe
THLEHZAAMK ",

1. lMomectute B pabounin katanor cepsepa QUIK dainbl, Heobxoanmbie ansa paboTbl NporpaMMbi:

mp_pr.dll;
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mp_pr.ini.

2. Ykaxwute B danne grypto.cfg cneayrowme HacTporiku npoBangepa:

B cekumuio [CryptoProviders] no6aBbTe knto4 mp=1:

[CryptoProviders]

mp=1

NobaBbTe B hann cekuuto [mp] cneaytowero Buaa:

(mp]
Module=mp pr.dll IOJIHE WMJIM OTHOCHUTEJIbHBEI NyTh IO MCIOJHAeMOoTo Odaina;
IniFile=mp pr.ini IIOJIHE WMJIM OTHOCUTEJIbHBIM I[IYyTh IO danjia C HacCTpoMKaMmu

Ona vcnonb3osaHua DU ykaxuTte cneaytowme kKnwum B cekummn [auth]:
[auth]
sign=secprov.dll

sign provider=MP

3. B 3aBncuMoCTM OT MCnonb3yeMoro pexuma pabotbl (wWmndposaHne nnm SUIM) nponuwuTe
COOTBETCTBYlOWME HACTpOMKM B daline . Cnepytowme HaCTpPOMKN ABMAKOTCS

ob6s3aTeNIbHbIMU K BbINOJIHEHNIO NOb30BaTENEM:

YkaxuTte B cekumn [CUSTOM_STORE] nyTb K panny ¢ XxpaHunuiiem ceptndurkaTos
.sto:

[CUSTOM_STORE]

LOCATION=.\usersto MOJIHEIM WMJIM OTHOCUTEJIbHEIM NyTh OO Gania

XPaHUIMIa

YkaxuTte B cekummn [TLS Connection Settings] 3HaueHune kntova CSPCertHash:
[TLS Connection Settings]

CSPCertHash = xem ceprupmxaTa cepsBepa

[na nonyyeHns 3Ha4YeHUs xela cepBepa OTKPOMTE CO3AaHHbIM cepTUdmKaTt, UICKOMOoe
3HayeHue HaxoamTcs Ha Bknaake Details B none Thumbprint:
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Certificate (7]

General Details |CertiFication Path I

Show: | <all> =]
Field | Value | ;I
Enhanced Key Usage Server Authentication (1.3.6....
Subject Key Identifier a5 af0F 9263 17 e7 dd de eb ...
nuthority Key Identifier KeylD=ff 22 ec 85 c7 8360 3...
CRL Distribution Paints [1]CRL Distribution Paink: Distr. ..
Authority Information Access  [L]Authority Info Access: Acc...
Key Usage Digital Signature, Mon-Fepudia, ..
Thumbprint algorithm shail

25 §T|'||Jr|'|t||:|ri|'|t

Ef Se 21 d2 6f =c bf 37 31 06 51 a5 64 04 0Od
60 27 a% a4 =6

Edit Properties. .. | Copy ko File... I

CkonunpynTe gaHHoe 3HadeHune anda kntoda CSPCertHash, nocne yero o6s3atensHo ybepute

BCe npobensl.

4. B danne quik.ini cepsepa QUIK B cekumn [usend_module] nobaBbTe kntou
crypto_provider_ini_file:

[usend module]

crypto provider ini file=mp pr.ini IOJIHEIM MJIM OTHOCUTEJIbHHM IIYyTh OO Qania

C HacCTpOMKaMu

Ecnu npoBaiiaepoB HECKOJIbKO, TOrAa AJIA 3aAaHUA HAaCTPOEK HY)XHO UCNOosIb30BaTh
HacTpoiky «crypto_provider_ini_file_mp>» - kniou ana sagaHuna
KpuntonpoBaiaepa MP.

5. 3anyctute cepBep QUIK n ybeautecb B Hannumm cnegyowmx CTpok B gaiine events.log:

Crypto provider 'MP' inited IPY MCIOJIb30BAHUM PexyMa MUbpoBaHMUSA

Sign provider 'MP' initialized successfully IPpM MCHOOJb30BaHMM pexyuMma OUII

6. B nporpamme QUIK Administrator.

5.5.2 Peruncrpauus kjro4uen nonb3oBaTtesien

Perncrtpauunsa kntoyer nonb3oBaTesien BbiNnonHsetca B nporpamme QUIK Administrator.
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[ns npocMoTpa cnucka 3aperncTpupoBaHHbIX Ktoyel BbibepuTe NyHKT MeHio CepBep QUIK /
Bbe3zonacHocTtb / Kntoumn CSP SSPI. Cnucok 3aperncTtpMpoBaHHbIX Ktoyeln oTtobpaxkaeTcs B
Tabnuue cnpasa.

BbibepnTte NnyHKT «[J06aBUTb» B KOHTEKCTHOM MeHt0 Tabnumubl, YTOO6bl OTKPbITb OKHO perncrpauum
HoBoro ksto4da CSP SSPI co cnegyoowmmMm napameTpamm:

Pepaxrvposanme (Knoun CSP SSPI)

MNoneioearens A
Monesosarens m . Metpoe Metp Merpoeny
Vs opranmsaumm ¢ I | [ vk "nerpoem”

KOACM

Mmeer caron

Brageney cepmdnarara FCN=Test client/C=RU
N2 cepruurata [ 615C B602 0000 0000 0014

YaoCToBEPRIOWMI LEHTD . SCN=PC-AGAR-TEST2-CA

Jeiicreyer ¢ 24.05.2016 Me 24.05.2017

Knwou npucecen
Kntou oTossan

Ao CTYNHBIE KARYH

Howmep ceprndura  YaocTosepaowmi uentp Bnageney ceprudmeara AnropurTmM NOANMCH
615C BE02 0000 00C /CM=PC-AGAR-TEST2-CA  /CN=Test client/C=RU

EAMcnonssoeams ana nognuci Tpansakumii
FAWenonesoeats ana w HPPOBAHIMA NOTOKA A3HHEI
[JOrosean

CoxpannTe OTMmetnTe v

Peaaxruposanue (Knroun CSP S5PI) | Dn.

1. «[lMonb3oBaTenb»:

«lMonb3oBaTenb» — py4dHor Beog UID nonb3oBaTens uam Bblbop U3 cnpaBoYHMKa
Ha)xaTMeM KHOMKM «...». B none cnpasa otobpaxarTca damMmnms, nMa n 0T4eCTBO
rnosib3oBaTens;

«W3 opraHusaumm c KoaomM» — MHbOPMaLMOHHOE nosie, oTobpaxatolee HoMep
opraHusaunmn B CrpaBoYHMKE. B none cnpaBa oTo6pa)XaeTcsa Ha3BaHWe opraHu3aumnu.

2. «WmeeT kntou CSP SSPI» — nons 3anofiHATCA aBTOMaTU4eCcku nNpu Bblibope kio4a B Tabnuue
«[JOCTYyNHbIE KIO4YN»:
«Bnapeneu ceptudukata» — gaHHble 0 Bnagenbue ceptudukaTa;

«HomMep cepTudukata» — cepuiiHbln HoOMep cepTudmKaTa, NPUCBOEHHbIN AaHHOMY
nonb3oBaTento;

«Y[0CTOBEPAOLWNIN LEHTP» — AAaHHble 06 YAOCTOBEPSIOWEM LIeHTPE, BbiMyCTUBLLEM
cepTudmkar.

<<,£|,el7ICTByeT C ... N0 ..» — AaTa Hayana M OKOHYaHUS OenCcTBUS CepTVICbMKaTa.
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3. «[lOoCTynHble KN4UYM» — rnepedyeHb MAEHTUPUKATOPOB KoUel, coaepXallnxcsl B BbiIbpaHHOM
darine n pocTynHbIX ANna ucnonb3oBaHus. UHdpopmauuns npeacrasneHa B Buae Tabnuusbl,
B cToNnbuax oTobpaxalTca cneayrowme napameTpbl:

MapameTp Ha3HauyeHue

Homep cepTtudmkaTta CepuiHbIn HOMep cepTudukaTa

YA0CTOBEPAOLWMUIA LLEHTP Ha3BaHue ya0oCcToBepsoWero LeHTpa, BbiNyCTUBLLErO cepTudukaT
Bnapeney ceptudukaTta Mmsa Bnagenbua ceptudukarta

AnropuTtM nognucum HanmeHoBaHMe anropmTtMa, MCrnosb3yemoro ans gopmmpoBaHmsa DM

HanmeHoBaHWe anropnTMa, UCNOJIb3yeMOro Ans NOTOKOBOIO
AnroputMm wmudpoBaHUs
WwndpoBaHUa AaHHbIX

Email Email
[ata Havana Cpok Havana gencreusa ceptudukaTa (Bblaayn)
[ata okoH4YaHus Cpok OKOHYaHus AencTeuna ceptudukaTta

«Bbi6op kntoua» — BbIbop danna c Karvamu.

4. «lcnonb3oBaTb A8 NOAMNUCU TPaH3aKUMIM» — NPU3HAK UCNO/b30BaHUS K/to4ya U3 yKasaHHOro
cepTudmkaTa ansg GopMmMPOBaHUSA SNEKTPOHHOM LIMDPOBON MOAMUCU Ha NOPYYEHUAX KIIMEHTa.

5. «Wcnonb3oBaTtb ANs WKNHPOBaAHMSA NOTOKA AAHHbIX» — MPU3HAK MUCMOMb30BaHUSA cepTudukaTa
ANns wudpoBaHUSA AaHHbIX, NepeAaBaeMbiX MeXAy Nosb30BaTesleM U cepBepoM 6pokepa.

Mepen ucnonb3oBaHMEM AaHHOIO CBOMCTBA o6paTtutecb B Cny>k6y TeXHUUEeCKOoMn
noaaep>xkn QUIK: .

6. «OTO3BaH» — Mpu yCTaHOBMEHHOM dnaxkke cepTudunKaTt coxpaHseTcs B 6ase, HO ero
MCNONb30BaHNe 3anpeLLeHo.

HaxatneM KHonku «CoXpaHuTb» HaCTPOWMKW Mosib30BaTeNns coxpaHsatoTca. KHonka «OTMEHUTb»
CNYXWUT ANS BbIX0Aa U3 OKHA perncrpaumm ceptudurkaTos.

Mocne perncrpaumn kntoya Bbibepute NyHKT MeHtio CepBep QUIK / Monb3oBarenu
N B OTKPbIBLLEMCS CMpaBOYHUKE HAaNAUTE Nosb30BaTesNsl, KOTOPOMY BPYYEH KJItOY.
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3neKTpoHHan Wb poEaR Nognnuce CSP SSPI =

[T Nognuce oéazarenswa

Knarumn 3nekTpodHoi undposoii noanucu

Homep ceptudmkara Orossan
6ABE ET4A 0001 0000 004F Her

B okHe pegakTMpoBaHus BbibepuTe M3 BbiNadatowWwero Crncka TUM 31eKTPOHHOM LuMdpoBoii
noanmcn «CSP SSPI», Bknounte dnaxok «Moanucb obs3atesibHa» M HAaCTpoKTe BbIOPAHHbIA K4
2Un, HaxaB Ha KHOMNKY «M3MeHUTb...»:

B Knroud 3ASKTROHHO R UWPPOBORA NognneK x

e nfiHoMep cepTiidiika YAOCTOEEPADLLIMA LEHTP Baageney cepTrdukara
16124 EA34 0000 00 /CN=PC-AGAR-TESTI-CA /CN=Test4

JoGaents WamennTs Yaanute
CeoiicTea knioua
@ Wecnonesosate gns nognucy TpaMsaKuymi
Wenonssosate 4na WK poBIHUA NOTOKE AAHHBIX
[JOrosean

Otmena

CoxpaHunTe HaCTPOMKN HaxXaTueM KHOMKN «CoXpaHUTb>».

Y1066 HacTpouTb ceptTndukaTbl CryptoPro yepes QUIK Administrator, Heo6xoammo nponucaTtb
nyTb K .sto danny, cogepxalwemy ceptudmkaTbl knmeHToB. Kak npaBunio, ato dann userstore.sto,
KOTOPbIAN HaxoamuTcs B ampektTopumn c cepeepoM QUIK. [ns 3Toro B daline HacTpoek 3k3eMmnnsipa
cepBepa QUIK (no ymonuanuio: «mainbase.ini») nobaebte B cekumio [QuikCryptoProvider]
napameTp Storage. Hanpumep:

[QuikCryptoProvider]
CryptoType=CryptoPro
Storage=..\quikl\server\userstore.sto [IOJIHBIA UJIA

OTHOCUTEJIbHEIN OYTh OO Odalia XpaHWUIuia
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B cnyuae ncnonb3oBaHusa cepTudumKaTa He TONbKO ANs WwndpoBaHus Tpadumka, HO U Ans noanucm
TpaH3akuun, gobaebTe cepTudukart nonb3osatens 8 Cepsep QUIK / BesonacHocTb /
Ceptundpukartnbl CryptoPro:

[Cepeep QUIK] Xpanunuie ceptuduratos x
Coaepsammoe xpannnnwa cepmmguraroe Quik
Dunstp Quucture
Homep ceprudmke  YaocToseparowmii uentp Bnageney ceprudmnkata ANropuTM NoANKeK Ar
7C00 0026 2615 245/CN=Tecroswii ¥L| 000 "KF/CN=User/0=Org/Email=us 1.2.643.7.1.1.3.2 1.2.
HADD D000 1C6B D2 /CM=CFRONT-MP fCM=Meanoe Mean Weansiy, 1.2.240.113548.1.1.5 1.2.
< >
Yaanute
Daiin ¢ cepTudmKaTaMN
Dailn cepTpuKaToe
Homep cepTudura  YAoCTOBEPAIOWMI UEHTD Enageney ceprudmrara Anroputi noanwcu Ar
£ >
JoBaente ceptud Aot ce ceprindm

B none «®ann ceptndunkaToB» yKaxute NyTb K cepTudukaty KnmeHTa 1 Bbibepute «obaBuTb

ceptTndukaT».

5.5.3 MpoBepka NoaIMHHOCTU cepBepa

Ecnu ceptudunkaTt dopmmpyeTtcs yepes web-nHTepdenc yaoCcToBepsoLWEro LeHTpa, To A5 paboThl
no npotokony SSL (TLS) pacwmpeHne «YnydleHHbli K4» cepTudmkaTa cepBepa A0/IKHO
coaepxaTb Lenb «[poBepka NOAMHHOCTM cepBepa». DTO HEO6X0ANUMO ANS NOATBEPKAEHUS
NOAJIMHHOCTU CepBepa KMeHTaMu:
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Ceptudukar — - [ﬁ

-— ——— —

| OBuwe | CocTas | MyTi cepTudmKaLm |

MokasaTb: [<Bce> v
Mone 3HayeHue -
[Elvsaarens Test Center CRYPTOFRO, CR....
E_\ QeiicTBuTEneH C 15maq 2014 r, 11:06:53
LJ [eiicTBUTENEH NO 4 okTabps 20141, 14:09:41 =
[l cybuexr RU, NSO, Novosibirsk, ARQA, ...
(=] oTxpbrTIt Kniow FOCT P 34.10-2001 (512 Bits)
51 Ynyawerioiiinon _ Mposepka noanvkHocTH cepe... |
\L_Il‘ MaeHTudmkaTop Kntoda cy... 14 7fdec7ea 7bc890 16dc...
Filuneuruhisearon kniaua e Uneutudiscaton knoua=Ad R

MpoBepka noanuMHHOCTM cepeepa (1.3.6.1.5.5.7.3.1)

CBOICTBa. .. ‘ [Igonmposa'rb B dann... J

nOﬂDOGHEE 0 cocTase CEETHQHNET&

5.5.4 ®opwmart danna HacTtpoek wudpposaHma MP

B danne mp_pr.ini 3agatotcs HacTpokn wnudpoBaHmsa cpeactsamm 6ubnmorekn kpuntorpadpum
MP.

Cekuus [Crypto Provider Settings]
CeKuus CoaepXuT onncaHme HacTpoeK KpunTonpoBangepa, HeobxoanMMblx ans nposepku DLUIM.

Onsa pabotbl UM ykaxuTe KNOUYEBO KOHTEMHEDP OAHUM U3 CNeayloLWmX CnocoboB:

1. YKasaHue napaMeTpoB KOHTelHepa:

CSPName - nmsa nposangepa CSP (Cryptographic Service Provider), ncnonbsyemoro
cepTudunKaTomM.

CSPContainerName - Mg KNOYEBOrO KOHTENHepa.

CSPType - T1un npoBangepa CSP.

Ecnm He yka3aH napameTp CSPName, cuctema npepocrasnsier nposaiaepa CSP,
Ha3Ha4YeHHOro No yMOJIYaHUIO AJIA YKa3aHHOro TMna Kpunrtonposanaepa.

2. YkasaHue danna ceptudmkaTta, CBA3aHHOMO C K/IIOYEBbIM KOHTEMHEPOM:

CSPCertFileName - nyTb K panny ceptndumkaTta.

3. YkasaHue xewa CepTVI(bVIKaTa, CBA3aHHOIO C KJ1lo4EBbIM KOHTeVIHepOM:

CSPCertHash - xew ycraHoBneHHoro ceptudukara.

Onsa nonyyeHus xewa ceptudumkara:

OTkpownTe dann ceptndukaTa;
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MepenanTte Ha Bknagky «CocTaB»;

CkonupyiiTe 3HauyeHne nonsa «OTnevyaTok», yaanute npobernsbi.

JononHutenbHble NapaMeTpbl HacTpolikn JUIM (HeobsA3aTenbHbIE):

CSPUselInService - npusHak paboTbl KpunTonpoBanaepa B TUXOM pexnme. Bo3mMoxHble
3Ha4YeHuns:

«0» — kpunTonpoBalaep paboTaeT B UHTEPAKTUBHOM peXUME;

«1» — kpuntonposalaep paboTaeT B TUXOM pexmnme.

Mpu paboTe B TMUXOM peXXMMe KpunTtonposangep He B3auMoaencTByeT
C nonb3oBaTesieM, U NpU HEO6XOANMOCTU MHTEPAKTUBHOIO B3aUMoOAenCcTBuUA
(HanpuMmep, AnA BBoAa Naposifa AOCTyNna K KOHTeliHepy) BO3HUKHeT owunbka.

CachKeyAndCertificates — npusHak KewmpoBaHus Kno4en n cepTMdUKATOB ANS YCKOPEHUS
nocneaywLero 4ocTyna K HAM. Bo3MOXHble 3Ha4yeHus:

«0» - He KewnpoBaTb;

«1» - KewunposaThb.
CSPUselocalMachineStore — MecTo pacrnonoxeHus CeKpeTHoro kt4a. BoaMoxHble
3Ha4vYeHuns:

«0» (N0 yMOM4YaHMIO) — KJIOY HAaXOAUTCS B XpaHuMLLE TeKyLlero nonb3oBartens;

«1» — K04 HaXoAMTCA B JIOKAJIbHOM XpaHWUAULe KoMNbloTepa.
CheckRevocation - npusHak npoBepkn ceptudunkata Ha O0T3biB. BO3MOXHble 3HAYEHUS:

«0» - npoBepkKa He NpoBOANTCS;

«1» — npoBepka NpoBOAMUTCS.
UselLocalCA - npu3HaK UCNo/b30BaHUS JIOKaNbHOMO XpaHunuuia cepTmdunkaTos. Bo3MoxHble
3HaYeHus:

«0» — nokanbHOE XpaHUIULLE HEe UCMONb3yeTCs.

«1» (N0 yMONn4YaHWIO) — NoKasibHOEe XpaHWUunLLE UCNOSb3yeTCs.

CA - nyTb K NoKanbHOMY XpaHunuwy ceptudukaTos CA. 3Ha4YeHMe Mo YMONYaHUIO:
«certs\ca».

CRL - nyTb K /IOKaNbHOMY XpaHWNLLY CMCKa OTO3BaHHbIX cepTudmkaTos (CRL). 3HaueHue
no yMon4yaHuio: «certs\crl».

Cekuusn [Certificate Stores]
CeKLl,VIFl COAEPXUNT onNnCaHne XpaHuauula CepTVICbVIKaTOB, B KOTOPOM OCYLWECTBNAETCA NMOUCK
cepTndmKaToB A5 HACTPONKM PeXMMOB WndpoBaHna v JLM:

I Heo6xoaMMo yKkasaTb KaKk MMHUMYM OQHO XpaHuUunwe cepTudmnkaTos.
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MY - npu3sHakK MCNoSb30BaHUA CTaHAAPTHOMO JIMYHOIO XpaHunanwa ceptTudurkKaTos
nonb3oBaTtens. Bo3aMoXHble 3Ha4YeHUs:

«0» - He ncnonb3lyeTcs;

«1» — Mcnonb3yeTcs.
CA - npu3HaK MCrosib30BaHMsA CTaHAAPTHOrO XpaHunuwa ceptTudmKaToB LEHTPOB
cepTndmkaumm. BoaMoxHblie 3HAYEHUS:

«0» - He ncnonb3lyeTcs;

«1» — Mcnonb3yeTcs.
ROOT - npu3HaK UCNosb30BaHUS CTaHAAPTHONO KOPHEBOro XpaHunuuwa. Bo3MoxHble
3Ha4yeHus:

«0» - He ncnonb3lyeTcs;

«1» - ucnonb3lyeTcs.
SPC - npu3HaK UCNoJsib30BaHMUS CTaHAAPTHOro XpaHunauuwa ceptudukaTos Nnpomnssoantenei
MO. BO3MOXHble 3HAaYeHUN:

«0» - He ncnonb3lyeTcs;

«1» - ucnonb3lyeTcs.
CUSTOM_STORE - npu3HaK UCNo/ab30BaHUSA CTOPOHHEro BHEWHEro XxpaHunnumuwa. Bo3mMoxHble
3Ha4yeHus:

«0» - He ncnonb3lyeTcs;

«1» - ucnonb3lyeTcs.
CUSTOM_DIR - npun3HaKk MCNoab30BaHUSA ANPEKTOPUM AN XPaHEHUS CeEpTUDMKATOB.
BO3MOXHble 3Ha4YeHus:

«0» - He ncnonb3lyetcs;

«1» - ucnonb3lyeTcs.

Kaxxgoe xpaHunuiie onucbiBaeTcd OTAENbHOW ceKkumnen Bmaa

Cekumsa [<xpaHunuwe>]
HOST - X0CT, Ha KOTOpOM pacnosiaraeTcs XxpaHunuuie. 3HadeHune: «.» (Touka).
LOCATION - dum3myeckoe pacrnonoxXeHne XxpaHunumuia.
TYPE - Tvn XxpaHunuwa. Bo3MOXHble 3Ha4YeHns:
«1» — CUCTEMHOE XpaHunuLLe;
«2» — BHellHee XpaHwuLe, pacrnofioXeHHoe B onpeaeneHHoM danne;
«3» — AnpekTopusa ¢ dannamm ceptTudmKaTos.

UPDATABLE - npusHak o6HOBNSE€MOro xpaHunuvuia. Bo3MoXHble 3Ha4YeHUS:

«0» - 3anpeweHo 06HOBNATD;
«1» — pa3peweHo 06HOBNATb.

PRIORITY - npuopuTeT. 3HaUYeHne: «1»,
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Mpumep:

[CUSTOM STORE]

HOST=.
LOCATION=D:\quik\server\cpstorage\userstore.sto
TYPE=2

UPDATABLE=1

PRIORITY=1

Cekuusa [TLS Connection Settings]
Cekumsa cogepXut HacTpomkm TLS-coegmnHeHuns.

SSLProtocols - cnncok ncnonb3yeMbix BEpCU NPOTOKOA0B (Yepe3 3ansaTyto). Bo3MoXxHble

3Ha4yeHn4q.

TLSv1;
TLSv1.1;
_  TLSv1.2 (no ymon4yaHuio).

Onsa paboTbl B pexmnme wmndpoBaHns HeobXoanMo yKa3aTb 3aKpbITbi KoY. [ns 3Toro
YKa3blBaeTCs cepTudmKaTt, NpmMBsA3aHHbIN K 3aKpPbITOMY K/IHOYY OAHUM U3 CneayrLwmx cnocobos:

1. YkasaHue napaMeTpoB KOHTENHepa:

CSPName - nmsa CSP (Cryptographic Service Provider) npoBangepa, ncnosb3yemoro
cepTudunKaTom.

CSPContainerName - nms K/1104€BOro KOHTenHepa.
_ CSPType - Tun CSP-npoBaigepa.
Ecnm He yka3aH napameTp CSPName, cuctema npeaocrasnsetr CSP-npoBaiaepa,
Ha3Ha4YeHHOoro No yMoJI4aHUIO A1 YKa3aHHOro TMna Kpunronposanaepa.

2. YkasaHue daiina ceptudukara:

CSPCertFileName - nytb n uma danna ceptudukara.

3. YkasaHue xelwa cepTudurkaTa, CBA3aHHOIO C KJIHOUYEBLIM KOHTEMNHEPOM:
CSPCertHash - xew ceptudukaTa.
MapaMeTpbl HACTPOMKM ayTEHTUDUKALMNN:
UsedHandShakeScheme - cxema, ncnonbsyemasn gns ayreHtudmkaumm. BoaMmoxHbie
3HaUeHus:

«1»" — ayTeHTMdMKauma no ceptudmkaTty (nposepka nNo ceptudukarty,
npenocTaBNeHHOMY K/IMEHTOM BO BpeMs yCcTaHoBKM SSL/TLS-coegnHeHuns);

«2»" - aYTEHTVI(bMKaLI,MFI B AOMEHE MO NOrMHy " nNaposto,
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«4» (No yMon4yaHu)" — ayTeHTUDMKALMSA MO UMEHU NOSMb30BaTENS U Maposo;

«8» — BOCCTaHOBJ/IeHWe Nnapons;

«32»" — ayTeHTUdUKaLMSA BHYTPU AOMeHa (MO JOMEHHOMY MMEHU MOMb30BATENSA).

(*) CoBMecTMMOCTb CXeM ayTeHTU(PUKaALMN Ha CEpBepe U Y KJIMeHTa:

1. Ecnun Ha cepBepe HacTpoeHa cxeMa « 1>, TO KJIMEHT MOXXeT UCMO0JIb30BaTb CXEMbI
«K1» n «4»,

2. Ecnun Ha cepBepe HacTpoeHa cxeMa « 2>, TO KJIMEHT MOXXeT UCNOoJib30BaTb CXEMbI
«2» N «4>».

3. Ecnum Ha cepBepe HacTpoeHa cxeMa «4>», TO KJIMEHT MOXKeT NCNoJib30BaTb
TOJIbKO CXEMY «4>.

4. Ecnn Ha cepBepe HAacCTpoeHa cxeMa « 32>, TO KJIMEeHT MOXEeT UCMNOoJIb30BaTb
TOJIbKO CXEMY « 32>,

JononHuTenbHble NapaMeTpbl HACTPOMKN pexmnma WwndposaHus (Heoba3aTenbHbIE):

CSPUselInService - npusHak paboTbl KpunTonposanaepa B TUXOM pexunme. Bo3MOXHble
3HaYeHus:

«0» — kpunTonpoBanaep paboTaeT B UHTEPAKTUBHOM PEXUME;

«1» - kpuntonposaraep paboTaeT B TUXOM pexumMe.

Mpu paboTe B TUXOM peXXuMe KpuntonpoBanaep He B3auMoaencreyer
C NnoJib30BaTesieM, U NpU Heo6Xo0ANMMOCTU MHTEPAKTUBHOIo B3aMMoaAenucTBus
(HanpumMmep, 4NA BBoAa Naposia AOCTYyNa K KOHTellHepy) BO3HUKaeT owmnbka.

CSPUseLocalMachineStore - MecTo pacnonoxeHus ceKpeTHoro kit4da. Bo3aMoxHble
3Ha4YeHus:

«0» (N0 YMONYaHUIO) — KJIH0Y HaXoAMTCs B XpaHWUULLE TEKYLLEro Nofib3oBaTens;

«1» — K/I0Y HAaXoAMTCSA B JIOKAJIbHOM XpaHUAULLE KOMMbIOTEpPA.
CheckRevocation - npusHak npoBepku ceptTuduKaTa KpMnNTonposanaepom no CrnmcKy
0TO3BaHHbIX CEPTUHOUNKATOB. BO3MOXKHbIE 3HAUYEHUS:

«0» — NpoBepKa He NpPoOBOAMUTCS;

«1» — npoBepKa NpoBOAMUTCS.
IOBufferMaxSize - pa3smep 6ydepa (B 6anTax) AaHHbIX ANg WndpoBaHUs. 3HavyeHne
no yMon4yaHui: «65536».
CheckClientCert - npunsHak npoBepku cepTudukaTa KIneHTa 4OMNONHUTENbHLIMU CpeacTBaMm

OC Windows.
spn_sspi - SPN cepsepa ang Windows. 3HadeHne No yMondaHuio: «» (Nycro).
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Cekumsn [TLS Extra Parameters]
Cekumsa conoepXmnT HaCTPOMKM AN MIaHOBOM CMEHbI cepTuduKaToB cepBepa (HeobsizaTenbHbIe).

HacTpoiku ana nnaHoOBOW CMeHbl cepTudukKaTa A0/HKHbI 6bITb 3aAaHbl
OO0 UCTeUEeHUa CPoKa AeNCTBUA Tekyllero ceptudukara. NMocne cMmeHbl cepTudukarta
HACTPOMKM yaansoTCca.

NewServerCertHash - 3ameHa cepTudmkarta cepBepa yepes xew. Bo3MoXKHbIe 3HaUYEHUS:

Xell HOBOro ceptudurkata cepsepa — Nocne 3aMmeHbl ceptTudurkaTa 3TO 3Ha4YeHne
3anucbiBaeTcs B HacTpoliky ServerCertHash daiina knnenta mp_pr_client.ini,
a 3HauyeHune HacTponkun NewServerCertHash ygansercs.

«DELETE» — oTMeHa npoueaypbl 3aMeHbl cepTudukara.
«» (MyCcTO, MO YMOAYAHMIO) — 3HA4YeHNEe He 3a4aHo.

NewServerCertDomainName - cMeHa cepTudmkaTa cepBepa 4epe3 AOMEHHOE NMS.
Bo3MOXHble 3Ha4YeHns:

AOMEeHHOe MMs HOBOro ceptudurkaTa — nocne 3aMeHbl cepTuduKaTa 3TO 3HaAUYEHme
3anucbiBaeTcs B HacTpoliky ServerCertDomainName danna knmeHta mp_pr_client.ini,
a 3HauyeHune HacTponkn NewServerCertDomainName yaansetcs.

«DELETE» - oTMeHa npoueaypbl 3aMeHbl cepTudukaTa.

«» (MyCcTO, MO YMOAYaHMIO) — 3HAYEeHNE He 3a4aHo.

5.5.5 MpumMmep daina mp_pr.ini

[Crypto Provider Settings]

CSPName=Microsoft Enhanced Cryptographic Provider v1.0
CSPCertHash=2c3c48279695e2f058ba2acee9e75403bbc34b97
CSPContainerName=Test Container

CSPType=1

CSPUselInService=0

CachKeyAndCertificates=1

[Certificate Stores]
MY=1

Ca=1

ROOT=1

SPC=1
CUSTOM_STORE=1

[MY]

HOST=.
LOCATION=MY
TYPE=1

NHcTpykuma no yctaHoBke Cepsepa QUIK 116



[CA]

HOST=.
LOCATION=CA
TYPE=1
UPDATABLE=1
PRIORITY=1

[ROOT]

HOST=.
LOCATION=ROOT
TYPE=1
UPDATABLE=1
PRIORITY=1

[SPC]

HOST=.
LOCATION=SPC
TYPE=1
UPDATABLE=1
PRIORITY=1

[CUSTOM STORE]

HOST=.
LOCATION=D:\QUIK\Server\CPCerts\userstore.sto
TYPE=2

UPDATABLE=1

PRIORITY=1

[TLS Connection Settings]
CSPCertFileName=enhanced cert.cer

UsedHandShakeScheme=1

[TLS Extra Parameters]
NewServerCertHash=2c3c48279695e2f058ba2acee%9e75403bbc34b97

NewServerCertDomainName=DELETE

5.6 Hacrpouka Kpuntollpo

Y6eantecb, 4To yctaHosseHo MO Kpuntollpo Ha KoMnbtloTepax, rae pacnonoxeHol cepsep QUIK u
cepBepHas 4Yactb QUIK Administrator.

Ons nposepku DUIM Ha KoMnbioTepax, rae pacnonoxeHsl cepsep QUIK u cepeepHoin yactn QUIK
Administrator, gonkHbl 6bITb YCTaHOBNEHbLI BCe HeobxoAMMble KOpHeBble cepTudukaThl YL,. ®annbl
C AaHHbIMK cepTudUrKaTaMm 3arpyxatTcs N3 BHELWHUX UCTOYHUKOB U MOryT 6bITb B dopmaTe .p7b,
.pfx, .pem, .cer.
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5.6.1 YcraHoBKka ceptudukartoB YL Ha cepBepe QUIK npu pa6orte Ha Windows

Mpu pabote Ha Windows cepTtudunkaTtbl YL A0mXHbI 6bITb YCTAHOB/IEHbI B CUCTEMHOE XpaHunuue
KOPHEBbIX AOBEPEHHbIX CEPTUMUKATOB TOM CUCTEMHOM 3anucu, noa Kotopon pabotaet cepsuc MO
cepBepa QUIK mnun cepeepHas 4actb QUIK Administrator. O6bI4HO MCNONBb3YETCA aKKayHT
onpeaeneHHOro nNosb3oBaTtens, AN KOTOPOoro Hy>XHO ycTaHaBnmBaTb cepTudukaTbl, paboTas
yepes akKayHT gaHHoro nonb3osatens. Ecnu MO paboTaeT yepe3 CUCTEMHYHO YUYETHYHO 3anuchb,
cepTudmKaTbl YCTaHABNMBAKOTCA B XpaHW/INLLE NOKAIbHOro KOMMbloTepa.

YcraHoBKa cepTudukata YL B xpaHunuue «JlokanbHbI KOMNbIOTEP>» / «[JoBEepeHHble

KOpPHEBbIe LEeHTPbl cepTudukaumm»

1. OTkpomnTe nony4deHHblin dann ¢ ceptudumkaTomM YL. HaxkMmnte KHOMNKY «YCTaHOBUTb
cepTudukar...».

wh Ceptudukar X

Obwme Coctas MyTb cepTUdMKALIM

;’:,1?‘ Ceepenns o cepTudukarte

Her gosepuna K 3ToMy Kop y cepTudukaty
ueHTpa ceprudmukauymt. Ytobbl BKNOUNTL goBepHe,
YCTaHOBHTE 3TOT CepThHKAT B XpaHwinuie
[AOBEpPEHHbIX KOPHEBbIX CEPTHDUKATOB LIEHTPOB
ceprnduKaLm.

Komy Bbigan: Tectosbiit YL, 000 "KPMMTOPO™

Kem BbigaH: TecTosbiit YL, 000 "KPUMTO-IPO™

Oeiictentenen ¢ 10/4/2024 no 1/4/2025

YCTaHOBUTb CepTUDUKAT. .. 3aqBnEHUE NOCT SBLMKE
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2. B oTKpbIBLIEMCS OKHE «MacTep MMnopTa cepTUdUKaToB» yCTaHOBUTE (hiaXok «JloKanbHbIN
KOMMNbIOTEP>» N HaxMuTe «[anee».

£% Mactep umnopTta cepTdukaTos

Macrep umnopra ceptudpmkarTos

3TOT MacTep NoMOraeT KONMPoBaTh CEPTUMMKATDI, CIMCKN AOBEPUS W CIIUCKM 0T 3bIBa
CepTUPMKATOB € NOKANBHOr0 AMCKA B XPaHUNMILE CEPTUHKATOB.

CepTUdUKAT, BblAaHHDBI LEHTPOM CEPTUOMKAELUIM, SBNSETCA NOATEEMKAEHNEN Balueit
NMHHOCTM W COAEPHRUT MHDOPMALYID, HEOBX0AMMYIO ANS 3aWMTEI AaHHBIX UK
YCTEHOBNEHNA 3aLUMLLEHHBIX CETEBbIX MOAKMOYEHWA. XpaHunuwe cepTUdUKaTos —
3T0 06NacTb CUCTEMbI, NPeaHasHaYeHHas ANA XpaHeHUs cepTUBMKAETOB.

PaCcnonoxXeHue XpaHunuwa
O Texkywwmit nons3osatens

(®) NokanbHslit KoMIbIOTED

[lns NPOAOIIKEHNS HEXMUTE KHOMKY “flanee”.

& Nanee Ormena

3. B OTKpPbIBLLUEMCS OKHe «XpaHunuuie CepTMCbMKaTOB» BbIMNONMHUTE Cneayouwune AencTBuS:

X

€ &% Macrep umnopTa cepTUduKaTos

Xpanunuuie ceprudukaTos

XpaHUMMILE CepTUMKATOB - 3TO CUCTEMHBIE 0BNaCcTH, B KOTOPLIX
XPaHATCH CEpTUMKATEL.

Windows aBTOMaTM4ECKM BLIBEPET XPEHUANLLE, MW Bbl MOXETE YKa3aTb
pacrionoxerue cepTuduKaTa BpyyHyIo.

(O AsToMaTHuECKM BLIGPATE XPAHUMMLLE Ha OCHOBE THNA CEPTMOMKATA
(®) MoMecTUTb BCe CEPTUBMKATLI B CNEAYIOWEE XPAHUIWLE

XpaHunmwe cepTuduKaTos:
I JloBEpeHHbIE KOPHEBbIE LIEHTPbI CEPTUDMKALYM Of30p...

Janee OtmeHa

YcTtaHoBUTe hnaxkok «MoMecTuTb BCce cepTUdMKaThl B CefyoLee XpaHuimwe»;
BbibepuTe xpaHunuuie «[JoBepeHHble KOPHEBbIE LEHTPbI cepTUdUKaLUN>»;

HaxMmute «[anee».
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MpoBepka ycTaHOBKU cepTudunkata YU B xpaHunuue «JlokasibHbI
KoMnbloTEep>» / «[loBepeHHble KOPHEeBble LeHTPbl cepTucdunkaumm>»
1. HaxmuTte «[llyck».

2. Habepwute «certim.msc».
3. BbibepuTe npeanoXxeHHy rnporpamMmmy.

4. Y6eputecb, uyto ceptudukaTt YL yctaHoBNEH B «[JoBepeHHbIE KOPHEBbLIE LIEHTPHI
cepTndmKaunm» B OTKpbIBLIEMCS OKHe «certlm — [CepTudunkaTtbl — JIoKanbHbIA KOMNbIOTEP]».

5.6.2 YcraHoBKa ceptudukaToB YL Ha cepBepe QUIK npu pa6ore Ha Linux

HacTtpoiika npomnsBoanTcs npu Hannymm daina, B KOTOPOM HaxXOAUTCS KOPHEBOW cepTudukart
MoJly4yeHHbIN oT YLI.

YcTaHOoBKa cepTudmMKaToB noj nosib3oBartesieM arqasrv

Mpu pab6oTe Ha Linux ncnonb3yeTcsa nosib3osBaTtesib C onpeaesieHHbIM UMEHEM,
MO QUIK ycrtaHaBaMBaeTCs OT NoJjib3oBaTesiIs C UMeHeM — arqastrv.

1. CkonupynTte noay4yeHHbIn oT YL dain ¢ KopHEBbIM cepTUdUKATOM, HanNpMMep, B narky
/opt/arqasrv/quik/quik/CryptoPro (roe pacnonoxen cepsep QUIK). Hanpumep:
«certnew.p7b».

2. BbinonHuWTe KOMaHAy B Katanore c «certnew.p7b»:

sudo chmod 777 ./certnew.p7b

3. lMpoBepbTe Bnagensua darna ceptmdunkaToB «certnew.p7b» KoMaHOOM:

ls -1 ./certnew.p7b

Ecnu Bnapeneu danna «certnew.p7b>» otnnuaerca oT nosb3oBartens arqasrv,

BbIMOJIHUTE KOMaHAY:

sudo chown -R argasrv: *

Ecnm cuctema pabortaer nop nosib3oBaTtesieM, OTJIMUYHbIM OT arqasrv (Hanpumep,
arqa), To ANA CMeHbl NoJ1b30BaTesis Ha arqasrv BbIMOJIHUTE cJieaylolme KOMaHAabl:

BbinonHUTE KOMaHAy AN HaCTpOﬁKM npaB NoJib3oBaTeNnA:

sudo su -
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[sudo] mnaporyb mnsa arga: (BBeguTe NapoJib OT root IJig IOJb30BaTess arda)

CMeHuTe nonb3oBaTensa Ha arqgasrv KOMaHAOW:

sSu - argasrv

4. YcraHoBuUTe cepTUdUKaThbI:

Mepengnte B MECTO pacnosioXeHns XpaHunnwa «certnew.p7b», rae oH 6bi1 coxpaHeH
(/opt/arqgasrv/quik/quik/CryptoPro);

YcTaHOBUTE KOpPHEBbIE cepTUdUKaTbl KOMaHAoM (cepTudurkaToB MoOXeT bbiTb
HEeCKOJIbKO B KOHTenHepe dopmaTa PKCS7):

/opt/cprocsp/bin/amd64/certmgr -install -store root -file certnew.p7b

pe:

«/opt/cprocsp/bin/amd64/certmgr» — meHeaxep cepTUdnKaTOB;
«-install» - komMaHAa ycTaHOBKKN cepTUdUKaTOB;
«-store root» — xpaHununwe KOpHeEBbIX JOBEPEHHbIX CEPTUPUNKATOB;

«-file certnew.p7b» — nmsa daiina KOHTeNnHepa, coaepkaliee KOpHeEBLIe
cepTudukaThbl.

Mpumep:

B pe3ynbTaTe BbINONHEHUA KOMaHAbl, 0TO6pa3nTCcsa CNMCoK cepTudmnKaTos,
KOTOpble HAaXOAATCA B yKa3aHHOM KoHTelHepe. lNMoa HoMepoM 1 ceptudumkat «YL»,
KOTOpbI HEO6X0AMMO NOCTaBUTb B «[JOBEPEHHbIE KOPHEBbIE LIeHTPbI
cepTudunkaummn».,

3maTesb : OI'PH=1234567890123, MHH=001234567890, STREET=yJ.
CymeBCKMM Baj n. 18, C=RU, S=r. Mockea, L=Mockea, O0="000 ""KPHUITO-IIPO""",
CN="TecTorpmt YI[ OO0 ""KPUIITO-IIPO"""

CyOBeKT : OI'PH=1234567890123, MHH=001234567890, STREET=yJ.
CymeBCckuM Bajg n. 18, C=RU, S=r. Mockea, L=Mockra, O0="0O00 ""KPHUIITO-IIPO""",

CN="TectTosent YL OO0 ""KPUITO-IIPO"""

CepUMHEM HOMED : Ox3AF80A1332834D994C4E6FO0ADO7C8FAD

SHA1l oTneuaTok : 41dcbff2ael02339%cedd0d5100£fb8e6018353d
NneHTudmkarop kJjwoda : €4c08096e4b47834123c22b975cd96204330b023
ANTOPUTM NOINMCH : TOCT P 34.11-2012/34.10-2012 256 6ur
AJITOPUTM OTKP. KJI. : TOCT P 34.10-2012 256 6ur (512 06wur)
Beiman : 04/10/2024 12:22:02 UTC

JlcTekaeT : 04/01/2025 12:32:02 UTC
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CchlJIKa Ha KJIY : Her

Haxxmute «1» n «Enter».

Onsa kKoHTelHepoB cepTudmkaToB YL, c naponem, Hanpumep, B dopmaTte <PKCS12>,
MCrMoNb3yeTcs criefyowas KoMaHaa YCTaHOBKU:

«/opt/cprocsp/bin/amdé4/certmgr -store root -file ./test user xpmnromnpo.pfx -pfx

-pin 12345»

Moe:

«-pin» — naposib OT KOHTenHepa .pfx.

MpoBepka yctaHOBKMK cepTudumukarta YL ana nonb3oBartens arqasrv
Bce ceptudmkatbl KpunTtollpo XpaHATCS N0 YKa3aHHOMY MyTW:

/var/opt/cprocsp/users

CepTuduKaTbl arqasrv XpaHAaTCcs Mo yKa3aHHOMY MyTu:

/var/opt/cprocsp/users/argasrv/stores

MpoBepuTb Bnagenbua ceptndmrKkaToB MOXHO KOMaHAOM:

1ls -1

MNpoBepuTb YCTaHOBMIEHHbIE KOPHEBbIE cepTUUKaTbl MOXHO KOMaHAOM:

Onsa Windows:

Certutil -store root

Ansa Linux:

/opt/cprocsp/bin/amd64/certmgr -list -store root
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5.6.3 ®dawnn HacTpoek qrypto.cfg Ha cepBepe QUIK

JobaebTe B dhann qrypto.cfg Ha Windows cneaytouime HaCTpoOnKu:

[CryptoProviders]

cryptopro=1

[cryptopro]
Module=.\cpcsp pr.dll

IniFile=.\cpcsp pr.ini

JobaebTe B dann qrypto.cfg Ha Linux cnegyowme HaCTPONKU:

[CryptoProviders]
cryptopro=1

[cryptopro]
Module=./libcpcsp pr.so

IniFile=./cpcsp_pr.ini

5.6.4 ®dain HacTpoek qadminsrv.ini cepBepHoi yactu QUIK Administrator

JobaBbTe B dann gadminsrv.ini cepsepHoit yactn QUIK Administrator Ha Windows

cneayrouwme HaCTporKu:

CryptoProviders]

cryptopro=1

[cryptopro]
Module=.\cpcsp pr.dll

IniFile=.\cpcsp pr.ini

JobasbTe B hann gadminsrv.ini cepsepHor Yactu QUIK Administrator Ha Linux cneaytowme

HaCTPOMKMU:

[CryptoProviders]
cryptopro=1

[cryptopro]
Module=./libcpcsp pr.so

IniFile=./cpcsp _pr.ini
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5.6.5 ®ain HacTpoek cpcsp_pr.ini cepsepa QUIK

Ykaxute B cekumumn [Certificate Stores] cneayoune 3Ha4eHUs:

[Certificate Stores]
CA=1

ROOT=1

CUSTOM STORE=1

loe:
«CA» — npoMexyTo4dHble cepTudukaTtbl YL. MNMyTb K AAHHOMY XpPaHUNMLLY YKa3blBaeTCS B

cekuumn [CA] danna «cpcsp_pr.ini»:

[CA]

HOST=.
LOCATION=CA
TYPE=1
UPDATABLE = 1
PRIORITY = 1

«ROOT» - kopHeBble cepTudukaTbl YL. MyTb K AAHHOMY XPaHUULLY YKa3blBAaeTCHA B CEKLMN

[ROOT] danna «cpcsp_pr.ini»:

[ROOT]
HOST=.
LOCATION=ROOT
TYPE=1
UPDATABLE = 1
PRIORITY = 1

«CUSTOM_STORE» — nokanbHoe XxpaHunuwe ceptudurkaTos Nosb3oBaTenen B Buae ganna.
MyTb K AaHHOMY XpaHunuuy yka3sbiBaeTcs B cekumn [CUSTOM_STORE] daina «cpcsp_pr.ini»

[CUSTOM_STORE]
HOST=.

LOCATION=. /userstore.sto
TYPE=2

UPDATABLE = 1

PRIORITY = 1
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®ann «userstore.sto» gonxeH 6bITb Co34aH 3apaHee, B Hero ¢ nomowbio QUIK Administrator
nobaensoTca cepTudunkaTthl Nonb3oBaTeneln, KOTopble OTNPaBASOT NOANMCAHHbIE TPaH3aKLun

Ha cepBep QUIK. Bnagenbuem AonxeH 6biTb NONb30BaTENb argasrv.
5.6.6 ®dain HacTpoek cpcsp_pr.ini cepBepHoit yactn QUIK Administrator

Ykaxunte B cekummn [Certificate Stores] cnegytouwme 3HaueHus:

[Certificate Stores]
CAa=1

ROOT=1

CUSTOM STORE=1

Moe:
«CA» - npoMexyTouHble cepTudukatol YU. MNMyTb K AAHHOMY XpaHUAULLY YKa3blBaeTCs B

cekumu [CA] dpanna «cpcsp_pr.ini»:

[CA]

HOST=.
LOCATION=CA
TYPE=1
UPDATABLE = 1
PRIORITY = 1

«ROOT» — kopHeBble cepTudunkaTtbl YL. MNyTb K AaHHOMY XPaHWJIULLY YKa3blBAaeTCs B CEKLUN

[ROOT] danna «cpcsp_pr.ini»:

[ROOT]
HOST=.
LOCATION=ROOT
TYPE=1
UPDATABLE = 1
PRIORITY = 1

«CUSTOM_STORE» — nokanbHOe XpaHunuiie cepTudukaToB nosb3oBaTtenen B Buae danna.
MyTb K AAHHOMY XpaHWAULWY YKa3sbiBaeTcs B cekumm [CUSTOM_STORE] danna «cpcsp_pr.ini»

[CUSTOM STORE]

HOST=.
LOCATION=/opt/argasrv/quik/quik/userstore.sto

TYPE=2
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UPDATABLE = 1
PRIORITY = 1

XpaHunuue ceptudpunkartoB «userstore.sto» gna cepsepa QUIK u cepBepHOM 4yactu
QUIK Administrator — o6wee.

5.6.7 MpoBepka MHMUManmsaunm nposaaepa Kpunrtollpo

1. 3anyctute cepBep QUIK.
2. OtkpoinTe «events.log».

Mpu ycnewHoM ycTaHOBKe O0TO6pa3suTca cneayowan AMarHocrmka:
«Sign provider “CryptoPro” initialized successfully».

5.6.8 Murpaums cepBepHoi yactu ¢ OC Windows Ha OC Linux

1. YcranoBute MO Kpuntollpo Ha cepeepe Linux n HacTpoiiTe cepeep QUIK Ha 3UMN Kpuntollpo
Mo MHCTPYKUMK yCcTaHOBKM DL,

2. lepeHecuTe sto-dann ¢ xpaHmnunwem ceptudmkaTos nonbsosatenen cepesepa QUIK nog
Windows B cepBep QUIK nog Linux. lna aToro ckonupymnTte gaHHbii ann B Tpebyemoe MecTto
XpaHeHus B Linux n ykaxuTte AaHHbIM NyTb B ini-danne HacTpoek Kpuntonposanaepa (cekuns
[CUSTOM_STORE], napameTtp LOCATION).

I Bnapenbuem sto-cdaisa gosmkeH 6biTb NOsIb30BaTeNb arqasrv.

3. HactponTte cepsep QUIK nog Linux Ha paboTy c B/l, koTopasa ucnonb3yetcsa Ha cepeepe QUIK
noa Windows.

Ecnu ncnonb3yerca 6asa gaHHbIX noa ynpasneHueMm CYB][ Microsoft SQL Server,
TO npeaBapuTesIbHO HE06X0AMMO BbINOJIHUTD MUIPaLMIO AaHHbIX U3 Microsoft SQL
Server B PostgreSQL.

Ecnu cepBep, ycTaHOBJIeHHbIM Ha Windows, HacTpoeH Ha 3L yepes
kpuntonpoBaipaep MP (B cdaitne qrypto.cfg Haxoautca ccbiyika Ha dann mp_pr.dll
BMecTOo cpcsp_pr.dll), To pononHutenoHo Heo6xoanmMmo moancMuMpoBaTb faHHbIe B
b1, meHsia B Tabnuuax dbo.users.crypto_type un dbo.crypto_pro_key cTpoky
«CSpPSsSpi» Ha «cryptopro>. [1ns 3To0ro Heo6xoAMMO BbINOJIHUTDL clieayrolme
3anpochbl k bl:

update dbo.USERS set CRYPTO TYPE='cryptopro' where CRYPTO TYPE='cspsspi'
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update dbo.CRYPTO PRO KEY set CRYPTO TYPE='cryptopro' where CRYPTO TYPE='cspsspi'

5.7 HacTtpouka CurHan-KOM

Y6eautech, uto yctaHoBneHo MO CurHan-KOM Ha koMnbloTepax, rae pacnonoxeHbl cepeep QUIK
n cepsepHas dyactb QUIK Administrator.

Onsa nposepku DUIM Ha koMnbloTepax, rae pacnonoxeHbl cepeep QUIK mn cepsepHon yactn QUIK
Administrator, fonXHbI 6bITb YCTaHOBNEHDbI BCe HE06X0aMMble KOpHeBble cepTudukatbl YL. dainbl
C AaHHbIMK cepTudmrKaTaMun 3arpy>KaroTcsi N3 BHEWHUX MCTOYHUKOB M MOryT 6bITb B popmaTe .p7b,
.pfx, .pem, .cer.

KpuntonpoBangep SSLAndMessagePro npenocraBiasieT BO3MOXHOCTb paboThbl C ABYMS
Kkpuntorpadunyecknmm 6mubnnotekammn: Message-Pro n SSL-Pro.

5.7.1 Hactpoiika wudpoBaHua ana OcHoBHoro cepsepa QUIK gna Windows

1. [lNpoBepbTe HanMuMe n npum Heob6xoaAnMMoCTn ckonupyrTe B pabounin katanor OCHOBHOIO
cepsepa QUIK dannbl, Heobxoanmele ang paboTbl NporpamMmMbi:

«sslpro.dll» — 6ubnmnoteka SSL-Pro, npeaoctaBnsieTcs KoMnaHmen «CurHan-KOM»;

_ «signalcom_pr.dll» - moaynb 06begmnHeHHOro npoBangepa 6nbnmnotek SSL-Pro
n Message-Pro;

«signalcom_pr.ini» — dann c obwmmMm HacTporikaMmn nNnpoBanaepa, napameTpamm

coeaMHEeHUs nosib3oBaTtens u HacTtpomkamm JLIMM.

2. [na wndposaHusa cepeepy noHanobutca Habop k4yeBbliX GansioB 1 cepTUPmKaToB. HyXHO
[0 3anycka nomMectuTb dannbl Knoven n ceptTudurKaTbl B COOTBETCTBYIOLWNI nogKaTanor
KaTanora Ka4yeBoro Hocutens nporpaMmbel. OnncaHme pekoMeHayeMoro opmaTta Kato4YeBoro
HOCUTEeNsa CM. B M.

DYHKLUMOHMPOBaAHNE CUCTEMbI C UCMNOJIb30BaHUeM WndpoBaHUA C NOMOLLbIO
6mubnunotekn SSL-Pro Tpebyer Hanuuma y ka>kaoin us ctopoH (cepeepa u Pabouunx
MecT QUIK) cekpeTHOro kJiro4ya, COOTBETCTBYIOLWero eMmy ceptudumkara, a Takke
Heob6xoanMMoro Habopa cepTuduUKaToB YAOCTOBEPSAIOLWMNX LEHTPOB. B TeKyLwmnx
BEpPCUSAX KJ1IOY cepBepa He Ao/HKEH 6biTb 3alyMiLeH napoJieM, MHa4e npu nonbiTke
3anpocuTb Naposib cepBep 3aBUCHeT. [lns reHepauum kao4vein n ceptucdpumkaTos
ncnosnb3lyerca MO, He BxoasLlee B COCTaB CTAaHAAPTHONO KOMIMJIEKTa NOCTaBKMU
cucrtembl QUIK. Bonpoc ero npuobpereHus pewlaerca ¢ KoMmnaHmen «CurHan-
KOM>»>>.

3. B cooTBeTCTBMM C ONUCAHMEM CTPYKTYpbl danna YKaxxunte Heobxoanmble
HacTponku wudposaHus B danne signalcom_pr.ini OC QUIK. B gaHHOM cnyyae B daiine
signalcom_pr.ini 6yayT ykasaHbl 1 obline HacTponkM Kpuntonposangepa,  HacTPoOWKN,
KoTopble 6yayT MCNO/Ib30BaTbCS MMEHHO ANs WWdpoBaHus.
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4. YkaxuTte B paine gqrypto.cfg cnegytowme HacTporikn nposangepa:

B cekumio [CryptoProviders] go6asbTe HacTpoliky SignalComMessageAndSSLPro=1:

[CryptoProviders]

SignalComMessageAndSSLPro=1

JobasbTe B hann cekumto [SignalComMessageAndSSLPro] cneaytowero smaa:

[SignalComMessageAndSSLPro]
Module=.\signalcom pr.dll ;HOOJHEIM MJIM OTHOCMUTEJBLHEIM IYyTb IO MCIIOJHSAEMOTO Odalna

IniFile= .\signalcom pr.ini ;IIOJIHEI WMJIM OTHOCUTEJIbHBI IyThb IO danma C

HaCTpoOMKaMm

5. YKaxwuTe nyTb AN HAaCTPOEHHOro paHee danna signalcom_pr.ini ¢ HacTponkamu WnNdpoBaHUS
nocpeactsom 6ubnnotekn SSL-Pro, koTopbie cepBep 6yaeT Mcnonb3oBaTb NpU NOAKTHOUEHUN
nonb3oBatenen. Anga atoro B cekummn [usend_module] darna HacTtpoek cepepa quik.ini
co3panTe HacTpomnky crypto_provider_ini_file=.\signalcom_pr.ini:

[usend module]

crypto provider ini file=.\signalcom pr.ini

Ecnu OcHoBHoM cepBep QUIK ncnonb3yert To/ibKO OAUH KpUnTonpoBaaep
wnudpoBaHuA, TO AJIS 3aAaHUA ero HaCTPOeK MOXKHO UCMNOJIb30BaTb HACTPOMKY
crypto_provider_ini_file B cekunu [usend_module].

Ecnu npoBaiiaepoB HECKOJIbKO, TOrAa AJIA 3aAaHMUA HAaCTPOeK HY>XHO MCMNoJib30BaTb
HacTpoiky «crypto_provider_ini_file_sslpro>» — kniou gna sagaHusa
KpuntonpoBahaepa SSL-Pro.

6. 3anyctute OcHoBHOM cepBep QUIK n ybegmtecb B Hannumm cnenyowmx CTpok B daiine
events.log:

Crypto provider ‘SignalComMessageAndSSLPro’ inited

5.7.2 Hacrtpoiika 3LIM ana OcHoBHoOro cepsepa QUIK ana Windows

1. lMpoBepbTe HanAM4umne n Npu Heobxoa4NMMOCTU ckonumpyiTe B pabounin katanor OCHOBHOIro
cepBepa QUIK dannbl, Heobxogmmble anst paboTbl NporpamMmMmbl:

_ mespro.dll - 6ubnnorteka Message-Pro, npeaocrasnseTcs KoMnaHnen «CurHan-KOM»;

_ signalcom_pr.dll - mogynb o6begmHeHHOro nposangepa 6nbnunotek SSL-Pro
n Message-Pro;
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signalcom_pr.ini — dann c obwmmm HacTporikamm npoBangepa n HacTponkamm JLIM.

2. MNomectute dannbl C cepTdmnKaTaMm nNosib3oBaTeNen, KoTopbie 6yayT NnpucbiiaTh TPaH3aKUumn
Cc OUIMN B cooTBETCTBYOWMI NOAKATANIOr KaTanora K/JK4YeBoro Hocutens nporpammel. OnmcaHme
pekoMeHayeMmoro cdopmMarta KJK4YeBoro HoCUTensa CM. B M.

DYyHKLUMOHMPOBaAHUE CUCTEMbI C ucnosibsosaHmem SN c nomowbo 6MbaNoOTEKN
Message-Pro Tpebyer Hannuuna y Pabounx mect QUIK cekpeTHOro knwoua,
COOTBETCTBYHOLEro emy ceprtudukara, a Takke Heobxoaummoro Habopa
cepTMhunKaToB YAOCTOBEPAOWMX LLeHTPOB. CO CTOPOHbI cepBepa Tpebyertcs
Ha/Mume cnpaBOYHMKA KJIMEHTCKUX ceptudukatos n Heobxoammoro Habopa
cepTMdhuMKaToB YAOCTOBEPAOLWMUX LEHTPOB. [1nA reHepauum Knryen

n ceptucdpumkaToB ncnonbsyerca MO, He BxoasiLlee B COCTaB CTaHAAPTHOIo
KoOMMieKkTa nocrtaBkm cucrembl QUIK. Bonpoc ero npumobpereHun pewaercs
Cc KoMnaHuen «CurHan-KOM». NMoaaeprxka cepBepHOro cnpaBoYHUKaA
cepTMdhunKaTOB B aKTyaJIbHOM COCTOAHUM (yAaJsieHue OTO3BaHHbIX

M NMPOCPOYEHHbIX CEpTU(UNKATOB) TaKXKe OCYLLEeCTBJISEeTCa CTOPOHHMM [MO.

3. B coOTBeTCTBMU C ONUCAHUEM CTPYKTYpbl (anna yKaxxunte Heobxoanmele
HacTpoliku UM B danne signalcom_pr.ini OC QUIK. B gaHHOM cny4ae B caiine
signalcom_pr.ini 6yayT ykasaHbl 1 06wme HaCTpOKM KpUnNTonpoBanaepa, U HaCTPOMKM,
KoTopble 6yayT ncnoab3oBaTbCS MMEHHO AN npoBepku DLIM.

4. Ykaxute B dainne qrypto.cfg cneayowme HacTporku nposaliaepa:

B cekumio [CryptoProviders] no6asbTe HacTpoliky SignalComMessageAndSSLPro=1:

[CryptoProviders]

SignalComMessageAndSSLPro=1

JobasbTe B hann cekumto [SignalComMessageAndSSLPro] cnepytouwero smaa:

[SignalComMessageAndSSLPro]
Module=.\signalcom pr.dll ;HOOJHEI MJIM OTHOCUTEJIBHENI IyTb OO MCIOJHAeMOTOo bara
IniFile= .\signalcom pr.ini ; TIOJTHBEIM MJIM OTHOCUTEJIBHEIM NYTh OO dania C

HaCTpoMKaMmu

B cnydae oTcyTCcTBMSA yKaxuTe B cekumn [auth] cneayrowmne HacTponkn:

[auth]

sign=secprov.dll

5. 3anyctute OcHoBHoW cepBep QUIK n ybeantecb B Hannuum cnepyrowmx cTpok B darine
events.log:
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Sign provider 'SignalComMessageAndSSLPro' initialized successfully

5.7.3 Hacrtpoika wuncdpoBaHus ansa OcHoBHoro cepBepa QUIK ansa Astra Linux

1. [lNpoBepbTe HannuMe n npm HeobxoanMocTn ckonupyrte B pabounin katanor OCHOBHOIO
cepBepa QUIK dannbl HeobxoauMble ans paboTbl NporpaMmbl:

libsslprox.so.0 — 6ubnuoteka SSL-Pro, npepocraBnsercsa komnaHnen «CurHan-KOM»;

_ libsignalcom_pr.so - moaynb o6beanHeHHoro nposanaepa 6mbnmortek SSL-Pro
n Message-Pro;

signalcom_pr.ini — dann c obwmmMm HacTporikamm nposangepa.

2. [ns wudpoBaHUa cepBepy NoHagobutcs Habop knueBbiX GannoB 1 cepTudmKaToB, HYXKHO
[0 3anycka NoMecTuTb Gannbl K4en n ceptudunkaTtbl B COOTBETCTBYIOLWNIA NoaKaTanor
KaTanora KaW4yeBoro HocuTensa nporpaMmmbel. OnnucaHme pekoMeHayeMoro gopmaTta Ka4yeBoro
HOCUTEend CM. B .

DYHKLUMOHMPOBaAHNE CUCTEMbI C UCMNOJIb30OBaHUeM WwnchpoBaHNA C NOMOLLYbIO
6mbnmnortekmn SSL-Pro Tpebyer Hannuunna y KaXxaom us cTopoH (cepBepa

M KNMEeHTCKnX pabounx mect QUIK) cekpeTHOro kno4a, COOTBEeTCTBYHOLLEero emy
ceptudukarta, a Takke Heo6xoaumoro Habopa cepTuchunkaToB ya0CTOBEPSOLLMX
LHEeHTPOB. B TeKywmnx Bepcuax K04 cepBepa He AoJ/KeH 6biTb 3aliMileH
napoJsieM, MHa4e rnpm nonbiTKe 3anpocuTb Naposib cepBep 3aBUCHeT. Anna
reHepaumm knrwuen n ceptudukaToB ucnonbsyercs MO, He BxoasLllee B COCTaB
CTaHAAPTHOIro KOMIMJ1IeKTa nocraBsku cucrtembl QUIK. Bonpoc ero npumobperenusn
pewaeTca c kKoMnaHmen «CurHan-KOM».

3. B cooTBeTCTBMM C ONUCAHMEM CTPYKTYpbl ainna nponuwnte Heobxoanmble
HacTponku wudposaHusa B damnne signalcom_pr.ini OC QUIK. B gaHHOM cny4yae B danne
signalcom_pr.ini 6yayT ykasaHbl 1 06wme HaCTpOKM KpUNTonpoBanaepa, U HaCTPOMKHU,
KoTopble 6yayT NCNO/Ib30BaTbCA MMEHHO Ans WwWndpoBaHums.

4. YkaxuTte B danne qrypto.cfg cnegytowme HacTponkn npoBanaepa:

B cekumio [CryptoProviders] no6asbTe HacTpoliky SignalComMessageAndSSLPro=1:

[CryptoProviders]

SignalComMessageAndSSLPro=1

_ [obasbTte B dhann cekumto [SignalComMessageAndSSLPro] cneaytowero smaa:

[SignalComMessageAndSSLPro]
Module=./libsignalcom pr.so ;IIOJIHEI WMJIM OTHOCUTEJIbHBII IIYTH IO

MCIIOJIHAEeMOT O danya
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IniFile= ./signalcom pr.ini ;IIOJIHEI WMJIM OTHOCUTEJIbHBI [IyThb IO dania C

HaCTpoOMKaMm

5. YKaxwuTe nyTb ANS yXXe HAaCcTpoeHHOoro paHee danna signalcom_pr.ini ¢ HacTponkamm
WwndposaHus nocpeacTsom 6ubnmotekn SSL-Pro, koTopble cepBep 6yaeT ncrnonb3oBaTtb
npu NOAKJItOYEHMK Mosib3oBaTenen. na atoro B cekunm [usend_module] danna HacTpoek
cepBepa quik.ini cozganTe HacTpomnky crypto_provider_ini_file=./signalcom_pr.ini:

[usend module]

crypto provider ini file=./signalcom pr.ini

Ecnu OcHoBHoM cepBep QUIK ncnonbsyerc To/ibkO OAMH KpUnTonpoBanaep
wudpoBaHUaA, TO AJiIS 3aAaHUA ero HaCTPoeK MOXXHO MCMNOJIb30BaTb HACTPOMKY
crypto_provider_ini_file B cekunmn [usend_module].

Ecnu npoBaiaepoB HECKOJIbKO, TOrAa AJIA 3af4aHMUA HAaCTPOEeK HY>XHO MCMNOoJib30BaTb
HacTpouky «crypto_provider_ini_file_sslpro» — knwou ana sagaHua
KpuntTonpoBahaepa SSL-Pro.

6. 3anyctute OcHoBHOM cepBep QUIK n ybeanTtecb B Hannuum creayowmx CTpok B danne
events.log:

Crypto provider ‘SignalComMessageAndSSLPro’ inited

5.7.4 Hacrtpoiika LM ana OcHoBHoro cepeepa QUIK ana Astra Linux

1. [lNpoBepbTe HanMuMe n nNpm Heob6xoaAnMMoOCTU ckonupynTe B pabounin katanor OCHOBHOIO
cepBepa QUIK dannbl, Heobxoanmble ansa paboTbl NporpamMmmbl:

_ libmesprox.so.0 - 6ubnmnoteka Message-Pro, npegocrasnseTcsa komnaHuen «CurHan-
KOM»;

_ libsignalcom_pr.so — moaynb o6beanHeHHoro nposanaepa 6ubnmortek SSL-Pro
n Message-Pro;

_ signalcom_pr.ini — cdann c obwmmMn HacTponkamm nposangepa v Hactponkamm SLIM.
2. TlMomectuTe annbl ¢ cepTudmKaTaMm nonb3oBaTenen, Kotopble 6yayT NpucbinaTbh TpaH3aKunm
C DU, B COOTBETCTBYOLWMIM noaKaTanor Kataaora KJo4eBoro HoCcMTeNns NporpamMmmel.
OnucaHue pekoMeHayeMoro opmaTta KIat4eBoro HoOCUTeNs CM. B M.

DYyHKLMOHMPOBaAHUE CUCTEMbI C ncnosibzosaHmem SN c nomouwbo 6MbanoTekn
Message-Pro Tpebyetr Hannuma y knimeHTckux Pabounx mect QUIK cekpeTtHoro
KJ1l04a, COOTBETCTBYOLWero eMy ceptudumkara, a Takxke Heobxoammoro Habopa
cepTMdPurKaToB YAOCTOBEPAOLWMNX LeHTPoB. Co CTOpOHbI cepBepa Tpebyercs
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Hannume cnpaBoOYHMKA KJIMEHTCKUX ceptudmnkaToB n Heobxoammoro Habopa
cepTMUKaToB YAOCTOBEPSAOLWMNX LLEHTPOB. [1nA reHepauumn Kao4en

n ceptucdukaroB ncnosbsyerca N0, He BxoasilLlee B COCTaB CTaHAAPTHOIO
KoOMMJ1eKkTa nocrtaBkm cucrembl QUIK. Bonpoc ero npumobpereHun pewaercs
Cc koMnaHuen «CurHan-KOM». NMNoaaeprxka cepBepHOro cnpaBoYHMUKa
cepTu(mMKaToB B aKTyaJibHOM COCTOSSHMM (yAaneHune oTo3BaHHbIX

M NMPOCPOYEHHbIX CEpTU(hUNKATOB) TaKXKe OCYLLEeCTBJISETCA CTOPOHHMM [MO.

3. B cooTBeTCTBMM C ONMMUCAHMEM CTPYKTYpbl aina nponuwnte HeobxoanMmble
HacTpoliku UM B danne signalcom_pr.ini OC QUIK. B gaHHOM cny4ae B danne
signalcom_pr.ini 6yayT ykasaHbl 1 0bwme HaCTpoKM KpUNTonpoBanaepa, U HaCTPOMKH,
KoTopble 6yAyT NCNOSIb30BaTbCS MMEHHO Ans nposepku DLIM.

4. YkaxuTte B panne gqrypto.cfg cnegytowme HacTpoikn nposangepa:

B cekumio [CryptoProviders] no6asbTe HacTpoliky SignalComMessageAndSSLPro=1:

[CryptoProviders]

SignalComMessageAndSSLPro=1

Job6aebTe B dhann cekumnto [SignalComMessageAndSSLPro] cneaywouwero smaa:

[SignalComMessageAndSSLPro]
Module=libsignalcom pr.so ;HOJHEIM MM OTHOCUTEJbHEIM NyTb IO MCIOJHAEMOTO Odalna
IniFile= ./signalcom_pr.ini ; TIOJTHBEIM MJIM OTHOCUTEJIBHEIA NYThb OO dania C

HacCTpoMKaMmu

B cnydae oTcyTCcTBMSA yKaxuTe B cekummn [auth] cneayrowmne HacTponkn:

[auth]

sign=libsecprov.so

5. 3anyctute OcHoBHoM cepBep QUIK n ybeantecb B Hannummn cregyowmnx cTpok B darne
events.log:

Sign provider 'SignalComMessageAndSSLPro' initialized successfully

5.7.5 Hacrpoika wuncdpoBaHus gns CepBepa poctyna QUIK

HacTpoika wudpoBaHnsa 4Nna KaHana CBs3M C KNIMeHTaMM OCYLLEeCTBISETCS aHa0rM4YyHO HacTponke
OcHoBHoro cepsepa QUIK (CM. NyHKT HaCTpoOMKKN ans nnum ) no waram 1-5.
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Ana kaHana ceasn CepBepa A0CTyrNa C BblWECTOSLWMMM B MeEpapxmm cepeepamm wimn
OcHoBHoOro cepsepa QUIK B TMNnoBoi kOH(Urypaumm ucnonb3syerca 6ubnmorteka
Qrypto32, no3ToMy HacTpamBaTb WwndpoBaHue ¢ noMmoubio 6Ménunorexkn SSL-PRO
ANA 3aWMTbl KaHana cBsism Mmexxay CepBepoM AOCTyNna U BbIlUECTOALWMMHN B
nepapxum cepsepamm nnm OcHoBHoro cepsepa QUIK He Tpeb6yeTcH.

1. Bbu6nunoreka SSL-Pro npmu pa6orte Ttpebyer 6onbunx, uem Qrypto32,
BbIYMUC/INTE/IbHbIX PECYPCOB, NO3TOMY AOCTAaTOYHOCTb YPOBHSA
NPOU3BOANTEJIbHOCTU CUCTEMDbI 06A3aTe/IbHO HY>XHO NPOBEPUTb A0 3anycka
KOMMJiekca B 60eByl0 3KcnJlyaTaumio.

2. B npouecce pab6oTbl 6u6nnorekn SSL-Pro Ha CepBepa pocTyna BO3MOXHO
MCNoJib30BaHUe KJ1lo4a U ceptucgukara, MCNoJib3yeMbiX Ha BblllecTosiLyme
B Mepapxuu cepBepaMm, — 3TO CHMKaeT 6e30NacHOCTb, HO ynpoLlaeT npoueaypy

aAMMWHUCTPUPOBAHUA KJIIOUEN.

5.7.6 Hactpoiika 3UN ansa Cepsepa goctyna QUIK

B TunoBoi koHpuUrypauum Hactpoiku UM ana CepBepa aoctyna He TpebyeTtca, Tak
Kak reHepauyusa UM BbinonHaerca Pa6ounm mectom QUIK KNMeHTOB Npu oTnpaBKe
TpaH3akuuii, a npoBepka LN ocyuwecrBnaerca OcCHOBHbIM cepBepoM QUIK.
Hacrpoiika DLIN ana CepBepa gocryna TpebyeTcs TONbKO B c/ly4yae, Koraa KJMeHTbl,
noaknovarwmecs yepes Cepsep aoctyna, He nucnonb3ytot LM (To ecTb
TpaH3akKuum noctynatoT Ha CepBep poctyna 6e3 3LM), v npmu 3TOM ecTb
Tpe6oBaHMe, UTO BCe NoJib30BaTe/IbCKUEe TpaH3aKUuuMK, noctynatowme Ha OCHOBHOM
cepBep, A0/HKHbI 6b1Tb ¢ LM n goMmkHbI NnpoBepaATbCA OCHOBHbIM cepBepoMm QUIK.
B a3TOoM cnyuyae CepBep AOCTyNna HacTpanBaeTcCAa Tak, 4Tob6bl Bce Bxoaslime
TpaH3aKuuMu noJsib3oBaTeNnen NoANUCbIBannChb knoyom Cepeepa aoctyna. NMpu aTom:
1. Ecam CepBep AOCTyna C HaCTpoeHHoM reHepauuei JLIM nonyyaer TpaH3akumio

K/IMEeHTa, y>ke noanucaHHyto LM, caenaHHol TeM e cambiM MO, koTopoe

HacTpoeHo ana JLIMN Ha CepBepe AocTyna, TO AaHHaA TPaH3aKLUA NnepecbllaeTcs

Ha OcHoBHoM cepBep QUIK 6e3 3LMN CepBepa gocrtyna.
2. Ecnm kpuntonpoBaiaep, Ha KOTOpPOM caenaHa dLUIM TpaH3aKuuM KNMEHTa,

M KpUNTONpoBalaep, HaCTPOeHHbI ansa co3aaHusa DLUIMN Ha CepBepe aoctyna,

pa3Hble, TO TPaH3aKUMA noanucbiBaeTcsa ¢ nomouwbio LN CepBepa pocryna

u oTnpasnserca Ha OcHoBHOW cepBep QUIK.

HacTtpoika 3N Ha CepBepe A0OCTyNa OCYLLECTBASETCS aHaN0rmyHo HacTpolike OCHOBHOrO
cepBepa QUIK (CcM. NyHKT HacTponku ans nunm ) no waram 1-5.
JononHUTEeNLHO NpousBeanTe creayrowme HaCcTPONKK:

1. B daiin HacTpoek nobaBbTe cekumio
[Signal_Com_Message_Pro_Sign_Settings] v ykaxute B Heil crefytoline HaCcTpOMKu:
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«sign_cert_file_name» - nyTb 1 HaMMeHoBaHue daina c cepTndmkaTom
nosib30oBaTesNsl, C MNOMOLbIO KOTOPOro ocyuiecraensercsa JDUIT;

«pse_path» — NyTb K KaTanory KOpHEBOro KKUYEBOro HOCUTENS.

Mpumep:

[Signal Com Message Pro Sign Settings]
sign cert file name=./certs/pse/cert/cert.cer

pse path=./certs/pse

2. B dainne HacTpoek CepBepa agocTtyna quik.ini nobaBbTe B cekuuto [dwell_module] HacTpoliky
sign_provider:

«sign_provider» — Tun KpunTonpoBanaepa, UCNoab3yeMoro npu reHepauum LM,
3HayeHune no ymonyaHuto: «SignalComMessageAndSSLPro» (reHepauuns 3LIM
Cc noMouwbto 6ubnnotekn Message-Pro).

Mpumep:
[dwell module]

sign provider=SignalComMessageAndSSLPro

3. 3anyctute CepBep goctyna n ybeamrtecb B Hann4mm cnepytowen cTtpokn B amne events.log:

Sign provider 'SignalComMessageAndSSLPro' initialized successfully

5.7.7 ®opwmart caina signalcom_pr.ini

OnucaHue HacTpoek wunudposaHUA
Cekuunsa [SIGNAL_COM_SSL_PRO_COMMON_SETTINGS] coaepxuT onucaHune rnobanbHbIX
HacTpoeK KpunTonposanaepa.
Cekuunsa [SIGNAL_COM_SSL_PRO_CIPHER_SETTINGS] coaep>XuT onncaHme HacTpoek
KpunTonpoBanaepa, HeobxoAUMbIX ANS KOPPEKTHOrO CO34aHUA KOHTEKCTa WudpoBaHus:

«PSE_PATH» - nyTb K KOpHEBOMY KaTanory kato4deBoro Hocutensa CK3U.
Ob6g3aTenbHbIN NapameTp.

«TRUSTED_CA_CERTS_DIR» — nyTb K KaTanory ceptTndukaToB KOPHEBbIX
yaocToBepsowmnx LeHTpos. Oba3aTenbHbln napaMeTp, ecnaun nyTb K danny c
cepTMdMKATOM KOPHEBOIro YAOCTOBEPSAIOLLEro LLeHTpa He yKasaH B KftoJe
«TRUSTED_CA_CERT_FILE_NAME».

«TRUSTED_CA_CERT_FILE_NAME» - nyTb K anny c ceptudurKaTtoM KOPHEBOIO
yaocToBepsioLwero ueHTpa. Obga3aTtenbHblli napaMeTp, ecnuv nyTb K Katanory
cepTndnKaToB KOPHEBOroO YAOCTOBEPSAIOLLErO LLeHTpa He yKas3aH B K/to4e
«TRUSTED_CA_CERTS_DIR».

«UNTRUSTED_CA_CERTS_DIR» - nyTb Kk KaTanory ceptudunKaToB NPOMEXYTOUYHbIX
yAoCToBepsoWwmnx LeHTpoB. OnuMoHanbHbIA NnapaMeTp.
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«UNTRUSTED_CA_CERT_FILE_NAME» - nyTb K anny c ceptndmkaTom
NPOMEXYTOYHOro yaocrtoBepstowero ueHTpa. OnuMoHanbHbIA napameTp.

«CRL_FILES_DIR» — nyTb K KaTanory Co CMCKOM OTO3BaHHbIX CEPTU(PUKATOB.
OnunoHanbHbIM NapameTp.

«CRL_FILE_NAME» - nyTb K paliny Co CMMCKOM OTO3BaHHbIX CEPTUDOMKATOB.
OnunoHanbHbIM NapameTp.

«CIPHER_CERT_FILE_NAME» - nmga daina c ceptudmnkaToM, COOTBETCTBYIOLLNM
CEKPETHOMY KJ1I04Yy, Ha KOTOPOM WKUPYOTCS AaHHble B NMPoLecce ceaHca CBSA3M.
Ob6s3aTenbHbIN NapaMeTp.

«CIPHER_KEY_FILE_NAME» - nmsa ¢gaiina c CeKpeTHbIM K/IH0YOM, Ha KOTOPOM
WM pyOTCS AaHHble B NpoLecce ceaHca cBs3n. ONuMoHanbHbIM NapamMeTp.

Cekuums [SignalComCommonSettings]:

«DefaultNewKeyAlgorithm» - anropnt™m wndpoBaHns AaHHbIX aCUMMETPUYHbBIM
KOYOM. 3HadyeHue no ymonyaHumiw: «ECR3410».

Ana reHepauum knrwuen B coorBeTtctBuu ¢ NOCT 2012 B kauecTBe 3HaUeHud
HacTpoiku DefaultNewKeyAlgorithm ykaxkute «GOST3410-2012-512-A-
ParamSet»>».

OnucaHue HacTpoek npoBepku LN
Cekums [signal_com_message_pro_common_settings] coaep>XuT onmcaHme HacTpoek
KpuntonpoBangepa, HeobxoaMMbix ans nposepku DLIM:

«certificates_path» — nyTb kK KaTanory mcnonb3yembix ceptudunkato. Obsa3aTtenbHbl
napameTp.

«CRLs_path» - nyTb K KaTtanory ucnonb3yemblX CNMCKOB OTO3BaHHbIX cepTUdUKaTOB.
Ob6s3aTenbHbIN NapaMeTp.

«CAs_path» — nyTb K KaTanory cepTMdukaToB yAOCTOBEPSAIOWNX LeHTpoB. Obsa3aTesnbHbIN
napametp.

«input_data_format» - dpopmaT BXOAHbIX AaHHbIX. B TMNOBOWN KOHMUIypaunm nonb3oBatenem
He HacTpamBaeTcs (MCMONb3yeT 3HAaUYEHNE MO YMOAYaHUIO). BO3MOXHbIE 3HAUYEHUS:

«FORMAT_ASN1»;

«FORMAT_PEM» (no yMon4aHuio).
«output_data_format» - copmMaT BbIXOAHbIX AaHHbIX. B TMMOBOW KOHMUrypauumm
Nnosb30BaTeNleEM He HacTpamBaeTcs (MCMNoMAb3yeT 3Ha4YeHUe No yMoa4aHuio). Bo3MoxHble
3HaYeHus:

«FORMAT_ASN1>;

«FORMAT_PEM» (no ymon4yaHuio).

«cert_storage_validation» — npoBepka 3arpy»xaeMbiX cepTUHUKATOB Ha aKTyasibHOCTb.
Mpwn BKNOYEHHOM HACTpPOMKe cepTUdMKaTbl C UCTEKLUMM CPOKOM AENCTBUSA HE 3arpy>XarTcs.
Bo3MoXHble 3HavyeHuns:

«0» — OTK/IIOYEHO;
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«1» (N0 yMONYaHUIO) — BKJIHOYEHO.

«cert_operation_approach» — gobasneHnsa ceptndurkaToB B NPOMEXYTOYHOE XpaHUIuLLE
ONs1 fanbHeNLWen CBepPKM Ha Hannumne ceptudukatoB B 6ubnmoreke mespro.dll. Nossonser
3HAUYMTENIbHO COKpPaTUTb BPEMS NMOUCKA HYXHOro ceptudukarta u nposepkun JLIM. Bo3MOXHbIE
3Ha4YeHuns:

«0» — OTK/IIOYEHO;

«1» (No yMONYaHUIO) — BKJIHOYEHO.

OnucaHne pekoMmeHayemoro bopMmarta KJIloueBoro Hocurtens ana 6mbnuorek SSL-Pro

n Message-Pro
«SignalCom» — KOpHEBOW KaTaJior, B KOTOPOM HaxoAsaTCcs BCce Heobxoammble dalnbl (Kaoun,
cepTndmnKaTbl, CMUCKN OTO3BAHHbIX CEPTUHOMKATOB U ApPYroe).
«PSE» - noagkatanor katanora «SignalCom», B KOTOPOM HaXxoASATCS KKOYU.
«CERTS» — nmogkaTtasnor katanora «SignalCom», B KOTOPOM HaxoaaTcs danbl
cepTndmkaToB nonb3osartenein. Mg n MecTonosioXXeHns AaHHOro KaTtasiora MOXXHO U3MeHSTb,
BHOCS TaKXXe COOTBETCTBYHLIME N3MEHEHNS B ai/l HACTPOeK NpoBanaepa «signalcom_pr.ini».
«KEYS» — nogkaTtanor katasnora «PSE», B KOTOpOM HaxoaaTcs dannbl Ka4en wndpoBaHns
nonb3oBaTtens. MIMs n MecTonosioXXeHnsa AaHHOro KaTtasiora OTHOCUTENIbHO KOPHEBOrro KaTasiora
«PSE» M3MeHATb Henb3s.
«TrustedCA» — noakaTtasnor katanora «SignalCom», B KOTOpOM HaxoaaTcsa dansbl
cepTMdMKaTOB KOPHEBbLIX YAOCTOBEPSIOWMX LEHTPOB. NIMS M MECTONONOXEHUS AA@HHOIO
KaTasiora MOXXHO U3MEHSTb, BHOCS TakXe COOTBETCTBYHOLME U3MEHEHMS B hali HAaCTpoek
nposanaepa.
«CA» — nogkaTtanor kartasnora «SignalCom», B KOTOpOM HaxoasTcs danbl
cepTMdmMKaTOB KOPHEBbIX YAOCTOBEPSAOWMX LEeHTPOB. MecTononoXeHns AaHHOro KaTtasora,
Kak NpaBuio, coBnagaeT C MecTononoxeHnem Katanora «TrustedCA».
«CRLs» — nogkaTanor katanora «SignalCom», B KOTOPOM HaxoaaTcs dalinbl CO CNUCKaMu
OTO3BaHHbIX cepTUdUKaToOB. MIMS N MeCcTonosIoXeHNs AAaHHOro KaTasiora MOXHO U3MEHSTb,
BHOCS TakXe COOTBETCTBYHLME N3MeHeHns B aiin HacTpoek npoeangepa.

Mpn ncnonb3oBaHUM peKoMeHA0BaHHOro dopMaTta KIt4YeBoro HocuTena gann Hactpoek
KpunTonpoBanaepa signalcom_pr.ini umeeT cneayowmvin sua:

[SIGNAL COM SSL PRO COMMON SETTINGS]

[SIGNAL COM SSL PRO CIPHER SETTINGS]
PSE_PATH=./signalcom/pse

TRUSTED CA CERTS_ DIR=./signalcom/trustedca
CRL_FILES DIR=./signalcom/crls

CIPHER CERT FILE NAME=./signalcom/certs/cert.cer

[SIGNAL COM MESSAGE PRO COMMON SETTINGS]
CERTIFICATES PATH=./signalcom/certs
CRLS_PATH=./signalcom/crl

CAS PATH=./signalcom/ca

NHcTpykuma no yctaHoBke Cepsepa QUIK 136



INPUT DATA FORMAT=FORMAT ASN1
OUTPUT DATA FORMAT=FORMAT ASN1

[SIGNAL COM MESSAGE PRO SIGN SETTINGS] ;cekuma OpUCyTCTByeT Npu HacTpouke OJlII uepes
CepeBep mocTyna
SIGN CERT FILE NAME=./signalcom/certs/cert.cer

PSE_PATH=./signalcom/pse

®dainbi .opq 1 .db3 A0/IHKHbI COOTBETCTBOBAaTb TOMY KOHTEMHEpY, C KOTOPbIM 6binn
CreHepupoBaHbl.

5.8 XpaHnuMasa npoueaypa Ana Cton-3asBoOK

NS cHATMA cTON-3asBKW BbINO/IHUTE XpaHuMyto npoueaypy withdrawstoporder co cnegyowmmu

rnapameTpoM:
Tvin AaHHbIX B
MapameTp MS SQL / PostgreSQL OnucaHue
@StopOrderID BIGINT BIGINT Homep cTton-3asiBKu, cTaTyc KoTopon 6yaer

n3MeHeH Ha «CHsiTa» B pe3ynbTaTe
BbIMO/THEHUS XPAaHUMOW Npoueaypb

5.9 lNepeHOC cTON-3aaABOK

Oco6eHHOCTM NepeHoca CTOM-3assBOK MexXAy cepBepaMu, 06beANHEHHbIMU B KOHTYP, B TOM 4ucC/e
MeX[y OCHOBHbIM M pe3epBHbIM cepBepoM. OnucaHMe NpUBEAEHO KaK AN aBapuMHOro, Tak v Ans
NAaHoBOro NnepeHoca.

5.9.1 CueHapui nepeHoca CTON-3asBOK, KOraa oAMH U3 CepBepoB BbilUes U3 CTpoA

Yepes nporpaMMHbIn MHTepdenc QMonitor Ha paboTalLlemM cepBepe BbINOIHUTL KOMaHAay
«Process all stop orders». Ha 3anpoc nageHtndunkaTtopa (C KOTOporo Heo6xoaAnMMo NepeHecTn
cTon-3asiBku) BbibpaTb METKY cepBepa, KOTOPbIN aBapuMinHO 3aBepLinna paboTy.

CepBep, KOTOpbI aBapuUnHO 3aBepLlins cBoto paboTy, He06XoAMMO 3anyCTUTb C K/HOYOM
-removestops (aonyctnMa kombuHauusa c kntoyamm -clean, -new un -loadlimits). imeHHO npwu
nepBoOM 3anycke nocne cbos cepsepa NocseayoLlme WTaTHbIe 3anyCcku BbINOMHAIOTCS 6e3
K/4a -removestops.

5.9.2 CueHapuu nNJIaHOBOIO NepeHoca

J1tob0oi NnaHoOBbIM NepeHOC peKoMeHAyeTCsa AenaTb UCKIIYNTENbHO B HETOProBOe BpeMs.
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BbiNnoJIHEHUE NepeHoca B OAUH wWar
1. O6ecneunTb BbINOMHEHME CNEAYIOLNX YC/TOBUN:

Ob6a cepBepa 3anyLleHbl;
K naHHbIM cepBepaM noakaodeH PennukaTop;
K oaHHbIM cepBepaM NOAK/OUYEHbl BCE TOProBble MHTepdENCHI.

2. Moakntountbcsa MNMporpaMMHbIM nHTEpdencom QMonitor kK cepBepy, Ha KOTOpPbIN HEOBX0AMMO
nepeHecTn CTon-3asiBKu M BbIMOSIHUTL KOMaHAy «Process all stop orders» (Ha 3anpoc
naeHTndmKaTopa yKasaTb MeTKy cepBepa, C KOTOPOro HY>KHO NepeHecTn CToMN-3asiBKn).

Mpu BbiNO/IHEHUU NEepeHoca B OAMH LUar BbiNoJIHEHUue ycnosuﬁ oGasaTeano,
MHa4ye GVAVT KOJIJZIN3UN C METKaMUN NPUHaAANEXHOCTMU.

BbinosHeHMe nepeHoca B ABa Wara

1. MoaknouunTtbcs MNMporpaMMHbIM nHTEepdencom QMonitor K cepBepy, € KOTOPOro Heo6xoaAnMo
NnepeHecTn CTon-3asaBKK, N BbINO/HUTL KOMaHAy «Remove all stop orders» (anbTepHaTUBHbIN
BapuaHT 3anycka C K/l4oM -removestops).

2. MoakntounTtbcs MNMporpaMMHbIM nHTEpdencom QMonitor K cepBepy, Ha KOTOpbIA HeEO6X0AMMO
nepeHecTn CTon-3asiBKu, 1 BbIMONHUTb KoMaHAay «Process all stop orders» (Ha 3anpoc
naeHTudmKaTopa ykasaTb METKY cepBepa, C KOTOPOro HY>KHO NepeHecTn CTON-3asBKN).

TpeboBaHus:

Ecnu cepBep, Ha KOTOpPbIV NMEPEHOCATCSA CTOM-3asBKK, 6bIs1 3anyLweH ¢ KA4YoM -clean nnm
-new, TO BO3MOXHa cuTyauus, korga lNporpaMMHbin nHTepdenc QMonitor He byaeTt
oTobpaxkaTb CTON-3asBKN. B 3TOM cny4yae HyXHO Aoxaatbcsa 06paboTkM CTOM-3a8BOK CEpBEPOM
QUIK m3 6a3bl gaHHbiX. O6blYHbIA NOPSAOK BpeMEHN oxunaaHus oT 30 cekyHAO A0 HECKONbKUX
MUHYT. KpuTepuii ycrnewHoro okoH4aHms o6paboTtkn crton-3asaBok n3 6a3sbl AaHHbIX —
nosiBfieHmne cnmcka B Tabnunue Stop Orders (B MNMporpaMMHOM nHTepdence QMonitor). Mo aTon
NpUYNHE HEe peKOMeHAYEeTCs 3arnyCcK cepBepa, Ha KOTOPbIN NepeHOCATCS CTON-3asBKN

C K/to4aMu -clean unamn -new.

MoakntoueHne Pennukatopa u TOProBbiX MHTeEpPdEencoB B cueHapun «BbinosHeHWe nepeHoca
B ABa Wwara» Heobs3aTesnbHO.

MnaHoBbIN NepeHoC HeobxoaMMO AenaTb B HeToproBoe BpeMs. Ecnn ectb Heo6xoaMMoCTb
caoenaTb MJ1aHOBLIM MEPEHOC B TOProBoe BpeMsi, To yepes NporpaMmHbi nHtepdenc QMonitor
AEeNCTBMS, ONUCaHHbIE B , HY>XXHO agenaTtb
nocnenoBaTesnbHO U 6bICTpO (4TO6bI HEe 6bIN0O ABOMHOro cpabaTbiBaHMS U 3a4epXKek
cpabaTtbiBaHuA).

Mpu BO3HUKHOBEHMM MHbIX BONPOCOB oTripasbTe ¢pann events.log n nonHoe
onucaHue cobbiTnini B Cnyx6y TexHnueckon noppaepxxkn QUIK:
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5.10 PernaMeHT exxeaHEeBHOro obcny)>xnBaHus
cepBepa QUIK

5.10.10cTtaHOBKAa M 3aMNyCcK CepBUCcoOB

NMpwv BO3HMKHOBEHMMX BONpocoB o6paTutech B Cnyxx6y TeXHMYECKOW NOAAEPIKKN
QUIK:

CepBep QUIK n nHTepdeincol K TOProBbIM CUCTEMAM HYXXHO nepe3arpyXaTb eXeQHEBHO, TaK Kak
nepesanyck TOProebiX MJOWAA0K BbINOJIHAETCS exenHEeBHO.

OTCyTCTBME HACTPOEHHOIO pacrnucaHus nepesanycka CepBMCOB MOXET NPUBECTU K HEKOPPEKTHOMY
onpeneneHunto AaTbl TeKyLLEen TOProBoW ceccum u npobaemMaM C NoAKIYEHMEM TOProBbIX
nHTepdericoB. OCTaHOBKY CEPBUCOB PEKOMEHAYETCS BbINOMHATL MOC/E 3aBepLleHNs TOpro.

Ha COOTBETCTBYIOLWMX NoWaaKax, a 3anyck — yTpom, nepea HayanaoM TOpros.

PacnuncaHme 3anycka cepBuUCOB AO/MKHO 6bITb COr1acoOBaHO CO 3HA4YeHMeM NnapaMeTpa

B cekumu [trade_date] danna HacTpoek quik.ini, KOTOpoe AO/MKHO COOTBETCTBOBATb BPEMEHM,
Koraa cepBuC rapaHTUpOBaHHO ocTaHoBNeH. Hanpumep, ecnu cepeep QUIK ocTtaHaBnmBaeTcs
B 02:30, a 3anyckaetcs B 05:30, 3HaueHne MoOXeT 6bITb CNeayowmMm:

[trade date]
ClearingTime=040000

MapameTp ClearingTime MOXeT TakXe NpUCyTCTBOBaTb B HAaCTpoOMKax ApPYrux CEpBUCOB U MOAYNEN
cucrtembl QUIK. NHdpopMauunto o HacTpolKke 3Toro napameTrpa cM. B PykoBoacTtee
no aaAMMHUCTPUPOBAHUIO COOTBETCTBYIOLLErO MOAY/S.

Cepsep QUIK mMoxeT 6bITb 3anyLueH C unm

PekoMeHayeMoe pacnucaHue

Bpemsa Cob6biTne

[o 05:30 3anyck cepBepa QUIK (cepsuc QuikServer)

05:35 3anyck Moaynsa dopmumpoBaHus kpocc-kypcoB (CrossRateTW)
05:40 3anyck Pennukatopa (ReplTW)

05:45 3anyck Moayns pacceinku ysegomneHun (SMS)

05:47 3anyck CepBepoB goctyna u Moaynen web2QUIK
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Bpems Cob6biTHe

05:50 3anyck w308 MB AstsBridge nnn DFServer (®oHA0BbLIN, BantoTHbINM PbIHOK, KIMPUHIoBas
cucrtema)

05:53 3anyck wnt3a Toproeon cuctembl SPECTRA Cpo4Horo pbiHka Mb (SpectraCGate)

05:55 3anyck Toprosoro nHtepgenca BantoTHoro poiHka Mb (AstsCurrGate) u NMporpamMmHoro

nHTepdenca KnnpmnHroson cncrtembl BantoTHoro poiHka Mb (AstsCurrRiskGate)

05:57 3anyck Toproesoro nHtepgenca ®oHaosoro poiHka Mb (AstsGate) u lNMporpaMMHOro
nHTepdenca KnnupmnHroson cnctembl ®oHgosoro poiHka Mb (AstsRiskGate)

06:00 3anyck Toprosoro nHtepgeinca CpoyHoro poiHka Mb (FortsGate)

05:45 3anyck Toprosoro nHtepdgeinca CaHkT-lMNMeTepbyprckon Bupxun (SpbExchangeGate)
08:55 3anyck wnt3a Mb AstsBridge nnn DFServer (aeHeXHbIA pbIHOK)

09:05 3anyck Toprosoro nHtepdgeinca leHexHoro pbiHka MBb (AstsGKO)

21:05 OcTtaHoBka ToproBoro nHtepdeinca leHexHoro pbiHka MB (AstsGKO)

21:10 OcTtaHoBka wnt3a Mb (AstsBridge, DFServer) ana leHexXHoro poiHka Mb

00:00 OctaHoBka Toproebix UHTepdericos ®oHA0BOro n BantoTHoro peiHka MB (AstsGate,

AstsCurrGate) n NMporpaMMHbIX nHTepdeincos KnmpuHrosom cuctembl PoHAOBOTO
n BantoTHoro pbiHka (AstsRiskGate, AstsCurrRiskGate)

00:35 OcTtaHoBka Toproesoro nHtepgenca CpoyHoro poiHka Mb (FortsGate)

00:10 OcrtaHoBka wnt308 Mb (AstsBridge, DFServer) ans ®oHA0BOro n BantoTHOro pbiHKa
W KJIMPUHIOBOM cuctemMbl Mb

00:40 OcTtaHoBKa wnto3a Toproson cuctembl SPECTRA Cpo4Horo peiHka MB (SpectraCGate)
00:05 OctaHoBka Toproeoro nHtepderica CaHkT-lNMeTtepbyprckoi bupxun (SpbExchangeGate)
02:25 OcTtaHoBka Moaynsa ¢dopMmpoBaHus kpocc-kypcoB (CrossRateTW)

02:25 OcTtaHoBka CepBepoB aoctyna n Moaynen web2QUIK

02:27 OctaHoBka Moayns paccbinku yBegomneHun (SMS)

02:27 OctaHoBka Pennukatopa (ReplTW)

02:30 OcTtaHoBka cepBepa QUIK (cepsuc QuikServer)
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3anyck cepBepa QUIK 6e3 knrouen

Mpu 3anycke 6e3 kntouel cepep QUIK 3arpyxaeT pbIHOUHYO MHMOpMaLnto, a Takxe
MHGOpPMaUKIo 0 3as9BKax M caenkax nis dannos xpaHmnuu,. 31a MHDopMaums OCTyNHa BCEM
rnosib3oBaTensaM, noaktdeHHbIM K cepeepy QUIK, 4yTo no3songeT, HanpuMmep, BbIrPy3uUTb C yTpa
nHdOpMaLnIO O caenkax 3a npeabliaywmin ToOproeblii AeHb. OUYNCTKA AaHHbIX 3a NpeablayLLyto
TOProByl CECCUID NPOUCXOAMUT B MOMEHT nogkntodeHusa Kk cepeepy QUIK nepsoro Toprosoro
nHTepdeica.

5.10.23arpy3ka no3mumin n npodusen KJIMeHToB

Mo3nunm n npodunm KNNEHTOB AOJKHbI 3arpyxaTtbcs Ha cepBep QUIK exenHeBHO A0 Ha4dana
TOProB, Tak Kak no3mumm n npoduin He NepeHoCcaTCs Ha creayrwWwmnii AeHb, 1 Bc nHdbopmaums
O HMX HAa MOMEHT OKOHYaHUSA TOProB yaandeTcs npu nepesanycke cepsepa QUIK.

B 60/blUMHCTBE C/lyyaeB 3arpy3ska no3numii n npoduaein BbinonHaeTcs npm nomMowm .lim danna,
B KOTOPOM Ka)kaasl CTPOKa COAEPXKMUT MHMOPMaLMIO 0 NO3NLMK uin npodune knneHTta. dann
MOXHO MONYYUTb CleayoWwmnmMmm cnocobamm:

n3 Pabouero mecta QUIK ¢ npaBamMm MeHeaXxepa nocsie OKOHYaHUs npeablayLero ToOproBoro
[OHs1, BbIOpaB NMYHKT OCHOBHOIO MeHio Bpokep / CoxpaHuTb no3uumu B dbain;

C noMouwlbto NMporpamMmbl Ans 3arpyskm nMMnUToB Ha cepBep QUIK FillLimits;

N3 YYETHOM CMCTEMbl BpOKEpCKOWM KoMMaHum unn 6aHka (pekoMeHayeTcs).

3arpy3uTb no3numn n npodpunmn Ha cepsep QUIK MoxHO cneayrowmmm cnocobamm:
Mpwn C ktoyoM -loadlimits.
B nporpamMe ansa 3arpysku nmmutoB Ha cepBep QUIK
B nporpamme
Bpy4Hyto n3
C nomouwbio MNporpaMMHOro uHTepderica ynpaenenms nummtammn QuikLimit.

3anyck cepsBepa QUIK c knto4vom -loadlimits

3T10T cnocob6 pekoMeHAyeTCA Kak Haunbonee 6bICTPbINA.

1. CkonupynTe noarotoBneHHbl dann .lim B AMpekToputo, KoTopas aoctynHa cepeepy QUIK.

2. 3anyctute cepeep QUIK c napameTpamu -clean -loadlimits <nyTb Kk danny c no3amumsaMmn>.
Hanpumep:

sc start QuikServer -clean -loadlimits C:\quik\limits.lim

BmecTo Kkntoya MOXET UCNOJSIb30BaTbCs KIHOY 3a UCKJ/IIOYEHNEM CUTYaUun, Korga
Ha cepBep 3arpy>XXeHbl HEKOPPEKTHbIE MO3ULKUKN MO AeHbraM U MHCTPYMEHTaM n Heobxoanmo
3arpy3unTb KOPPEKTHbIN (ara ¢ No3nunsaMu.
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Mporpamma pgna sarpysku aimMmtoB Ha cepBep QUIK FillLimits

Mporpamma nogkntoyaeTcsa Kk cepeepy QUIK kak 0b6bluHbIN Mosb30oBaTesb, HO ee 3anyCK MOXHO
aBTOMaTU3MpoOBaTb Npu nomown garnos .bat nnm .cmd, KoTopble MOryT 3anyckaTb €€ Mo 3apaHee
YCTaHOBIEHHOMY pacnuMcaHmio. 3anyck NporpamMMbl AOJ/IKEH BbIMOMHATHCS MOCNE NOAKOYEHUS
TOproBbiX MHTepdencoB 1 3arpy3km Ha cepBep QUIK Heob6xoanMbIX MHCTPYMEHTOB.

Mporpamma QMonitor
Cnocob ncnonb3yertcs, ecnm danna c no3mumaMmmn He 6bi1 NOArOTOBEH BOBPEMS U ero Heo6xoanMo
3arpy3uTb nocse 3anycka cepsepa QUIK.

1. YkaxuTe nyTb K aiay c no3mumamm B gaiine HacTpoek cepsepa quik.ini:

[ctl module]

loadlimits file=C:\quik\server\positions.lim

Ecnun aTa HacTpolika He ykasaHa, no3vuum byayT 3arpyxeHbl U3 darina «gmonitor.lim»,
KOTOPbIN AO/MKEH HaxoauUTbCsa B AnpekTopun ¢ cepeepoM QUIK.

2. B nporpamme QMonitor Bbibepute nyHKT MeHio Actions / Load limits from file, uto6ul
3arpysuTb No3Munm.

Pa6ouee mecto QUIK
dann c Nno3nunsaMm MoxHo 3arpy3nTtb U3 Pabouero mecta QUIK c npaBamu MeHeaxepa, BbibpaB
MYHKT OCHOBHOIO MeHto Bpokep / 3arpy3uTb no3suuuu m3 cdaina.

HepocTtaTtku:

BbIMOJ/IHEHNE OMNepaunmn BpyYHYO MEHEOXKEPOM;
No3nuUuKM MOTyT 6bITb 3arpy>eHbl TONIbKO MOC/E NOAKIUYEHUSA TOProBbiX UHTEpdECcoB
M MONYYEHUS CNUCKA AOCTYMHbIX MHCTPYMEHTOB.

NHdopmaumoHHbIt nHTepdeiic Holiday

NHTepdelc MOXHO MCNoNb30BaTh AN 3arpy3ku ctatnyeckon nHoopmaumm Ha cepsep QUIK

B HETOProBble AHW. HanpuMep, eCcnm KAMeHTbl COBEPLIAOT TOProBblie onepauum Yepes CUCTEMY
QUIK Ha 3anagHbIX pblHKax, TO Takas HeO06XO0AMMOCTb BO3HMKAET B AHM, KOTOPblE SBNAIOTCS
BbIXOoAHbIMM B Poccuiickon ®degepaunm, Ho paboumMn Ha 3anage. NWHTepdeic no3sonser
3arpy3uTb Ha cepBep QUIK:

onncaHme MHCTPpyMEHTOB B OTAEJ/IbHOM peXunMme Toproe U UeH And oueHKU CTOMMOCTHU no3nuumn
KJTMEHTOB;

VIHCbOpMaLl,VII'O O CPOYHbIX MHCTPYMEHTAX, No3nundax mn orpaHnN4YeHmndax no KIMEHTCKMM CHETaM
AN KJIMEHTOB, ncnonb3yrwmnx Mogynb €1VHOWN AEHEXHOWN MOo3nLNN.
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5.10.3Co3naHMe pe3epBHbIX konuki ¢painnos

CepBep QUIK He xpaHuUT daibl B CUCTEMHBLIX ANPEKTOPUSX U He nponuckiBaeT B peectp Windows
HacTpoliku. ®annbl, Heobxoammbie ans paboTtocnocobHOCTN cepBepa, HaXOAATCHA B ANPEKTOPUH,
B KOTOPOM ycTaHoBneH cepsep QUIK.

YT06bl HE MOTEPATb BaXHble (alifibl HACTPOEK, PEKOMEHYETCSA nepes YCTaHOBKON 06HOB/IEHUS
BEPCUMN:

co34aTb pe3epBHYHO Konuto ampektTopumn ¢ cepeepoM QUIK n QUIK Administrator;

€co34aTb pe3epBHble KOMuK .ini pannoB BCeX YCTAaHOBEHHbIX TOProBbiX U MHHMOPMALMOHHbIX
nHTEpdencos;

coxpaHuTb noru cepeepa QUIK (events.log, deallib.log), norn nutepdeicos n moaynemn
MWUHUMYM 3a nocnegHune 10 aHel. Takxe KenaTesibHO COXpaHuTb .ik dannbl oT cepBepa QUIK.

MO>HO MCNOAb30BaTb BCTPOEHHbIE MEXAHU3Mbl poTaunun SI0ros, nMerowmnecs B cepsepe QUIK
M Apyrmx Moaynsx.

Ons Bcex ncnonb3yemblx 6a3 aHHbIX peKOMeHAYEeTCH HaCTpOUTb aBTOMaTUYeCcKoe co3jaHne
pe3epBHbIX KOMUN B Hepabouee BpeMs, a Takxe npoueaypy penHaekcaumm Ha exeHenenbHOn
OCHOBE B BbIXOAHbIE AHU.

5.10.4CMHXpPOHM3ALMSA NIOKAJIBHOIO BpeMeHM

CUMHXpPOHM3ALMA NOKANIbHOMO BPEMEHN C CEPBEPOM BPEMEHU Ha MawmnHax ¢ cepsmncamm QUIK
AO/KHA Npou3BOAMNTBLCA B MOMEHT, Koraa Bce cepsucbl QUIK ocTtaHoBneHbl. PekoMeHayeTcs
NpoOM3BOANTb CUHXPOHM3AUMIO HE Yalle OAHOro pasa B CYTKMW.

5.10.5BoccTtaHoOB/1IeHUue nocsie CUCTeEMHOro céosn

Mpy BOBHMKHOBEHMWN CUCTEMHOI0 c6051 B npouecce Topros o6paTurecb B Cny)x6y
TexHu4yeckomn nogaeprkkm QUIK: .

B cnyuyae cbos B paboTe cucrtemHoro MO unm o6opynoBaHusl, Ha KOTOPOM YCTaHOBJIEH CepBep
QUIK, MOXeT BO3HUKHYTb NpobsieMa C COXpaHEHMEM AaHHbIX B alisibl XpaHWAMULL, a 3anyck
cepBepa QUIK 6yneTt 3aBepliaTtbCs OLLNOKOMN.

O6WwMii NoOpAAOK OCTAHOBKM U 3anyckKa CepBUCOB
1. OcraHoBKka nHTepdencos/Moaynemn, NoaAKNOUEHHbIX K cepBepy QUIK.

OcTtaHoBka obsa3aTenbHa ons cnegyrwmnx cepsmncoB.

NHTepdelicbl Asts* (Hanpumep: Toproebii nHTepdenc GoHAOBOro pbiHka MOCKOBCKOM
Bupxun (cektop «OcHoBHOM pbiHOK») (AstsGate), Toprosbili MHTepdec BantoTHOro
pblHka MockoBckon Bupxun (AstsCurrGate), NMporpammHblin nHTepdelc KnupuHrosoi
cnctembl ®oHAoOBOro poiHka MockoBckon 6mpxun (AstsRiskGate), MporpaMMHbIn
nHtepdeinc KnmpnHroeoi cnctemMbl BantoTHOro pbiHka MoCKOBCKON 6UMpxXM
(AstsCurrRiskGate).

NHcTpykuma no yctaHoBke Cepsepa QUIK 143


mailto:quiksupport@arqatech.com

Toprosbin nHTepderc CpoyHoro peiHka MockoBckol bupxu (FortsGate).
Cncrema 6pokepCcKkux KOTUPOBOK.
Moaynb MynbTnbpokepckoro obcnyxmsanusa (Multihub) (ecnn ectb B KOHDUrypaumn).

Heo6x04MMOCTb OCTAaHOBKW 3TUX CEPBUCOB 3aBUCUT OT YC/10BUN:
Toprobin nHTepderc CMNb Bupxu (PbIHOK MHOCTPaHHbIX LLEeHHbIX 6ymar)
(SpbExchangeGate), Toprosbih nHTepdenc CMNb Bupxun (PbIHOK pOCCUMNCKUX LEHHbIX

6ymar) (SpbExchangeRuGate) — Tonbko B cnyyae cb6osa B Toprosoin cucreme CIb
Bupxun, ns-3a kotoporo Ha cepeep QUIK 3arpyxeHa HekoppeKkTHas MHdopMaums.

OcTaHoBKa He TpebyeTcs Ans cneayowmx CEpBUCOB:

KnueHTCcKkue npunoxeHuns.

TexHONorMyeckme NpuIoXxeHus (Hanpumep, cepeep AocTtyna, Moaysb aKcrnopTa

6bupxxesoi nHgpopmauumn, NMporpamMmHbin nHTepdenc FIX adapter).
UckntoueHne: Cepsuc Q2Q (cm. ).

OcTaHoBka cepBepa QUIK.

3anyck cepsepa QUIK ¢ kntouom (MoXxeT KOMBUHMpPOBATLCS C ) nnn

3anyck nHTepdencos/Moaynen, UMELLNXCA B KOHMDUIypaunm n NCnonb3yroLWmMXcs COBMECTHO
C OAHMM M3 OCTaHOBJIEHHbIX UHTepdencos/mMoaynen).

PekoMeHAyeMbli BpEMEHHOW NPOMEeXXYTOK MexXAYy 3anyCKaMu TOProBbiX
nHTepdeincoB — 1-3 MUHYTDI.

NuTepdericol Asts*, Toprosbii nHTepdelic CMNB Bupxu (PbIHOK MHOCTPaHHbIX LEeHHbIX 6ymar)
n Toprosbln MHTepdenc CINB Bupxun (PbIHOK pOCCUMNCKUX LeHHbIX 6yMar) 3anyckaloTcs TO/IbKO
C KJIH04OM

OcobeHHoCTHM 3anycka Toprosoro nHtepdenca CpoyHoro pbiIHka MockoBcKol Bupxu
(FortsGate) cm.

Oco6eHHOCTM 3anycCKa C KJilouaMM -hew u -clean
3anyck cepsepa QUIK ¢ knto4yoM -new mnm -clean MoXeT MCNOAb30BaTbCS B ClIeAYIOWMX CayYasax:

npun obHoBneHun cepsepa QUIK (knto4u -new nnum -clean);
Ha cepBep 3arpy>XeHbl HEKOPpeKTHble AaHHble (HanpuMep, u3-3a cbos Ha bupxe nnu
HapyLlweHusa pernameHTa 3anycka cepsucos QUIK):

KpOMe Mo3uuMin 1 HOBOCTEN (K/TH0Y -new);

B TOM 4Hucie no3mummn no geHbraM M MHCTpyMeHTaM (K)'II'OLI -clean).

npn BO3HMKHOBEHUN CUCTEMHOTIO cbos (OTCYTCTBVIe cBob6oaHOro Mecrta Ha aucke, annapaTtHas
npo6neMa, BHE3aNnHoOE OTKJIIOYEHNE I'IVITaHMFI), KOTOprl71 npuBen K NOBpeXAEHUIKO cbaﬁnosoro
XpaHunuila:

KpoMe XpaHunuu, ¢ no3amunamm n HoOBOoCTaMun (KJ'IIOLI -HEW);
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— B TOM 4yucne xpaHumnuuia € nosmumnamm man HOBOCTaAMun (KJ'II'OLI -cIean).

B aTOM cnyyae cepBep He 3anyCcKaeTcsi, a TUM NOBPEXAEHHOIO XPaHUIULLA COXPaHSETCS
B daiin events.log cepsepa QUIK.

Ana npoBeaeHnsa goMarHocTtuku no cganny events.log o6patuteco B Cnyx6y
TexHunuyeckou noaaep xkn QUIK: .

OcraHoBKa u 3anyck Cepsuca Q2Q
MopsaoK OCTaHOBKWU M 3anycCKa CEPBUCOB Npu Ucnonb3oBaHum Ceperca Q2Q oTnnyaercs
oT N ponxeH 6bITb CNeayLWwmMm:

OcTtaHoBKa master-cepsepa.
3anyck master-cepsepa C K/H04OM nnu

OctaHoBka Cepsuca Q2Q n nHtepdencos/moaynen (cm. war 1 ).

1.

2.

3.

4. OcrtaHoBKa slave-cepsepa.

5. 3anyck slave-cepBepa C KJ1lOUOM nnm
6.

3anyck Cepsuca Q2Q u nHrepdemncos/moaynen (cMm. war 4 ).

3anyck Toprosoro nHrepdgeinca CpouHoro poiHka Mb

B TeueHMe AHEBHOW TOProBON CECCUU KIIMEHTbI BbICTABASAIOT 3asBKW, KOTOpPbie Nocsie OCHOBHOIo
KJIMPUHra NepeHocsaTcs Ha BeYyepHIoo ceccmio. OcTasibHble 3as9BKWU CHUMAlOTCA TOProBoi CUCTEMO.
Toprosbinn HTepdeic CpoyHoro peiHka MockoBckon bupxu (FortsGate) aHanmnamnpyeT cocTtosiHue
Ceccuu 1 Npu HacTynNeHUN BeYepHero KInpuHra CHMMaeT 3asBKU, CPOK AENCTBUSA KOTOPbIX
OrpaHW4YeH TEKYLLEN Ceccnen.

Ecnn B xo4e 0CHOBHOM TOpProBon ceccum npousowen cb6oii, n cepeep QUIK nepesanyckaeTcs

C KJIIOYOM -new unm -clean nocne Hayana BeyepHel ceccmn Ha CpoyHoM pbiHke MB (nocne 19:00
MCK), To NHTepdenc Heob6xoanMMo 3anyCTuUTb C KOYOM -new -send_esp, 4Tobbl 3arpy3unTb

Ha cepBep QUIK 3asBkn 1 caenku OCHOBHOM TOProBOM CeCCUM, a Takxke Bxoaslime nosnummn ans
KOppeKkTHOW paboTbl Moayns eagnHOM AEHEXHOM NO3nUL MK,

5.11 Cnucok koaoB ownbok cepeepa QUIK

AecATUYHbIN TekcT ownbKM B MHTEpdeiice TekcT ownbkM B MHTEpeiice

KoA owun6bkun Ha pPYCCKOM fi3blKe Ha aHIIMMACKOM si3blKe

8637216 Bam 3anpeweHa pabota no gaHHoMmy No right to trade in this instrument
WHCTPYMEHTY

8637217 LleHa 3asBkn gonxHa 6biTb Order price should be positive
NoNIoXMUTENbHA
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AecaTnyHbIN TekcT olwnbkn B MHTEepgence TekcT ownbkn B HTEepdence

Koa ownbkn Ha PYCCKOM fi3blKe Ha aHMMTMHUCKOM Ai3blKe

8637218 LleHa 3asBkK <3HauyeHMe3> He Order price <Value3> is out of set interval
COOTBETCTBYET YCTAaHOBNEHHOMY from <Valuel> to <Value2>
AnanasoHy OT <3HayeHuel> fo
<3HauyeHne2>

8637219 He 3agaHa no3uumnsa no MHCTpPYMeHTY  You have no position for this instrument

8637220 MpeBbileHa No3nuus no Position for the instrument is exceeded
WHCTPYMEHTY

8637221 Owwnbka npu nameHeHun nosmuum no Error in changing position for the instrument
WHCTPYMEHTY

8637222 HeBepHO ykasaH ¢h1HaHCOBbIN Incorrect name of financial instrument
WHCTPYMEHT

8637223 PbiHOYHas 3aaBKa ansa knmeHtckoro  Market order for the client account is forbidden

CYyeTa 3anpelweHa

8637224 He 3agaHa no3uumnsa nonb3oBaTens no Money-position for the client is missed
AeHblram
8637225 Bam 3anpeuweHa paboTta no gaaHHoMmy  No right for this trading account

TOProBOMy cyeTy

8637226 MpeBbieHa NO3nLKUS MO AeHbram Money-position is exceeded

8637227 Owwnbka npu nameHeHnn nosmummn no Error while changing money-position
AeHbram

8637231 MpeBbllEHO MakKCcMMalibHO Securities amount exceed tolerable one

BO3MOXHO€E KO/INYECTBO

UHCTPYMEHTOB

8637232 3asiBKa nepuoja 3aKpbiTus Close period order is forbidden
3anpetlieHa

8637233 KonuuecTtBo B 3asBke A40/KHO 6biTb  Order depth should be positive
NONTOXNTENbHO

8637236 MNMopayva 3asBOK NO AAHHOMY Orders for this trading account and financial
TOProBOMYy CYeTy U (PMHAHCOBOMY instrument are prohibited

WMHCTPYMEHTY 3anpeLieHa

8637237 MpeBbiweH 06Wmn NMMUT Common limit is exceeded
KpeauToBaHus
8637238 Onepauun no gaHHoMy kaneHTckoMy Operations on this client code are prohibited

KoAYy 3anpeLleHbl
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AecAaTn4yHbIN
KoA owwunbkn

TekcT olwnbkn B MHTEepgence
Ha PYCCKOM fi3blke

TekcT ownbkn B HTEepdence
Ha aHIJIMACKOM fA3blKe

8637239 MpeBblWeH MakCMManbHbIM TUMUT Maximum limit is exceeded
KpeauToBaHus

8637240 [aHHbIN MHCTPYMEHT 3anpelleH gnsa  Security is restricted for short operation
onepaumu WwopT

8637242 JOCTUIHYT MUHUMaAsbHbLIN YPOBEHb Minimal level of client assets
KJIMeHTCKoro obecneveHus

8637243 3anpeuwleHa onepaums c ykasaHHbiM  Operations are not allowed for the specified
KOHTpareHToMm counterparty

8637244 3anpeuwleHa onepaums c ykasaHHbiM  Operations are not allowed for the specified
KOAOM pacyeTos settlement code

8637245 He onpegeneHo N0 no nHctpymenty  Initial margin of contract is undefined

8637247 O6beM 3aaBKM HE MOXeT 6bITb The order value cannot be less than <Valuel>
MeHble <3HayeHuel>

8637248 Mo gaHHOMY MHCTpYMeHTY paspeweHo Order volume is out of range
TOJIbKO 3aKpbITWe No3muum

8637249 MpeBbiweH 06WMn NUMUT Total limit for collateral securities exceeded
WHCTPYMEHTOB obecnedeHuns

8637250 Ons BbibpaHHOro ¢hMHaHCOBOIO Low discount for the selected security must not
WHCTPYMEHTA HUXXHUIN AUCKOHT He be smaller than the initial discount by more
MOXEeT 6bITb MEHbLLE HaYyasibHOro than <Valuel>
AVCKOHTa 6onee ueM Ha
<3HaueHnel>

8637251 Onsa BbibpaHHOro ¢hMHaAHCOBOIO High discount for the selected security must
WHCTPYMEHTa BEPXHUI ANCKOHT He not exceed the initial discount by more than
OOJKEH MpeBbIWaTb HavabHbIN <Valuel>
OVCKOHT 6onee yeM Ha <3HauyeHuel>

8637252 0O61beM 3asaBkKN <3HauyeHuel> The order volume <Valuel> exceeds the limit
npeBbIWAET 3a4aHHOe orpaHnyeHmne  in <Value2> from the average daily turnover
<3HaueHune2> oT cpefHeaHEBHOro <Value3>
obopoTa <3HauyeHne3>

8637253 Bam 3anpeweHbl onepaummn B knacce Operations in <Valuel> class with the
<3HaueHnel> c ykasaHHbIMMU specified parameters are not allowed
napaMeTpaMm 3asiBKu

8637254 Bam 3anpeuieHo 3akntodeHune caenok REPO transactions on <Valuel> of the

PEMNO no <3HauyeHnel> c ykasaHHOM
HanpaBAeHHOCTbIO /NN CPOKOM
PEMO

specified direction and/or REPO term are
prohibited
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AecAaTn4yHbIN
KoA owwunbkn

TekcT olwnbkn B MHTEepgence
Ha PYCCKOM fi3blke

TekcT ownbkn B HTEepdence
Ha aHIJIMACKOM fA3blKe

8637255 BaM 3anpelueHbl onepaumm ¢ Operations with <Valuel> instrument are
WHCTPYMEHTOM <3HayeHuel> prohibited

8637256 PbiHOUHas 3asiBKa Ha npoaaxy no Placing a market order to sell <Valuel> in
WHCTPYMeHTY <3HauyeHuel> B knacce <Value2> class is prohibited
<3HauyeHne2> 3anpeLleHa

8637257 PbiHOuHasa 3asBka Ha nNpoaaxy B Placing a market short order to sell <Valuel>
LWOPT MO MHCTPYMEHTY <3HaueHnel> in <Value2> class is prohibited
B Kflacce <3HauyeHune2> 3anpelleHa

8637258 MpeBblleH MakCcMManbHO Maximum order value <Valuel> exceeded
AOMyCTUMbIN 06beM 3aaBKKU
<3HaueHnel>

8637259 3asiBKa MOXET MpUBECTU K An order can lead to an unacceptable long
HeaonyCcTMMOMY pa3Mepy AJIMHHOWN position size <Valuel> in <Value2> (max.
nos3numn <3HauyeHunel> ang position <Value3>)
<3HaueHne2> (MakcumasnbHas
no3mumsa <3HadyeHme3>)

8637260 3asiBKa MOXET NpuBeCTn K An order can lead to an unacceptable short
HeaonyCcTMMOMY pa3Mepy KOpPOTKOM position size <Valuel> in <Value2> (max.
no3mumnm <3HadeHuel> ans position <Value3>)
<3HaueHune2> (MakcumasnbHas
nosnumst <3HayeHne3>)

8637261 [MpeBbIleHO MakcMMasibHoe Maximum transactions quantity <Valuel> on
KOSIMYECTBO TpaH3aKLUni interval <Value2> exceeded
<3HaueHunel> B UHTepBane
<3HauyeHne2> cek

8637262 KonnyecTtBo B 3asiBKe He MOXeT The order quantity must not exceed <Valuel>
npesbiaTb <3HayeHnel>

8637263 KonunuecTtBo B 3asiBKe He MOXeT 6biTb The order quantity cannot be less than
MeHblle <3HayeHuel> <Valuel>

8637264 LleHa He moxeT 6bITb 6onbLue The order price cannot be higher than
<3HauveHnel> <Valuel>

8637265 LleHa He MoXxeT 6bITb MeHbLUE The order price cannot be lower than
<3HaueHnel> <Valuel>

8637266 CkoppekTtnpoBaHHoe 3HauveHue HIMP1 The corrected RCS1 <Valuel> is less than 0

<3HayeHunel> meHble 0
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AecAaTn4yHbIN
KoA owwunbkn

TekcT olwnbkn B MHTEepgence
Ha PYCCKOM fi3blke

TekcT ownbkn B HTEepdence
Ha aHIJIMACKOM fA3blKe

8637267 CkoppekTtunpoBaHHoe 3HaueHne HIMP1 The corrected RCS1 is less than 0. The short
MeHble 0. HenokpbiTas no3uumsa no  position in non-liquid instrument
HETMKBULHOMY MHCTPYMEHTY

8637268 He HaligeHo onncaHne MHCTpyMeHTa  Security of settle currency is not found
BaJIlOTbl pacyeToB

8637269 Onepauusa 3anpelleHa: The operation is not allowed. CFI code is not
HeponyctuMblii CFI koa valid

8637270 HenokpbiTaa no3mums <3HavyeHuel> Short position <Valuel> in <Value2> less
no <3HayeHne2> C y4yeToMm liabilities
obsa3aTenbcTB

8637271 Onepauusa 3anpelweHa n3-3a Hannuma Operation is prohibited due to a short in the
KOPOTKOM MO3MLUKU MO OMNUNOHY option <Valuel>. Only position closing is
<3HaueHunel>. [lonyckaeTtcs Tonbko allowed
3aKpbiTUE NO3NLKUI

8637272 B knacce <3HaueHunel> 3anpeweHo REPO trades with a term that includes the
3aknoyeHne caenok PEMO, B cpok record date for coupon payment are not
KOTOpbIX nonagaet gata dukcauum allowed for the class <Valuel>
cnucka gepxartenen obnuvraunm ons
BbINJaTbl KynoHa

8637319 LleHa 3assBKkM Ao/XHa 6biTb MeHbLLE The order price must be lower than <Valuel>
<3HaueHnel>

8637320 LleHa 3asBku Ao/kHa 6bITb 6onblue The order price must be higher than <Valuel>
<3HaueHnel>

8637326 MakcuManbHbIf pa3mep obs3aTtenbctB The maximum size of liabilities was exceeded
npeBbllWeH Ha <3Ha4vyeHnel> by <Valuel> <Value2>
<3HaueHne2>

8637336 Onepauumn 3anpeLeHsol Operations are prohibited

8637337 Onepauun ¢ MHCTpYMEHTaMu Operations with <Valuel> instruments are
<3HaueHnel> 3anpelleHbl prohibited

8637338 Onepauun c gaTon pacyeTos Operations with settlement date <Valuel> or
<3HaueHnel> 1 nosgHee 3anpelleHbl greater are prohibited

8637339 Onepauuu € gaTon pacyeToB Operations with settlement date <Valuel> or
<3HauyeHnel> n nosagHee 3anpelleHbl greater are prohibited for <Value2>
AN UHCTPYMEHTOB <3HauyeHue2> instruments

8637340 BBoa 3as8BkM No <3HauyeHnel> You cannot enter an order for <Valuel>. The

3anpeweH: Hegonyctumbli ISIN-koa
MHCTPYMEHTa

instrument ISIN code is not allowed
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AecAaTn4yHbIN
KoA owwunbkn

TekcT olwnbkn B MHTEepgence
Ha PYCCKOM fi3blke

TekcT ownbkn B HTEepdence
Ha aHIJIMACKOM fA3blKe

8637341 BBoA 3aBKM NO MHCTPYMEHTY You cannot enter an order for instrument
<3HaueHnel> 3anpelweH. Ans <Valuel>. Operations with <Value2> are
COBEpLUEeHNs onepaumnin ¢ available for unqualified investors successfully
<3HaueHne2> ang tested on complex financial product type
HeKkBanMMUUMPOBaHHbIX MHBecTopoB <Value3>
06a3aTenbHO NpoxoXaeHue
TECTUPOBAHMUS Ha TUM C/TOXHOIO
pnHaHCOBOro NpoaykKTa
<3HayeHne3>

8637342 MpeBblWEH NUMUT ANs cpoka The limit is exceeded for the period <Valuel>
<3HaueHnel> Ha <3HauyeHune2> by <Value2> <Value3>
<3HayeHne3>

8637343 HepocTtaToyHO AEHEXHbIX CPEACTB Insufficient funds to deposit
ANa nepefavn B AenosunT

8637346 3anpelleHbl onepaunm NOKynku Buy operations are prohibited

8637347 3anpeuleHbl onepaumn npoaaxmu Sell operations are prohibited

8637348 3anpeleHbl onepauum noKynku c Buy operations are prohibited for <Valuel>
MHCTpYMEHTaMn <3HayeHnel> instruments

8637349 3anpeuleHbl onepaumn npoaaxmu c Sell operations are prohibited for <Valuel>
MHCTpYMEHTaMn <3HayeHnel> instruments

8637350 3anpewleHbl onepaumn NOKynKu ¢ Buy operations with settlement date <Valuel>
[aTon pacyeToB <3HayeHuel> un or greater are prohibited
nosgHee

8637351 3anpeuleHbl onepaumu npoaaxmu c Sell operations with settlement date <Valuel>
[aTon pacyeToB <3HayeHuel> un or greater are prohibited
nosgHee

8637352 3anpeuleHbl onepaumn nokynku ansa  Buy operations with settlement date <Valuel>
MHCTPYMEHTOB <3HauyeHune2> c gaton or greater are prohibited for <Value2>
pacyeToB <3HayeHuel> n no3gHee instruments

8637353 3anpeuwleHbl onepaumn npogaxkn ansa  Sell operations with settlement date <Valuel>
MHCTPYMEHTOB <3HauyeHune2> c gaton or greater are prohibited for <Value2>
pacyeToB <3Ha4yeHMel> n nosgHee instruments

8637354 HepoctatouHO <3HauveHuel> ans The available quantity of <Valuel> is not
BbICTaABNIEHUS 3a59BKMN sufficient to enter an order

8637355 Owwmnbka npu noayyeHum Error while receiving a futures limit for

¢pbroyepcHoro nuMnTa no Gymaram

securities
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AecAaTn4yHbIN
KoA owwunbkn

TekcT olwnbkn B MHTEepgence
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Ha aHIJIMACKOM fA3blKe

8637356

Owwubka Npu NosyyYeHnn
(bbtouepcHOro NMMMUTa Mo AeHbram

Error while receiving a futures limit for cash

8637357

Owwnbka Npu yCcTaHOBKE NMMUTa Mo
6ymaram

Error while setting securities limit

8637358

OwwnbKa Npu yCTaHOBKE NMMKUTA MO
AeHbram

Error while setting cash limit
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