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1. General statements

1.1 Components of QUIK system

QUIK software is implemented on the basis of ‘client-server’ technology. Data exchange
between the server and user terminals is carried out by means of the Internet and/or a local
network. The server provides the connection of information sources (trading systems, news flows
and other) and processing of client orders. Client applications are designed for displaying the
information and entering of customers' orders.
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The central part of QUIK software is QUIK Server having the logical core and interfaces

to connected elements (exchange interfaces and other information sources, data storage).

The modular concept of connection allows accumulating the system’s capacities when necessary
by equipping the basic configuration by new features.

The interaction with database is realized through a special interface to ease changing of the used
type of DBMS. The database is used to store information with a storage period of more than one
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day - registration data of users and rights to work with the system, as well as logs of executed
operations.

Information received from the exchange trading systems is processed in RAM and not entered

to the database. For a quick recovery in situation of failure the received data the cached on the disk
in form of binary file is used. All work with the database is carried out through the dedicated
database server.

The access server is connected to the principal QUIK server, receives data and distributes it
to users according to their rights. The access server is used to handle a large number of user
connections as it allows reducing the load on the principal system server.

Administration of the complex is carried out from the QUIK Administrator program unifying all
the settings used by the logic core of server. For monitoring over the current state of the server
and client connections the terminal QMonitor is used.

1.2 License management on QUIK servers

The licensing includes the right to connect one copy of the application (plugin, technologic or
client module) to a QUIK server. Applications of one type are included in a license pool.

If the broker uses several QUIK servers, the total number of licenses within the license pool,
which is distributed among them using the data synchronization service (the Replicator program),
is controlled.

After the maximum number of available licenses is reached, a corresponding diagnostic is written
to a server log file. If no licenses are available for the plugin, the message “"Not enough licenses!”
appears in a QUIK workstation.

The applications for which license management is supported:

Q2Q adapter;

FIX adapter program interface (accounts);
FIX adapter program interface (transactions);
FIX Drop Copy program interface;

FIX Client Connector program interface;
Market Data Export Module;

Level 2 Quotes export module;

QUIK workstation for mobile devices (PocketQUIK);
ColLibri SM risk manager terminal module;
ColLibri FM risk manager terminal module;
ColLibri FX risk manager terminal module;
Specialized multi-broker service workstation;
FX Convertor;

BasketTrading module;

Option analytics module;
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Asset manager terminal module (TrustManager);
webQUIK workstation;

QORT2QUIK adapter;

Position management program interface.

2. Server installation and configuration

2.1 Technical requirements

The system and software requirements table is available on the official
for the following:

QUIK Server;

Trading interfaces;

Market data interfaces;

Service modules;

Workstation of the administrator QUIK Administrator;
Monitoring workstation QMonitor;

Other modules and interfaces to other exchanges.

The minimum requirements are listed on the website. It is recommended to consult with

the QUIK technical support on the technical requirements, for example, if you intend to:

Serve a large number of users;
Connect a large number of interfaces;
Use the QUIK server for the market maker tasks or high-frequency trading.

2.2 Recommendations for preparing platform

On the computers with QUIK server, it is not recommended to use any system software that
analyzes data on the disk, data transmitted over the network, etc. in the real time or at regular
intervals. Such software may include, for example, antiviruses. The operation of such software
causes noticeable problems with performance of the QUIK system.

2.3 Installation on Windows

2.3.1 Copying files
1. Create the catalog for installation of QUIK system (hereinafter <quik_dir>).
2. Copy the keygen and server catalogs from distribution with files for installation (<inst_dir>).

3. Copy the <inst_dir>/front catalog to the directory that is intended to store the current
distribution of the QUIK Workstation (see ).
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4. Copy the <inst_dir>/gadminsrv catalog to an arbitrary directory. This catalog contains
the necessary files for

2.3.2 Preparation to installation

Creating key for QUIK server
Using the KeyGen program create public and secret keys that will be later used by QUIK server
(see keygen.pdf — User’s manual for keygen.exe).

1. To configure the parameter ‘Name of key holder’, type the name of organization in format
<Name (identifier)>, for example:

Test-Invest (testinvest)

2. The identifier in parentheses will be then used to configure the system, call it
<name_of_quik_server>.

3. Remember the password provided to protect the key. Call it <password_of_server_key>.

4. Copy the secret key of server (program KeyGen.exe saves file a:\secring.txk by default)
to catalog <quik_dir>\server. For convenience in further work rename it to secrserv.txk.

5. Copy the public key of server (program KeyGen.exe creates file a:\pubring.txk by default)
to catalog <quik_dir>\keygen. For convenience in further work rename it to
<name_of_quik_server>.txk. This key will be used by all users of the server with the software
package KeyGen.

6. Open to edit file <quik_dir>\keygen\grypto.cfg. Specify as value of parameters:

«IMPORT>» - identifier of organization;
«Import Keys» — names of application system keys to be added to the public key.

For example:

IMPORT=<name_of_ QUIK Server>

Import Keys=Test Invest (testinvest)

7. Using the KeyGen program create public and secret keys for a user of QUIK server (see
keygen.pdf — User’s manual for keygen.exe). In step 3, the program prompts you to select
the file with public key of the system - select <name_of_quik_server>.txk file. Select the
public key of the server in the list of keys (in the example that is “"Test Invest (testinvest)”).
Select the Record and use skipping this step checkbox to allow your users to avoid
unnecessary operations subsequently when forming keys.
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Installation of ODBC drivers for Module operation with DB
Installation of ODBC drivers for MS Windows

To get the set of ODBC drivers installed on your computer, type ODBC data sources
in the Windows menu and open the corresponding window.

If there is a line with the name of the required driver in the list on the Drivers tab, then
it is installed and you do not need to install it.

If the driver name line is missing, you need to download and install it.

The server supports the following drivers:

When working with MS SQL:
ODBC Driver 17 for SQL Server

Reference for downloading the driver installation file from the official Microsoft
website:

When working with PostgreSQL:
PostgreSQL ANSI(x64)

Reference for downloading the driver installation file from the official ARQA
Technologies website:

2.3.3 Registration in Windows services

1.

Install the QUIK Server and the interface to trading system as services. To do this, type
the following in the command line:

<quik dir>\server\quik.exe -install

. Open controlpanel\services and check if there are records identifying services of QUIK

Server (by default Quik Server).

. Create a user-administrator and give it a name (for example <quikserv>) and password

(for example <passwd>).

To use the domain authentication on MS SQL server, specify hame of the domain user and
password in startup parameters of the services.
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2.4 Installation on Linux
2.4.1 Users to operate with service under Linux
The following users are used to operate and administrate the service:

Administrator of the platform.

To denote this user, the root name is used. This user, who knows the root password
or is added to the root group, or has access to wide list commands to execute from the root
name via the sudo utility.

This type of user can install and remove, and also can administrate the service: update, run
and stop.

User, on whose behalf the service is operating.

To denote this user, the argasrv name is used. When installing the service, the user is created
with this name by default.

This type of user also can administrate the service: update, run and stop - is applied
if administration by the root user is unavailable.

Therefore, the service always operates as the arqasrv user. Installation and removing service can
be executed only by the root user. The service can be administrated by the root or argasrv user.

2.4.2 Preparation to installation

Install the following packages on your computer according to the operating system on which
the QUIK server will run.

Additional packages for Astra Linux
1. Run the command to update a list of packages:

sudo apt-get update

2. Run the command to install the jemalloc2 package:

sudo apt install libjemalloc2
3. Run the command to install the libodbcl and unixodbc packages:

sudo apt install libodbcl

sudo apt install unixodbc
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4. If the server is installed on Astra Linux 1.8.2, then in addition to the above packages you will
need to download the libssll.1 package from the official ARQA Technologies website:
, unpack the archive and run the command:

sudo dpkg -i libssll.l 1.1.1n-0+debllud4-astra2 amdé64.deb

Installation of ODBC drivers for server operation with DB
Installation of ODBC drivers for Linux

To get the set of ODBC drivers installed on your computer, run the command:

cat /etc/odbcinst.ini|grep "A\[.*\]$"

If the results of the command display a line with the name of the required driver, it means that
the driver is installed and you do not need to install it.

If the driver name line is missing, you need to download and install it.
The Module supports work only with the PostgreSQL driver:

PostgreSQL ANSI

When working on Astra Linux 1.7.4:

Reference for downloading the driver installation file from the official Microsoft website:

To install packages, unpack the archive on the computer on which the service will work and
run the following commands:

sudo dpkg -i libpg5 16.3-1.pgdgl00+1 amd64.deb

sudo dpkg -i odbc-postgresgl 16.00.0005-1.pgdgl00+1 amd64.deb

When working on Astra Linux 1.8.2 or newer:

Run the commands:

sudo apt install libpgb
sudo apt install odbc-postgresqgl

After installation, run the command again and verify that the driver name is listed
in the command results:
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cat /etc/odbcinst.ini|grep "~\[.*\]S$"

Make sure that PostgreSQL ANSI driver used by default is specified in the /etc/odbcinst.ini file:

[PostgreSQL ANSTI]

Description=PostgreSQL ODBC driver (ANSI version)
Driver=psqglodbca.so

Setup=libodbcpsglS.so

Debug=0

CommLog=1

UsageCount=1

If the record was not added, then add it by yourself.

2.4.3 Installation procedure

The service installation must be performed by the root user who will be called the run file.

The service is installed to the /opt/arqasrv directory and on behalf of the arqasrv system user
by default. The <srvname> service name for servers and the quik executable file name are
similar by default.

I When installing server, the service name is specified in lowercase only.

All specified parameters can be overridden with the corresponding launch parameters of the run
file.

The initial actions of the service installation (see 1 - 5) must be performed by the root user.
Follow the steps below to install:

1. Install the required packages on the computer on which the service will run in accordance with
the description in

2. Copy the install_server-xx.xx.xx.run file to the directory where current user has permissions
to perform operations, for example, home directory (/home/<user> or ~/).

3. Add execution permissions to the run file by running the command:

chmod +x install server-xxX.Xx.XX.run

4. Install the service by running the command:

sudo ./install server-xx.xx.xXx.run -i
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It is required to enter the current user’s password to execute the command. The following
operations will be performed during the execution of the run file:

If there is no argasrv system user, a user with default permissions is created

and included in the group of the same name. The service to be installed will work on
behalf of this user. The /opt/arqasrv directory will be set as a home directory for this
user.

A subdirectory with the quik name is created in the /opt/argasrv/quik directory. This
is the service installation directory into which the distribution files of the installed
service are unpacked.

The arqasrv user is owner of the all files and subdirectories in the service directory.

A service named quik will be registered in the systemd service administration system
and run as the argasrv system user.

A file named quik is created in the /etc/arqgasrv directory to fix the service installation
parameters.

The following commands files are generated in the service directory:
q_start.sh - start the service, including . Intended
to be performed by the arqasrv and root users;

q_stop.sh - stop the service. Intended to be performed by the argasrv and root
users;

q_status.sh - output of the current service status. Intended to be performed
by the arqgasrv and root users;

uninstall.sh - remove service. Intended to be performed by the root user;
postmigration.sh - convert configuration file names to lower case during
migration. Intended to be performed by the argasrv and root users.

If the service is successfully installed, the following message is displayed
in the console: “Installation of service ‘quik’ has been successfully completed”.
If another diagnostic is displayed, please contact the QUIK technical support:

5. If the installed service will be administrated by the argasrv user, follow the steps:

To prevent the argasrv from modifying service administration scripts for which
the arqasrv user will be granted the root permissions, make it immutable by running
the following commands:

chattr +i /opt/argasrv/quik/quik/qg_start.sh
chattr +i /opt/argasrv/quik/quik/q_stop.sh

Grant the arqgasrv user permissions to execute the service administration scripts
as root by following the steps:

_ Run the command:
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sudo visudo

In the opened vi-like editor, add the line:

argasrv ALL=(root) /opt/argasrv/quik/quik/g start.sh,
/opt/argasrv/quik/quik/q_stop.sh

This line allows the argasrv user to execute the listed scripts on any computer in
the domain as root.

The following steps of this instruction can be performed by the arqasrv and root users.

Check that the following parameters are specified in the grypto.cfg server file:

SECRING=secrserv.txk
PUBRING=quik.dwqg

[auth]
sign=libsecprov.so

look=grypto.cfg,db look

[db_look]
do= QXKeyDB

use=libdwgx.so

[CryptoProviders]
placebo=1

[placebo]
Module=libplacebo pr.so

If the quik.ini and grypto.cfg current configuration files are missing in the service directory,
the following operations should be executed:

Create the minimal quik.ini and grypto.cfg configuration files to the server operation
based on the quik.ini.tmpl and grypto.cfg.tmpl templates, which after installation are
located in the service directory.

Rename the templates by running the commands:

[sudo] cp quik.ini.tmpl quik.ini

[sudo] cp grypto.cfg.tmpl grypto.cfg
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I Specifying sudo is required if the service is updated by the root user.

Make sure that received files are encoded in win1251.

Set the sections with settings in the quik.ini file:

_ Set port to connect QMonitor program to the server, name of the server key
and password to this key in the [ctl_module] section.

[ctl module]
module=libdwwgctl.so
port=15121
name=broker

password=

Set port to connect interfaces to the server, name of the server key and password
to this key in the [data_ip_module] section.

[data ip module]
module=libdtwipsrv.so

port=17100

Set name or IP address of the DBMS server, database name of the server, the user,
on whose behalf the connection to the DBMS and this user password.

[db]
server=
base=
user=
password=

driver=PostgreSQL ANSI

When connecting to the Postgres DBMS by using a port other than a default one
(5432), specify it in the AdditionalParameters parameter. For example:

AdditionalParameters=port=5431

Set the path to the all Limits calculation library settings in the [dealer-library]
section. If paths specified with .dll file in the current settings file, then it requires
to change to .ini.
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[dealer-library]
ALGO=./dealer/algo.ini

SMS=./dealer/sms.ini

Set system name, port to connect users to the server, server key name and this
key password.

[usend module]

module=libdwsend.so

sysname=QUIK "broker" information and trading system
name=broker

password=

port=15100

If the replication is configured, set server identifier in the [stop_sync] server.

[stop sync]
serverid="ID SERV1"

Create the crossrate.ini file, ([cur_module] section) that including the currency
descriptions are used in the server:

[cur module]

class_cfg=crossrate.ini

Minimal currency description in the crossrate.ini file:

[crossrate]

RUR=Ruble, Ruble, 3

[crossrate rate]

RUR=1

The crossrate.ini file must be saved in win1251 encoding to display correctly the
currency names, for example, in the QUIK Workstation.
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8. For service installed by default, run it for the first time with -clean launch parameter from
directory with installed service by running the command:

sudo ./q start.sh -clean

or from any directory other than the service directory by running the command:

sudo /opt/argasrv/quik/quik/qg start.sh -clean

9. Configure automatic daily start and stop of the service. To do this, use in the automatic
scripts the q_start.sh and q_stop.sh command files located in the directory of installed
service.

The server requires to be restarted every day. Server must be started 3-5 minutes before
the first interface start. Server must be stopped 3-5 minutes after interfaces are stopped.

Directory structure is important. Replacing or renaming service files can cause
an installation error.

2.4.4 Launch parameters of Linux installation run package

The installation package supplied in the distribution supports the following launch parameters:

-i [<srvhame>]
Executing with this launch parameter is available only for the root user.

Installing the service named <srvhame>. The <srvhame> parameter is optional.

If the<srvname> parameter is missing, the default service name is used, equal to the name

of the executable file of the software being installed. When a <srvname> parameter is specified,
its value will be converted to lowercase, and the service will be installed with a name

in lowercase.

Installing two services with the same name is not allowed, even in different root directories.
If you try to do this, the installation will fail with an error.

-d <rootdir>

The launch parameter used when installing the service (with the =i launch parameter
combination) to specify the root directory for installing the service other than the /opt/arqasrv
default directory. This is the directory in which the <softwaredir>/<srvhame> sub-directory
is created into which the executable and configuration files of the installed software will

be unpacked.
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-n <srvusername>

The launch parameter used only when installing the service (with the -i launch parameter
combination) to specify the <srvusername> user who will be the files owner of the service
and on whose behalf the installed service will run. The user name by default: arqgasrv.

-u [<srvhame>]
Executing with this launch parameter is available for the argasrv and root users.

Updating the service named <srvname>. The <srvname> parameter is optional.
If the <srvname> parameter is missing, the default service name is used, equal to the name
of the executable file of the software being installed.

The service location and the user-owner name of the server are not required, because it is saved
in the /etc/arqasrv/<srvname> directory when installing the service.

-e
Executing with this launch parameter is available for any user.

Unpacking the full archive including configuration file templates. Unpacking is performed
to a subdirectory with a name equal to the name of the run file (without .run files), which
is created next to the run file in case of absence.

-h, -?

Executing with this launch parameter is available for any user.
Output a summary of the launch parameters.
For example:

Running the run file to install the service:

sudo ./install server-xx.xx.xx.run -i quikserver -d /opt/customdir

Running the run file to update the service:

[sudo] ./install_server—xx.xx.xx.run -u quikserver

I Specifying sudo is required if the service is updated by the root user.

Running the run file to unpack:

./install_server—xx.xx.xx.run -e
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2.5 Server configuration

2.5.1 Currency and cross rates configuration

1. On the computer where the QUIK server is installed, open the quik.ini file
in the quik\server directory and edit it as follows:

add a string (if not present) to [natural_level_section] section:

module=cur module

add strings in the end of the quik.ini file:

[cur module]
module=dwcurg.dll

class_cfg=crossrate.ini

2. Open the crossrate.ini file in the quik\server directory and edit it as follows:

specify for each currency code in [crossrate] section:

currency full name;

currency short name;

accuracy of cross rate value;

_ accuracy of cash position parameter values. Possible values are in the range [0, 8].
If the value is not explicitly specified, it is set as 2 by default.

Example:
[crossrate]

RUR=Rouble, Rouble, 2
SUR=Rouble, Rouble, 2

JPY=Japanese yen,Yen, 6,0

I NOTE:

If the accuracy of cash position parameter values for a currency differs from 2, all the
interfaces, which are connected to the server, that transmit:

this currency;
instruments that are traded in this currency;
currency pairs containing this currency;

any monetary values expressed in this currency;
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must support the transmission of monetary values with an accuracy that differs from 2, and
an accuracy of a corresponding currency must be the same as se on the QUIK server.
Otherwise, correct function of the system cannot be guaranteed.

For information about the transmission of monetary values with an accuracy that differs
from 2 by a specific interface, contact QUIK technical support:
specify each currency conversion rate in [crossrate_rate] section. As a rate value a

free number can be used with the number of decimal places which does not exceed
the accuracy of cross rate value, specified in the [crossrate] section (see as

above).

For example:

[crossrate rate]
RUR=1

SUR=1.00
JPY=0.627686

If you use cross rate for currencies, which are not specified in the [crossrate_rate]
section, the corresponding error message will be displayed in the QMonitor

program.

specify in [main_currency] section:

_ currency code. Value by default: RUR;
_ currency symbol code in Unicode standard. Value by default: 0.

Currency codes are available by link:

_ string with HTML code of a currency symbol in the format <Unicode-currency
code>. If the code is specified in the 16-ary system, then add symbol ‘x’ before it.

Value by default: *” (empty).

Example:

[main currency]
code=RUB
ucode=20BD
htmlcode=8381

2.5.2 QUIK server parameters configuration

QUIK server parameters are configured in the following files:
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qrypto.cfg file
Open the qrypto.cfg file in the <quik_dir>\server\ catalog and edit it as follows:

1. In [CryptoProviders] section, specify the encrypting methods that are used (0 - disabled, 1 -
enabled), for example:

[CryptoProviders]

openssl=1l

2. In section, which corresponds to the encrypting method selected on the previous step, specify
full or relative paths to the executable and configuration files, for example:

[openssl]
Module=openssl pr.dll

IniFile=openssl pr.ini

3. Specify the following settings in the [auth] section:

[auth]
sign=secprov.dll
(specify sign=libsecprov.so for Linux)

sign provider=openssl ; encryption method that is used for digital signature

When running the QUIK server or Access server under Linux OS, it is required that
the computer where the authentication is performed is included in the Active
Directory domain or is otherwise connected to the service and available via the
Kerberos service, and the user under which the QUIK server is run has enough
permissions to access the keytab file with authentication records to execute
operations.

To use the authentication mechanism in the Active Directory / Kerberos domain, it is required
to set the following settings:

[auth]

ad _use=1

AD PROVIDER LIBRARY=ad provider.dll
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(specify AD PROVIDER LIBRARY=1libad provider.so for Linux)

And specify the following settings:

AD_DCDistinguishedName - name of the domain controller. Value by default: *”
(empty).

AD_DomainName - domain name for SSO. Value by default: " (empty).

_ The domain part before '\’ is specified for Windows. For example, arga.
_ The domain part after ‘@’ is specified for Linux. For example, ARQA.RU.

For correct configuration of authentication in the Active Directory / Kerberos domain,
you should execute

quik.ini file

The file must be in Windows-1251 encoding.

Open the quik.ini file in the <quik_dir>\server\ catalog and edit it as follows:

1. In the [dealer-library] section, configure the following parameters:

<code of your firm in trading system>=<relative path to setting file>

Example:

[dealer-library]

TEST FIRM=.\dealer\testfirm.ini

2. Create a database on SQL server for use by QUIK server. To create the DB, it is required to:

_ For MS SQL, use the full.sql database creation script located in the distribution;

For PostgresPro, run sequentially the following command files:

_ Server_create_pg_db_from_windows.cmd;
_ Server_db_fill_windows.cmd.

To obtain the actual scripts for creating database, contact the QUIK technical
support:

3. In the [DB] section, configure the following parameters instead of the file parameter to
connect to the database:

Server - name of a server. Value by default: QDB1.
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Base - name of a database. Value by default: QUIK_DB.

User - name of a database user.

A user must be included in the quik_server role in the QUIK server database.

Password - password of a database user. A password must not begin with $ and #.
The password can be

Stop orders of users partially or completely blocked in QUIK Administrator
(authorization is expired, the “"Blocked” attribute is selected, authorization for
markets is expired) can be also loaded from the QUIK server database at startup.
Checking for blocked users and setting a period are managed by the quik.ini file
settings:

stoporders.load_when_expired_la - indicates of loading of stop orders for users

with a general authorization expired as well as expired authorization for markets.
Valid values:

_ 0 (by default) - stop orders of the users with expired authorization are not loaded;
_ 1 - stop orders of the users with expired authorization are loaded.

stoporders.mark_expired_as_foreign - indicates of marking stop orders of the
users with expired authorization by the “Foreign” attribute. The setting is used
if stoporders.load_when_expired_la=1. Valid values;

_ 0 - stop orders of the users with expired authorization are not marked by the
“Foreign” attribute;

_ 1 (by default) - stop orders of the users with expired authorization are marked by
the “Foreign” attribute.

stoporders.expired_la_period - number of days for loading stop orders of blocked
users. Value by default: 14.

db_connect_timeout - time of waiting for connection of the QUIK server to the DB
server (in seconds). Range of valid values: from 1 to 600. Value by default: 60.

AuthMode - used type of authentication on MS SQL server. Valid values:

_ login (by default) — use login and password specified in the ‘user’ and ‘password’
parameters (the password can be );
_ domain - use domain authentication.

If AuthMode=domain, the ‘user’ and ‘password’ in the [DB] section are ignored
and may be not specified.

Driver - name of a driver which is used to connect to the QUIK server database.
Valid values:

_ ODBC Driver 17 for SQL Server (by default) - used to operate MS SQL Server
2014, 2016 or a newer DBMS (from the list of supported ones). Link to download
the driver installation file from the official Microsoft website:

4
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PostgreSQL ANSI(x64) - used to operate PostgresPRO. Link to download the driver
installation file from the official ARQA Technologies website:

When operating with MS SQL Server, ODBC Driver 17 for SQL Server must

be installed. When operating with PostgresPRO, the psqlODBC driver version 13.2
or newer must be installed.

Example:

[DB]
server=<SQL server name without “tcp:” prefix>,<port>
Driver=0DBC Driver 17 for SQL Server

AdditionalParameters=MultiSubnetFailover=Yes;Network=dbmssocn

db connect timeout=120

MultiSubnetFailover - mode of connecting to the database, which provides a faster
detection and connection to an active server of the MS SQL Server Always On
availability group. The mode is supported only when operating with the MS SQL

Server. Valid values:

_ 0 (by default) - mode is disabled;
_ 1 - mode is enabled.

AdditionalParameters - setting to specify additional parameters for connecting
to the DBMS. Value by default: " (empty).

When connecting to the MS SQL cluster, set
AdditionalParameters=MultiSubnetFailover=Yes and Network=dbmssocn.

AdditionalParameters=MultiSubnetFailover=Yes;Network=dbmssocn

To connect to the PostgresPRO DBMS using a port other than a default one (5432),
specify it in the AdditionalParameters parameter. For example:

AdditionalParameters=port=5431

SSLMode - secure connection mode. Supported only when configuring a connection
to the PostgresPRO DBMS. Valid values:

_ " (empty, by default) - connection without encryption;
_ require;

_ verify-ca;

_ verify-full;

_ disable;
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allow;
prefer.

For the description of secure connection modes, see the official website
of PostgreSQL.:

If the parameter is not set, the CertFileName, CertPKeyFileName, CertPass
and CertCAFileName parameters are ignored.

CertCAFileName - path to the file container of certificates of certification authorities.
Value by default: *” (empty). Supported only when configuring a connection
to the PostgresPRO DBMS.

CertFileName - path and name of the secure connection certificate file. Value
by default: ™" (empty). Supported only when configuring a connection
to the PostgresPRO DBMS.

CertPKeyFileName - path and name of the secure private key file. Value by default:
" (empty). Supported only when configuring a connection to the PostgresPRO DBMS.

CertPass - password for the private key file of the secure connection. Value

by default: " (empty). Supported only when configuring a connection

to the PostgresPRO DBMS. The password must not start with $ and #. The password

can be .

4. In the [DB] section, configure the possibility of receiving unread messages of the previous
trading days:

messages_delivery_period - number of days for which messages are loaded.
Value by default: 0 (load only messages for the current trading day).

5. In the [db_module] section, configure the database provider being used:

driver - the name of the executable file of the database provider. Value by default:
" (empty). Valid values:

_ For MS SQL - set the value “quik_db_ms.dlIl”;

_ For PostgresPRO - set the value “quik_db_pg.dll”.

Example of sections for MS SQL DBMS:

[DB]

server=MSSQL SRV

base=QUIK DB

user=sa

password=password

db connect timeout=30

AuthMode=login

Driver=0DBC Driver 17 for SQL Server

AdditionalParameters=MultiSubnetFailover=No;ApplicationIntent=ReadWrite
[db module]

module=dbstubrc.dll
driver=quik db ms.dll
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6.

7.

Example of sections for PostgresPRO DBMS:

[DB]

server=PostgreSQL SRV
base=QUIK DB

user=sa

password=password
Driver=PostgreSQL ANST (x64)
SSLMode=verify-full
CertCAFileName=Certs/root.crt
CertFileName=Certs/user.crt
CertPKeyFileName=Certs/user.key

CertPass=secret

[db module]
module=dbstubrc.dll
Driver=quik db pg.dll

In the [Files] section, configure the following parameters:

EventsLogFileName = - path and name of the main log file. Value by default:
events.log.

ErrorsLogFileName - path and name of the errors log file. Value by default:
errors.log.

DeallibLogFileName ~ - path and name of the Limits calculation library log file.
Value by default: Deallib.log.

DataFilesFolderName - path to data files (.ik files). Value by default: .\.

LogFilesFolderName - path to log files (events.log, errors.log, DB provider,
deallib.log). Value by default: .\.

(+) If the parameter contains only log file name, the path specified in the
LogFilesFolderName parameter is used.

() The DataFilesFolderName parameter contains only path to folder that will
create and store .ik files. This folder must be created before the server running.
When this folder is missing, the server will be stopped.

In the [usend_module] section, configure the following parameters:

module=dwsend.dll
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sysname=Information and Trading System QUIK “TestInvest” ; name of system displayed

in the informational window when connecting to server

name=testinvest ; server key
password=secret ; password to access the server key
port=15100 ; port number for user terminals connection

crypto provider ini file=OpenSSL Pr.ini; full or relative path to the encryption

settings file
connection acceptance tmo ms ; timeout in milliseconds to wait for a new
connection. Valid values: from 0 to 60000. Value by default: 50

8. In the [ctl_module] section, configure the following parameters:

module=dwwgctl.dll

port=15120 ; port number for QMonitor connection
name=testinvest ; server key
password=secret ; password to access the server key

9. In the [time-set] section, specify the hourshift parameter if the server time is different from

the interface time:

hourshift=3 ; difference between the QUIK server time and the time of data

transmitted by the interface, in hours

10.In the [mail] section, configure the following parameters of access to SMTP server:

Server=smtp.quik.ru ; Name or IP address of SMTP server

Port=25000 ; Port of SMTP server. Value by default: 25
User=test user ; User name for authentication on SMTP server
Password=secret ; Password for authentication on SMTP server. A password must not

begin with $ and #. A password can be

FromAddress ; Email address from which QUIK server letters are sent (for example:

two-factor authentication, password retrieval, limits load and etc.)

11.1n the [limits_module] section, configure the following parameters:

for mail distribution:

loadlimits mail to=testl@post.ru ; Addresses of message receivers separated by
commas
sign settings file=.\gloadlimitx.ini ; Path to the QLoadLimitsX program

settings file for setting up clients’ positions that QUIK server uses to load

the limits file signed by electronic digital signature
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calclimit_old_stoporders - attribute of blocking funds under stop orders
of previous days. Valid values:

_ 0 (by default) - do not block funds;
_ 1 - block funds.

For example:

calclimit old stoporders=0

The setting must not be used simultaneously with the Do not reserve actives for
stop-orders on all of classes setting of Limits calculation library (for the setting
description, see the Administrator’'s manual of Limits calculation library settings).

12.In the [trans_module] section, configure the parameters:

Change_wrong_single_clientcode - the algorithm of client code change.
The parameter is responsible for algorithm of substitution if the user has the only
active client code. Valid values:

0 - transaction is rejected with diagnostics ‘Incorrect client code’ if the client code
does not match the user rights (Client specified the only code that does not match
the rights. Or the client has two codes, one of them has an authorization expired
and the client code in the submitted transaction does not match rights);

1 (by default) - transaction is not rejected.

Example:

change wrong single clientcode=1

trans_handling_privileged_users - the list of users whose transactions are
processed by the server regardless of the processing stage of these users’ previous
transactions.

The setting is applied after saving the configuration file, the server reboot
is not required.

Format:

trans handling privileged users=<list of UIDs, separated by commas>
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Example:

trans handling privileged users=100,200,300

13.In the [data_module] section, configure the parameter.

inactive_stops_lifetime - maximum possible time in days from the last activation
of stop order after which the stop order is cancelled. Values in range 1 to 13 are
rounded to the minimum possible value — 14 days.

_ 0 - the setting is disabled;
_ 14 (by default) - minimum possible humber of days (setting enabled).

Example:

inactive stops lifetime=14

news_days_keep - duration of news storage on the server (in days). When
the server is started, the news, the storage time of which exceeds the value
specified in the parameter, are deleted from the storage. Value by default: 2.

If the replacement settings are enabled in the section (firm_substitute = 1,
client_codes_substitute = 1), and the codes.ini or firms.ini files are empty or
missing, the server crashes with an error:

Error reason Diagnostics

codes.ini replacement file is missing Configuration file “path-to-codes.ini” not found
firms.ini replacement file is missing Configuration file “path-to-firms.ini” not found
codes.ini replacement file is empty Configuration file “path-to-codes.ini” is empty
firms.ini replacement file is empty Configuration file “path-to-firms.ini” is empty

generate_holiday_stop_trans - generation of the transaction description of the
stop orders for classes that were received by server from the HolidayTW.

0 (by default) - disabled;
_ 1 - enabled.

14.1n the [Position] section, configure correspondence between alias of the firm (an alias used
to replace a firm code with any other code to combine several firms into one within a unified
cash position) from the Trading interface and firm code on the QUIK server with the unified
cash position. The setting is relevant if the firm code of the trading interface and the unified
cash position firm coincide. Alias is set by the trading interface when transmitting data
on futures restrictions and positions of the unified cash position firm. Using the alias defines
a type of account the data from the trading interface is intended for.
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Format:

<alias firm with the unified cash position of Trading interface>=<code of firm with

the unified cash position on QUIK server>

Example:

UNIFIED FIRM=NC0038900000

Additional alias configuration is also required in section [Position] of MOEX
Derivatives trading interface. Alias length must not exceed 12 characters.

15.If the replication is configured, then in the [data_pipe_module] section, configure the inbound
/ outbound replication of the date / time of the last login using the following settings:

disable_last_login_replication_in - accept / not receive information about the
date / time of the last login from the replicator. Value by default: 0 (accept).

disable_last_login_replication_out - send / not send information about the date /
time of the last login to the replicator. Value by default: 0 (send).

16.If you use the Module for forming cross currency rates, then server rejects connections of the
others Interfaces before connecting to this Module. To disable this mode, use the setting in
the [data_pipe_module] section:

WaitforCrossrate - cross rates waiting mode. Valid values:

_ 0 - disable mode.
_ 1 (by default) - enable mode.

When the server uses the integrated Module for forming cross currency rates, the
setting value is ignored.

The CROSSRATE class must be selected in the Q2Q service settings in section
of the separate connection for correct work of the slave server.
For example:

[pt connect crossrate]
connection transport=tcp
server ip address=127.0.0.1
port=17103

check tmo=150
Classes=|CROSSRATE |
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17.Set up two-factor authentication according to the section 2 of the Administrator’'s manual
for the QUIK two-factor authentication.

18.Perform the setting of long order entry prohibition to prohibit or allow the user to submit
orders with the “Good till date” / “Good till cancel” validity period to the trading system.

Specify the following parameters in the [gtc-orders] section:

markets - list of markets in random order, separated by commas.

The <Market>_classes view parameters = classes of the market, which is
specified in the parameter name, in any order separated by commas.

The <Market>_expiration_mark_field view parameters - name of the
expiration attribute field for the market.

The <Market>_expiration_date_field view parameters - name of the expiration
date field for the market.

An empty list of markets or classes in these markets means that the prohibition
on entering long orders is disabled.

In the max_days_to_expire_order parameter of the [calc-limits] section specify

the maximum validity period of long orders in days, which will be valid for all classes
of instruments listed in the <Market>_classes view parameters. Submission of

an order that exceeds the max_days_to_expire_order limit will be terminated
with an error.

Example:

[calc limits]

max days to expire order=<number>

[gtc-orders]

markets=MARKET1, MARKET2

MARKET1 classes=XXXXX, NNNNN

MARKETZ2 classes=YYYYY, MMMMM

MARKET1 expiration mark field=UseExpDate

MARKET1 expiration date field=ExpDate

MARKET2 expiration mark field=IMMCANCEL

MARKET2 expiration date field=EXPIRYDATE

If the "GTD/GTC orders” attribute is enabled in the user settings in the QUIK
Administrator program, the max_days_to_expire_order parameter value will not
affect the order validity period.

If the max_days_to_expire_order parameter value specified in the server
is greater than the limits specified in the gateway (for example: Algorithmic
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trading module, Moscow Exchange Derivative Market Trading Interface), then
the gateway will reject this parameter.

19.1In the [behavior] section, the hyperlink can be set, which is displayed in the QUIK
Workstation in the Information on instrument table, to open the site with the detailed
description of the instrument:

security.hyperlink — set hyperlink format. You can use the metacharacters to create
a unique hyperlink for each instrument.

security.show_hyperlinks - set the attribute that description instrument hyperlink
must be displayed in the QUIK Workstation in the Information on instrument table.
Valid values:

_ 0 (by default) - not displayed in the QUIK Workstation.

_ 1 - displayed in the QUIK Workstation.

For example:

[behavior]
security.hyperlink=https://www.moex.com/ru/issue.aspx?code=<SECCODE>

security.show hyperlinks=1

20.The following parameters are set in the [trade_dates] section:

ClearingTime - session change time on the QUIK server in <HHMMSS> format.
This point in time must be within the period when the QUIK server is stopped. Value
by default: 000000.

no_weekend - attribute of the QUIK server operation in the no days off mode
(Saturday and Sunday are considered working days). Valid values:

0 (by default) - the QUIK server operation mode is determined by the standard
calendar of working (weekdays) and non-working (weekends) days;
_ 1 -the QUIK server operates in the 7 days a week mode.

trade_dates.ini file
Open the trade_dates.ini file in the <quik_dir>\server\ directory and edit it.

In the [trade_date] section, set up the exception dates for the calendar of trading and non-
trading days used on the QUIK server. By default, from Monday through Friday are considered by
the QUIK Server as trading days, and Saturday and Sunday as non-trading days. A day is
considered to be a trading day if on this day there are trades in this QUIK server on any of the
trading venues:

If trading is planned on a weekday at least on one venue available on the QUIK server, then
this date does not need to be added to the [trade_date] section.

If on a weekday trading is not scheduled on any of the venue, then you need to add this date
with the holiday attribute to the [trade_date] section.
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If trading is planned on a weekend on at least one venue available on the QUIK server, then
you need to add this date with the workday attribute to the [trade_date] section.

Exclusion dates from the standard calendar, according to which the QUIK server is launched
in the working or non-working day mode, in the format:

<YYYYMMDD>=holiday

<YYYYMMDD>=workday

Where:
holiday is non-working day;
workday is working day.
See for an example of how to fill in a section.
When starting the QUIK server with the or launch parameters,

section values have a lower priority.

settlement_dates.ini file
Open the settlement_dates.ini file in the <quik_dir>\server\ directory and edit it.

In the [settlement_date] section the exception dates are set for the calendar of settlement and
non-settlement days used on the main trading venue. By default, from Monday through Friday
are considered by the QUIK Server as settlement days, and Saturday and Sunday as non-
settlement days.

If a weekday is considered a non-settlement day on the main trading venue, then it must be
added to the [settlement_date] section with the holiday attribute, and if a weekend is considered
a settlement day, then it must be added with the workday attribute.

The described exception dates are applied to all trading modes, but have a lower priority than
calendars set in the QUIK Administrator program. If a date is set in the [settlement_date] section
as a holiday, but in the QUIK Administrator calendar as a working day, it will be considered as a
working day.

The presence/absence of holidays results in the shift of the settlement date, which is indicated in
the increase/decrease of calendar days between the trade execution and settlement when
transactions with settlement codes other than TO are performed, for example, T1, T2.

Filling in the [settlement_date] section has an impact on:

Correct accounting of commission volume;

Specification of the limit chain to which the blocking, crediting and debiting are applied;
Identification of the last settlement period in the transaction limit chain for reports/trades

for execution of the second part of REPO;

Calculation of REPO term for non-negotiated and negotiated REPO modes and REPO with CCP;
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Accounting of ACI when calculating the blocked order volume on limits for REPO-M and REPO
with CCP;

Calculation of the trading system commission on deliverable SWAPs in the FX market which
determines the start date of the first part of REPO;

Specification of life period of GTD/GTC orders, including OMS orders, within which

the maximum order volume is calculated considering dynamically adjusted ACI and bond face
value, which affects the volume of blocked funds.

Section format:

<YYYYMMDD>=holiday
<YYYYMMDD>=workday

Where:

holiday is non-working day;
workday is working day.

Examples for the [trade_date] and [settlement_date] sections:
Example 1

There are two Interfaces on the server: to the Securities market of the Moscow Exchange
and the Foreign securities market of the SPB Exchange. November 4, 2022 is a holiday that
is a non-settlement day on the Securities market of the Moscow Exchange, but trading on
the Foreign securities market of the SPB Exchange.

You need to set the following settings.

[settlement date]
20221104=holiday

Example 2

There is one Interface on the server to the Securities market of the Moscow Exchange.
November 4, 2022 is a holiday that is a non-settlement day on the Securities market of the
Moscow Exchange. Thus, there is not a single trading mode on the server, in which trading
will take place on this day.

You need to set the following settings:

[settlement date]
20221104=holiday

[trade date]
20221104=holiday
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Example 3

There is one Interface on the server to the Securities market of the Moscow Exchange.
March 5, 2022 (Saturday) is a trading and settlement day.

You need to set the following settings:

[settlement date]
20220305=workday

[trade date]
20220305=workday

2.5.3 User distribution configuration

The <inst_dir>\front catalog contains the current QUIK Workstation distribution and intended for
distribution to customers. When a user connects to the server, the user QUIK Workstation version
is compared with the version stored in directory with current QUIK Workstation distribution. If
versions do not match, then user will be offered an update.

Copy the contents of the <inst_dir>/front catalog to the directory that is intended to store QUIK
Workstation distribution.

The server uses as directory with QUIK Workstation distribution by default:

<quik_dir>/server/areas/frontend/x64/release — for QUIK Workstation version 8.0.0 and
newer;
<quik_dir>/server/areas/frontend/release - for QUIK Workstation version older than 8.0.0.

The directory of the QUIK Workstation installation kit can be overridden by the frontend setting
in the [areas] section in the quik.ini configuration file of the QUIK server. In this setting, only
path to common directory that storing both distributions is specified. Value by default:
frontend=areas/frontend.

For example:

[areas]

frontend=clientfront

In this example, the QUIK Workstation distribution is stored in the following directories:

<quik_dir>/server/clientfront/x64/release - for QUIK Workstation version 8.0.0 and newer;
<quik_dir>/server/clientfront/release - for QUIK Workstation version older than 8.0.0.
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2.5.4 Proxy configuration to connect users

The server supports the HAProxy protocol version 1 when processing user connections. When
setting up the proxy, it is required to specify the server port that is specified in the
[usend_module] section.

2.5.5 Block encryption configuration

Open to edit the file in catalog <quik_dir>\server\quik.ini and configure the following parameters
in section [usend_module]:

enable_block_crypt - indicates of block encryption. Valid values:

0 (by default) - block encryption is not used;

1 - block encryption is used.

block_crypt_size - size of encryption block. Valid values: from 100 to 8192 (inclusively).
Value by default: 1024.

2.5.6 Setting up asynchronous usage of Limits calculation library

If the parallel pre-trade and post trade control of operations with different orders
is required to be set up, contact the QUIK technical support for further
instructions:

Firms to which asynchronous Limits calculation library usage is applied should be listed
in the <quik_dir>\server\quik.ini file in the [dealer-library-async] section. For example:

[dealer-library-async]
NC0038900000=
SPBFUT389=

The following parameters can be set up in the [behavior] section:

numberofexecutors - full number of queues of parallel processing of Limits calculation
library algorithms for all the firms which use Limits calculation library asynchronously.
deallib.temppath - file path to the directory for temporary storage of DLL copies for Limits
calculation library.

For example:

[behavior]
deallib.temppath=.\temp

numberofexecutors=3
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2.5.7 Exclusions for antivirus software

This section contains files and folders of the QUIK server that must be excluded from checking by
antivirus software, as they are used during the server operation.

Files and folders to be excluded:

1. Folder with the QUIK server.
2. Folders and files specified in the server settings in quik.ini:

paths to log files and .ik files that are specified in the [Files] section in the
LogFilesFolderName and DataFilesFolderName parameters, for example:

LogFilesFolderName=.\logs
DataFilesFolderName=.\data

paths to the files of substitutions that are specified in the [data_module] section in
the firm_substitute_file and client_codes_substitute_file parameters, for
example:

firm substitute file=.\firms.ini

client codes substitute file=.\codes.ini

paths to the archives that are specified in the [archive_module] section in the ttp_dir
and minutes_dir parameters, for example:

ttp dir=.\archive\minutes ttp

minutes dir=.\archive\minutes

path to the cross-rate settings that is specified in the [cur_module] section in the
class_cfg parameter, for example:

class_cfg=crossrate.ini

path to the crypto provider settings that is specified in the [usend_module] section
in the crypto_provider_ini_file parameter, for example:

crypto provider ini file=.\openssl pr.ini

paths to the templates that are specified in the [quik_auth] section in the
TemplateRuRetrievingNotSupportedFileName and
TemplateRuUnknownErrorFileName parameters, for example:
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TemplateRuRetrievingNotSupportedFileName=templates\ru\retrievingnotsupported

templateruunknownerrorfilename=templates\ru\unknownerror

3. Folders with the settings of crypto providers in the grypto.cfg file that are specified in the
IniFile parameter, for example:

IniFile=openssl pr.ini

The net ports that are specified in the settings of server and access servers in the
quik.ini file in the port parameter must be added to the exclusions.

2.5.8 Configuration of notification text about expiration of attorney power

To configure the text of the sending notifications about the imminent expiration of attorney power
of the connected user, set the following settings in the grypto.cfg:

Set the day number before expiration of attorney power which the user will receive daily
notifications (each time to connect) in the [register] section. Value by default: 3.

Example:

[register]

license warning days=4

Set text description of the messages in the [auth] section. The key is the template string
of the view:

lic _exp <d> day <lang>

Where:

<d> - day number before expiration of attorney power. Valid values: 1, 2, 3, <..>
and etcetera;

lic_exp_today_<lang> - correspond with current day;

n - all the other days;

<lang> - language code of the workstation. Valid values:

_ 25 - Russian;
_ 9 - English.
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The lic_exp_today_<lang> template string is using to install text description, when the power
of attorney expires today for client.

The lic_exp_n_days_<lang> template string is using to install text description by default.

Example:

[auth]
lic exp n days 25=The attorney power will expire soon
lic exp 1 day 25=One day left before the expiration of attorney power

lic _exp today 25= The attorney power expires today

The text description supports the identifiers of the format that allows to enter the date
of termination of attorney power on identifier location in the message. Supports the following
identifiers:

<> - number of days before expiration of attorney power;

<d> - day number in the month when expiration of attorney power;

<m> - month number in the year when expiration of attorney power;

<y> - year, when expiration of attorney power.

Example:

[auth]

lic exp n days 25=Attorney power will expire after <> days

Example:

[auth]

lic _exp n days 25= Attorney power will expire <d>.<m>.<y>

2.5.9 Position rolling

The QUIK server can be launched in the mode of rolling clients' positions by money and
instruments (stock market).

Before configuring position rolling, contact QUIK technical support for additional
instructions:

To roll positions, do the configuration:
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1. In the quik.ini file located in the <quik_dir>\server\ directory, configure the following
parameters:

The [data_module] section:

rolling.rotation_depth - rotation depth of files with positions located in the
Backup directory. The server stores no more than the number of files specified in
the setting for each type of position by money and by instrument. When the
maximum value of the setting is reached, old files are deleted. Default value: 7.
rolling.CPLimitTag - tags separated by commas, which are used by the QUIK
REPO Module to maintain limits for counterparties when rolling money positions.
Only positions with settlement term TO with the specified tags are considered.
Default value: “” (empty).

The [calc-limits] section:

UnifiedLeverageOnClient - indicates that leverage of the same size is used in all
cash positions of a client for whom By discounts or MD+ margin lending scheme
is used. Set the value 1. Default value is 0.

2. Start the server with the launch parameter.
3. Connect the interface that will activate the positions after rolling.

The information of the transferred positions is updated only after the interfaces
(trade interfaces or the Holiday Information interface) are connected.

2.6 Server migration from Windows to Linux

When migrating the service running on Windows OS to the computer with the Astra Linux OS,
require to remember the following Linux version limits compared on Windows version:

MP crypto provider is not supported.

Migrating software that runs on Windows OS to the computer with the Astra Linux OS:
The version of the software that is migrated from Windows must be equal

to the version of the software that will be installed on Astra Linux.

The software on Astra Linux OS must be used as DBMS PostgreSQL.

The migration must be performed during strictly non-trading times: after
the end of trading and stopping the service, and before the start of trading, before
the first launch of the service.

Service migration is executed by two steps:

Service installation on Astra Linux OS (executed by root user).
Migrate configuration with Windows OS (executed by root or argasrv user).
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To install software on Astra Linux OS, execute the following operations:

1.

Install the required packages on the computer on which the service will run in accordance with
the description in

. Copy the install_server-xx.xx.xx.run file to the directory where current user has permissions

to perform operations, for example, home directory (/home/<user> or ~/).

. Add execution permissions to the run file by running the command:

chmod +x install server-xxX.xXx.Xx.run

Install the service by running the command:

As a

sudo ./install server-xx.xx.xXx.run -i

result of executing the run file, the following actions will be performed:

If the argasrv system user does not exist, it will be created with default permissions
and included in the group with the same name. The /opt/arqasrv directory will be set
as its home directory. The installed service will operate on behalf of this user.

The /opt/arqasrv/quik sub-directory will be created in the /opt/argasrv directory. This
is the service installation directory into which the distribution files of the installed
service will be unpacked.

The argasrv user will be assigned as the owner of all files and sub-directories in the
service directory.

The service named quik will be registered in the systemd service administration
system and run as the argasrv system user.

The file named quik will be created in the /etc/arqasrv directory to commit the service
installation parameters.

The following command files will be generated in the service installation directory:

_ q_start.sh - start the service, including . Intended
to be performed by the arqgasrv and root users;

_ q_stop.sh - stop the service. Intended to be performed by the argasrv and root
users;

_ q_status.sh - display information about service current status. Intended to be
performed by the arqasrv and root users;

_ uninstall.sh - remove the service. Intended to be performed by the root user;

_ postmigration.sh - perform additional operations during migration. Intended to
be performed by the argasrv and root users.
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If the service is successfully installed, the following message is displayed
in the console: “Installation of service ‘quik’ has been successfully completed”.
In case of another diagnostic output, please contact the QUIK technical support:

5. If the installed service will be administrated by the argasrv user, follow the steps:

_ To prevent the argasrv user from modifying service administration scripts for which
the user will be granted the root execution permission, make it immutable by running
the following commands:

chattr +i /opt/argasrv/quik/quik/qg start.sh
chattr +i /opt/argasrv/quik/quik/q_stop.sh

_ Grant the argasrv user permissions to execute service administration scripts as the
root by following the steps:

_ Run the command:

sudo visudo

In the opened vi-like editor, add the line:

argasrv ALL=(root) /opt/argasrv/quik/quik/g start.sh,
/opt/argasrv/quik/quik/g_stop.sh

This line allows the argasrv user to execute the listed scripts on any computer in the
domain as root.

The following steps of this instruction can be performed by root and arqgasrv users.

To migrate configuration Windows OS, follow the steps:

1. Copy from the Windows service directory to /opt/argasrv/quik/<srvname> Linux service
directory the following files:

Main configuration file: quik.ini;

General file of the crypto provider settings: qrypto.cfg;

_ Files of the Limits calculation library settings: Dealer/ directory;

_ Files of the templates-messages for two factor authentications: Templates directory;

Cross rate configuration file: crossrate.ini;

Firm substitution configuration file: areas/firms.ini;

File of banned UIDs: restu.cfg;
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Client code replacement settings file: codes.ini;

Other .ini configuration files, provider certificate directories:

_ The secring.txk, pubring.txk keys to set up the grypto32 crypto provider;

_ The certs catalog to set up the OpenSSL_pr crypto provider;

_ The signalcom catalog to set up the Signalcom_pr crypto provider;

_ The catalog is including the chart archives (value by default: “"minutes”), if they are
stored locally, near the server.

2. Convert the names of the files and directories copied in the previous step to lower case.
For this, run the command in the /opt/argasrv/quik/<srvname> directory:

sudo ./postmigration.sh

3. Change the settings in the replaced files:

All mentions of dynamic libraries (.dll) must be converted to the corresponding name
on Linux. For this, the prefix “lib” is added to the name and the extension is replaced
with .so, for example:

module=dwdata.dll
replace with

module=1libdwdata.so

A list of sections of the quik.ini file that contain the names of the dynamic libraries
that must be converted:

[data module]
module=dwdata.dll
replace with

module=libdwdata.so

[conn module]
module=dwxs.dll
replace with

module=1libdwxs.so

[trans module]
module=dwtrans.dll
replace with

module=libdwtrans.so

[auth module]
module=dwgx.dll
replace with

module=1libdwgx.so
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[limits module]
module=dwlimits.dll
replace with

module=libdwlimits.so

[usend module]
module=dwsend.dll
replace with

module=libdwsend.so

[ctl module]
module=dwwgctl.dll
replace with

module=libdwwqgctl.so

[msg module]
module=dwgtalk.dll
replace with

module=libdwgtalk.so

[archive module]
module=dwarch.dll
replace with

module=1libdwarch.so

[banner module]
module=dwbanner.dll
replace with

module=1libdwbanner.so

[data ip module]
module=dtwipsrv.dll
replace with

module=libdtwipsrv.so

[report module]
module=dwrep.dll
replace with

module=libdwrep.so

[data pipe module]
module=dtwsrv.dll
replace with

module=libdtwsrv.so
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[db module]
module=dbstubrc.dll
driver=quik db pg.dll
replace with
module=libdbstubrc.so

driver=libquik db pg.so

[cur module]
module=dwcurg.dll
replace with

module=libdwcurg.so

Replace dynamic library names in the grypto.cfg file. Sections where dynamic library
names are specified:

[auth]
sign=secprov.dll
replace with

sign=libsecprov.so

For look setting, it is required to find the specified section, for example, if the
db_look is set:

[auth]
look=grypto.cfg,db look

[db_look]
use=dwgx.dll
replace with

use=libdwgx.so

Change dynamic libraries names and configuration file register in the settings
of the grypto.cfg file crypto providers (when there are the list of the sections):

[openssl]
Module=openssl pr.dll
IniFile=openssl pr.ini
replace with

[openssl]
Module=libopenssl pr.so

IniFile=openssl pr.ini

[SignalComMessageAndSSLPro]
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Module=signalcom pr.dll
IniFile=signalcom pr.ini
replace with
[SignalComMessageAndSSLPro]
Module=libsignalcom pr.so

IniFile=signalcom pr.ini

[placebo]
Module=placebo pr.dll
replace with

[placebo]
Module=libplacebo pr.so

If, in addition to the listed crypto providers, there are other configured crypto
providers in the grypto.cfg file, then the corresponding sections of the settings must
be commented out by adding the “;” character (semicolon) to the beginning of the
line. It is also necessary comment out the declaration in the [CryptoProviders]
section, for example, disabling the MP provider:

[CryptoProviders]
;mp=1

7 [mp]
;Module=mp pr.dll

;IniFile=mp pr.ini

Change the name and letter case of the configuration file in the list of the loaded
settings of the Limits calculation library of the quik.ini file, for example:

[dealer-library]
ALGO=./dealer/algo.ini

If the paths to files with the .dll extension were previously configured in this section,
the extension must be changed to .ini, for example:

[dealer-library]
ALGO=.\Dealer\ALGO.dl1l
replace with
[dealer-library]
ALGO=./dealer/algo.ini
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All references to file and directory paths must be converted to the format accepted in
the Linux file system - backslashes ("\") must be replaced with forward slashes ("/"),
for example:

crypto_provider ini file=.\openssl pr.ini
replace with

crypto_provider ini file=./openssl pr.ini

quik.ini settings list that contain path to files or directories with example values:

[ctl module]

rest users file=restu.cfg

[usend module]

suspect data file=stats/suspect.txt

[key management]

key info file=key info.ini

[areas]

frontend=areas/frontend

msg priv=areas/msg priv
public=areas/public
company=areas/company
private=areas/private
unrestricted=areas/unrestricted
hasharchives=hasharchives

hasharchivesttp=hasharchivesttp

[archive module]
minutes dir=minutes

ttp dir=ttp

[auth module]

settings file=qrypto.cfg

grypto.cfg settings list that contain paths to files or directories with example values:
[auth]

mail settings file=qrypto.cfg

arw_log=stats/arw.log

Edit the path to the banner file, if it is configured. The banner configuration file is the
first .ini file found by the server in the /areas/banners directory. For example:
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[url set]

image=./banner.bmp

_ The network drives are usually mounted to local directories therefore it is required to
check with network administrators for the mount point and specify the path to it. For
example:

[areas]
Archives=\\minutes\gminreplicator\archive\
replace with

[areas]

Archives=/mnt/gminreplicator/archive

4. Configure automatic daily start and stop of the service. To do this, use in the automatic

scripts the q_start.sh and q_stop.sh command files located in the directory of installed
service.

2.7 Removing server

Removing the service on Windows and Astra Linux platforms occurs differently.

2.7.1 Removing server installed on Windows

To remove the service, follow the steps:

1. Stop the server service. Stop it by Service application that opened as administrator name,
or by Service tab of the task manager, also opened as administrator name.

2. Remove the server service by running the command in the console is running
by administrator name:

quik.exe -remove

3. Remove the server database.

4. Remove the server directory.

2.7.2 Removing server installed on Linux

The service is removed by the root user by calling the uninstall.sh script, which is located
in the directory of the corresponding service.

Installation manual for QUIK Server 47



To remove the service, follow the steps:

1. Stop the QUIK server service from the directory with installed service by running the
command:

sudo ./g stop.sh

or from any other directory that is different from service directory by running
the command:

sudo /opt/argasrv/quik/quik/qg stop.sh

2. If the administration of the installed service is expected to be performed by the argasrv user,
follow the steps:

Cancel the arqgasrv user permissions to execute scripts of the service administration
as a root by doing the following:

_ Run the command:

sudo visudo

_ In the opened vi-like editor, delete the line:

argasrv ALL=(root) /opt/argasrv/quik/quik/q start.sh,
/opt/argasrv/quik/quik/qg stop.sh

Disable the attribute of immutability the service administration scripts by running
the following commands:

chattr -i /opt/argasrv/quik/quik/qg_start.sh
chattr -i /opt/argasrv/quik/quik/q_stop.sh

3. Run the uninstall.sh command file in the /opt/argasrv/quik/quik directory of the installed
service:

sudo ./uninstall.sh

or from any other directory that is different from service directory by running
the command:
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sudo /opt/argasrv/quik/quik/uninstall.sh

You may need to enter the current user’s password to execute the command. As a result
of the command execution, the following actions are performed:

_ The quik service registration is deleted in the systemd service administration system.
_ The /etc/argasrv/quik file with the service installation parameters is deleted.

_ The /opt/argasrv/quik/quik directory where the service is installed changes its name
to the /opt/arqasrv/quik/quik.backup_YYYY.MM.DD_hh.mm.ss. The directory is
renamed in case you need data from it. If it is not needed, delete the directory
manually.

If the service is successfully removed, the following message is displayed in the

console: "Removing of service ‘quik’ has been successfully completed”.
If another diagnostic is displayed, please contact the QUIK technical support:

2.8 QUIK Administrator installation and configuration

2.8.1 Installation and configuration of QUIK Administrator server part
1. To configure the database connection, install ODBC drivers for the OS.

For Windows OS:

_ When connecting to MS SQL DBMS, the ODBC Driver 17 for SQL Server ODBC driver
must be installed on the computer where the gadminsrv service is installed. To check
the driver availability, in the Windows menu enter the text "ODBC data sources” in
the search box and open the appropriate window. Make sure that the Drivers tab in
the list contains the driver with the following name: ODBC Driver 17 for SQL
Server.

If there is no such driver, download the driver installation file from the official
Microsoft website ( ) and install
it on the computer where the service will be running.

_ When connecting to PostgresPRO DBMS, the PostgreSQL ANSI(x64) ODBC driver
version 13.02 or newer must be installed on the computer where the gadminsrv
service is installed. To check the driver and its version, run the odbcad32 utility
in the Windows menu. Make sure that the driver with the PostgreSQL ANSI(x64)
name and version 13.02 or newer is listed in the Drivers tab.

If there is no such driver, or the version is lower than expected, download the driver
installation file from the ARQA Technologies official website

( ) and install it
on the computer where the service will be running.

For Linux OS:

1. Driver installation commands must be executed by the root user.
2. Internet access is required.
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Install the required packages on the computer on which the service will run,
in accordance with the description in

Make sure that a driver record has been added to the /etc/odbcinst.ini file:

[PostgreSQL ANST]

Description=PostgreSQL ODBC driver (ANSI version)
Driver=psqglodbca.so

Setup=libodbcpsglS.so

Debug=0

CommLog=1

UsageCount=1

2. Install the gadminsrv service.
For Windows OS:

Copy all files from the <inst_dir>\gadminsrv\server directory to an arbitrary
directory. The given directory provides the qadminsrv.ini file containing the program
settings.

The <inst_dir>\gadminsrv\client\ directory contains the client application
of the program.

To install the program, log in as a user with administrator permissions.

Set the service name in the qadminsrv.ini file. For this, specify the appropriate
values of the name and displayname parameters in the [Service] section.

Run the command from the command line:

gadminsrv -install

For Linux OS:

The service is installed by the root user via the console by calling the run file
<install_qadminsrv-xx.xx.xx.run>, where xx.xx.xx is the product version.

Install the required packages on the computer on which the service will run
in accordance with the description in

Copy the install_gadminsrv-xx.xx.xx.run file to the directory that the current user has
permissions to operate in, such as the home directory (/home/<user> or ~/).

Run the command to add execution permissions to the run file:

chmod +x ./install gadminsrv-xx.xX.xXx.run
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Run the service installation command (gadminsrv — default name of the service to be
installed):

sudo ./install_qadminsrv—xx.xx.xx.run -i [gadminsrv] [-d <rootdir>] [-n

<srvusername>]

The service is installed to the /opt/argasrv/quik/ directory. As a result of executing
the run file, the following actions will be performed:

If the argasrv system user does not exist, it will be created with default permissions
and included in the group with the same name. The /opt/arqasrv directory will be
set as its home directory. The installed service will operate on behalf of this user.
The /opt/arqgasrv/quik sub-directory will be created in the /opt/argasrv directory.
This is the service installation directory into which the distribution files

of the installed service will be unpacked.

The argasrv user will be assigned as the owner of all files and sub-directories in

the service directory.

The service named gadminsrv will be registered in the systemd service
administration system and run as the argasrv system user.

The .actions.log file will be created in the /opt/argasrv/quik/gadminsrv directory,
where the service installation process is logged.

The file named gadminsrv will be created in the /etc/argasrv directory to commit
the service installation parameters.

The following command files will be generated in the service installation directory:
q_start.sh - start the service including . Intended to be
executed by the argasrv and root users;

q_stop.sh - stop the service. Intended to be executed by the argasrv and root
users;

q_status.sh - display information about service current status. Intended to be
executed by the argasrv and root users;

uninstall.sh - remove the service. Intended to be executed by the root user;
postmigration.sh - perform additional operations during migration. Intended
to be executed by the arqgasrv and root users.

If the service is successfully installed, the message is displayed in the console:
“Installation of service ‘qadminsrv’ has been successfully completed”.
In case of another diagnostic output, please contact the QUIK technical support:

Do not change the directory structure — moving or renaming may cause errors.

_ If the installed service will be administrated by the arqasrv user, follow the steps:
To prevent the argasrv user from modifying service administration scripts for which
the user will be granted the root execution permission, make it immutable

by running the following commands:
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chattr +i /opt/argasrv/quik/gadminsrv/q start.sh
chattr +i /opt/argasrv/quik/gadminsrv/q stop.sh

_ Grant the arqgasrv user permissions to execute service administration scripts as root
by following the steps:

_ Run the command:

sudo visudo

_ In the opened vi-like editor, add the line:

argasrv ALL=(root) /opt/argasrv/quik/gadminsrv/q_start.sh,
/opt/argasrv/quik/gadminsrv/q_stop.sh

This line allows the argasrv user to execute the listed scripts on any computer
in the domain as root.

The following steps of this instruction can be performed by the arqgasrv and root users.
Make settings in the qadminsrv.ini file:

In section [Instances], specify configuration files of database connections in format:

<Port used for the given DB>=<Name of configuration file>

Example:
[Instances]

15301=cfg brokerl.ini
15302=cfg_broker2.ini

For Linux OS, perform conversions for the files that are added to the [Instances]
section of the gadminsrv.ini configuration file according to the

Parameters of connection with every database are described in a separate file.

_ In section [Files], in the Logs parameter set the name of file for logging, if necessary.
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In section [General], edit the following settings, if necessary:

MaxDeallibSize - the maximum file size of the Limits calculation library settings to
be saved to the Audit log. Value by default: 10485760 (the value in bytes
corresponds to 10 MB).

MaxDeallibSize_<Instance> - the maximum file size of the Limits calculation
library settings to be saved to the Audit log for the specified port (<Instance>). The
value of the MaxDeallibSize setting is used as default.

PathRelease - path to the directory with update files of the QUIK Administrator
client part. The path may be absolute or relative. Value by default for Windows OS:
frontend\release\, for Linux OS: frontend/release/ (relative path from the QUIK
Administrator server part directory).

InactiveUserDisconnectTimeout - indicates that a connection between the
server and client parts of the QUIK Administrator program breaks when the user
inactivity period in seconds, which is set in this setting, expires. If the value is 0,
the setting is disabled. Default value: 900.

DisconnectWhenSessionLock - indicates that a connection between the server
and client parts of the QUIK Administrator program breaks when a session

is blocked or a remote session is disconnected. Valid values:

0 - a connection should not be broken;

1 (by default) — a connection should be broken.

buildemptyreport - empty report creation.

0 (by default) — not create;

_ 1 - create.

To use the authentication mechanism in the Active Directory / Kerberos domain, it is

required to set the following settings in the [auth] section:

_ AD_DCDistinguishedName - name of the domain controller. Value by default:

\\V/4

(empty).
AD_DomainName - domain name for SSO. Value by default: *” (empty).

_ The domain part before *\’ is specified for Windows. For example, arga.
_ The domain part after ‘@’ is specified for Linux. For example, ARQA.RU.

For correct configuration of authentication in the Active Directory / Kerberos domain

you should execute

4. Make settings in the <name of configuration file>.ini server configuration file.

For Linux OS, perform conversions for all sections of the configuration file
according to the

In the [DB] section, configure the parameters of access to the database:

_ Server - name of server.
_ Base - name of database.
_ User - name of a database user.
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A user must be included in the quik_rbo and quik_auditor roles in the QUIK server
database.

Password - password of a database user. A password must not begin with $ and
#. The password can be

UsePersonallLogin - to use personal logins for connection to the database specify
the value 1.

AuthMode - used type of authentication on MS SQL server. Valid values:

login (by default) — use login and password specified in ‘user’ and ‘password’
parameters (the password can be );

domain - use domain authentication.

If AuthMode=domain, the ‘user’ and ‘password’ in section [DB] are ignored and
may be not specified.

_ Driver - name of ODBC driver which is used to connect to the QUIK server’s
database. Valid values:

For Windows OS:

_ ODBC Driver 17 for SQL Server (by default) — used when using MS SQL Server
2014, 2016 or a newer DBMS (from the list of supported ones);
PostgreSQL ANSI(x64) — used when using PostgresPRO;

If no setting value is specified, the "ODBC Driver 17 for SQL Server” is used.

For Linux OS:

PostgreSQL ANSI (by default) — used when using Linux OS.

When operating MS SQL Server, ODBC D