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1. Obwme cBepgeHusn

1.1 KoMnoHeHTbl cuctembl QUIK

MporpamMmmHubin komnnekc QUIK peann3oBaH Nno TEXHONOMMU «KNMeHT-cepBep». O6bMeH
OAHHbIMWU MeXAy CEpBEPOM U MNONb30BaTENbCKUMM TEPMUHANAMWN OCYLLECTB/ISETCA NOCPEeACTBOM
CeTn MHTepHeT n/unn nokanbHol cetn. CepBep obecneumBaeT NOAKIOYEHNE NCTOYHNKOB
nHdopMaunm (TOproBbiX CUCTEM, MOTOKOB HOBOCTEN U Mp.) N 06paboTKy NOPYYEHUN KIUEHTOB.
KnueHTcKkne NpunoxeHus npeaHasHadeHbl aAns otobpaxeHus MHpopMaumm n BBoAa NOPYYEHUI

KJTMEHTOB.
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LleHTpanbHOe 3BEHO NPOrpaMMHOro Komnsekca — cepsep QUIK, nmeouwmin normyeckoe s4po

n nHTepdgencol K Nogkto4HaemMbiM aneMeHTaM (bnpxesbiM MHTepdencaM n ApyruM NCTOYHUKAM
nHdopMaLnmn, XpaHUInULy AaHHbIX). MoAynbHbIN NPUHLMN NOAKIOYEHUS MO3BONSET HapalwuBaTb
BO3MOXHOCTU CUCTEMbl MO Mepe Heo6XoaANMMOCTU, AoNOoNHAS 6a30BYI0 KOHMUIypauUno HOBbIMU

dDYHKUNSAMMA.

Q
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B3anMogelicTBne ¢ 6a30M AAHHbIX pPeasn3oBaHo Yepe3 cneumanbHblii MHTepdelic ans
YMNpoLLEeHUA CMeHbl ucnofib3yemoro Tuna CYB/. Basa AaHHbIX MCNOMNb3YETCA AN XPaHEHUS
MHMOPMaLIMM CO CPOKOM XpaHeHUsi 6osiee 0AHOro AHSA — PErncTPaunNoOHHbIX AaHHbIX
nonb3oBaTenei 1 nNpas Ha paboTy C CUCTEMOW, a TAKXE XYpPHAsIOB COBEPLLEHHbIX onepauuii.

NHdbopmaums, noctynatowas n3 6MpxxeBbiX TOProBbiXx cUCcTeM, obpabaTbiBaeTCcs B onepaTUBHOM
namaTtu 1 B 6asy AaHHbIX He 3aHOCUTCA. [ns 6bICTpOro BOCCTaHOB/IEHUS paboTOCNOCO6HOCTH

B cny4dae c6os Mcnonb3yeTcs KewmpoBaHMe NoayyYeHHbIX AaHHbIX HA AUCKe B Buae 6uHapHbIX
dannos. PaboTta c CYB/l ocyLiecTBnaeTcs yepes crneumanandnpoBaHHbliii cepeep 6asbl AaHHbIX.

CepBep AoCTyna CoeNHSAETCS C OCHOBHbIM cepBepoM QUIK, nonyyaeTt oT Hero nHgopMaumio
N pacnpenenseTr ee Mexay nosib30BaTeNnsiMm B COOTBETCTBMKM C X npaBamu. Cepsep A0CTyna
NMPUMEHSIETCH AN peleHns 3aga4m obcnyxmeaHus 601bLLIOro KoOMYecTBa Nosib30BaTeIbCKUX
NMOAKNOYEHNIN, TaK KaK NMO3BOMSIET CHU3UTb Harpy3kKy Ha OCHOBHOW CeEpBEpP CUCTEMBI.

AAMUHUCTPUPOBaHWeE KOMMiekca ocywecTtenserca B nporpamme QUIK Administrator,
obbeanHsaLWeNn BCe HAaCTPOMKU, UCNOSb3YEMbIE IOFMYECKUM S4pOM cepBepa. [Ana HabnoaeHns
3a COCTOSIHMEM cepBepa U NMOAKIYEHUIN KITMEHTOB UCNOMb3yeTcsa TepMuHan QMonitor.

1.2 KOHTpPOQb NNMUEH3UN Ha cepBepax QUIK

JlnueH3nsa npenoctaBAsieT NpaBo Ha NOAKOYEHME O4HOro 3K3eMnisgpa NpuioXeHusa (nnarvHa,
TEXHOJIOTMYECKOro UM KJIMEHTCKOro Moayns) k cepsepy QUIK. MpunoxeHns ogHoro tmna
obbeanHeHbl B Ny INLEH3UN.

Mpn ncnonb3osaHum BpokepoM Heckonbkux cepeepoB QUIK kKoHTponupyeTtcsa obliee KoNMYecTso
NNLEH3UI B paMKax nyfa AnueH3ui, pacnpegeneHHoe Mexay HUMKU C NMOMOLLbI0 cepBuca
CMHXPOHM3aUMKN AaHHbIX (Nporpamma Pennukartop).

Mpwn ncyepnaHnMmM MakCUManbHOrO KONMYECTBA JIMLEH3MN BbIBOAUTCSA COOTBETCTBYIOLLAA
AuarHoctuka B nor-damnn cepsepa. lNpun oTCyTCTBUMM NULEH3UN HaA niarnH B Pabouem MecTe
KNIMeHTa nosaBnsaeTcsa coobleHne «HenoCTaToOuHO NUUEH3UR!».

MpUNoXeHusa, ANa KOTOPbIX NOAAEPXKMBAETCS KOHTPOb NNLEH3UIA:

Q2Q adapter;

MporpamMHbIn nHTepderic FIX adapter (cuyeTta);
MporpamMHbIn nHTEepderic FIX adapter (TpaH3akuun);
MporpammHbIvt MHTEepdenc FIX Drop Copy;
MporpammHbInt MHTepdelc FIX Client Connector;
Moaynb akcnopTta 6upxxesoi nHboOpMaumu;

Moaynb aKkcnopTa ovepeaen 3asBOK;

Pabouee mecto QUIK Ansa MobunbHbIX YCTpOUCTB «PocketQUIK>;
TepMuUHanbHbIM MOAYNb puck-MeHeaxepa «Colibri SM»;
TepMuUHanbHbIN MOAYb pUCK-MeHeaxepa «Colibri FM»;
TepMuUHanbHbIK MOAYb pUcKk-MeHeaxepa «Colibri FX»;
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CneumannsmpoBaHHoe paboyee MeCcTo MynbTMOBPOKEPCKOro 06CcnyXnBaHus;
FX Convertor;

Moaynb BasketTrading;

Moaynb ONUMOHHOWN aHaNIUTUKK;

TepMunHanbHbIA MOAY b AOBEPUTENbHOIO ynpasnstowero «TrustManager»;
Pabouee mecto webQUIK;

QORT2QUIK adapter;

MporpaMMHbIN MHTEpdEnC ynpaBneHns No3numsiMu.

2. YCTaHOBKAa M HaCTpoMKa cepBepa

2.1 TexHnuyeckue TpeboBaHusn

Ha odunumanbHOM MOXHO 03HaKoMUTbCA ¢ Tabnuuen TpebosaHni K 060pyaOBaHUIO
M NporpaMMHOMY obecrieyeHumto:

Cepsepa QUIK;

ToproBbiX MHTEPHENCOB;

MHpOpMaUMOHHbIX MHTEPdENCOB;

CepBUCHbIX MOAYNEN;

Pabouero mecra agmmnHuctpatopa QUIK Administrator;
Pabouero mecrta MmoHuTopuHra QMonitor;

Opyrux nHtepdencos n Moaynem K apyruMm éupxam.

TpeboBaHusl, NpeAcTaBNEHHbIE Ha CanTe, SIBNAKOTCA MUHMMabHbIMU. PEeKOMeHAYyeTCsl corflacoBaTb
TexHu4yeckue TpeboBaHusa co Cnyxbon TexHnueckon nogaepxku QUIK, Hanpumep, ecnu
npeanosiaraeTcs:

O6cnyxunBaHue 60nbLLIOI0 KOAMYECTBA MoJib30BaTeNnen;

MoakntoveHne 60bLLIOr0 KoNMYecTesa UHTepdencos;

Ncnonb3oBaHue cepeepa QUIK ansa peweHns MapkeT-MenKepcKmnx 3agay unu ans
BbICOKOYACTOTHOIO TpenanHra.

2.2 PekxoMeHAauum no noarotoeke naartgpopmol

Ha komnbtoTepax ¢ cepBepHbIM 10 QUIK He pekoMeHAYyeTCS UCMoNb3oBaHue ntoboro CUCTEMHOrO
MO, KOoTOpOEe B pexmnMme peasibHOro BpEMEHU UM C HEKOTOPOW NEPUOANYHOCTBIO aHanusupyert
AaHHble Ha ANCKe, AaHHble, NepefaBaeMble No cetT n npoyvee. K TakoMy MO MOXHO OTHeCTH,
HanpuMmep, aHTUBUpYyCbl. Ero paboTa MoOXxeT BbI3BaTb 3aMeTHble Npobnemsl

C NnponsBoanTenbHOCTbIO cuctembl QUIK.
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2.3 YctaHoBKka Ha Windows

2.3.1 KonupoBaHue dainios

CoszpanTte katanor agns ycraHoBkun cucrtembl QUIK (B ganbHenwem <quik_dir>).

CkonupynTte B Hero kartasnoru keygen un server uns auctpubyrtmea c dpainamMmm ans yCtaHoBKuU
(<inst_dir>).

CkonupynTte kaTtanor <inst_dir>/front B AMpeKkToputo, KoTopas npeaHasHayeHa Ans XpaHeHus
aKkTyanbHOro auctpubyrtmea Pabouero mecta QUIK (cmM.

).

B Npon3BONbHYO ANPEKTOPUIO CKONUMpYIHTe KaTanor <inst_dir>/gadminsrv, KOTOpbIA COAEPXUT
dannbl, Heobxogumble ans

2.3.2 MoAaroTtoBKa K yCTaHOBKe

Co3paHue kaoua ansa cepsepa QUIK

C nomowbto nporpammbl KeyGen cpopmumpyite ny6InUYHbIN U CEKPETHBIN KHOUU, KOTOpbIE

B AanbHenwem 6yayT ncnonb3obatbcs cepepoM QUIK (cMm. dann keygen.pdf - pykoBoacTBo

Nno MUCMoJSIb30BaHUIO Nporpammbl keygen.exe).

1.

B kauecTBe napameTpa «MMA Bnagenbua K4va» yKaxute HauMeHoBaHWe opraHusaumu
B ¢dopmaTte <HasBaHue (naeHTudukatop)>, Hanpmmep:

TecT-MHBecT (testinvest)

NaeHTudmnkaTop B KpyrnbiX ckobkax 6yaeT B gajsbHeNLLEeM NCMONb30BaTbCA AN HACTPONKKU
cuctembl. HazoBeM ero <mms_cepsepa_quik>.

3anoMHKTe BBEAEHHbLIW Naponb ANS 3alnTbl Ktoya. Ha3oBeM ero <nmaposb_kitoya_cepBepas.

CKonupymnTe CeKpeTHbIN Koy cepBepa (No yMondaHuio nporpamma keygen.exe coxpaHsieT
dann a:\secring.txk) B katanor <quik_dir>\server. lns ynob6cTtBa B AanbHenwen paboTte
nepemMmeHyinTe ero B secrserv.txk.

CkonupynTte nybnmuHbin KN4 cepeepa (Mo ymonyaHuio nporpamMmma keygen.exe cosgaet damnn
a:\pubring.txk) B kaTtanor <quik_dir>\keygen. ina ynob6crea B AanbHenwen paborte
nepenMeHymnTe ero B <uMsa_cepsepa_quik>.txk. 3ToT kntou 6yaet ncnonb3oBaTbCcs BCEMU
nosb30BaTeNsiMM CepBepa BMecTe € nakeToMm nporpamm KeyGen.

OTkpoiTe ansa pegaktnpoBaHusa dainn <quik_dir>\keygen\grypto.cfg. Ykaxxute B kauectse
napamMeTpoB:

«IMPORT» - naeHTUdunKaTop opraHmsaumm;

«Import Keys» — nMeHa kno4yeln NpuKnagHbiX CMCTEM, KoTopble 6yayT Ao6aBnsAaTbCS
K Ny6IMYHOMY KoYy,
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Mpumep:

IMPORT=<mmMmsa cepBepa QUIK>

Import Keys=Tect-MHuBecT (testinvest)

7. C nomouwbto nporpamMmmbl KeyGen co3gante nybaMYHbINA U CEKPETHBLIN KOUM O
nonb3oatens cepsepa QUIK (cM. dainn keygen.pdf — pykoBoACTBO MO MUCMOSIb30BAHMUIO
nporpamMmbl keygen.exe). Ha ware 3 nporpamma npeasoxuT BblbpaTb dain ¢ nybanyHbIM
KJIIOYOM CUCTEMbI — BblbepuTe dann <ums_cepsepa_quik>.txk. B cnucke knoyen Bbibepute
nyb6nunyHblii Koy cepBepa (B HaweM npuMmepe 3710 «TecT-UHBecT (testinvest)»). BkatouunTte
dnaxok «3anucatb U UCNOMb30BaTb, MPOMyCKas 3TOT War» — B AaJibHENLWEM 3TO NO3BOINUT
BallMM Mofib30BaTeNsM Npu (pOpMUPOBaAHMK Kiltoda nsbexaTb NMLWHEN onepaunmn.

YcraHoBka ODBC-apaiiBepoB ana pa6oTbl cepBepa c B[]
YcraHoBka ODBC-apaitBepoB Ha MS Windows

Onsa nonydyeHusa Habopa ycTaHOBNEHHbIX Ha KoMnbioTepe ODBC-apaneepoB HEO6X0ANMO B MEHIO
Windows HabpaTb B noucke TeKCT «MCTOYHUKN aaHHbiXx ODBC» 1 OTKpbITb COOTBETCTBYIOLLEE
OKHO.

Ecnu Ha Bknagke «[paiBepbl» B CNMCKE NPUCYTCTBYET CTPOKA C MMEHEM Heobx0aMMoro
ApaiBepa, 3HaUUT OH YCTAHOBJIEH, W YCTaHaBIMBaTb €ro He TpebyeTcs.

Ecnun cTpoka c nMeHeM apaiBepa OTCYTCTBYET, TO HE06X0AMMO CKayaTb €ro U YCTaHOBUTb.
CepBepoM noadepXX1BatoTCcs creaytolne apansepbl:

Mpu pabote c MS SQL:

ODBC Driver 17 for SQL Server

Cchbinika gns ckadmMBaHus yCTaHOBOYHOIo darna gpamsepa ¢ odpuumanbHOro camta
Microsoft:

Mpu paboTte c PostgreSQL:
PostgreSQL ANSI(x64)

Cchbinika gns ckadmMBaHus yctaHoBouYHoOro darna gpameepa ¢ odumumanbHOro canta
ARQA Technologies:

2.3.3 Peructpaums B cny»x6ax Windows

1. YcraHoBute cepBep QUIK n nHTepdenc kK ToproBon cucteme kKak cnyxbbl. Ans atoro Habepute
B KOMaHAHOWM CTpoKe:

<quik_dir>\server\quik.exe -install
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2. OtkpoinTe controlpanel\services n nocMoTpuTe, €CTb 1N B CMNUCKE CEPBMCOB 3anuncu,
naeHtTndmumpytowme cepeep QUIK (no ymonuaHuto: «Quik Server»).

3. CospanTe nosb3oBaTensa-agMUHUCTpaToOpa, MPUCBOUB eMy uMmsa (Hanpumep, <quikserv>)
1 naponb (Hanpumep, <passwd>).

4. [1ns ncnonb30BaHMS AOMEHHOM ayTeHTUdmKaumm Ha cepeepe MS SQL ykaxute B napameTpax
3arnycka cepBMCcOB MM AOMEHHOI0 MoJsib30BaTesiId U ero naponb.

2.4 YcTtaHoOBKa Ha Linux

2.4.1 MNonb3oBarenm ana paborbl ¢ cepsucamm nop Linux
[Ons paboTbl 1 ynpaBneHns CepBMCOM MPUMEHSIIOTCA CNeayoLWmne Nob30BaTeNN:

AQMUHUCTpaToOp NNaTdopMbl.

[Onsa 0603Ha4YeHNs1 3TOro Nosib30BaTeNs UCMOJIb3YETCA UMS root. DTO Nosib30BaTeNb, KOTOPbLIN
3HaeT naposb root 6o gob6aeneH B rpynny root, nM6o nMeeT AOCTYN K LUMPOKOMY KpYyry
KOMaHJ Ha BbIMOSIHEHWE OT MMeHU root Yepes yTunuTy sudo.

Monb3oBaTento AOCTyNHa yCTaHOBKA M yAaneHue, a Takxke agMMHUCTPUpPOBaHMe cepBuca:
0bHOBJIEHME, 3aMyCK U OCTaHOBKaA.

Monb3oBaTtenb, OT UMEHU KOTOPOro paboTaeT cepBuC.

Ons 0603Ha4yeHuMst 3TOro NOSb30BaTENS MCNOMb3YETCS MMsA ardasrv. [pu ycTaHOBKe cepBuca
No yMO/IYaHMIO CO3A4aETCH NOJSb30BaTe/lb UMEHHO C TaKUM MMEHEM.

Monb3oBaTenio TakxKe AO0CTYNHO aAMUHUCTPUPOBaHMNE CcepBMCca: 06HOBIEHME, 3aMyCK U
OCTaQHOBKa — NMPUMEHSAETCA, €CNU BbINONIHEHWE aAMUHUCTPUPOBAHUA Nofib30BaTeNneM root
HEeZoCTYMHO.

Takum obpasoM, cepBuUC Bcerga paboTaeT OT MMEHU Nosb30BaTeNs arqasrv. YCTaHOBKa M ydaneHue
CEepBMCA MOXET NPOU3BOAUTLCSA TOSIbLKO MOJSIb30BaTeNeM root. AIMUMHUCTPUPOBAHNE CEPBUCA MOXET
NpOM3BOAMTLCS MOMb30BaTENAMU root UM arqgasrv.

2.4.2 TMoAaroTtoBKa K yCTaHOBKe

YCTaHOBUTE Ha KOMMNbIOTEP NpUBEAEHHbIE HMXE NaKeTbl B COOTBETCTBUM C OMepaLMOHHOM
cucTemom, Ha kotopomn byaet paboTtatb cepsep.

JononHuntTenbHble nakeTbl ana Astra Linux
1. BbInoaHWTE KOMaHAy O6HOBIEHUSA CNMCKa NaKeToB:

sudo apt-get update
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2. BbINONHUTE KOMaHAy yCTaHOBKM nakeToB jemalloc2:

sudo apt install libjemalloc?2

3. BbinonHuTe KOMaHAbl yCTaHOBKKM nakeToB libodbcl n unixodbc:

sudo apt install libodbcl

sudo apt install unixodbc

4. Ecnu cepep ycTaHaBnmeaeTcs Ha Astra Linux 1.8.2, TO K BbILLEONMCAHHbLIM NaKeTam
HeobxoAMMO AOMONIHUTENBHO ckayaTtb nakert libssll.1 ¢ odmnumansHoro canta ARQA
Technologies: , pacnakoBaTb apXuB U
BbIMOSIHUTb KOMaHAY':

sudo dpkg -i libssll.l 1.1.1n-0O+debllud4-astra2 amd64.deb

YcraHoBka ODBC-gpaiiBepoB ansi pabortbl cepBepa c Bj
YcraHoBka ODBC-gpaiiBepoB Ha Linux

Ona nonyyeHmns Habopa yCTaHOB/IEHHbLIX Ha KoMnbiloTepe ODBC-apaneBepoB Heob6xoanMo
BbIMO/IHNUTb KOMaHAY:

cat /etc/odbcinst.ini|grep "~\[.*\]S$"

Ecnu B pe3ynbTaTe BbINOMHEHUA KOMaHAbl 0TO6pasnTCs CTPoKa C UMEHEM HEO6X0AMMOro
ApaliBepa, 3Ha4uT OH YCTaHOBJIEH, U YCTaHaBIMBaTb ero He TpebyeTcs.

Ecnu cTpoka ¢ nMeHeM gpanBepa OTCYTCTBYET, TO He06X0AMMO CKayaTb ero n yCTaHOBUTD.
CepBepoM nogaepxmpaetca paboTta Tonbko ¢ gpariBepom PostgreSQL:

PostgreSQL ANSI
Mpu paboTte Ha Astra Linux 1.7.4:

CCbINIKM ANS CKauyMBaHUSA YCTaHOBOYHbIX NakeToB ¢ oduumanbHoro caita ARQA Technologies:

[na yCTaHOBKW NaKeTOB pacnakyinTe apxnB Ha KOMMbIOTEPE, HA KOTOPOM 6yaeT paboTaTh
CEPBUC, N BbINOMHUTE Cneayollne KoMaHabl:

sudo dpkg -i libpg5 16.3-1.pgdgl00+1 amdé64.deb
sudo dpkg -i odbc-postgresgl 16.00.0005-1.pgdgl00+1 amd64.deb
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Mpu paboTte Ha Astra Linux 1.8.2 vnn Bblwe:

BblNnoNHUTE KOMaHAbI:

sudo apt install libpgb
sudo apt install odbc-postgresqgl

lMocne yCcTaHOBKM NOBTOPHO BbIMNO/JIHUTE KOMaHAY U Y6eLI,MTECb B HaJIM4YNN UMEHU ,qpaﬁBepa
B pe3ysibTaTaX BbINO/IHEHNUA KOMaHAbl:

cat /etc/odbcinst.ini|grep "~\[.*\]S$"

Ybéeautech, 4to B hanne /etc/odbcinst.ini ykasaH gpansep PostgreSQL ANSI, ncnonb3syemobiin
Mo YMOJTYaHMUIO:

[PostgreSQL ANSTI]

Description=PostgreSQL ODBC driver (ANSI version)
Driver=psqglodbca.so

Setup=libodbcpsglS.so

Debug=0

CommLog=1

UsageCount=1

Ecnu 3anuck He 6blia aobaBneHa, AobaBbTe ee CaMOCTOATENbHO.

2.4.3 TopsAOK YCTAaHOBKM
YcTaHoBKa cepBuca A0/1)KHA BbINOAHATLCS NOfb30BaTeneM root, BbI30BOM run-daina.

Mo yMonyaHuio BCe CEPBUCHI YCTaHAB/INBAOTCS B AMPEKTOpPUIO /opt/argasrv, a BbIMOMHSAKOTCS
OT MMEHM CUCTEMHOrO Nonb30oBaTeNs arqasrv. MMs cepBmca <srvname> Ansi CEpBEpPOB
Mo yMos4aHUIO COBMagaeT C UMeHeM ucnonHsemoro danna — quik.

I Mpu ycTaHOBKe HAaMMEeHOBaHUe cepBUCa 3aAaeTCcs TOJIbKO CTPOUYHbIMU 6yKBaMu.

Bce ykasaHHble napaMeTpbl MOXHO rnepeonpeaennTb COOTBETCTBYOLWMMN KAKOYaMUM 3anycka run-

danna.

HauvanbHble AencTBus no YCTaHOBKE CepBUCa (CM. 1- 5) AOJIKHbI BbIMOJIHATLCA MOJZIb30BATEJIEM
root. ing YCTaHOBKW BbIMNOJIHUTE cneayrouine LencrTeuns:
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YCcTaHOBUTE Ha KOMMbIOTEP, HA KOTOPOM GYD,eT pa6OTaTb cepsuc, HeobxoanMble NakeTbl
B COOTBETCTBMU C ONMCaHmMe B 1.

CkonupynTte dann install_server-xx.xx.xx.run B ANPEKTOPUIO, Ha onepaumn B KOTOPOW
y TEKyLLEero rnosib3oBaTesia eCcTb NpaBa, HanpuMmep, AoMalwHui katanor (/home/<user>
nnun ~/).

BbinonHUTe KOMaHAy Ao6aBneHus nNpaBa Ha BbIMOJIHEHUE run-danny:

chmod +x install server-xxX.Xx.XxX.run

BbinonHUTE KOMaHAy YCTaHOBKWU CepBUCca:

sudo ./install server-xx.xx.xx.run -i

[ns BbINONHEHWUSI KOMaHAbl MOXeT NoTpeboBaTbCs BBECTM Napo/ib TEKYLLEro Nosb30BaTens.
B pe3ynbTaTe BbINONHEHUS run-daiina 6yayT BbINOMHEHbI ceayowme AeNCTBUS

Ecnn cucteMHbll nonb3oBaTeNb arqasrv OTCYTCTBYET, TO OH CO34acTCs C NpaBaMu
NO YMOSTYAHMIO U BKJIIOYNTCS B OAHOUMMEHHYIO rpynny. B KauecTese agoMallHeNn
OVPEKTOpMM NOMb30BaTeNto YCTaHOBUTCSA AnpekTopus /opt/arqasrv. OT UMeHU 3Toro
nonb3oBaTtens 6yaet paboTtaTh yCTaHaBIMBAEMbIN CEPBUC.

B avpekTopuun /opt/arqasrv/quik cosgaeTtca noganpekTopums ¢ uMeHem quik. 3T1o
OVPEKTOpUsS YCTAaHOBKWN CepBuca, B KOTopyto 6yayT pacnakoBaHbl anibl
AnCcTpmnbyTmBa yCTaHaBIMBAEMOIO CepBMca.

Monb3oBaTeNb arqasrv HasHavyaeTcs BnagenbueM Bcex (aiinos U NoaanpekTopuit
B AMPEKTOPUN CEpBUCA.

B cucteme ynpasneHus cnyxbammn systemd 3apernctpmupyeTtcs cepBuc ¢ uMeHem quik
M 3aMycKOM OT MMEeHM CMCTEMHOro nosib3oBartens argasrv.

B avpekTtopumn /etc/arqasrv co3gaetcsa dann c umeHem quik ansa dukcauunm
napamMeTpoB YCTaHOBKW cepBuca.

B AnpekTopun cepeuca reHepupyoTca cneaytoline KoMaHaHble dainbl:

g_start.sh - 3anyck cepBuca, B TOM yucne c . MpenHasHayveH
OJ19 BbIMOSIHEHUS NONb30BaATENAMMU arqasrv U root;

g_stop.sh - ocTtaHoBKa cepBuca. NpegHasHaveH AN BbINOJHEHUS
nosib3oBaTeNnsaMun arqasrv u root;

g_status.sh - BbiBOA, MH(OPMaLMKM O TEKYLLEM COCTOSAHUN cepBuca. NpegHasHayeH
ONS BbIMOSIHEHUS NOJSIb30BATENSAMM arqasrv U root;

uninstall.sh - yananeHune cepsuca. lNMpeaHa3HayeH ANs BbIMOSIHEHUSA NONb30BaTENEM
root;

postmigration.sh - BbinosHEHME AONOAHUTENbHbBIX ONepaLnMn Npn MUrpaumn.
MpeaHasHaveH ANS BbINO/IHEHUSA MOfb30BaTeNsaMm arqasrv u root.
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Mpu ycnewHoM yCTaHOBKEe CepBUCa B KOHCOJIb BbIBOAUTCA coobLyeHue:
«Installation of service “"quik” has been successfully completed».

B cnyuae BbiBOAa APYrov AMArHOCTUKMU, NOXKanynucra, oépaTturecb B Cny>k6y
TexHuuyeckon noaaep xkm QUIK: .

5. Ecnu ynpasrieHne yCTaHOBNIEHHbIM CEPBUCOM MpeanosiaraeTcsa BbIMO/HATL NOfb30BaTeNeM
argasrv, BblnonHUTE cneagywowune AencTBuS:

[ns npefoTBpalleHns BHECEHUS MoMb30BaTENIEM arqasrv U3SMEHEHUI B CKpUNThI
yrnpaBfeHnUs CepBNUCOM, Ha KOTOpble eMy 6yAET BblaHO paspeLleHne BbINOJIHEH S
OT UMEHMU root, caenanTe UX HEU3MEHAEMbIMU, BbIMOMHUB ClieayolMe KOMaHabl:

chattr +i /opt/argasrv/quik/quik/qg start.sh
chattr +i /opt/argasrv/quik/quik/qg stop.sh

BblgaliTe nonb3oBaTeNto arqasrv npaBa Ha BbINOJIHEHWE CKPUMATOB yMpaB/ieHus
CEepBMCOM OT MMEHU root, BbIMOMHMB cneayolme AeNCTBUS

BbinonHute KOMaHA4y.

sudo visudo

B oTkpbiBLIEMCS Vi-NOA06HOM pefakTope Ao6aBbTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/quik/g start.sh,
/opt/argasrv/quik/quik/g_stop.sh

DTa CTpoKa pa3pellaeT Nofb30BaTesNto arqasrv BbIMOMHATL NepeUncieHHble
CKPUNTbI Ha TEKYLLUEM KOMMblOTEPE OT UMEHMU root.

danbHenwune nencreuns MOTYT BbIMOJIHATLCA NOJSib30BaTe/ieM argasrv unu root.

6. lNpoBepbTe, UTO B (haiine grypto.cfg cepBepa ykasaHbl cneaytoline napameTpsbl:

SECRING=secrserv.txk
PUBRING=quik.dwqg

[auth]
sign=libsecprov.so

look=grypto.cfg,db look
[db look]

do=_ QXKeyDB

use=libdwgx.so
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[CryptoProviders]
placebo=1

[placebo]
Module=libplacebo pr.so

7. Cnepywouwme eACTBUS HEOOXOANMMO BbINOSHUTL, €CNX B KaTasaore cepeuca oTCyTCTBYHOT
aKTyasbHble KOHMUrypaumnoHHble dannbl quik.ini n grypto.cfg:

_ Cdopmupyinte MMHMManbHble KOHUrypaumoHHble dannbl quik.ini n grypto.cfg ans
paboTbl cepBepa Ha ocHoBe wabnoHos quik.ini.tmpl u grypto.cfg.tmpl, koTopble nocne
YCT@QHOBKW HaxoAaTCs B KaTasore cepsuca.

MepenMeHnyiiTe WabsioHbl, BbINOJIHMB KOMaHAbI:

[sudo] cp quik.ini.tmpl quik.ini

[sudo] cp grypto.cfg.tmpl grypto.cfg
I Yka3zaHue sudo Tpe6ye'rcn B C/lyyae BbINOJIHEHUA KOMaHAblI Nosib30oBaTtesieM root.

_ Yb6eautecb, UTO NOsyyYeHHble dannibl UMET KOANPOBKY winl251.
3anonHUTe Ccekummn C HacTporikamm B danne quik.ini:

B cekumn [ctl_module] ykaxute nopT ansa nogknto4veHmns nporpammbl QMonitor
K cepBepy, HaMMeHOBaHMe KJtoya cepBepa M naposb 3TOro Kskova.

[ctl module]
module=libdwwgctl.so
port=15121
name=broker

password=

B cekumu [data_ip_module] ykaxxute nopTt 419 NOAKIOYEHUS MHTPedENCOB
K cepBepy.

[data ip module]
module=libdtwipsrv.so

port=17100

_ B cexkumn [db] ykaxuTte nma nnm IP-agpec cepsepa CYB/[, nMs 6asbl AaHHbIX
cepBepa, Nnosib3oBaTtesns, OT MMEHM KOTOPOIro NpoMcxoauT noakntodeHne k CYB/,
W Napofib 3TOro nosib3oBartens.
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[db]
server=
base=
user=
password=

driver=PostgreSQL ANSI

Mpn coeanHeHnn c CYB/[ Postgres ¢ ncnonb3soBaHMeM nopTa, OT/IMYHOIMO
OT 3aaHHOro no ymondanuio (5432), ero Heo6xoanMMO yKasaTb B NapaMeTpe
AdditionalParameters:

AdditionalParameters=port=5431

B cekuuu [dealer-library] ykaxute nyTb A0 HacTpoek Bcex bnbnnotek pacyerta
numnToB. Ecnun B Tekywem darine HacTpoek yKasaHbl NyTu ¢ pacwupennem .dll,
TO 3aMEeHWUTEe paclnpeHune Ha .ini.

[dealer-library]
ALGO=./dealer/algo.ini

SMS=./dealer/sms.ini

B cekumn [usend_module] ykaxute cucteMHOEe UM, NOPT 4719 NOAK/II0YEHUS
nosb30BaTEeNeN K CepBepy, HaMMEHOBaHME KJlloUa cepBepa M Naposib 3TOro Kitoua.

[usend module]

module=libdwsend.so

sysname=lMHbopMalMOHHO-TOpTOBass cucTtema QUIK "broker"
name=broker

password=

port=15100

Ecnu HacTpoeHa pennnkaumsa, To B cekummn [stop_sync] ykaxute naeHtudumnkatop
cepsepa.

[stop sync]
serverid="ID SERV1"

CozpanTte daiin crossrate.ini, (cekumsa [cur_module]) coaepxalwmii onncaHms

Ba/IlOT, UCMOMb3YyEMbIX Ha cepBepe:

[cur module]
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class cfg=crossrate.ini

MuHMManbHOE onncaHue BasaloT B danne crossrate.ini:

[crossrate]

RUR=Py0Osb, Pybiab, 3

[crossrate rate]

RUR=1

[ns KoppekTHOro oTobpa)xeHns HauMeHOBaHUS BantoThl, HanpuMmep, B Paboyem
mecte QUIK, dann crossrate.ini gomkeH 6bITb COXpaHeH B KognpoBke winl251.

8. [1ns cepBuca, YCTaHOB/IEHHOrO MO YMO/TYaHUIO, MPOU3BEANTE NEPBbIN 3anyck C K4YoM -clean
U3 ANPEKTOPUU C YCTAHOB/IEHHbLIM CEPBUCOM, 3aMyCTMB KOMaHAY:

sudo ./q start.sh -clean

nnbo n3 nwbon ANpeKTopmuun, OTIMYHON OT AUPEKTOPUM CEPBUCA, 3aMyCKOM KOMaHAbl:

sudo /opt/argasrv/quik/quik/q_start.sh -clean

9. HacTponTe aBTOMaTMKY 3anycka U OCTaHOBKW cepBuca. [1nsa 3TOro UCnosb3ynTe B CKpunTax
aBTOMaTUKM 3amnycKk KoMaHaHbIX ¢dannos q_start.sh n g_stop.sh, pacnonoxeHHbIX
B ANPEKTOPUN YCTaHOBJ/IEHHOrO CepBuca.

CepBep HeobxoaMMO nNepesanyckaTb exeaHeBHO. 3anyCcK A0/XKEH NpoM3BoAMTbLCS 3a 3-5
MUHYT A0 3anycka nepsoro nHtepgerica. OcTaHOBKY cepBepa HeobxoaMMo Npon3BoOAMTbL Yepes

3-5 MUMHYT nocne oCTaHOBKWN MHTepPdENCOB.

CTpyKTypa KaTaJioroB MMeeT 3HaueHue. NepeMelleHne wam nepemMmeHoBaHue
c¢hanoB cepBuca MOXXeT NPUBECTU K OolLM6GKe B yCTaHOBKe.

2.4.4 Knwoum 3anycka yCTaHOBOYHOIO run-nakera nop Linux
MocTtaBnsembllt B AUCTpnbyTMBE run-dann NnoaaepXXnBaeT cieayoume Kaym 3anycka:

-i [<srvhame>]
BbIMnonHeHWe ¢ gaHHbIM KIHOYOM AOCTYMHO TOSIbKO NOJSib30BaTenNto root.
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YcTaHOBKa cepBucCa C UMeHeM <srvname>. [lapaMeTp <srvhame> HeobsizaTeneH. [pu oTCcyTCTBUMK
NCNONb3YEeTCs MMS CepBMUCA MO YMOJIYAHWUIO, paBHOE MMEHM ncnonHsemoro ganna
yctaHasnmeaemoro 0. Npu ykaszaHUK napaMeTpa nosb3oBaTesneM, ero 3Ha4eHme npuBoaAnTCS

K HUXXHEMY perncrpy, u CepBuUC yCTaHaB/INMBaeTCA C UMEHEM B HMXHEM peruncrpe.

YcTaHoBKa ABYX OAHOMMEHHbIX CEPBUCOB HE AO0MYCKAETCs, AaXe B pa3Hble KOPHEBble ANPEKTOPUN.
Mpu nonbITKe 3TO caenaTb yCTaHOBKa 6yaeT 3aBepwaTbCs OWMOKOMN.

-d <rootdir>

Kntou 3anycka, NpMMeHSIEMbIN TOIbKO NPU YCTaHOBKE cepBuca (B KoOMbuHauum ¢ -i) ana ykasaHus
KOPHEBOW AUPEKTOPUMN ANS YCTAHOBKW CeEpPBUCA, OTNIMYHOM OT AMPEKTOPUMN MO YMOMYAHUIO
/opt/argasrv. 3To AMPEKTOPUS, B KOTOPOM co3aaeTcs noaanpekTopus <softwaredir>/<srvname>,
B KOTOpYto 6yayT pacnakoBaHbl BMHapHble N KOHMUIYypaLMOHHble dannbl ycTaHaBnmeaemoro [O.

-n <srvusername>

Kntou 3anycka, npMMeHseMbI TONbKO MpW YCTaHOBKe cepBuca (B KOMbuHaumu ¢ -i) Ansa ykasaHus
nonb3oBaTensa <srvusername>, KOTOpbI CTAHET Bnagennouem ¢dansos cepsuca n oT UMEHU
KoToporo 6yzeTt paboTaTb yCTaHaBNMBaeMbIn cepBUC. MIMSi MOnb30BaTens rno yMon4YaHuUIo: arqasrv.

-u [<srvhame>]
BbinonHeHWe ¢ AaHHbIM KJIOYOM AOCTYMHO NOJSIb30BaTENSIM arqasrv unm root.

O6HoBNEHME cepBMCa C UMeHeEM <srvname>. [lapaMeTp <srvhame> HeobsizaTeneH. Mpu
OTCYTCTBMM MUCMONb3YyeTCS UM CepBMCa NO YMOJSITYAHMIO, paBHOE MMEHU ucnonaHsemoro darina Nno.

PacnonoxeHue cepsuca n nMs Nosib3oBaTeNsi-BNagesnbla cepBepa ykasbiBaTb He TpebyeTcs,
T.K. OHO COXpaHeHo B /etc/argasrv/<srvname>.

-e
BbinosnHeHMe C AaHHbIM KJ/IOYOM AOCTYMHO J'II-06OMy nosib30BaTesio.

PacnakoBka MosiHOro COAEep>XMUMOro apxmBea, Bktoyas KoHdUrypaumoHHble ini-gannbl. Pacnakoska
NponM3BOAMTCSA B NOAAUPEKTOPUIO C UMEHEM, paBHbIM MMeHu run-danna (6e3 pacwmpeHums .run),
KOTOpas B C/lydae OTCYTCTBMS CO34aeTcsl psAOM C UCNOMHAEeMbIM halisioM.

-h, -?

BbIiNONHEHWE C 3TUM K/HOYOM AOCTYMHO Nto60My Mosb30BaTENH.
BbiBOA KpaTkon nHgopMauum ob aprymeHTax 3anycka.
MpumMmepsbl:

3anyck run-danna ans ycTaHOBKW cepBuca:

sudo ./install server-xx.xx.xx.run -i quikserver -d /opt/customdir
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3anyck run-damnna ans obHOBMeHNA cepBuUca:

[sudo] ./install_server—xx.xx.xx.run -u quikserver

I YkasaHue sudo Tpebyercs B csiyyae O6HOB/IEHUSA cepBuca noJsibsoBarenem root.

3anyck run-danna ansg pacnakoBKu:

./install server-xx.XX.XX.run -e

2.5 HacTtpouka cepBepa

2.5.1 Hacrtpoiika napamMeTpoB BaJIlOT U KPOCC-KYpPCOB

1. Ha koMmnbloTepe, Ha KOTOpOM 3anyuweH cepeep QUIK, oTkponTe dann quik.ini B gupekrTopumn
quik\server n oTpegakTMpymnTe ero cneaytouwmm obpasom:

B cekumio [natural_level_section] no6aBbTe cTpoky (ecnu oHa OTCYTCTBYET):

module=cur module

B KOHel danna quik.ini fobaBbTe CTPOKMK:

[cur module]
module=dwcurg.dll

class_cfg=crossrate.ini

2. OtkponTe dann crossrate.ini B gupektopun quik\server n otpegaktupymTe ero cneayrowmm
obpasom:

B CeKLMM [crossrate] ANs KaXAoro KoAa BastoTbl YKaXuTe:

Mo/IHOE HaMEeHOBaHWe BanioThl;
COKpallleHHOEe HauMeHOBaHWe BantoThl;
TOYHOCTb KPOCC-KYpCa;

TOYHOCTb BeAeHUS AEHEeXHON No3uuun. Bo3MoXHble 3HaveHus: B ananasoHe [0,
8]. Ecnn 3HavyeHne He 3a4aHo SBHO, MO YMONYaHUIO YCTaHAB/IMBAETCA «2».

Mpumep:

[crossrate]
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RUR=Py6Jib, PyOib, 2
SUR=Py06usb, PyOsb, 2

JPY=4AnoHckasa mueHa,leHna, 6,0

I BAXXHO!

Ecnu TOYHOCTb BeAEHMS AEHEXHOM Mo3MLMK Mo BaslloTe OT/IMYHA OT «2», BCe NOAKJII0YaeMble
K cepBepy nHtepdencol, KOTOpble TPaHCINPYIOT:

AaHHY0 BanoTy;

WHCTPYMEHTbI, KOTOpbIE TOPryloTCs 3a 3Ty BajloTy;

BaJIlOTHbIE Napbl, coaepXalwme AaHHYIO BanloTy;

nobble AeHeXHble BeNMUYNHbI, BblpaXeHHble B AAaHHOW BasloTe;
OO/IKHbI NoAAEepPXUBATb TPAHCAALUMIO AEeHEXHbIX BEIMYUH C TOYHOCTbIO, OT/IMYHOM OT «2»,
a TOYHOCTb AJ19 COOTBETCTBYHOLLEN BaNtOTbl AO/KHA COBMNaAaTh C HACTPOEHHOM Ha cepBepe
QUIK. B npoTMBHOM cny4yae KoppekTHasa paboTa CUCTEMbl HE rapaHTUpyeTcs.

3a nHpopmMaumen o nogaepxke TpaHCNAUNN AEeHEXHbIX BEIMYNUH C TOYHOCTbIO, OT/IMYHON
OT «2», ANl KOHKPETHOro TOproeBoro nHtepdemnca obpatutecsb B Cnyxby TeXHNUYECKOn
noaaepxkn QUIK:

B cekumm [crossrate_rate] ykaxute KypCc KOHBEpTaUUW AJs KaXKAoM BantoThbl.
3HayeHMe Kypca MOXeT ObiTb MPOM3BOJIbHLIM YNC/IOM, COAEPXKALLUM KOJTMYECTBO
3HAKOB MOC/e 3ansaToN He 6oblue 3HaYeHns napaMeTpa «TOYHOCTb KPOCC-Kypca»,
3aflaHHOro B cekuumn [crossrate] (cM. Bbiwe).

Mpumep:

[crossrate rate]
RUR=1

SUR=1.00
JPY=0.627686

Mpu He0o6X0AMMOCTU UCNOJIb30BaTbh KPOCC-KYpPC ANA BaNloTbl, OTCYTCTBYLOLEN
B cekuum [crossrate_rate], B nporpamme QMonitor oto6pa3ntcsa cooTBeTcTBYlOLLEE
coobuweHmne 06 ownbke.

B cekuMu [main_currency] yKaxuTe:

KoZ BantoTbl. 3HaYeHMe no yMmondaHuw: «RUR».

KoA4 CMMBOJa@ BanloThbl B cTaHaapTe Unicode. 3HavyeHMe no ymMonyaHuo: «0».
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Koabl BanioT AOCTYMNHbI MO CCbIJIKE!:

_ CTpoky ¢ HTML-kogom cumBona BantoTbl B opmaTe <Unicode-koa BantoTbl>. Ecam
KOJA YyKa3bIiBaeTcsl B 16-puyYHOI cncTeMe, TO nepes HMM HeobxoaAnMo yKasaTb
CUMBOJT «X». 3HAUYEHME MO YMOM4YaHUK: «» (NycTo).

Mpumep:

[main currency]
code=RUB
ucode=20BD
htmlcode=8381

2.5.2 Hacrtpoiika napameTpoB cepBepa QUIK

HacTtpoiika napametpoB cepBepa QUIK BbinonHsieTca B cneayowmx dannax:

®daiin qrypto.cfg

OTkponTte dann qrypto.cfg B katanore <quik_dir>\server\ n oTpeaakTMpymnTe ero cneayowmm
obpazom:

1. B cekuwuun [CryptoProviders] 3againte ncnonb3yembie MeToabl WNdpoBaHus («0» — BbIK/IHOYEH,
«1» — BK/IOUYEH), Hanpumep:

[CryptoProviders]

openssl=1

2. B cekuuun, COOTBETCTBYOLLEN BbIBpaHHOMY Ha NpeablayleM ware Metoay WwnudpoBaHus,

YKaXUTe MOSHbIA NN OTHOCUTENBbHbIA NYTU K UCMONTHAEMOMY U KOHDUIrypaumoHHoOMY daiinam,
Hanpumep:

[openssl]

Module=openssl pr.dll

IniFile=openssl pr.ini
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3. B cekuuun [auth] 3apganTe cnepyrowme HaCTPOMNKMU:

[auth]
sign=secprov.dll
(nms Linux BamanTe sign=libsecprov.so)

sign provider=openssl ; MeTon mmM@pPOBaAHMA, MCIOJIb3yeMslt njsa SLII

[Ons ncnonb3oBaHMsA MexaHM3Ma ayTeHTudukaumm B gomeHe Active Directory / Kerberos
TpebyeTcs 3aaaTbh CneayoLlme HaCTPONKMK:

[auth]

ad use=1

AD PROVIDER LIBRARY=ad provider.dll

(nma Linux sapmanTe AD PROVIDER LIBRARY=libad provider.so)

N ykasaTb cneayrowme HacTpOnKuK:

AD_DCDistinguishedName - nMsa KoHTpoJiI/iepa AOMEHA. 3HAUYEHME MO YMOSTYaHUIO:
«» (nycTo).

AD_DomainName - nmsa gomeHa gns SSO. 3HauyeHue No yMoNYaHuto: «» (nycro).

Ona Windows ykasbiBaeTCs 4acTb AOMeHa A0 «\», HanpuMmep, «arga».

[na Linux yka3sblBaeTCcsa 4acTb AOMeEHA nocne «@», HanpuMmep, «ARQA.RU».

NS KOppeKTHOW HacTpomku ayTeHTudukaumm B gomeHe Active Directory / Kerberos
CneayeT BbINOJIHUTb

®dann quik.ini

®dain pomkeH 6bITb B kognpoBke Windows-1251.

OTkporiTte dann quik.ini B katanore <quik_dir>\server\ n oTpegaktmpymTe ero cneayrowmm
obpazom:

1. B cekuwuu [dealer-library] nameHunte cneaytoume napaMmeTpbi:

<kozm Bamey QUPME B TOPTOBOM CUCTeMe>=<OTHOCMUTEJIbHHIM NyTb K OQaljly HacTpoek>

Mpumep:

[dealer-library]
TEST FIRM=.\dealer\testfirm.ini
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2. Co3pgante Ha SQL-cepBepe B[] ans ucnonb3oBaHus cepsepoM QUIK. Ong co3zgaHusa b
HeobxoaMMo:

_ [Ons MS SQL ncnonb3oaTb ckpunT co3ganus b full.sql, koTopbih BXOAUT
B AUCTpubyTmns;

_ [Ona PostgresPro 3anycTuTb Noc/iefoBaTebHO KOMaHAHble hannbl:

Server_create_pg_db_from_windows.cmd;
Server_db_fill_windows.cmd.

Ons nonyyeHun akTyasbHbIX CKPUNTOB ANnA cospaHums B[]l o6paTtutech B Cnyxx6y
TexHuuyeckon noaaeprxkm QUIK: .

3. B cekuun [DB] BMecTo napametpa file 3agalite cneaytowme napamMeTpbl nogkntodeHns Kk 6ase
OAHHbIX:

Server - nMsa cepBepa. 3HavYeHue nNo ymonyaHuo: «QDB1».
Base - nmMsa 6a3bl AaHHbIX. 3Ha4YeHMe No ymonyaHuio: «QUIK_DB».
User - nMa nonb3oBaTens 6asbl JaHHbIX.

Monb3oBaTenb Ao/HKEH 6bIThb BKJIKOUEH B poJsib «quik_server» B 6a3e gaHHbIX
cepBepa QUIK.

Password - naponb nonb3oBaTtens 6a3bl AaHHbIX. [Maponb He A0NXKEH HAaYMHATbLCS
C CMMBONOB «$» N «#». MNaponb MoXeT 6bITb

CTton-3asiBKM noJsib3oBaTtesiei, YaCTUYHO UJIM NOJIHOCTbIO 3a6/10kMpoBaHHbIX B QUIK
Administrator (ncrtek cpok ,OBepeHHOCTH, YCTAaHOBJIEH NpU3HaK «BbsokupoBaH»,
MCTEK CPOK AJOBEPEHHOCTM NO pPblHKaM), MOTyT TaK)Xe 3arpy»artbcs us 6asbl
AaHHbIX cepBepa QUIK npwu crtaprte. lpoBepka 6/10KkMPOBKM NOJib30BaTenNsa

M 3ajlaHue nepuoaa ynpaBasiloTCA cneayrolwmMn HacTpoiikamu danna quik.ini:

_ stoporders.load_when_expired_la - npusHak 3arpy3ku cTon-3asBoK Ans
nosib30BaTeNIEN C UCTeKLIEeN obuwen 4OBEPEHHOCTbIO, UCTEKILMMW AOBEPEHHOCTAMMU
Nno pbIHKaM. BO3MOXHble 3HaUEeHUS:

«0» (No yMOn4aHuIo) — CTOMN-3asBKM NOSb30BATENEN C UCTEKLLIEN JOBEPEHHOCTLIO
He 3arpy»atTcs;

«1» — cTOM-3as8BKWN Mosib3oBaTeNen C NCTekwemn AOBEPEHHOCTbIO 3arpy>xakTCA.

_ stoporders.mark_expired_as_foreign - npv3Hak MapKupoBKM CTOM-3as1BOK
nosib3oBaTeNien C UCTEKLLEN 4OBEPEHHOCTbIO NpuU3HakoM «Foreign». HacTpolika
ncrionb3yetcs, ecnu stoporders.load_when_expired_la=1. BO3MOXHble 3HAaYEHUS:

«0» - cTOon-3asBKW NOSb30BaTENEN C UCTEKLLUEN AOBEPEHHOCTbLIO HE MapKUPYIOTCH
npu3HakoM «Foreign»;
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«1» (N0 yMONYaHMIO) — CTON-3asiBKM NOJb30BaTesIEN C UCTEKLLEN JOBEPEHHOCTbIO
MapKUpPYOTCA Npu3HakoMm «Foreign».

stoporders.expired_la_period - nepnoa B AHSX, 3a KOTOPbIA HY>XHO 3arpyxaTb
CTOM-3asBKKN MO 6/10KMPOBAHHbLIM MOJIb30BaTeNSAM. 3HaYEHNE NO YMOSYAHUIO: «14>»,

db_connect_timeout - Bpemsa oxungaHuns coeanHeHuns cepeepa QUIK c cepsepom b1
(B cekyHpax). [lnana3soH AoNyCTUMbIX 3Ha4YeHun: ot 1 go 600. 3HaueHue
Nno yMosn4aHuio: «60».

AuthMode - ncnonb3ayembin TN ayTeHTUdUKaunm Ha cepeepe MS SQL. Bo3MOXHble
3Ha4YeHuns:

«login» (No yMonyaHuio) — UCMONb3YyTCS IOTMH U Naposb, YKa3aHHble
B NapaMeTpax user n password (naponb MoxeT 6bITb );

«domain» - ncnonb3yeTcs AOMEHHast ayTeHTuduKaums.

Mpn AuthMode=domain napamertpbl user n password B cekuuu [DB] nrHopupyrorca

M MOryT 6bITb He yKa3aHbl.

Driver - HaMMeHOBaHMe ApanBepa, UCMOSb3YEMOro As NOAK/IOUEHUS K 6a3e AaHHbIX
cepBepa QUIK. BO3MOXHble 3HAa4YeHUS:

«ODBC Driver 17 for SQL Server» (no yMo/slYaHUIO) — UCNONb3yeTcsa A paboTsl
¢ MS SQL Server 2014, 2016 nnn 6onee HoBon Bepcuen CYB/[ (13 cnucka
noaaep>xxunsaembix). Ccbisika ANs ckauynmBaHUa YCTaHOBOYHOro Ganna aparsepa
c odbmnumansHoro canTta Microsoft:

A

«PostgreSQL ANSI(x64)» — ucnonb3yetcsa ans pabotsbl ¢ PostgresPRO. Ccbinka ans
CKauymBaHus yCTaHOBOYHOro danna gpaeepa ¢ opuuymanbHoro camta ARQA
Technologies:

Mpu pa6oTte c MS SQL Server go/mkeH 6biTb ycTaHOBNEeH apaiBep ODBC Driver 17
for SQL Server, a npu pa6orte c PostgresPRO - gpaiiBep psqlODBC Bepcumn He HMXxe

13.2.

Mpumep:

[DB]
server=<mmMmsa SQL-cepBepa 60es3 npedmukca «tcp:»>,<nopT>
Driver=0DBC Driver 17 for SQL Server

AdditionalParameters=MultiSubnetFailover=Yes;Network=dbmssocn

db connect timeout=120

MultiSubnetFailover - pexum nogkntoyeHnsa K 6ase gaHHbIX, KOTOPbIN
obecneunBaeTt 6onee 6bICTpOE O6HaApyXXeHMe 1 NOAKAIOYEHME K aKTUBHOMY CepBepy
rpynnbl goctynHoctn MS SQL Server Always On. MNoagaepxunBaeTcs ToAbKO nNpu paboTe
c MS SQL Server. Bo3MOXHble 3HAa4YEeHUSA:

«0» (N0 YMOMYaHUNIO) — PEXUM BbIK/OYEH;
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«1» — pexXuM BKOYEH.

AdditionalParameters - HacTpolika Ans 3aAaHuUsa AOMNONHUTENbHbIX NapaMeTpoB
nogknoyeHns Kk CYB. 3HaueHne no ymonyaHuio: «» (nycro).

Mpn coeanHeHunn c knacrepom MS SQL Heo6xoaMMO YCTAaHOBUTb 3HaYeHUue
HacTpoukun AdditionalParameters=MultiSubnetFailover=Yes n Network=dbmssocn.

AdditionalParameters=MultiSubnetFailover=Yes;Network=dbmssocn

Mpun coeanHenunn c CYB/[ PostgresPRO ¢ ncnonnszosaHmMeM noprta, OTJINYHOIO
OT 3afjaHHOro no ymoJsiyaHumio (5432), ero Heo6xoaMMoO yKasaTb B napaMmertpe
AdditionalParameters:

AdditionalParameters=port=5431

SSLMode - pexuM 6e3onacHoro noakntouenus. Nogaep>xmBaeTcs TONIbKO
npuv HacTpomke noakntoveHnsa Kk CYB PostgresPRO. Bo3MOXHble 3HAYEHUSA:

«» (MyCcTO, MO YMONYaHMIO) — NOAK/TIOUEHME BbINONHAETCS 6e3 wudpoBaHus;
«require»;

«verify-ca»;

«verify-full»;

«disable»;

«allow»;

«prefer».

OnucaHune pexmmos 6e30MacHOro NOAKYEHMS CM. HAa opuLManbHOM canTe
PostgreSQL.:

Ecnn napameTp He 3aaaH, To napameTpbl CertCAFileName, CertFileName,
CertPKeyFileName u CertPass nrHopupytoTcs.

CertCAFileName - nyTb K daliny-KoHTenHepy cepTUudnKaToB YA0CTOBEPSOLMX
LLEeHTPOB. 3Ha4YeHMe Nno ymondaHuto: «» (NycTo). MNMoagaep>xnBaeTcs TONbKO
npu HacTpownke noakntuenms k CYb/ PostgresPRO.

CertFileName - nyTb n HauMeHoBaHue danna ceptTudunkata 6e3onacHoro
NOAKAKOYEHNS. 3HAYEHMNE MO yMOo4YaHuo: «» (NycTo). Noaaep>xmnesaeTcsa TONbKO Npu
HacTponke noakntoveHms kK CYB/ PostgresPRO.

_ CertPKeyFileName - nyTb 1 HauMMeHoBaHuMe dalina npmeaTHOro knw4a 6esonacHoro
NOAK/OYEHMS. 3HAYEHNE NO YMONYaHUI0: «» (NycTo). MNoaaep>xmBaeTcs TOAbKO Npwu
HacTponke noakntoveHms kK CYB/ PostgresPRO.
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CertPass - naposnb ans darina npMBaTHOro Ksto4ya 6e3onacHoOro NoAKJAYEHNS.
3HayeHne no ymonayaHuto: «» (nycrto). MNoaaepxxmBaeTcsa TONbKO NMpU HacTponke
nogkntoveHns Kk CYB/[ PostgresPRO. MNaposib He A0/KEH HAa4YMHATbCS C CUMBOJIOB «$»
n «#». Naposb MOXET bbITb

4. HactponTe BO3MOXHOCTb MOJIyYEHMS MOJSIb30BaTENEM HEMPOYUTAHHBLIX COObLWEHN

3a npeablaylime ToproBble AHU:

messages_delivery_period - konnyecTtBo gHel, 3a KOTOpbIE 3arpy»XatoTcs
coobuweHns. 3HauyeHne nNo ymonyaHuio: «0» (3arpyxatTcs To/IbKO coobLieHuns
3a TEKYLLYIO TOProByl aAaTy).

5. B cekuun [db_module] HacTpoliTe ncnonb3yemblii npoeangep 6asbl AaHHbIX:

driver - nmsa ncnonHaemoro garina nposaaepa 6a3sbl AaHHbIX. 3Ha4YeHME
No yMos4aHuio: «» (NycTo). Bo3MOXHble 3HaYeHUS:

Mpun ncnonb3oBaHum MS SQL - 3agpairiTe 3HauveHue «quik_db_ms.dll»;
Mpu ncnonbloBaHum PostgresPRO - 3apgaiTe 3HaueHue «quik_db_pg.dil».

Mpumep cekunn npu noaknwyermn k CYbA MS SQL:

[DB]

server=MSSQL SRV

base=QUIK DB

user=sa

password=napob

db connect timeout=30

AuthMode=login

Driver=0DBC Driver 17 for SQL Server

AdditionalParameters=MultiSubnetFailover=No;ApplicationIntent=ReadWrite

[db module]
module=dbstubrc.dll
driver=quik db ms.dll

Mpumep cekumn npu nogknwyeHnn k CYB PostgresPRO:

[DB]

server=PostgreSQL SRV
base=QUIK DB

user=sa

password=naposb
Driver=PostgreSQL ANSI (x64)
SSLMode=verify-full
CertCAFileName=certs/root.crt
CertFileName=certs/user.crt
CertPKeyFileName=certs/user.key

CertPass=secret
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[db module]
module=dbstubrc.dll
Driver=quik db pg.dll

6. B cekuun [Files] HacTpoliTe cneayowme napaMeTpbl:

EventsLogFileName = - nyTb n HaMMeHOBaHMUe OCHOBHOIO for-gaina. 3Ha4yeHne
no ymosn4yaHuio: «events.log».

ErrorsLogFileName = - nyTb u HauMMeHoBaHuMe nor-cdarina owmnbok. 3HaueHne
no yMon4yaHuto: «errors.log».

DeallibLogFileName - nyTtb 1 HauMeHoBaHuMe nor-danna bnbnmorekn pacuyeta
NUMUTOB. 3Ha4yeHue no ymonyaHuto: «deallib.log».

DataFilesFolderName - NyTb K annam gaHHbiX (pannbl ¢ pacwmpeHnem .ik).
3Ha4yeHne No YMONYaHUIo: «.\».

LogFilesFolderName - nyTtb Kk nor-¢amnnam (events.log, errors.log, deallib.log,
npoeanaep b[l). 3HauyeHne No YyMOAUAHUIO: «.\».

(+) Ecnn B napaMeTpe yKa3aHo TOJIbKO HAaMMeHoBaHue nor-cgaina, ucnonb3yerca
nyTb, yKa3aHHbIX B napamertpe LogFilesFolderName.

(++) B DataFilesFolderName ykasbiBaeTcs nyTb K Nanke, B KOTOpou 6yayTt
copMupoBaTbCca U XpaHUTbCA ainbl ¢ paclwumpeHuemM .ik. Takas nanka go/HkHa
6bITb cO3AaHa A0 3anycka cepBepa. pu oTCYyTCTBMM AaHHOW Nanku cepBep
OCTaHOBMTCSH.

7. B cekuum [usend_module] nameHuTe cnegytowme napaMmeTpsbl:

module=dwsend.dll
sysname=lMHbopMalLMOHHO-TOPTOBass cucTtema QUIK “TecT MHBecT” ; HaMMeHOBaHME CUCTEMEH,

oToBpaxaeMoe B MHOOPMALMOHHOM OKHE MPM YCTAHOBJIEHMM CBS3M C CEPBEPOM

name=testinvest ; KJIIOU cepBbepa
password=secret ; HapoJb OJjg obpalleHMa K KJIO4y cepBepa
port=15100 ; HOMep IHnopTa IJig MHOAKJIOUEHMS I[I0JIb30BaTEeJIbCKUX TEPMMHAJIOB.

crypto provider ini file=openssl pr.ini; NOOJHENM MM OTHOCUTEJBHEN HyTh K Oaimy
HacTpoek mrdpoBaHMS

connection_acceptance_tmo_ms ; BpeMda OXMIaHMA I[IpMeMa HOBOI'O IMNOIOKJINUEHMA B
MUJIJIMCEeKYyHIax . BosmoxHele 3HaueHusa: oT 0 mo 60000. 3HaueHme no ymojuaHmio: «50»

8. B cekuuu [ctl_module] nameHunTte cnepytowime napaMmeTpsbl:

module=dwwgctl.dll
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port=15120 ; HOMep mopTa IJisg NOIKJIYEeHMs NpoTpaMMel QMonitor
name=testinvest ; KJIIOU CcepBepa

password=secret ; HapoJip OJia obpalleHMd K KJIO4y cepBepa

9. B cekuuu [time-set] ykaxute napameTp hourshift, ecnn Bpemsa cepsepa QUIK oTnuuaetcs
OT BpeMeHu MHTepdelica:

hourshift=3 ; pasHMLa Mexny BpeMeHeM Ha cepBepe QUIK u Ha IaHHBX, TPAHCIMPYEMBIX
nHTepdericoM, B UHacax

10.B cekummn [mail] namennTe cnegyowme napamMmeTpbl 4ocTyna kK SMTP-cepBepy:

Server=smtp.quik.ru ; ¥ma uiam IP-ampec SMTP-cepBepa

Port=25000 ; IopT SMTP-cepBepa. 3HaueHME IO yMOJUAHMIO: «25%.
User=test user ; VMg noJsip3oBaTesNd IOJia ayTeHTubmxkauum Ha SMTP-ceprBepe
Password=secret ; I[apose nosp30BaTeNd OJa ayTeHTuOukauum Ha SMTP-cepsBepe. llapoJsib

He IOJDKEH HAUMHATLCS C CUMBOJIOB «$» U «#». Ilaposb MoxeT OBITH
FromAddress ; AQgpec 3JIEKTPOHHOM IOUTH, C KOTOPOT'O OTIPABJAKTCH NMCbMa cepsepa QUIK

(HaanMep: ﬂByX@aKTOpHaH ayTeHTM(bMKaLU/IFI, BOCCTaHOBJIEHME I1apoJid, 3al'py3Ka JIMMUTOB

n Opyrue)

11.B cekuuu [limits_module] HacTpoinTe napameTpbl:

Ansa paccCbliku 3ﬂeKTpOHHOﬁ NoYThbl.

loadlimits mail to=testl@post.ru ; Ampeca mojydaTejiel COOOUEHMN UYepes 3amnaTyio
sign settings file=.\gloadlimitx.ini ; [yTs k danny C HacTpowkamu [IpoTpaMMel
I0JIS YCTAHOBKM HO3UUMY KIMeHTOB QLoadLimitsX njsa Barpy3xmu cepBepoM QUIK

nonnucaHHoro JUIl daiia JIUMUTOB

calclimit_old_stoporders - npusHak 610KMPOBKN CPpeaCTB Noj CToMN-3asBKu
npeabiaywmx gHen. Bo3MOXHble 3HAUEHUS:

«0» (no ymon4aHuio) - He 6110KMpOBaTh CPEACTBA;
«1» — 6nokuMpoBaTb CpeacTBa.

Mpumep:

calclimit old stoporders=0

Hactpoiika He AoJ/1)XHa UCNOoJIb30BaTbCA COBMECTHO C HAaCTPOMKOM
«He 6nokmnpoBaTb cpeAcTBa ANA CTON-3aABOK NO knaccam» bnbnnorekn pacuera
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nAMMnUTOB (ONMCcaHMe HACTpPouKKu cM. B PykoBoaCTBe MO agMUHUCTPUPOBAHUIO
«HacTpoiikn bubnnorekm pacuera JIMMUTOB> ).

12.B cekuuu [trans_module] HacTpoliTe napaMeTpbi:

Change_wrong_single_clientcode - anropntm 3ameHbl Koga K/IMEHTa Npyv HaAU4YUn
€ANHCTBEHHOIO AENCTBYIOLWEro Koga KaneHTa y nonb3oBatens. Bo3MoXHble 3HaueHns:

«0» — TpaH3aKUMs OTBEpraeTcs C AMarHOCTUKOW «HeBepHbI Kog K/IMEHTA», ecnu
yKasaH KoA K/IMeHTa, He COBMaAatoLlLmii C npaBaMu nosb3oBaTens (y KIneHTa
yKasaH TO/bKO OAMH KO/, HEe COBMajaloLLMii c npaBamMu, 60 Y KIMEHTA yKa3aHbl
[Ba KoAa, No OAHOMY M3 KOTOPbIX KOHUYM/ICS CPOK IOBEPEHHOCTM, U B NOAaBaeMoi
TpaH3aKLUWM yKasaH Ko/ K/IMEHTa, He COBMNadatoLWuii c NnpaBaMun);

«1» (No yMoNYaHuIo) — TpaH3aKLUMs HEe OTBEpraeTcs.

Mpumep:

change wrong single clientcode=1

trans_handling_privileged_users - cnncok nonb3oBatenen, TpaH3akunm KOoTOpbIX
obpabaTbiBaloTCA CEpBEPOM BHE 3aBUCMMOCTU OT TOr0, Ha KakoM aTane o6paboTku
HaxoAaATCs npeablaylime TpaH3akumMy 3Toro nosib3oBaTesns.

HacTpoiika npuMeHsieTcs nocne coxpaHeHun daisia HacTpoek 1 He Tpebyert
nepesarpy3ku cepsepa.

dopmaT UcnonbL30BaHUSA:

trans _handling privileged users=<cmmcok UID udepes 3anaTywn>

Mpumep:

trans_handling privileged users=100,200,300

13.B cekunmn [data_module] HacTponTe napaMeTpbl:

inactive_stops_lifetime - makcMmManbHO BO3MOXHOE BpeMs B AHAX OT NocneaHen
aKTMBaUWUU CTOM-3a89BKU, NO UCTEYEHUN KOTOPOIro CTOM-3asiBKa CHUMAETCHA. 3HaueHUs
oT 1 A0 13 NpnBOAATCS K MUHUMasibHO BO3MOXHOMY 3HayeHuo — 14.

«0» - HaCTpOVIKa BbIKJ/TKOUEHA,

«14» (No yMOM4YaHUIO) — MMHUMaNbHO BO3MOXHOE KOMIMYECTBO AHelN (HacTpoika
BKJIlOUEHA).

Mpumep:
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inactive stops lifetime=14

news_days_keep - npoaonkuTenbHOCTb XpaHEHUS HOBOCTEN Ha cepBepe (B AHAX).
Mpun 3anycke cepBepa, HOBOCTU, CPOK XPaHEHMUS KOTOPbIX MNPeBbIWAET yKasaHHoe

B MapaMeTpe 3HauyeHue, yaanaoTcs U3 XpaHunuwa. 3HadeHMe Nno YMONUYaHUIo: «2».
Ecnv B AaHHOW CeKLMM BKJIHOUEHbl HacTpoku 3aMmeHbl (firm_substitute=1,
client_codes_substitute=1), a ¢dainbl codes.ini unm firms.ini nycroie nan
OTCYTCTBYIOT, paboTa cepBepa 3aBeplLuaeTcs C olWnbKou:

MpununHa ownbkM AnarHocrtuka

OTtcyTtcTBYyeT hain 3ameH codes.ini Configuration file «nyTb-k-codes.ini» not found
OTcyTtcTBYET haiin 3ameH firms.ini Configuration file «nyTb-k-firms.ini» not found
MycTon daiin 3ameH codes.ini Configuration file «nyTb-k-codes.ini» is empty
MycTon dann 3ameH firms.ini Configuration file «nyTb-k-firms.ini» is empty

generate_holiday_stop_trans - reHepauuns onmcaHmnsa TpaH3aKLUMK CTOM-3asiBOK
A1 KNnaccos, NoAy4YeHHbIX cepeepoM oT HolidayTWw.

«0» (no yMO/I4aH1I0) — HACTPOMKa BbIK/IOYEHA;
«1» — HacTpoWKa BK/OYEeHa.

14.B cekuuu [Position] 3agaeTtcsa cooTBeTCTBME Mexay anvacom dupmbel (NCEBAOHUMOM,
NCNONb3YyEMbIM A1 3aMeHbl koga hupMbl Ha Nobol gpyroi Ans obbeanHEHNS HECKOMbKUX
dVpM B O4HY B paMKax €4AMHOWN AEHEXHOW rMo3mumnmn) n3 ToproBoro nHtepdenca n Koaom
dupmbl cepeepa QUIK ¢ HacTpoeHHOM eanHon aeHexHon nosuuuen (EQM). HacTporka
aKTyanbHa, ecnn koA upMmbl Toprosoro nHtepdenca n ko EAM-bupmel cosnagatoT. Anmac
yKasblBaeTcsa ToprosbiM MHTEPHENCOM MpU TPAHCAAUNK AAHHbBIX N0 PbOYEPCHbIM
orpaHuyeHmnsM n nosvumam EAM-dupmbl. Mcnonb3oBaHWe anvaca onpeaensiet, ANs Kakoro
BWAa cyeTa npegHasHa4deHbl AaHHble N3 TOpProeoro nHtepdeiica.

dopmar:

<ammac EON-oupmMmer 3 Toproeoro uHTepdenca>=<kon EIII-¢upMEl cepBepa QUIK>

Mpumep:

UNIFIED FIRM=NC0038900000
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AononHuTenbHasa HacTpoika asuaca Takxe Tpebyercs B cekuumn [Position]
Toproeoro nHrepdeica. [isimHa asnmaca He 4OJ/>KHa nNpeBbiwaTtb 12 cMMBONOB.

15.Ecnu HacTpoeHa pennukauus, To B cekuun [data_pipe_module] HacTpoiiTe
BXOAALLYO/NUCXOAALLYIO peniukaumio AaTbl/BpeEMEHN NOCAeaHEro 10rMHa ¢ NOMOLLbIO
HaCTpoeK:

disable_last_login_replication_in - npuHnmaTb / He npuHUMaTb MHGOPpMaLUIO

0 AaTe/BpeMEHU NOCNeAHEro JI0rmHa oT pernsimkaTtopa. 3HadeHune Nno yMonyaHuio: «0»
(npuHUMaTL).

disable_last_login_replication_out - nocbinats / He nocbinaTb MHGOPMaLMo
0 paTe/BpeMeHn nocaenHero forvHa B pensinkatop. 3HayeHue no yMmonyaHuto: «0»
(nocbinaTsb).

16.Ecnun ncnonb3yeTtcs BHeEWHWMN Moaynb opMnpoBaHMs KpOCC-KYpPCOB, TO CeEpBEP OTKJIOHSET
noakntoveHns apyrmx NMHtepdencos Ao coegnHeHums ¢ 3TuM Moagynem. Ytobbl OTKNOUNTD
OaHHbIN pexuM, B cekummn [data_pipe_module] ncnonbayercs HacTponka:
WaitforCrossrate — pexuMm oXxunaaHust KpocC-KypCcoB. BO3MOXHbIe 3HaUYEHUS:

«0» — OTK/IIOUYUTb PEXUM.
«1» (N0 YMONYaAHUIO) — BKOYNTb PEXUM.

Korpa cepBep ucnosib3yeT BCTPOEHHbI Moaynb (b OpMUMPOBaHUA KPOCC-KYpPCOB,
3Ha4YeHMe HaCTPOMKMN UrHOPUPYeETCA.

B HacTpoitkax cepBuca Q2Q knacc CROSSRATE pon)eH 6biTb BbiAeNeH B CEKLUI0
OTAENbHOro cCOeAAMHEHUA ANA KOpPpPeKTHOW paboTthl slave-cepBepa.
Mpumep:

[pt connect crossrate]
connection transport=tcp
server ip address=127.0.0.1
port=17103

check tmo=150
Classes=|CROSSRATE |

17.BbiNoIHMUTE HACcTPOKMKY ABYXMaKTOPHOW ayTeHTUdUKALMN B COOTBETCTBUM C M. 2 VIHCTpyKLUMMK
Nno HacTponke aByxdakTopHOM ayTeHTUdMKkaunm QUIK.

18.BbIN0AHUTE HAaCTPOWKY 3anpeTa BBoAa ANUTENbHbIX 3asiBOK, YTobbl 3anpeLaTb WK paspelaTb
Nnonb30BaTeNt0 BBOAUTbL B TOProBYH CUCTEMY 3asiBKM CO CPOKOM feicTBust «[o aatbl» / «[o
OTMEHbI».

B cekumnn [gtc-orders] 3aganTe cnegytowme napameTphbl:
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markets - cnucok PbIHKOB B MPOMN3BOJIbHOM NMopdAaKe 4Yepe3 3anAaTylio.

MNapameTpbl BuAa <PbIHOK>_classes - knacchl pblHKa, KOTOPbIA yKasaH
B HAMMEHOBaHMM NapaMeTpa, B N1060M nopsaaKe Yepes 3ansaTyto.

MapameTpbl Buaa <PbiHOK>_expiration_mark_field - HanMeHoBaHue nons
npu3Haka aKCNMpauum Ans pbiHKa.

MapameTpbl Buaa <PbiHOK>_expiration_date_field - HanmeHoBaHne nonsg gathl
3KCNupaumn ons pbiHKa.

nyCTOﬁ CMNCOK PbIHKOB MUJIN KJ1aCCOB B 3TUX PblHKaX O3Ha4YaeT, 4YTO 3anpeTt BBoAa
AJINTEJIbHbIX 3aABOK OTKJ/THOYEH.

B cekumu [calc-limits] B napameTtpe max_days_to_expire_order 3analite
MaKCHMMasibHbIA CPOK AENCTBUS ASINTENbHbIX 3a89BOK B AHAX, KOTOpbIM 6yaeTt
,CleVICTBOBaTb Ha BCE K/1aCCbl MHCTPYMEHTOB, NEPEYNC/IEHHbIE B NapaMeTpax Buaa
<PblHOK>_classes. Mogaya 3as9BKK, CPOK AEACTBUSA KOTOPOI NpeBbILaeT
orpaHunyeHne max_days_to_expire_order, npepBercs C OWNOKOMN.

Hanpumep:

[calc_limits]

max days to expire order=<umucio>

[gtc-orders]

markets=MARKET1, MARKET2

MARKET1 classes=XXXXX, NNNNN

MARKETZ2 classes=YYYYY, MMMMM

MARKET1 expiration mark field=UseExpDate
MARKET1 expiration date field=ExpDate
MARKET2 expiration mark field=IMMCANCEL
MARKET2 expiration date field=EXPIRYDATE

Ecnu B nporpamMme QUIK Administrator B HacTpoiikax nosib3oBaTensl YyCTAHOBJIEH
dnarkok «3anaBku ‘10 oTMeHbI’>», 3HaueHne napamertpa max_days_to_expire_order
He NOoBJ/IMSIET Ha CPOK AEUCTBUSA 3aABKM.

Ecnu B cepBepe 3HaueHMe HacTpoiku max_days_to_expire_order ykasaHo
6onblue, yeM orpaHuYeHus, 3aaaHHble B Moayne/nHtepdgeiice (HanpuMmep, Moaynb
anropMTtMmMueckon Toproenm, Toproebii MHTepgeinc CpouHOro pbiHka MockoBCcKOM
Bup>xn), To Moaynb/nNHTEP(hENC OTKIOHUT ee.
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19.B cekunm [behavior] MoXxHO 3agaTb rMNepccbiIKy, KoTopas oTobpaxaeTtcss B Pabouem mecTte
QUIK B Tabnuue «MHdopmaumsa 06 MHCTpyMeHTe», ANna nepexoaa Ha CanuT € NnoapobHbIM
OMUCAHNEM UHCTPYMEHTA:

_ security.hyperlink - 3apaeT popmaTt runepccbinkun. na co3aaHnus yHUKanbHON
rMNepCCbINKN ANS KaXXAoro NCTpyMeHTa MOryT MCMoJ1b30BaTbCS METAaCUMBOJIbI.

_ security.show_hyperlinks - 3agaeT npuaHak, YTo rMNEpPCCbISIKA Ha onMcaHmne
MHCTPYMeHTa oTobpaxaetcsa B Pabouem mecte QUIK B Tabnuue «MHpopmaumnsa ob
WHCTpYMeHTe». BO3MOXHble 3HaYeHUs:

«0» (no ymonyaHuio) — He oTobpaxaeTtcs B Pabouem mecte QUIK.
«1» — oTobpaxaetcs B Pabouem mecte QUIK.

Mpumep:

[behavior]

security.hyperlink=https://www.moex.com/ru/issue.aspx?code=<SECCODE>

security.show hyperlinks=1

20.B cekuun [trade_date] 3apgatoTca cneayrowme napameTpbl:

_ ClearingTime - BpeMs cMeHbl ceccmmn Ha cepBepe QUIK B dpopmate <HYMMCC>. I10T
MOMEHT BpPEMEHU A0J/IKeH BbiNaaaTb Ha nepuos, koraa cepsep QUIK ocTtaHoBneH.
3Ha4vyeHune no ymonyanumio: «000000».

_ no_weekend - npusHak pabotbl cepBepa QUIK B pexunme «6e3 BbIXoaHbIX» (cy660Ta
N BOCKPECEHbE CUMTAIOTCS PaboymMmn AHAMMK). BO3MOXKHbIE 3HAUYEHUS:

«0» (no ymonyaHuio) — pexunm pabotbl cepsepa QUIK onpepensieTcs ctaHAApPTHbIM
KaneHgapem pabounx (6yaHmn) n Hepaboumnx (BbIXOAHbIE) AHEN;

«1» - cepBep QUIK paboTaeT B pexume «b6e3 BbIXOAHbIX>.

®daunn trade_dates.ini
Otkpoiite dain trade_dates.ini B kaTtanore <quik_dir>\server\ n otpegaktmpyiTte ero.

B cekumu [trade_date] 3agatoTcsa gaTbl-UCKAOUYEHNA ANS KaneH4aps TOProBbiX U HETOProBbIX
AHen, ncnonbdyemoro Ha cepsepe QUIK. Mo ymonuaHuio Cepsep QUIK cunTaeT TOprosbiMn AHU
C noHeAenbHMKa No NATHULY BKIKYUTENLHO, @ cy660Ty M BOCKpeceHbe — HETOProBbIMU. [JeHb
CYMTaEeTCsa TOProBbIiM, €C/IN B 3TOT A€Hb Ha AaHHOM cepBepe QUIK npoxoaat Topru Ha noboi
W3 TOProBbIX MAOWAnO0K:

Ecnn B 6ygHuiA AeHb 3ansiaHMpoBaHbl TOPrM XoTa 6bl Ha O4HONM NioWwaaKe U3 AO0CTYMNHbIX

Ha cepBepe QUIK, 1O 3Ty gaTty He HyxHOo aobaBnaTb B cekumio [trade_date].

Ecnv B 6ygHWIN AeHb TOPru He 3anaaHMpoBaHbl HXM Ha O4HOWM M3 NOLWAaA0K, TO HY>XHO A06aBUTb
3Ty AaTy c npmusHakoM holiday B cekuuto [trade_date].

Ecnu B BbIXOAHOM AE€Hb 3anjlaHMPOBaHbl TOPrM XoTs 6bl Ha 0A4HOWM MoWaAKe M3 OOCTYMHbIX

Ha cepBepe QUIK, To Hy>XHO A06aBUTb 3Ty AaTy C nNpu3sHakoMm workday B cekuuto [trade_date].
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[aTbl-UCKTI0YEHNS U3 CTaHAAPTHOrO KasieHaaps, B COOTBETCTBMM C KOTOpbIM cepBep QUIK
3anyckaeTcs B pexunme pabodero nnm Hepaboudero gHs, B popmMaTe:

<ITTTMMOIO>=holiday
<I'TTTMMIIO>=workday

loe:
holiday — Hepabouunin geHb;
workday - pabounii geHsb.
MpuMep 3anN0ONHEHUS CEKLMN CM. B

Mpwu 3anycke cepBepa QUIK c kjto4uoM (7017 3Ha4YeHMA ceKumm
MMEIT MEeHbLUU NPUOPUTET.

®dann settlement_dates.ini
OTkponTte dann settlement_dates.ini B katanore <quik_dir>\server\ n otpegaktnpymnte ero.

B cekumnu [settlement_date] 3apatoTca gaTbl-UCKAOUEHNA ANS KaneHaaps pacyeTHbIX

N Hepac4yeTHbIX AHel, UCNOSIb3YEMOro Ha OCHOBHOM TOProsBomn niowaake. Mo ymonyanuio Cepsep
QUIK cumTaeT pacyeTHbIMU AHWU C NOHEeAEesNIbHUKA MO NATHULY BK/IOUYUTENBHO, a cy660Ty

N BOCKpeceHbe — Hepac4EeTHbIMU.

Ecnu Ha ocHOBHOI ToproBoi niowaake 6yaHnin AeHb CUNTAETCS HEPACUYETHbLIM, TO €ro HY>XHO
nobasntb B cekumio [settlement_date] ¢ npusHakom holiday, a ecnu BbIXOAHOW AEHb cuMTaeTCs
pPaCUYeTHbIM, TO €ro HYy>XHO A406aBUTb C Npu3HakoM workday.

[encTBmne onncaHHbIX AaT-UCKIIOYEHMUA pacnpoOCTPaHSETCa Ha BCE PeXMMbl TOPros, HO UMeeT
MEHbLLUWUA NMPUOPUTET, YEM KaneHaapwu, 3ajaBaeMble yepes nporpamMmy QUIK Administrator. Ecnn
haTa 3afaHa B cekuumn [settlement_date] kak BbixogHOW, a B KaneHgape nporpaMmMmbl QUIK
Administrator kak pabounii geHb, TO OHa 6yaeT cumTaTbcs paboynm gHeM.

Hanunuune/oTcyTCcTBME BbIXOAHbLIX NPUBOAUT K CABUTY AaTbl pacHeTOB, YTO Bblpa)kaeTcs
B YBENMYEHUU/YMEHbLUEHUN KanleHAapHbIX AHEN MeXAy 3aK/Il4YeHneM CAeIKM U pacyeToM npu
BbINOIHEHUM ONepauni C KoAaMn pacyeToB, OTANYHbIMK OT TO, Hanpumep, T1, T2.

3anonHeHune cekuun [settlement_date] Bnunser Ha:

KoppeKTHOCTb yyeTa ob6beMa KOMUCCUNK;

OnpepeneHne LENOYKM TUMUTOB, HA KOTOPYIO pacnpoCTpaHatoTcs 610KMpoBKa, HaYNCAeHns
W cnmncaHus;

OnpegeneHne nocneaHero Buaa NMMMTOB B LIEMOYKE JIMMUTOB ornepaumu Ans 0T4eToB/caenok
Ha UCNO/IHEHME BTOpOM YacTtu PEMNO;

Pacuet cpoka PEMNO no 6e3agpecHbiM 1 agpecHbiM pexunmam PEMO mn PEMNO c LK;
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YueTt HKJ npu pacyete 6nokmpyemoro obbema 3asaBkun Ha nmmutax ana PEMNO-M u PEMO c UK;
PacueT KOMMCCMKN TOProBOWM CUCTEMbI MO MOCTABOYHbIM CBOMAM Ha BaSIlOTHOM pPbIHKE, KOTOPbIN
onpegenseT gaTy Hadana nepsoi yactu PEMO;

OnpeneneHune cpoka xu3Hu GTD/GTC-3asBoK B TOM yncne OMS-3a8B0OK, B paMKaxX KOTOpPOro
pacCuyMTbIBAaE€TCA MaKCMManbHbIn 06beM 3as1BKM C YY4ETOM ANHAMUYECKM HacTpoeHHoro HK/

N HOMWHana obnnraumm, 4To BANAET Ha 06beM 3abnoKMPOBaHHbIX CPEACTB.

dopmaT cekuunmn:

<ITTTMMII>=holiday
<ITTTMMIIO>=workday

lpe:

holiday — HepacueTHbIl AeHb;
workday — pacyeTHbIN AeHb.

Mpumepbl ana cekuun [trade_date] n [settlement_date]:

Mpumep 1

Ha cepBepe aBa VMHTepdeica: kK ®DoHAOBOMY pbIHKY MOCKOBCKOW BUPXU U PbIHKY
MHOCTpPaHHbIX LeHHbIX 6yMmar CMNb bupxun. 4 Hosbps 2022 roga — npasAHWUYHbINA OEHb,
KOTOpbIN ABNsSieTCa HepacyeTHbIM Ha POHA0BOM pbiHKE MOCKOBCKOM BUPXU, HO TOProBbIM
Ha pblHKE MHOCTPaHHbIX UeHHbIX 6ymar CIb Bupxu.

Hy>XHO 3af4aTb cnegylowime HaCTPONKHK:

[settlement date]
20221104=holiday

Mpumep 2
Ha cepBepe oanH NHTepdenc — k PoHAOBOMY pbiHKY MOCKOBCKOMN 6MpXKN.

4 Hos6ps 2022 roga — npa3gHUYHbLIA AEeHb, KOTOPbI SBNSIETCA HEpACYETHbIM Ha OOHO0BOM
pbiHKe MocKkoBCKOW 6MpxKn. TakuM 06pa3oM, Ha cepBepe HET HM OAHOIro pexunma TOpros,
B KOTOPOM 6yAyT NPOX0OAUTb TOPru B 3TOT AEHb.

Hy>XHO 3ag4aTb cnegylowme HaCTPONKN:

[settlement date]
20221104=holiday
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[trade date]
20221104=holiday

Mpumep 3

Ha cepBepe oanH NHTepdenc — k DoHAOBOMY pbiHKY MockoBckon 6upxu. 5 mapta 2022
rona (cy66oTa) — TOproBbIt U paCUYETHbIN AEHD.

Hy>XHO 3agaTb cneaytowmne HaCTPONKM:

[settlement date]
20220305=workday

[trade date]
20220305=workday

2.5.3 Hacrtpoiika guctpmbytuBa ana nonb3oBartenen

KaTtanor <inst_dir>/front cogepXuT akTyanbHblh auctpnbytmse Pabouero mecrta QUIK

W rnpefHasHayeH s pacrnpocTpaHeHns KianeHTaMm. MNpu noaknoyeHUn rnonb3oBaTens K cepeepy
BbIMOJIHAETCS CpaBHeHMe Bepcmmn Pabouero mecta QUIK nonb3oBaTens c Bepcuen, kotopas
XPaHUTCS B ANPEKTOPUN C aKTyanbHbIM AncTpubytneom Pabouvero mecta QUIK. Ecnu Bepcuu

He coBMnagatoT, TO NOsib30BaTENO NpeasiaraeTca obHoBneHue.

CkonupynTte cogepxumoe katanora <inst_dir>/front B aupekTopuio, Kotopas npeaHasHayeHa ans
XpaHeHus anctpnbytnea Pabouero Mmecta QUIK.

CepBep Mo yMOST4aHMIO UCMOMb3YET B KayecTBe AMPEKTOpUM C ANCTpmMbyTnBOM Pabouero mecta
QUIK:

<quik_dir>/server/areas/frontend/x64/release — ansa Pabouero mecta QUIK Bepcumn 8.0.0
U Bbllle;

<quik_dir>/server/areas/frontend/release - ansa Paboyero mecta QUIK Bepcumn Huxe,
uem 8.0.0.

PacnonoxeHne gupektopun ¢ anctpnbytmeom Paboudero mecta QUIK MoxeT 6bITb NnepeonpeneneHo
HacTpolikol frontend B cekuuu [areas] kKoHpUrypaumoHHoro danna cepsepa QUIK quik.ini.

B HacTpolike yKa3blBaeTCs TOJIbKO NyTb A0 06WEeNn AMPEeKTOpUn, B KOTOPOI XpaHSATCs oba
anctpmbyTtmea. 3HaveHMe no ymondaHuio: «frontend=areas/frontend».

Mpumep:

[areas]

frontend=clientfront
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B paHHOM npuMepe auctpmnbytmns Paboydero mecta QUIK XpaHuTcs B cneayowmx ANpeKTopusaX:

<quik_dir>/server/clientfront/x64/release — nna Pabouero mecta QUIK Bepcun 8.0.0 u BblLLE;
<quik_dir>/server/clientfront/release — ansa Pabouero mecta QUIK Bepcun Huxe, yem 8.0.0.

2.5.4 Hacrtpoika npokcu ANnf NoAKIIOYEHUN noJsib3oBaTesien

CepBep nogaep>xunsaeT npotokost HAProxy sepcum 1 npu o6paboTke nonb3oBaTebCKUX
noaka4YeHui. NMpu HacTpomke NpoKcm HeobxoaMMO yKasaTb NOPT CeEpBepa, KOTOPbIA NponMcaH
B cekummn [usend_module].

2.5.5 Hacrtpoiika 6no4yHoro wmncdpoBaHus

OTKponTe ansa pegaktuposaHus gann B katanore <quik_dir>\server\quik.ini n B cekunmn
[usend_module] HacTponTe cneaylowme napameTpsbl:

enable_block_crypt - npusHak ncnonbzosaHns 6104HOro wndposaHus. Bo3MoxHble
3HaYeHus:

«0» (no ymonyaHutio) — 6104HOE WNdpoBaHNE HE NCNOoNb3yeTcs;

«1» - nucnonb3lyeTcs.

block_crypt_size - pa3smep 6noka wndposaHus. BoaMmoxHble 3HaveHus: ot 100 go 8192
(BKNHOUNTENBHO). 3HAYEHME MO YMONMYaHUo: «1024».

2.5.6 Hactpoiika acCMHXPOHHOro ucnosib3oBaHna bubnumorekn pacuera AIMMUTOB

Mpn Heo6X0ANMOCTU HACTPOMUKM NapannesibHOro NposBeAeHna npe-Tpena U nocr-
Tpeia KOHTPONS onepauuii No pa3HbiM 3asiBKaM peKoMeHAyeTcs o6paTuTbcsa
3a AONOJIHUTENIbHbIMU UMHCTPYKUMAMU B Cnyx6y TexHuueckoin noaaeprkkm QUIK:

®unpMbl, 4N KOTOPbIX NMPUMEHSIETCS CTPATErns aCUHXPOHHOIO UCMONb30BaHUs bubnunorteku
pacueTta IMMUTOB, nepeuyncnsaTca B danne <quik_dir>\server\quik.ini B cekuunn [dealer-library-
async]. Hanpumep:

[dealer-library-async]
NC0038900000
SPBFUT389
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B cekumn [behavior] HacTpauBatoTcs cnegytowme napaMmeTpbl:

numberofexecutors - obuiee KonmuecTso ovepenen napannenbHon 06paboTkn anropnTMoB
Bubnunotekn pacueta NTMMUTOB A/ Bcex hMpPM, KOTOpble UCMONb3YOT Bnubnmoteky pacyeta
JIMMUTOB aCMHXPOHHO.

deallib.temppath - nyTb kK gMpekTOpMNM ANS BPEMEHHOIO XpaHeHns ak3emnaspos DLL

ans bubnmotekun pacyera JIMMUTOB.

Mpumep:

[behavior]
deallib.temppath=.\temp

numberofexecutors=3

2.5.7 WNcknrouyeHua ansa aHtmsupycHoro Nno

B naHHOM pa3gene nepeuuncneHsl dannel n katanorn cepsepa QUIK, koTopble Heobxoammo
NCKJTIOUYNTb N3 NPOBEPKM aHTUBUPYCHbIM MO, Tak Kak OHM UCNONb3yoTca npu paboTe cepsepa.

Nckntoyaembie dannbl n KaTtanoru:

1. Katanor c cepsepom QUIK.
2. Katanoru n dannbl, yKkaszaHHble B HAaCTPOMKax cepBepa B dainne quik.ini:

nyTV K noram u ¢darnnam c pacwmpeHuem .ik, 3agasaemble B cekumn [Files]
B napameTtpax LogFilesFolderName n DataFilesFolderName, Hanpumep:

LogFilesFolderName=.\logs

DataFilesFolderName=.\data

nyTv K cparnam 3ameH, 3agasaemMble B cekumm [data_module] B napameTpax
firm_substitute_file u client_codes_substitute_file, Hanpumep:

firm substitute file=.\firms.ini

client codes substitute file=.\codes.ini

nyTW K apxueam, 3afaBaemMble B cekumm [archive_module] B napameTtpax ttp_dir
n minutes_dir, Hanpumep:

ttp dir=.\archive\minutes ttp

minutes dir=.\archive\minutes
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NyTb K HAaCTPOMKaM KPOCC-KypCOB, 3agaBaeMbin B cekummn [cur_module] B mapameTpe
class_cfg, Hanpumep:

class _cfg=crossrate.ini

NyTb K HACTpoOlKaM KpuntornpoBanaepa, 3agaBaembin B cekumn [usend_module]
B napameTpe crypto_provider_ini_file, HanpumMep:

crypto provider ini file=.\openssl pr.ini

nyTv K wabnoHaM, 3agaBaembie B cekummn [quik_auth] B napameTtpax
TemplateRuRetrievingNotSupportedFileName n TemplateRuUnknownErrorFileName,
HanpuMmep:

TemplateRuRetrievingNotSupportedFileName=templates\ru\retrievingnotsupported

TemplateRuUnknownErrorFileName=templates\ru\unknownerror

3. Kartanoru c HacTpoikaMun KkpuntonpoBangepos B daiine qrypto.cfg, 3agaBaemblie B napameTpe
IniFile, Hanpumep:

IniFile=openssl pr.ini

B uckiroueHnsa Heo6xoamMmo no06aBUTb ceTeBble NOPTbl, YKa3aHHble B HAaCTpoOMKax
cepBepa u cepBepoB goctyna B danne quik.ini B napamerpe port.

2.5.8 HaCTpOﬁKa TEKCTa yBeaAOMJiIeHuUunA 06 ncreueHmn CpPOKa aAencreuma AOBEPEHHOCTH

YT106bl HACTPOUTL TEKCT OTMPAB/ISEMbIX YBEAOM/IEHUA O CKOPOM UCTEYEHUN CPOKa AENCTBUSA
[OBEPEHHOCTU MNOAK/IIOYaeMOro nosb3oBaTens, 3aganTe B qrypto.cfg cneayouwme HacTpPoOUKM:

B cekumu [register] ykaxuTte KOAMYECTBO AHEN A0 UCTEUYEHUS CPOKa AENCTBUSA LOBEPEHHOCTH,
3a KOTOpOe Moab30BaTesNto HauYHYT NPUXOAUTb eXeAHEeBHbIe YBeaOMIeHNs (Npy KaXxaoM
NOAKOYEHNN). 3HAYEHME MO YMONYAHUIO: «3».

Mpumep:

[register]

license warning days=4
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B cekumu [auth] ykaxnTe TeKCTOBble onnucaHms coobweHni. Kntoyom BbicTynaeT wabnoHHas
CTpoOKa BMAa:

lic _exp <d> day <lang>

Fpe:

<d> - KOJINYECTBO AHEWN A0 UCTEYEHNS [OBEPEHHOCTU. MOXET NpUHNMaTb 3HAYEHMUSA
«1», «2», «3», «...» N TaKk ganee;

lic_exp_today_<lang> - COOTBETCTBYET TEKYLUEMY [HIO;

N — BCEM OCTasIbHbIM AHSM;

<lang> - koA A3blka paboyero mecra. Bo3MoXHble 3Ha4YeHUA:

«25» - pycckun;
«9» — QHIMMUNCKUNA,

LLlabnoHHas cTpoka lic_exp_today_<lang> ucnonb3yeTtcsa Aas yCTaHOBKM TEKCTOBOIro onnucaHus,
Korga Cpok AOBEepeHHOCTU AN KINEeHTa UCTEKaeT CeroaHs.

LLlabnoHHasa cTpoka lic_exp_n_days_<lang> ncnonb3yeTtcsa 418 YCTaHOBKM TEKCTOBOIO ONMCaHUS
No YMOJTYAHMUIO.

Mpumep:

[auth]
lic exp n days 25=CkKOpO 3aKOHUMTCA CPOK IOBEPEHHOCTM
lic exp 1 day 25=0OcTanca OoIuMH OEHb OO MCTEUEHMSHA CPOKa IOBEPEHHOCTU

lic_exp today 25=Cpox IOBEPEHHOCTM MCTEKaeT CeTOIHA

TekcToBOe onncaHue nogaepxupaeT naeHTudukaTopbl opmaTta, KOTOpPOe no3BongeT
B COO6LLUEHNM BCTaBASATb HA UX MECTO AaTy NpeKpalleHns AoBepeHHOCTU. NoaaepxuneatoTcs
cnepyowme naeHTnduKaTopsbl:

<> — KOJINYECTBO AHEN [0 UCTEUYEHUs CPOKa;

<d> - HoMep AHA B Mecsle, Korda UCTEKAET CPOK;
<m> - HOMep Mecsiua B rogy, Koraa UcTekaeTt Cpok;
<y> - roa, Korga UcTekaeT CpoK.

Mpumep:

[auth]

lic exp n days 25=Cpok mOeucTBUA Balleli IOBEPEHHOCTM IpeKpallaeTcsa depes <> IHA
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Mpumep:

[auth]

lic exp n days 25=Cpok Bamel OOBEPEHHOCTM McTekKaeT <d>.<m>.<y>

2.5.9 PonnaupoBaHue no3mumm

CepBep QUIK MoxeT 6bITb 3anyLeH B peXnme poanmpoBaHms NO3NUNIA KIIMEHTOB MO AeHbram
N MHCTpyMeHTaM (pOoHAO0BbIN PbIHOK).

NMepen HaCTPOMKOM POSITMPOBAHUSA NO3ULIMIA O6paTUTECh 3a AONOJIHUTE/IbHbIMU
MHCTPYKUMAMK B Cny)x6y TexHunueckon noaaepxku QUIK:

Ons ponnvMpoBaHUs NO3ULMIA BbINOAHUTE HACTPOMKMU:

1. B danne quik.ini, koTopbI HaxoaAnTCA B kKaTanore <quik_dir>\server\, HacTpouTe cnegytoume

napamMeTpbl:

B cekumun [data_module]:

[oe]

rolling.rotation_depth - rnybuHa potaunu daiinos c no3munamm, KoTopble
HaxoaaTcs B anpektopuun Backup. CepBep xpaHUT He 6onee yka3aHHOro B
HacTpolke Konn4yectea panaos ANs Kaxaoro n3 TUMnos no3mumim No AeHbram n no
WHCTpyMeHTaM. o AOCTUXEHNMN MaKCUMasibHOrO 3HAaYEHUS HAaCTPOMKK CTapble
dannbl yoanawTcsa. 3Ha4YeHne No YMOMTYAHUIO: «7>.

rolling.CPLimitTag - Tern yepes 3ansaTyto, KOTopble UCNoNb3yoTCcs Moaynem
QUIK REPO ans BegeHus IMMUTOB Ha KOHTPAreHTOB NpW pON/IMPOBaHMM NO3ULUIA
No AeHbraM. YUMTbIBAOTCHA TObKO MNO3ULNM CO CPOKOM pacyeToB TO C yKasaHHbIMU
Teramu. 3HavyeHue No yMonvaHuo: «» (Nycro).

cekuunmn [calc-limits]:

UnifiedLeverageOnClient - npn3Hak ncnonb3oBaHUs €AMHOro pa3Mepa nseda
Ha BCeX MO3MUMSaX NO AeHbraM KNMeHTa, 4719 KOTOPOro MCnosib3yeTcsa cxema
Map>XWUHaNbHOro KpeantoBaHua «Mo gMckoHTam» mnn «M+». YctaHosute
3HayeHue «1». 3HayeHne no ymondaHuio: «0».

2. BbINOMHMTE 3anyck cepBepa C KJo4YoM

3. lNoaknounTte nHTEpdENc, KOTOPbIM BbIMOHUT aKTUBALMIO NO3ULKNIA NOCAEe POSSIMPOBAHMUS.

UHcdpopMmauma Nno nepeHeceHHbIM NO3MUMAM 06HOBNSIETCA TOJIbKO nocse
NoAK/MIOYEeHUS TOProBbixX MHTepdencos nnm MHpopmaumoHHoro nHrtepdenca

Holiday.
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2.6 Murpauumsa cepeepa ¢ Windows Ha Linux

Mpun murpaummn MO ¢ OC Windows Ha OC Astra Linux HeobxoaMMo yunTbiBaThb cneaytouime
orpaHuyeHuns Linux-Bepcum no cpaBHeHuto ¢ Windows-Bepcuen:

OTCyTCTBYET NoaAepxKa kpuntonposanaepa MP.

Onsa nepeHoca MO, paboTatowero Ha OC Windows, Ha komnbtoTep ¢ OC Astra Linux:
Bepcus MO, kotopas nepeHocutcs ¢ OC Windows, gomkHa 6biTb paBHa Bepcuun MO,
KoTopas byaeTt yctaHaBnmBaTbcs Ha OC Astra Linux.

MO Ha OC Astra Linux gonxHo ncnonb3osaTb B kavyectse CYB/ PostgreSQL.

MepeHoC A0MXKEH OCYLLECTBNATLCA B CTPOro HETOProBOoe BPEMS: MOC/e 3aBepLIEHMS
TOProB M OCTAHOBKM CEPBUCA, M [0 Hayana Topros, nepes rnepsbIM 3aMyckoM cepBuca.

MNMepeHoC cepBMCa BbIMOMHAETCA B iBa 3Tana:

YcraHoBKka cepBuca Ha OC Astra Linux (mpou3BognTcs nosib3oBaTenem root);
MepeHoc koHdurypaumm ¢ OC Windows (npomsBoamnTcs nonb3oBartenem root nnm arqasrv).

Onsa ycraHoBku MO Ha OC Astra Linux BbIMOSIHUTE Ceaylowmnin NopsaaoK 4ENCTBUN:

1.

YCTaHOBUTE Ha KOMMbIOTEP, HA KOTOpPOM 6yaeT paboTaTh CEPBUC,

CkonupynTte dann install_server-xx.xx.xx.run B ANPEKTOPMIO, Ha onepauuu B KOTOPOM y
TeKyLero nosb3oBaTensa eCcTb nNpasa, HanpuMmep, AoMawHuin katanor (/home/<user> nnn ~/).

BbinonHuTe KOMaHAy AobasrieHus NpaBa Ha BbINOJIHEHWE run-danny:

chmod +x install server-xx.xXX.XX.run

BbinonHWTE KOMaHAY YCTaHOBKW CepBuca:

sudo ./install server-xx.xx.xx.run -i

[Nns BbINOMHEHUA KOMaHAbl MOXET NoTpeboBaTbCs BBEAEHWE Naposis TEKYLEro Nosib3oBaTens.
B npouecce ncnonHeHus run-daiina BbINOJHATCA Cneaylolune AenNcTBUS:

Ecnu cncteMHbIM nonb3oBaTe b arqasrv OTCYTCTBYET, OH CO34acTCs C npaBamu no
YMOMYaHUIO U BKIIIOYNTCS B OAHOMMEHHYIO rpynny. B KauecTBe goMallHeln gupekTopumn
NoNb30BaTENI0 YCTaHOBUTCA aAnpekTopusa /opt/arqasrv. OT UMeHU 3TOro Nosb30BaTens
6ypet paboTaTb yCcTaHaBiInBaeMbIn cepBuC.

B anpektopun /opt/argasrv/quik co3pgacTcs noaanpekTopumst ¢ umeHeM quik, B KOTOpPYHO
pacnakytoTcs dannbl guctpubytmnea yctaHaBAMBaAEMOro cepeuca.

Monb3oBaTeNb arqasrv HasHauyMTCa BragenbleM Bcex dhaiioB U NoaanpeKTopuii
B AMPEKTOPUN CEpBUCA.

B cucteme ynpasneHusa cnyxbamm systemd 3apernctpmpyeTtcs cepBmuc ¢ uMeHeM quik
M 3arnyckoM OT MMEHU CUCTEMHOIO MoJsib3oBaTensa arqasrv.
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B avpekTtopumn /etc/arqgasrv cosgactcs dainn ¢ umeHem quik gnsa dpukcauumm
napamMeTpoB YCTaHOBKW cepBuca.

B AMpeKTopuKn yCTaHOBKM CEpBMCa CrEHEPUPYIOTCS creaytowme KoMaHaHble dalinbl:

g_start.sh - 3anyck cepBuca, B TOM yncne c . MpegHa3sHaveH
OJ19 BbIMOJIHEHUS NOJSIbL30BATENAMM arqasrv U root;

g_stop.sh — octaHoBKa cepBuca. MNpeaHasHayeH ANs BbINOJHEHUS
Nosb30BaTeNsiMK arqasrv u root;

g_status.sh - BbIBOA MHMOPMaLMK O TEKYLLEM COCTOSHUM cepBuca. MpeaHasHayeH
ANS BbINOJIHEHUS MONb30BATENAMU arqasrv 1 root;

uninstall.sh — ynaneHue cepsuca. lNpeaHasHayeH AN BbINO/IHEHUS NOJIb30BaTENEM
root;

postmigration.sh - BbINOSIHEHME AOMNONHUTENbHbIX ONEpaLMin NpU MUrpaLnn.
MpenHasHayeH Ans BbINOJIHEHUS MOMb30BaTENSAMU arqasrv 1 root.

Mpu ycnewHon ycCTaHOBKe cepBMca BbiBOAUTCA coobweHue: «Installation
of service “"quik” has been successfully completed>.

B cnyuae BbiBOAA APYrov AMArHOCTUKMU, NMOXKaNynucra, o6paturecb B Cny>k6by
TexHnuyeckou noaaep xkn QUIK: .

5. Ecnu ynpasfieHne yCTaHOBMIEHHbIM CEPBUCOM rnpeanosaraeTcs BbIMOAHATb NOfib30BaTeNEM
arqgasrv, BblNnoNIHUTE cneayrwwune ODENCTBUS:

[ns npefoTBpalleHns BHECEHUS! MONb30BaTeNIEM arqasrv U3MEHEeHUI B CKpUNThI
yrpaBfieHUs CEPBUCOM, Ha KOTOpble eMy 6yAET BblAaHO paspeLleHne BbIMNOJIHEHUS OT
MMeHM root, caenamTe X HEM3MEHSIEMbIMU, BbIMOJIHUB CReayowmne KoMaHabl:

chattr +i /opt/argasrv/quik/quik/qg_start.sh
chattr +i /opt/argasrv/quik/quik/q_stop.sh

BbligaliTe nonb3oBaTesnto argasrv npaBa Ha BblNOJIHEHNE CKPUMNTOB yrnpaBieHns
CepBUCOM OT UMEHU root, BbINOHUB crieaylowmne OENCTBUSA:
BbinonHUTEe KOMaHAy:

sudo visudo

B oTkpbiBlWEMCS Vi-nogobHOM peaakTope aobaBbTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/quik/g start.sh,
/opt/argasrv/quik/quik/g_stop.sh
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DTa CTpOKa pa3pellaeT Mosib30BaTeso arqasrv BbINOJIHATb NEPEUNC/IEHHbIE CKPUMTbI Ha
TEeKYLLEM KOMMbOTEPE OT MMEHMU root.

Ons nepeHoca koHdurypaumm ¢ OC Windows BbINONHUTE CNeayoWwmin NopsaoK 4eNCTBUNA:

1. Ckonupyinte ns anpektopmmn Windows-cepeuca B anpekTopuio Linux-cepeuca
/opt/argasrv/quik/<srvname> cneaywuwiune damnnbi:

OcHoBHoM dann HacTpoek: quik.ini;
O6bwunii ann HacTpoek KpunTonpoBanaepos: qrypto.cfg;
®dannbl HacTpoek bubnnortek pacyerta MMMUTOB: KaTanor Dealer/;

dannbl WabnoHoB-coobLWeHMn AN ABYXMdAKTOPHON ayTeHTUdnKaumn: Katanor
Templates;

®daiin HaCTpoeK KpOoCC-KypCoB: crossrate.ini;

®ainn HacTpoek 3aMeHbl pupm: areas/firms.ini;
®daiin 3anpeleHHbiX K noakatodennto UID: restu.cfg;
®daiin HacTpoeK 3aMeHbl KOAOB KineHTa: codes.ini;

Opyrve dannbl HacTpoek .ini (B c/iydae Hannumsa Taknux ansios) C COXpaHeHNEM
NX pacrnonoXeHnsi OTHOCUTENbHO AMPEKTOPUM YCTAHOBKWN CEPBUCA;

®dannbl knoden (.txk), katanorn cepTndurkKaToB NpoBanaepoB:

Kntoun secrserv.txk, pubring.txk — ans HacTponkn KkpuntonpoBarngepa qrypto32;
KaTtanor certs — ansa HacTpoikmn kpuntonposanaepa OpenSSL_pr;
KaTanor signalcom - ansa HacTporkun KpuntonpoBanaepa Signalcom_pr;

KaTanor, cogepxawm apxmsbl rpadukoB (3Ha4YeHUe No yMOoI4aHuIo: «minutes»),
€C/I OHW XPaHATCA SI0OKaNbHO, PSAOM C CEPBEPOM.

2. [lpuBeanTe MMEHA CKOMUPOBAHHbLIX B NpeablayLeM NyHKTe hannoB n AUPEKTOPUIA K HUKHEMY
perncTpy. [Ans aToro BbINOJIHUTE B AMpeKTopumn /opt/arqasrv/quik/<srvname> KoMaHAay:

sudo ./postmigration.sh

3. MN3MeHUTe HacTpolKku B NepeHeceHHbIiX dannax:

Bce ynoMnHaHua anHammndyecknx 6mbnuotek (.dll) Heo6xoammo npeobpasoBaTtb
B COOTBETCTBYIOLLEE HAaMMeHOBaHMe Ha Linux. [ 3TOro K uMeHun Heo6xoanMo
nobasntb npedukc «lib», a paclwumnpeHmne 3aMeHnUTb Ha .SO, HanNnpuMep:

module=dwdata.dll
3aMeHNTEe Ha:

module=libdwdata.so
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Cnuncok cekumin parna quik.ini, B KOTOPbIX yKa3aHbl HAMMEHOBAHMS OMHAMUYECKUX
6nbnnotek, KoTopble HeobxoanMMo nNpeobpa3oBaThb:

[data module]
module=dwdata.dll
3aMeHNUTe Ha:

module=1libdwdata.so

[conn module]
module=dwxs.dll
3aMeHN)Te Ha:

module=1libdwxs.so

[trans module]
module=dwtrans.dll
3aMeHNTe Ha:

module=libdwtrans.so

[auth module]
module=dwgx.dll
3aMEHUTE Ha:

module=1libdwgx.so

[limits module]
module=dwlimits.dll
3aMeHNTEe Ha:

module=libdwlimits.so

[usend module]
module=dwsend.dll
3aMeHNuTe Ha:

module=libdwsend.so

[ctl module]
module=dwwgctl.dll
3aMeHUTe Ha:

module=libdwwqgctl.so

[msg module]
module=dwgtalk.dll
3aMEeHNTE Ha:

module=libdwgtalk.so
[archive module]

module=dwarch.dll

3aMEeHUTE Ha:
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module=1libdwarch.so

[banner module]
module=dwbanner.dll
3aMeHN)Te Ha:

module=1libdwbanner.so

[data ip module]
module=dtwipsrv.dll
3aMEeHMTE Ha:

module=libdtwipsrv.so

[report module]
module=dwrep.dll
3aMeHNuTe Ha:

module=libdwrep.so

[data pipe module]
module=dtwsrv.dll
3aMEeHMTE Ha:

module=1libdtwsrv.so

[db module]
module=dbstubrc.dll
driver=quik db pg.dll
3aMeHMTEe Ha:
module=libdbstubrc.so

driver=libquik db pg.so

[cur module]
module=dwcurg.dll
3aMeHNTEe Ha:

module=libdwcurg.so

3aMeHUTe HaMMeHOBaHUSA AMHaMmnyecknx 6mbnuotek B panne grypto.cfg. Cekyuu,

B KOTOpPbIX YKadaHbl HauMeHOBaHWNA ANHaMuyeckux bubnmorek:

[auth]
sign=secprov.dll
3aMEeHNTE Ha:

sign=libsecprov.so

Onsa HacTporikn look He06X0AMMO HaTK yKa3aHHYI0 CEKLUIO, HanpuMep, ecnu

HacTpoeHa db_look:
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[auth]
look=grypto.cfg,db look

[db_look]
use=dwgx.dll
3aMeHNTEe Ha:

use=libdwgx.so

B HacTpolikax kpuntonpoBangepos ¢arna qrypto.cfg nameHmte HaMMeHOBaHMUS
AVHaMuyeckux 6ubnmotek n perncrp garna HacTtpoek (Npun HaJMYMK NepPeUnCsIEHHbIX
ceKkumn):

[openssl]
Module=openssl pr.dll
IniFile=openssl pr.ini
3aMeHMTEe Ha:

[openssl]
Module=libopenssl pr.so

IniFile=openssl pr.ini

[SignalComMessageAndSSLPro]
Module=signalcom pr.dll
IniFile=signalcom pr.ini
3aMeHMTEe Ha:
[SignalComMessageAndSSLPro]
Module=libsignalcom pr.so

IniFile=signalcom pr.ini

[placebo]
Module=placebo pr.dll
3aMEeHMTEe Ha:

[placebo]
Module=libplacebo pr.so

Ecnu, KpoMe nepeuuncrieHHbIX KpunTonpoeanaepos, B ganne grypto.cfg ectb apyrune
HaCTpOeHHble KpUNTonpoBaaepbl, TO COOTBETCTBYIOLWME CEKLMN HAaCTpPOeK
Heo6Xxo0AMMO 3aKOMMEHTMPOBaTb NyTeM AobaBneHns B Hadasno CTPOKM CMMBOMA «;»
(Touka ¢ 3anaTon). Takxke Heo06X0AMMO 3aKOMMEHTUpoBaTb 06bsaBNEHME
KpunTonpoBanaepa B cekumun [CryptoProviders], HanpuMep, oTK/OYEHMe NpoBangepa
MP:

[CryptoProviders]
;mp=1

;7 [mp]
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;Module=mp pr.dll

;IniFile=mp pr.ini

B cnucke 3arpyaemblx HacTpoek brubnnotekn pacyeta nummutoB daina quik.ini
N3MEHUTE HaMMeHOBaHNe MU perncTp daina HacTpoek, Hanpumep:

[dealer-library]
ALGO=./dealer/algo.ini

Ecnu paHee B 3TOl cekuMM BbISIM HACTPOEHbI NYTK K (alinam ¢ pacwmperHuem .dll,
TO paclWMpeHne y HUX HeobxoaMMO 3aMEHUTb Ha .iNni, HaNpuMep:

[dealer-library]
ALGO=.\Dealer\ALGO.dll
3aMEeHMTEe Ha:
[dealer-library]
ALGO=./dealer/algo.ini

Bce ynoMnHaHug nyten Kk dannam 1 Katasoram HeobxoamMo NpuBeCcTM K Buay,
npuHATOMY B (harnoBon cucrteme Linux — obpaTHble cnewwu («\») Heob6xoanmo
3aMeHUTb Ha npsiMble («/»), HanpuMep:

crypto _provider ini file=.\openssl pr.ini
3aMeHMTEe Ha:

crypto_provider ini file=./openssl pr.ini

MepeuyeHb HacTpoek quik.ini, kKoTopble cogepxxaTt NyTn K dannam UM AUPEKTOPUAM
C NpuMepamMm 3HaYEHUN:

[ctl module]

rest users file=restu.cfg

[usend module]

suspect data file=stats/suspect.txt

[key management]

key info file=key info.ini

[areas]
frontend=areas/frontend
msg_priv=areas/msg _priv
public=areas/public

company=areas/company
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private=areas/private
unrestricted=areas/unrestricted
hasharchives=hasharchives

hasharchivesttp=hasharchivesttp

[archive module]
minutes dir=minutes

ttp dir=ttp

[auth module]

settings file=qrypto.cfg

lMepeyeHb HacTpoek qrypto.cfg, koTopble cogepxxaTt NyTn K dannam uam ANpeKTopuUsaM
C NpuMepaMm 3HaAYEHUN:

[auth]
mail settings file=qgrypto.cfg

arw_log=stats/arw.log

OTpepakTtupynTe nyTb K danny 6aHHepa, ecnn OH HacTpoeH. ®ainoM KoHbUrypaumm
6aHHepa cumTaeTcsa nepsBbi HAWAEHHbIN CEPBEPOM .ini-dann B ANpeKTopumn
/areas/banners. Hanpumep:

[url set]

image=./banner.bmp

CeTeBble ANCKN 06bIYHO MOHTUPYIOTCA K NIOKasibHbIM KaTanoraM, nosToMy Heo6xoamMMo
YTOUYHUTb Y CETEBbIX aAMUHUCTPATOPOB TOYKY MOHTUPOBAHUSA M NponucaTb NyTb K HeEM,
HanpuMep:

[areas]
Archives=\\minutes\gminreplicator\archive\
3aMEeHUTE Ha:

[areas]

Archives=/mnt/gminreplicator/archive

4. HacTpoliTe aBTOMaTUKY eXeJHEBHOro 3anycka U OCTaHOBKW cepBuca. [ 3TOro ucnonb3lymre
B CKpMNTax aBTOMaTUKM 3anyCck KOMaHAHbIX dannos q_start.sh n g_stop.sh, pacnonoxeHHbIx
B AMPEKTOPUN YCTaHOBJ/IEHHOrO CepBuca.

2.7 YpaneHue cepBepa

YnaneHue cepBuca Ha nnaTtdopmax Windows u Astra Linux npoucxoamT rno-pasHoMmy.
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2.7.1 YpaneHue cepBepa, yctaHoBJlIeHHOro Ha Windows
Onsa yananeHns cepBuca BbINOSIHUTE cneayowme 4encTBuUsS:

1. OcTaHoBuUTe cnyx6y cepBepa. CaenaTb 3TO MOXHO Yepe3 npuioxeHne «Cnyx6bl», OTKPbITOE
OT UMEHU aAMUHUCTPATOpa, NMM60 BkNaaky «Cnyx6bl» AucneTyepa 3aAay, TakXe 3anyLeHHoro
OT UMEHWN aAMUHUCTpPaTopa.

2. BbinonHuTe ypaneHue Cﬂy>K6bI cepBepa nyTeM BbINMNOMHEHNA KOMaHAbl B KOHCOJ/H, 3anyLu,eHH0171
OT UMEHN aAMUHUCTpPATOpa.

quik.exe -remove

3. BobinonHuTe yganeHue B[ cepsepa.
4. BbinonHuTe yaaneHue KaTtanora cepsepa.

2.7.2 YpaneHue cepBepa, YCTAaHOBJIEHHOro Ha Linux

YpaneHue cepsuca Nnpon3BoANTCA NMosib3oBaTtenem root BbI30BOM ckpunTta uninstall.sh, koTopbin
HaxoAWTCS B KaTasiore COOTBETCTBYHOLWEro cepauca.

Janee npueeaeH NopsaoK AeUCTBMN NpU yaaseHUn cepBuca C UMEHeEM No YMONM4YaHuio — quik.

Ons ypaneHuns cepsuca BbINONHUTE cnepylowme OENCTBUSA:

1. OcrtaHoBute cnyxb6y Cepsepa QUIK 13 AMpeKTopumn C yYCTaHOBJTIEHHbLIM CEPBUCOM, 3anyCTuB
KoMaHAy:

sudo ./g stop.sh

nnbo n3 nwbon ANpeKTopmun, OTANYHON OT AUPEKTOPUM CepBUCA, 3aMyCKOM KOMaHAbl:

sudo /opt/argasrv/quik/quik/q_stop.sh

2. Ecnv ynpaBreHue yCTaHOBMEHHbIM CEPBMCOM BbIMOMHANOCH NONb30BaTeNeM arqgasrv,
BbINONHUTE cleaylowme AeNCTBUS:

OTMeHuTe Y NONb30BaTeENA argqasrv rnpaBa Ha BbINMOJIHEHNE CKPUNTOB ynpaB/1€HUA
CEepBUCOM OT MMEHMU root, BbINONHUB cieaylwme ONENCTBUSA:
BbinonHute KOMaHA4y.

sudo visudo
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B oTkpbiBWIEMCS Vi-NOAOOHOM pefakTope yaanuTte CTPoKy:

argasrv ALL=(root) /opt/argasrv/quik/quik/g start.sh,
/opt/argasrv/quik/quik/q_stop.sh

CHMMUTE NpU3HAK HEN3MEHSEMOCTN CO CKPUMTOB YyNpaB/ieHNsS CEPBMUCOM, BbIMOSIHMB
cneaywuwme KomMmaHabl:

chattr -i /opt/argasrv/quik/quik/q_start.sh
chattr -i /opt/argasrv/quik/quik/qg stop.sh

3. B aupekTopum yCcTaHOBNEHHOro cepsuca /opt/argasrv/quik/quik 3anyctute KoMaHAHbIM dann
uninstall.sh:

sudo ./uninstall.sh

nnbo mn3 nwbon ANpeKTopmumn, OTAINYHON OT AUPEKTOPUM CeEpBMUCA KOMAHAOM:

sudo /opt/argasrv/quik/quik/uninstall.sh

[nsa BbINONHEHNSA KOMaHAblI MOXET I'IOTpe6OBaTbCFI BBECTW NMNaApPOJib TEKYLWENrO Nosib3oBaTenA.
B pe3ynbTaTe BbIMOJIHEHNA KOMaHAbI BbINO/MHAKTCA cneayrowmne nencreus:

YaanseTtca peructpaums cepemca € MMeHeM quik B cucteme ynpasneHus cnyxbamum
systemd.

Ypansetca dain /etc/argasrv/quik, B KOTOpoM 6b151n 3apnKCUpoBaHbl NapaMeTpsbl
YCT@HOBJIEHHOIO CepBMCa.

OnpekTopus, B KOTOPOW ycTaHoBNEH cepBuc /opt/argasrv/quik/quik,
nepemmeHoBbIiBaeTcsa B /opt/argasrv/quik/quik.backup_YYYY.MM.DD_hh.mm.ss.
NMepenMeHoBaHWe, a HE yaasieHMe ANPEKTOPMN BbIMOMHSAETCS Ha Cnydyan, ecnu
noTpebytoTcs AaHHble U3 Hee. Ecnn Takon HeobXoaAMMOCTU HET, yaanute AMPEeKToputo
BPYUYHYIO.

Mpu ycnewHOM yaaneHUM cepBMuca B KOHCOJ1b BbIBOAUTCA coobuieHne: «Removing
of service “"quik” has been successfully completed>».

B cnyuyae BbiBOAaA APYrol AMarHoCTUKMW, noxkanyicra, o6parurecb B Cny>k6y
TexHu4yeckomn noaaeprkku QUIK: .
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2.8 YctaHoBKa u HacTpouka QUIK Administrator

2.8.1 YcrTaHOBKa M HacTpolka cepBepHoi yactn QUIK Administrator

1. [ns HacTpolkn coeanHeHus ¢ Bl yctaHoBute ODBC-apariBepbl ans OC.

Ansa OC Windows:

Mpn nogkntodeHnn k CYB[ MS SQL Ha KoMnbloTepe, rae ycraHaBAMBaAETCs CeEPBUC
gadminsrv, gomxeH 6biTb ycTaHoBneH ODBC-gpaiiBep «ODBC Driver 17 for SQL
Server». [1ns npoBepku HanuMumnsa gpameepa B MeHo Windows HabepuTe B noucke
TekCT «NcToyHMKM gaHHbix ODBC» n oTKpolTe COOTBETCTBYHOLLEE OKHO. YbeauTecs,
4YTO Ha BKagke «/[lpanBepbl» B CMUCKe NPUCYTCTBYET ApaliBep C HaMMEHOBAHMEM
«ODBC Driver 17 for SQL Server».

Ecnu Takon pgpaiiBep OTCYTCTBYET, CKayalTe yCTaHOBOYHbIN (hainn apaneepa
c odbunumanbHoro canTta Microsoft ( )
N YCTaHOBMTE €ro Ha KOMMNbTEpP, Ha KOTOpPOM byaeT paboTaTb cepsBuC.

Mpn nogkntodeHun Kk CYB/[ PostgresPRO Ha koMnbloTepe, rae ycraHaBnMBaeTCs
cepBuc qadminsrv, gonxkeH 6biTb ycTaHoBneH ODBC-gpansep «PostgreSQL
ANSI(x64)» Bepcumn He HMxe 13.02. 1na NnpoBEpKM HaNMn4us gpanBepa U ero Bepcum
B MeHto Windows 3anyctute ytunnty odbcad32. YbeauTtech, 4TO Ha BKIagke
«[panBepbl» B CMNCKe NPUCYTCTBYET ApanBep C uMeHeM «PostgreSQL ANSI(x64)»

M Bepcmen He Huxe 13.02.

Ecnu Takon pgpaiiBep OTCYTCTBYET MO0 BEPCUS HMXKE OXMAAEMOWN, CKadanTe
YCTaHOBOYHbIN ann agpansepa ¢ oduumansHoro canta ARQA Technologies

( ) N yCTQHOBUTE €ro Ha
KOMMbIOTEP, HAa KOTOPOM b6yaeT paboTaTb cepBuUC.

Ana OC Linux:

1. KoMaHAbl YCTAaHOBKMW ApalBepoB AO0J1XKHbl BbIMOJIHATbLCA OT MMEHM
noJsib3oBartens root.
2. Heob6xoanMMo Hanuume AOCTyNna B MHTEPHEeT.

YCTaHOBUTE Ha KOMMbIOTEP, HA KOTOpOM 6yaeT paboTaTh CEPBUC,

Y6eauTtecb, uto B daine /etc/odbcinst.ini 6bina nobaBneHa 3anuncb Apaneepa:

[PostgreSQL ANSTI]

Description=PostgreSQL ODBC driver (ANSI version)
Driver=psqglodbca.so

Setup=libodbcpsglS.so

Debug=0

CommLog=1

UsageCount=1
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2. YctaHoBuTe cepBucC gadminsrv.
Ansa OC Windows:

CkonupyiTte Bce dainbl n3 katanora <inst_dir>\gadminsrv\server B Nnpon3BoOJibHbIN
kaTanor. B gaHHoM kaTtanore umeetcsa gann gadminsrv.ini, cogep)alimmn HaCTPOMKHK
nporpamMmbil.

B katanore <inst_dir>\gadminsrv\client\ HaxoauTcsa KAMEHTCKOE NpUNoXKeHMEe
NnporpamMmbil.

[ns yCcTaHOBKKM NporpamMmmel BoMguTe B CNUCTEMY Noa MMEHEM MNoJsib3oBaTesid, UMEKLWero
npasa agMMHUCTPATOpPaA.

B danne gadminsrv.ini yctaHoBUTe Ha3BaHue cepBuca. [as 3TOro yKaxuTe B CEKLUN
[Service] cooTBeTCTBYOWME 3HAUYEHMS B NapameTpax name, displayname.

BbInoONHWUTE M3 KOMaHAHOM CTPOKM KOMaHAY:

gadminsrv -install

Ana OC Linux:

YcTraHOBKa cepBuca NnpoM3BOAUTCS NoJsib3oBaTesieM root uepes KOHCOJ1b, BbI3OBOM
run-cdaina <install_qgadminsrv-xx.xx.xx.run>, rge xx.Xx.Xx — BEpcus npoaykra.

YCcTaHOBUTE Ha KOMMbIOTEP, Ha KOTOpOM 6yaeT paboTaTb CEPBMC, HEOBX0AUMbIE
NnakKeTbl B COOTBETCTBMW C OMMUCAHUEM B M.

CkonupynTte dann install_gadminsrv-xx.xx.xx.run B ANpPeEKTOPUIO, Ha ornepaumn
B KOTOPOM y TeKyLlero rnosib3oBaTtens ecTb Nnpasa, Hanpumep, 4OMalWHWUN KaTanor
(/home/<user> nnn ~/).

BbinonHUTe KoMaHAy Ao6aBneHUs NpaB Ha BbINMONHEHWe run-danny:

chmod +x ./install gadminsrv-xx.xX.xx.run

BbinonHMTE KOMaHAy YCTaHOBKKU cepBuca (qadminsrv — UMS yCTaHaBINMBAEMOIro
cepBMcCa NO YMOAYaHUIO):

sudo ./install gadminsrv-xx.xx.xx.run -i [gadminsrv] [-d <rootdir>] [-n

<srvusername>]

YcTaHOBKa BbINOJ/HAETCS B AUpeKToputo /opt/arqasrv/quik/. B npouecce ncrnonHeHus
run-carna éyayT BbINOSHEHbI Cliefyowme 4eNncTBums:

B cnyuae oTCyTCTBMS CUCTEMHOrO Nosib30BaTeNs argasrv, oH 6yaeTt co3aaH
C NpaBaMu NO yMOSTYaHUIO U BKJIKOYEH B OAHOMMEHHYIO rpynny. B KavecTtse
JOoMallHeln anpektopun emy byaeT yctaHoBneHa anpektopus /opt/argasrv.
OT nMmeHu 3Toro nosnb3oBatens 6yget pabotaTh ycTaHaBAMBaEMbI CEPBUC.
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B avpekTtopumn /opt/arqasrv/quik/ 6yget co3gaHa noaampekTopusi C UMeHeM
cepBMca, B KOTopyto 6yayT pacnakoBaHbl dannbl AUCTpubyTnBa yCTaHaB/INMBAEMOrO
no.

Monb3oBaTenb arqasrv 6yAeT Ha3HayeH BnajesnbleM Bcex dhainos u
noAAMPEKTOPUIA B AMPEKTOPUN CEpPBMICA.

B cucteme ynpasneHus cnyxbamu systemd 6yaer 3aperMcTpupoBaH cepBuc
C MeHeM gadminsrv 1 3anyckoM OT UMEHW CUCTEMHOIO MOJIb30BaTENS arqasrv.

B anpekTtopun /opt/argasrv/quik/qadminsrv 6yaet co3pgaH daiin .actions.log,
B KOTOPOM BeAEeTCs NIOrMpoBaHKWe npoLiecca yCTaHOBKU cepBUca.

B aupekTopumn /etc/arqasrv 6ynet co3aaH dann c umeHeMm qadminsrv ans
durKcaumm napaMeTpoB YCTaHOBKW CepBuUca.

B avpekTopumn cepBuca 6yayT creHepupoBaHbl KOMaHAHble dannbl Ans:

g_start.sh - 3anyck cepsuca, B TOM 4ncse C . MpeaHa3sHayeH
ANnsa BbINOJIHEHUA NONIb30BATENAMU arqasrv m root;

g_stop.sh - octaHoBKa cepBuca. lNpegHasHa4veH 4J19 BbINOSIHEHUS
nosib3oBaTensaMun arqasrv u root;

g_status.sh - BbIBoA MHGbOPMaLMK O TEKYLLEM COCTOSIHUU CEpBUCA.
MpeaHa3HayeH A8 BbINOSIHEHUS MOMb30BATENAMWU arqasrv 1 root;

uninstall.sh - ynaneHune cepsuca. lNpeaHa3HayeH ANs BbIMOSHEHUS
nonb3oBaTenem root;

postmigration.sh — BbIMOSIHEHME AONOMAHUTENBHbLIX OMepaLmini NpuU MUrpaunu.
MNpeaHasHayeH ANns BbINOMHEHUS NONb30BaTeNs MU arqasrv u root.

Mpu ycnewHoOM ycTaHOBKe cepBUCca BbIBOAUTCH coobLieHue:

«Installation of service “qadminsrv” has been successfully completed>».

B cnyuae BbiBOAa APYrov AMArHOCTUKMU, NMOXKaNnynucra, o6paturecb B Cny>k6by
TexHu4yeckomn noaaeprkku QUIK: .

3anpelweHo BHOCUTb USMEHEHUSA B CTPYKTYPY KaTaJ/ioroB — nepeMelleHme
W NepeMMeHOBaHMe MOXXeT NPUBEeCcTU K owmnbkamMm.

B cnyyae, ecnun ynpassieHmne yCTaHOB/IEHHbLIM CEPBMCOM MpearnosiaraeTcs BbINOJHATb
nosb3oBaTteneMm arqasrv, BblMoOJIHUTE cneayrumne OEeNCTBUS:

[ns npefoTBpalleHns BHECEHUS! MoNb30BaTeNleM arqasrv U3MEHeHU B CKpUNThI
yrNpaBfeHUs CEPBUCOM, Ha KOTOpblE eMy ByAET BblAaHO paspeLleHne BbINOIHEHMS
OT UMEHWU root, caenanTe X HEM3MEHSIEMbIMU, BbIMOSHUB CNEeAYIOLME KOMaHAbI:

chattr +i /opt/argasrv/quik/gadminsrv/qg start.sh
chattr +i /opt/argasrv/quik/gadminsrv/q stop.sh

BblgaliTe nonb3oBaTesnto argasrv npaBa Ha BbIMOJIHEHNE CKPUMNTOB yrnpaBieHUsA
CepBUCOM OT MMeHU root, BbINONIHUB cieaylouwme OENCTBUSA:

BbinonHUTE KOMaHAY:

NHcTpykuma no yctaHoBke Cepsepa QUIK 53



sudo visudo

B oTkpbiBWEMCS Vi-nogobHOM pegakTtope AobaBbTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/gadminsrv/qg start.sh,

/opt/argasrv/quik/qgadminsrv/qg_stop.sh

DTa CTpoKa pa3pellaeT Nnosib30BaTesto arqasrv BbIMOHATL NepeUuncieHHble CKpUnTbl
Ha TEKYLLEM KOMMbOTEPE OT MMEHU rOOt.

JanbHenwmne gencrems MOTYT BbIMOJIHATLCA NOJSib30BAaTes/IeM argasrv unm root.

3. B ¢dpanne gadminsrv.ini BbINOMHUTE HACTPOMKMU:

B cekumm [Instances] ykaxxunte KoHDUrypaumoHHble danbl coegnHeHni c 6aszamm
AaHHbIX, B opMaTe:

<[lopT, WMCHOJNB3yEeMBM Ijisg HaHHOM BI>=<lMsa xoHOUI'ypaumoHHOTO darnma>

Mpumep:

[Instances]
15301=cfg_brokerl.ini
15302=cfg broker2.ini

Ansa OC Linux BbinoJiHuTe npeobpasoBaHua ansa ¢aisos, KoTopbie ago6aBnsoTCs
B cekumio [Instances] koHdbuUrypaumoHHoro cganna qadminsrv.ini B COoTBeTCTBMMU
C

_ [MapameTpbl coegmHeHnsa ¢ Kaxnon 6a3on gaHHbIX HAaCTpamBaloTCsa B OTAENbHOM
danne.

_ B cekuunu [Files] B HacTpolike Logs ykaxuTte nmsa gaiina gns normpoBaHusl, ecnim
Heobxoanmo.

_ B cekunun [General] oTpeaakTupyiTe cnegyowme HaCTpoOMKK, eciim Heobxoanmo:

_ MaxDeallibSize - makcuManbHbIlh pa3mep danna HacTpoek bubnmnotekun pacyera
JIMMUTOB, KOTOPbIA AONYCTUMO COXPaHATb B XypHan ayauTta. 3HayeHue
no ymon4yaHuto: «10485760» (3HaueHue B 6anTax cootBetcTtByeT 10 MB).

MaxDeallibSize_<Instance> - makcMManbHbIn pa3mep daiaa HacTpoek
Bubnuotekn pacyeta TMMUTOB, KOTOPbIN AONYCTUMO COXPaHATb B XypHan ayauTa,
Ans ykasaHHoro nopta («<Instance>»). [lo yMOn4aHMO NCNOSb3yeTCa 3HAYEHME
HacTpolikn MaxDeallibSize.
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PathRelease - nyTb K KaTanory, cogepxawemy dansibl 06HOBAEHNS KIIMEHTCKOWN
yactm nporpamMmbl QUIK Administrator. MyTb MoXxeT 6bITb @aBCONOTHLIM UK
OTHOCMUTENbHBLIM. 3HadyeHne no ymonyanumio ansg OC Windows: «frontend\release\»,
ans OC Linux: «frontend/release/» (oTHOCUTENbHBIM NYTb OT AUPEKTOPUN

c cepBepHomn yacTtbio QUIK Administrator).

InactiveUserDisconnectTimeout - npun3Hak TOro, 4to coeguHeHnEe Mexay
CepBEpPHOM M KMEHTCKOM YacTamu nporpammbl QUIK Administrator paspbiBaeTtcs
Mo NCTeYEHUN rnepmoaa HEAKTUBHOCTU MOMb30BaTeNs B CeKYHAAX, YKa3zaHHOro

B HacTpolike. Ecnu ykasaHo 3HayeHue «0», HACTpolKa BbIK/IOYEHA. 3Ha4YeHune
Mo ymon4yaHuiw: «900».

DisconnectWhenSessionLock - npu3sHak pa3pbiBa COEANHEHUS MeXay
CepBEpHOM M KAMeHTCKoM YacTammu nporpammbl QUIK Administrator npu
610KMpPOBKE CECCMUN U OTKIKYEHUN yAANIEHHOrO ceaHca. Bo3MOXHble 3HauYeHuns:

«0» - coeAnHeHMEe He paspblBaeTCs;
«1» (No yMon4aHuio) — coeanHeHne pa3pblBaeTcs.

buildemptyreport - cosgaHue nycroro otyera.

«0» (N0 yMofn4aHUIo) — He co3AaBaThb;
«1» - co3paBaTb.

B cekumm [auth] onsa ucnonb3oBaHMs MexaHM3Ma ayTeHTUdUKaumm B gomeHe Active
Directory / Kerberos 3apaiite cnegytowme HaCTPONKK:

AD_DCDistinguishedName - nMs KOHTpo/nepa AOMeEHA. 3HaYeHune
No YyMOMYaHuIO: «» (NycTo).

AD_DomainName - nma gomMeHa gnsa SSO. 3HadyeHue No YMONYaHUIO: «»
(nycTo).

_ [Ana Windows yKa3blBaeTcsa 4acTb AOMEHA A0 «\», HanpuMmep, «arqa».
_ [Ana Linux ykasblBaeTcs 4acTb nocne «@», Hanpumep, «ARQA.RU».

[na KOppeKTHOWM HacTpOWKK ayTeHTUdUuKaumm B aomeHe Active Directory / Kerberos
cnepnyeT BbIMOJHUTb

4. B danne HacTpoek cepBepa <vMs KOHOUIypaumMoHHOro ganna>.ini BbINOJHUTE HAaCTPOMKM.

Ansa OC Linux BbiNnoJiHUTe npeo6pa3oBaHua A/ BCceX CeKUM KOH(PUrypaumoHHOro
c¢daiinia B COOTBETCTBUMU C

B cekunun [DB] ykaxuTe napaMmeTpbl AocTyna K 6a3e AaHHbIX:

Server - nMg cepsepa.
Base - nMsa 6a3bl AaHHbIX.
User - uMsa nonb3oBaTtens 6a3sbl AaHHbLIX.

Monb3oBaTtenb Ao/HkeH 6biTb BK/OUEH B ponm «quik_rbo» n «quik_auditor»
B 6a3e AaHHbIX cepBepa QUIK.

NHcTpykuma no yctaHoBke Cepsepa QUIK 55



Password - naponb nosnb3oBaTtens 6a3bl AaHHbIX. [Taposb He JO/HKEH HAaUYMHATBLCS
C CMMBOOB «$» N «#». MNMaponb MoxXeT 6bITb

UsePersonallogin - npy Heo6xoa4nMOCTN UCMOSIb30BaHNSA NMepCOHasbHbIX
NIOTMHOB AN NOAKMYEHUS K 6a3e AaHHbIX YKaXnUTe 3HadeHne «1»,

AuthMode - ncnonbayembin TN ayTeHTUdUKaumm Ha cepeepe MS SQL.
Bo3MOXHble 3Ha4YeHns:

_ «login» (no ymMonyaHuo) — NCNonb3yTCS JIOFTMH M Napo/b, YKa3aHHble
B NapaMeTpax user n password (naposib MOXeT 6bITb );

_ «domain» — ucnonb3yeTcs AOMEHHasa ayTeHTUdMKaLums.

Mpn AuthMode=domain napameTtpbl user n password B cekuuu [DB] nrHopupyrorca
M MOryT 6bITb HEe yKa3aHbl.

Driver - HanMeHoBaHue ODBC-gpaliBepa, NCNosib3yeMOro Ans NoAKto4YeHuns
k 6a3e aaHHbIX cepBepa QUIK. Bo3MOXHble 3Ha4YEHUS:

_ Ana OC Windows:

«ODBC Driver 17 for SQL Server» (N0 yMON4aHMIO) — UCNOMb3yeTCs ANS
pabotbl ¢ MS SQL Server 2014, 2016 nnu 6onee HoBol Bepcuen CYB (13
cnmucka nogaepXxXmeaemblx);

«PostgreSQL ANSI(x64)» — ucnonb3yetca ans pabotel ¢ PostgresPRO;

Ecnu 3HaueHne HacTpolikM He 3aaaHo, ucrnonbsyercs «ODBC Driver 17 for
SQL Server».

_ [Ona OC Linux:

«PostgreSQL ANSI» (no ymonuaHuio) — ncnonbdyetcsa ans pabotbl Ha OC
Linux.

Mpu pa6ote c MS SQL Server ao/mkeH 6bITb ycTaHOBNEH ApaiBep ODBC Driver 17
for SQL Server, a npu pa6ote c PostgresPRO - gpaiiBep psqlODBC 13.2 u Bbllwwe.

Port - nopTt anga noakntoveHns k cepsepy PostgresPRO. 3HaueHne No ymMonvaHuio:
«5432»,

AdditionalParameters - HacTpoika Ang 3agaHnsa AONONHUTENbHbIX NapaMeTpoB
noakntoveHnsa Kk CYB/[. 3HavyeHue No yMonyaHuio: «» (NycTo).

SSLMode - pexum 6esonacHoro nogknt4eHus. NMogaepxmpaeTcsl TONbKO
npuv HacTpomke noakntoveHms Kk CYB PostgresPRO. Bo3MOXHble 3HAYEHUS:

«» (NyCcTO, MO YMOJIYAHUIO) — NOAKJIIOUEHME BbIMONHAETCS 6e3 wudpoBaHus;
«require»;

«verify-ca»;

«verify-full»;

«disable»;

«allow»;
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«prefer».

OnucaHue pexnmoB 6€30MacHOro NOAKMYEHMS CM. Ha oduLUManbHOM canTe
PostgreSQL.:

Ecnn napameTtp He 3agaH, To napameTpbl CertCAFileName, CertFileName,
CertPKeyFileName un CertPass urHopumpytoTtcs.

CertCAFileName - nyTb K dainy-KoHTenHepy cepTudmnKaToB YA0CTOBEPSIOWMX
LEeHTPOB. 3Ha4YeHne No yMos4YaHui: «» (nycro). MNoaaep>xmeaeTcs TObKO
npwn HacTporke noakatveHmsa kK CYB PostgresPRO.

CertFileName - nyTb U HauMeHoBaHue danna ceptTudukata 6e3onacHoro
NOAKAOYEHMS. 3HaYeHMe No yMon4yaHuo: «» (Nycto). NMoaaep>xmBaeTcs TONbKO
npwn HacTporke noakatveHmsa kK CYB PostgresPRO.

CertPKeyFileName - nyTb 1 HanMeHoBaHue gaiina NpMBaTHONO KJto4a
6e3omacHOro NoAKAYEHUS. 3HaYeHne No yMon4daHuio: «» (nycro).
MopaepxnBaeTcsl TONIbKO NMpU HacTponke noakntoydeHms Kk CYB/[ PostgresPRO.

CertPass - naposnb ansg darnna npmeBaTHOro Kato4da 6e3onacHoOro NOAKAYEHNS.
3HayeHne no ymonadaHuto: «» (nycrto). MNoaaepxxmnBaeTcsa TONbKO NMPU HacTponke
noaknoveHusa Kk CYB PostgresPRO. Naponb He A0/IXKEH HAaYMHATLCA C CUMMBOJIOB
«$» 1 «#». Naponb MOXeT 6bITb

Mpumep ana MS SQL:

[DB]

Server=QSERV
Base=0QBROKER
User=login
Password=secret
UsePersonallogin=1
AuthMode=login

AdditionalParameters=MultiSubnetFailover=No;ApplicationIntent=ReadWrite

Mpumep ans PostgreSQL/PostgresPRO:

[DB]

Server=QSERV

Base=QBROKER

User=login

Password=secret
Driver=PostgreSQL ANSI
SSLMode=verify-full
CertCAFileName=certs/root.crt
CertFileName=certs/user.crt
CertPKeyFileName=certs/user.key

CertPass=secret
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B cekumn Bnga [DataBaselogin_<npoun3BosibHbIN TEKCT>] 3a4anTe NepCcoHasbHbIe
noruHel, ecnu napameTtp UsePersonalLogin paBeH «1». [lJonyCTUMO Npou3BOJIbHOE
KONMYECTBO CeKUMUi.

User - noruH ans pabotbl ¢ 6a301M AaHHbIX;

Password - naposnb ans pabotel ¢ 6a30M gaHHbIX. [Mapoab He AO/KEH Ha4YyMHaTbCS
C CUMBOJI0B «$» 1 «#>». [Maponb MOXeT 6bITb ;

Users — Cr1CoK MAeHTUHUKATOPOB MNoJib30BaTeNei, KOTopbie AOXKHbI
NCMoNb30BaTh AaHHbIA NIOTUH.

Mpwu ncnonbsoBaHMmn pexxmMma cyb6agMuMHucTpaTopa AN YCTaHOBJIEHUSA COeANHEHUSA
c cepBepHo# yactbio QUIK Administrator naeHTudpukaTop gokeH 6biTb TaKxe
ykasaH B danne subbroker_template.tmpl, npeaHazHauyeHHOM ANA HACTPOMKM
pe>xnma cy66pokepa B nporpamme QUIK Administrator. Mogpo6Hee o panne
subbroker_template.tmpl cM. B n. 1.2 PykoBoagcTBa no agMmHucrpmposaumnio QUIK
Administrator ansa cy66pokepa.

B cekumun [Connect] ykaxuTe napaMeTpbl aBTopmsaumn:

Name - naeHtudukaTop ko4a;

Password - naponb ansa knw4ya. MNaposb He A0MXKEH HAaYMHATLCA C CUMBOMOB «$»
n «#». MNaponb MOXeT 6bITb ;

Mpumep:

[Connect]
Name=testinvest

Password=secret

B cekumn [QuikOptions] ykaxute napaMeTpsbi:

RSAKeysInTransReport - pexum otobpaxxeHunsa RSA-kio4yen nonb3osaTens
B OTYeTe Mo TpaH3aKuusaM. Bo3MOXHble 3HaYeHus:

«0» — B oTYeTe NO TpaH3akuMsaM He oTobpaxatoTcsa RSA-kIO4YM Nonb3oBaTens;
«1» — B oTYeTe no TpaH3akumsam oTobpaxatrTcs Bce RSA-kNoun nonb3osaTtens;

«2» — B OTYETE MO TpaH3aKUMAM 0To6paxalTca ToNbko RSA-kouM
Nnonb30BaTeNs, HE OTO3BaHHbIE HA MOMEHT PErnMCTpaLnmn TpaH3aKLUum.

ClientCodeDelimiter - pasgenutenb, CNOAb3YEMbIA NPU HACTPOKKe CNMcKa
«Koabl KNMEHTOB y Ausiepa» B NMpaBax Mo kjaccam Ananora peaakTUpoBaHUs
Nonb30BaTeNs. 3HAUEHME MO YMOMYaHUIO: «,» (3ansaTas).

FirmId - cnucok dupm yepes 3anaTyto, 4OCTYNHbIX Ans Boibopa B none «Koa
dbupmMbl» B NpaBax Mo Kfaccam gmanora peaaktupoBaHusa Noab3oBaTens.

UserExpireCheckDays - KonmMyecTBo AHEN, 3@ KOTOpOE CUCTEMa NpeaynpexaaeTt
06 ucTteveHun cpoka AENCTBUS AOBEPEHHOCTM MOJsib30oBaTensl. 3HadeHune
Mo yMOS4aHUIO: «5»,
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ServiceUserExpireCheckDays - KonmuyecTso gHein, 3a KOTOpoe cuctema
npeaynpexaaeTt 06 ncre4yeHMn cpoka AencCTBUS AOBEPEHHOCTU CNYXebHOoro
Nnosib30BaTeNs. 3HAUYEeHME NO YMOSTYAHUIO: TeKyLlee 3HaYeHne napameTpa
UserExpireCheckDays.

Title - gononHuTENbHLIN 3aronoBok okHa nporpammbl QUIK Administrator.
Otobpaxaetcsa nocne UID nonb3oBaTtens.

PINCodesInTransReport - npusHak otobpaxeHus PIN-kogoB, MCNOSIb3yEMbIX
npu AByxdakTopHOM ayTeHTUdUnKaumm Bnga «Quik», B oTueTe No TpaH3aKumsaM.
Bo3MOXHble 3Ha4YeHns:

«0» (no ymonuaHuio) — PIN-koabl He oTo6paxatTcs B OTYETE MO TPaH3aKUUAM;
«1» — PIN-koabl oTob6paxatTcs B OTYETE MO TPaH3aKLUUSM.

EnableMultiple2Falogins - npu3Hak ncnoab30BaHUs 04HOrO JIOrMHa AN
HECKONIbKMX Mofnb3oBaTenien Npu AByXdaKTopHO ayTeHTMdMKaumm Bmaa Active
Directory. JIornHbl 3a4atoTca B CrpaBoYHUKE «JIOMMHbI B APYron cucteme
aBTopusaumnm» B QUIK Administrator. Bo3MOXHble 3Ha4YEeHMUS:

«0» (NO yMONYaHM1IO) — OAMH JIOTMH MOXET MCMOJIb30BaTbCS TO/IbKO OAHUM
nosib3oBaTesNieM;

«1» — OAWH NOTMH MOXET UCMNOJIb30BaTbCS AN HECKONIbKUX MOJSib30BaTENEN.

UsersCountThreshold - konnuecTBo CTpoK B CpaBOYHMKE NO/b30OBaTenemn
B nporpamMmme QUIK Administrator, no A4oCTMXeHUN KOTOPOro CrpaBOYHUK
pa3sfensercsa Ha CTPaHMLUbl C KOIMYECTBOM CTPOK, 3a4aHHbIM B NapaMeTpe
PageSize. 3HaueHne no ymon4yaHuio: «10000».

PageSize - KOM4eCcTBO CTPOK Ha CTpaHULE B CpaBoOYHUKE NoJsib3oBaTenemn

B nporpamMmme QUIK Administrator. MapameTp ncnonb3yeTcsi, €Cnm B CripaBOYHKKE
AOCTUMHYTO KOIMYECTBO CTPOK, 3aaaHHoe B napameTpe UsersCountThreshold.
3HayeHune no ymonyaHuo: «100».

B cekumnu [DealerLibraryOptions] ykaxute napameTpbl:

QuikIni=D:\QUIKI1\Server\quik.ini

roe quik.ini — dann HacTpoek cepBepa QUIK. Yka3aHHbI danin fonxeH 6biTb
OOCTYNEH AN 4YTeHus.

JonyckaeTca yka3aHue NosIHOro Uian ceteBoro uMeHu darna. NoapobHoctn no
YKa3aHMIo 3TON HACcTpoKku ans Linux cM.

B danne quik.ini gomkHa 6bITb 3anonHeHa cekuus [dealer-library], Hanpumep:

[dealer-library]
NC0038900000=.\dealer\deallib389.ini
NC0058900000=.\dealer\deallib589.1ini
MB0099800000=.\dealer\mb998.1ini
SPBFUT389=.\dealer\spbfut389.ini
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YKazaHHble ini-dalinbl HacTpoek BubnnmoTekn pacyeta TMMUTOB AOSXKHbI 6bIThb
OOCTYMHbI 419 3anucy nosib3oBaTesNio U npouecca cepBepa qadminsrv.

®dannbl HacTtpoek bubnmnortekn pacyera NMMUTOB, NEPEYNCTIEHHbIE B 3TON HACTpPoOliKe,
OOCTYMHbI B KMeHTckor Yyactn QUIK Administrator ansa pegaktuposaHusa (npu
Ha/IM4YNM COOTBETCTBYIOLWNX NpaB).

5. B ¢danne grypto.cfg B nepBbiX ABYX CTpoKax, 6€3 3arosioBka cekumn, NponuwinTe creayrowme
HaCTPOMNKMU:
PUBRING - 3HaueHue: «quik.dwg»;
SECRING - nyTb K haiiny Cc ceKpeTHbIM KJIHO4OM CepBepa.
Mpumep:

PUBRING=quik.dwqg
SECRING=secrserv.txk

6. [nsa M Ha3Ha4yeHWsa nNosib3oBaTesto npas
aaMMHUCTpaTopa 3anycTute cepBepHyto Yactb QUIK Administrator ¢ knto4vom -set-admin-right.

2.8.2 Hacrtpoiika kpuntonposaigepos B QUIK Administrator

HacTtpoiika kpuntonposangepoB B nporpamMmme QUIK Administrator cpeacrtsamu 6ubnmorek
kpuntorpacdum MP n OpenSSL.

I Kpuntonposaiiaep MP ncnonb3yercsa Tonbko ana OC Windows.

1. B daninax gadmin.ini (ana knmeHTta) n qadminsrv.ini (ans cepsepa) 3aganTe HaCTPOMKKU
ncnonb3yembix (Ana ayteHTudukaummn Ha cepsepe QUIK Administrator u ana nposepku 3LIM)
KpuMnTONpOBanaepos.

B cekumn [CryptoProviders] nepeuncnmre AOCTYMNHbIX MpOBaliaepoB:

«openssl» — npu3Hak ncnonb3oBaHusa nposangepa OpenSSL. Bo3MOXHble
3Ha4YeHus:

«0» — npoBanaep OTKOYEH;
«1» — npoBanaep BK/KOYEH.
«mp>» — MPU3HaK MUCMosb3oBaHMsa npoBangepa MP. Bo3MOXHble 3HaUeHUs:
«0» — npoBanaep OTK/OYEH;
«1» - npoBanaep BK/OYEH.

«cryptopro» — npusHak ucnosb3oBaHusa nposanaepa Kpuntollpo. Bo3MoOxHble
3HayeHus:

«0» - HpOBaVID,ep OTKJ/THOYEH;

«1» — npOBaVuJ,ep BKJ/TIOYEH.
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«signalcom» — npu3HaK ncnonb3oBaHus nposangepa CurHan-KOM. Bo3MOXHbIe
3Ha4YeHus:

_ «0» - npoBangep OTKJ/IIOYEH;
«1» — npoBangep BK/IOYEH.

Mpumep:

[CryptoProviders]
openssl=1l

mppr=1
cryptopro=1

signalcom=1

Mpu ncnonb3oBaHum npoBangepa openssl B cekunn [openssl] 3aganiTte ero HaCTPOMKMU:
«Module» - nyTb K MOAYNIO NpoBangepa. 3HayeHme no ymondanuto anasa OC
Windows: «openssl_pr.dll». 3HaueHune gnsa OC Linux: «libopenssl_pr.so».

«IniFile» - nyTb K danny HacTpoek nposangepa. 3Ha4eHNe No YMOSTYAHMUIO:
«openssl_pr.ini».

Mpun ncnonb3osaHun Nposanaepa MP B cekunn [mp] 3agante ero HaCTPOMKMK:

«Module» - nyTb K MOAYSIO NpoBanaepa. 3HayeHne no ymondaHuto: «mp_pr.dli».

«IniFile» - nyTb K danny HacTpoek nposangepa. 3Ha4YeHNE Mo YMOAYAHUIO:
«mp_pr.ini».
Mpun ncnonb3osaHum nposanaepa Kpuntollpo B cekuun [cryptopro] 3apanTte ero
HaCTPOMKMU:
«Module» - nyTb K MOAYSIO NpoBangepa. 3Ha4eHne No YMOYaHMUIO:
«cpcsp_pr.dll». 3Hauenne ana OC Linux: «libcpcsp_pr.so».
«IniFile» - nyTb Kk danny HacTpoek nposangepa. 3Ha4YeHNE Mo YMOAYAHUIO:
«CpCSp_pr.ini».
Mpwn ncnonb3osaHun nposanaepa CurHan-KOM B cekumu [signalcom] 3agante ero
HaCTpPOMKMU:
«Module» — nyTb kK MOAYNIO NpoBagepa. 3Ha4YeHUE NO YMONYAHULO:
«signalcom_pr.dll». 3HaueHune gnsa OC Linux: «libsignalcom_pr.so».

«IniFile» - nyTb kK danny HacTpoek npoBanaepa. 3Ha4YeHNe NO YMOJIYAHUIO:
«signalcom_pr.ini».

Ana OC Windows:

[openssl]
Module=.\openssl pr.dll

IniFile=.\openssl pr.ini

[mppr]
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Module=.\mp pr.dll

IniFile=.\mp pr.ini

[cryptopro]
Module=.\cpcsp_ pr.dll

IniFile=.\cpcsp pr.ini

[signalcom]
Module=.\signalcom pr.dll

IniFile=.\signalcom pr.ini

Ansa OC Linux:

[openssl]
Module=./libopenssl pr.so

IniFile=./openssl pr.ini

[cryptopro]
Module=./libcpcsp pr.so

IniFile=./cpcsp pr.ini

[signalcom]
Module=./libsignalcom pr.so

IniFile=./signalcom pr.ini

_ B cekuunun [CryptoProvidersSettings] B HacTpolike CipherCryptoProvider 3aganTe
npoBanaepa, UCNOSb3yeMOro Ans ayTeHTudukaumm no AormHy/naposnto nnbo ans
ayTeHTUdmKaumm B gomeHe Active Directory. Bo3amMoXHble 3Ha4eHns:

«openssl» — npoBanagep No yMoa4aHuio — openssl_pr;

«mp>» — npoeangep no ymonyaHuio — mp_pr (mcnonb3dyetcsa Tonbko ansg OC
Windows).

Ecnun gaHHbIN KoY OTCYTCTBYET, MO YMOMUYaHWUIO UCMNOJIb3YeTCa NpoBainaep qrypto32.

Ana npoBepkn noanmcu Heo6xoaAMMO HaiMume TOJIbKO KOpHEeBOro ceptudumkara YU,
AOCTYNMHOro B HaCTpoike KpunTonpoBanaepa.

Mpu pabote nog OC Windows ona KpMnTonpoBanaepoB «mMp_pr» 1 «CPCSp_pr» KOpHEBbIE
YL cepTndunKaTbl A40MKHbI 6bITb YCTAHOBMEHbI B CUCTEMHOE XPAaHU/MLLE KOPHEBbLIX
ceptudunkatos («Kpmuntollpo» MMeeT CO6CTBEHHYO YTUANTY) U AOSXKHbI 6bITb 4OCTYMNHbI AN
nosib3oBaTens, Noj KOTopbIM 3anyckaeTca cepeep gadminsrv.
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2.

Mpu paboTte nog OC Linux kopHeBble cepTUdUKaTbl 40SXKHbI O6bITb YCTaHOBNEHbI Yepe3
yTmnuty «Kpuntollpo». KoMmaHaa BbIMOSHSAETCS OT MMEHM Nonb30BaTeNs, NoA KOTOPbIM
3anyckaeTcs cepsep gadminsrv (Mo yMONYaHUIO: «arqasrv»).

/opt/cprocsp/bin/amd64/certmgr -install -store root -file certnew.p7b

pe:

_ «/opt/cprocsp/bin/amd64/certmgr» - meHeaXxep cepTMdUKaTOoB.
«-install» - koMaHAa ycTaHOBKKU cepTUdUKaATOB.
«-store root» — XpaHUNULWE KOPHEBbIX AOBEPEHHbIX CEPTUDUKATOB.

«-file certnew.p7b» - nmsa daiina KoOHTenHepa, coaepKawero KoOpHeBbIe
cepTudukaThbl.

Onsa kpuntonpoBanaepos «signalcom_pr» n «openssl_pr» KOpHeBble cepTUdUKaThI
KOMMPYIOTCA B COOTBETCTBYIOLWYIO AnpekToputo «CA», yKasaHHYI0 B aine HacTpoek.

Ona kpuntonpoBanaepa «signalcom_pr», KOTOpbIn UMeET onunto «MNpoBepaTb Mo

CrpaBoOYHUKY>», TpebyeTcs Hannume Crnmcka KIMeHTCKUX cepTUdUKaToB aHaNorM4yHo cepeepy
QUIK.

Mpu pacnonoxenunn cepeepa QUIK Administrator Ha ogHOM KoMnbloTepe ¢ cepBepoM QUIK
A0nyCcKaeTcs ncnosib3oBaHue .ini hannos, KOTopblie UCMOb3YOTCS A1 HAaCTPOKM
KpuMnTONpOBanaepos.

Ecnn Ha ogHoM cepBepe QUIK Administrator HacTpoeHO ncnonb3oBaHne AByx unu 6onee
ak3emMnaspos cepsepa QUIK Administrator, To oHM BCe UCMONb3YOT eAnHbIE HACTPOKU
KpuMNTONpOBanaepos.

3ajanTe HaACTpoOKKY npoBanaepa Ha knueHTte B danne openssl_pr.ini uanm mp_pr.ini
(B 3aBMCUMOCTM OT UCMOSbL3YEMOro npoBanaepa): B cekumnm [tls connection settings]
B napameTpe UsedHandShakeScheme yka>xxnute HoMep cxeMbl ayTeHTUdbUKaumn. BosMoxHbIe
3HaYeHuns:
«2» — ayTeHTUdUKaLuMsa B JOMEHE Mo SIOTMHY U Naposto;
«4» — ayTeHTUdmnKaumsa no MMeHn Nonb3oBaTens U Naposo;
«32» — ayTeHTMdUKauma BHYTpU OOMEHA.
Mpy nopgaepXKe HECKONbKMUX CXEM 3HAaYEHWE HACTPOMKKN 3a[aeTCs B BUAE CYMMbl 3HAUYEHUN,

COOTBETCTBYOLWMNX Nogaep>XmnBaeMbliM CXeMaM.

3ajaliTe HaACTpoOWKM npoBanaepa Ha cepBepe B daline openssl_pr.ini uan mp_pr.ini
(B 3aBMCMMOCTU OT UCNOSIb3YEMOIr0 NMpoBanjepa) U yKaXnte HoMep cxeMbl ayTeHTudukaymu.

Mpu ncnonb3oBaHuu npoBangepa openssl B panne openssl_pr.ini:

B cekumu [tls connection settings] 3apalite HoMmep cxeMbl ayTeHTUdDMKaAUNMK
B napameTtpe ServerHandShakeScheme. Bo3MoXHble 3Ha4YeHUs:
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«2» — ayTeHTMdMKaumMa B AOMEHE MO JIOTMHY 1 Naposto;
«4» — ayTeHTMdMKaLMA NO MMEHM NOoNb30BaTENS M NApPONI0;
«32» — ayTeHTMdUKauma BHYTpU gOMEHA.

JlonyckaeTcs yKka3aHMe HEeCKONIbKUX CXEM, B 3TOM C/ly4ae 3HauYeHMe HaACTPOMKHM
3ajaeTcs B BUAE CyMMbl 3Ha4yeHuii. Hanpumep, 4tobbl ykasaTb cpa3y ABe CXeMbl («2»
N «4»), yCTAQHOBUTE 3HA4YeHue «6>».

Mpu ncnonbzoBaHmMun nposangepa MP 3apaiTe HacTpoliku B panne mp_pr.ini:

B CEKLMMN HaCTponTe XpaHuinwe cepTudurKaTos.
B CEKLMMN 3ajanTe crepyowme HaCTpoOMKuU:

UsedHandShakeScheme - HoMep cxeMbl ayTeEHTU(UKALUNMN B COOTBETCTBUM
C NpaBu/aMn COBMECTMMOCTMN CXEM ayTEHTU(dMKALNM Ha CEPBEPE N Y KIINMEHTA.
B0O3MOXHble 3HAUYEHUS:

«2» — ayTeHTUdUKaumMsa B AOMEHE Mo NIOTMHY 1 Naposno;
«4» — ayTeHTUdMKaUMa N0 UMEHU MONb30BaTENS U Naposio;
«32» — ayTeHTUPUKaUnga BHYTPpU AOMeHa.

CSPUselocalMachineStore=0 - k/1toy XpaHUTCS B TEKYLLEM XPaHUMLILE
nonb30BaTeNs;

CheckRevocation=0 - He npoBepATb cepTudUKaT Ha OT3bIB;

CSPCertHash - xew ceptudukaTa cepsepa.

2.8.3 [Oo6asBneHne ceptudukarta B xpaHunuue ceptupukaros cepsepa QUIK

B danne HacTpoek gadminsrv.ini, B cekuun [Instances] yka3saH ¢dalin HacTpoeK NoAKYEHUS,

Hanpumep:

16300=SERV_03.ini

1. 3apante 3HadeHusa B dhanne SERV_03.ini:

[QuikCryptoProvider]
CryptoType=CryptoPro

Storage=/opt/argasrv/quik/quik/userstore.sto

loe:

«userstore.sto» — xpaHunuue ceptTmdunkaToB. DTOT dan HY>KHO co3aaTh (MyCcTOn)
B MeCTe, yKa3aHHOM B napameTpe Storage.
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Ecnun QUIK Administrator yctaHoBneH Ha Linux, To ¢pain coszpaercsa
nosib3oBaTesieM arqasrv.

2. OtkpoinTe nyHKT MeHio CepBep QUIK / BezonacHocTtb / XpaHunnuue ceptudpumkaTos
B QUIK Administrator.

3. Bbibepute «daiin cepTuduUKaToB», yKaxuTe nyTb 40 COXpPaHEHHOro ceptudukarta
Monb3oBaTtens n Haxmute «OTKPbITb». OTO6pasnTca nHpopmauns o BeibpaHHOM cepTudunkaTe
Monb3oBaTens.

[Cepeep QUIK] Xpannnuwye ceprudukaros
Coaepxumoe xpannnuuia ceptudukaros Quik

Ounetp ‘ | | Quucrus

Homep ceptuduka YaocTosepaOLLnil LEHTP Bnaaeney ceptudukara Anroputm n
|7C00 16EB AAE1 72/CN=Tectossit YLl 000 "KPUMTO-I/CN=Test/O=Test/Email=Test@test 1.2.643.7.1.1.3.2

Ypanute

®aiin c cepTudukarammn

Daiin cepTudukatos D:\Test_crytpopro_ru\Test.cer

Homep ceptuduka YACCTOBEPAIOLLNIA LEHTP Bnapeney ceptudpmara Anroputm n
7C00 16EB AAET 72/CN=Tectossii ¥L| 000 "KPUMTO-I/CN=Test/O=Test/Email=Test@tes 1.2.643.7.1.1.3.2

[llobasute cepTudukar [Jo6asuTs Bce cepTudukaTsl

4. Haxmute «[JobaBUTb cepTudukaT».
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5. Ha Bknagke «PepaktnposaHue (Monb3osatenn)» B QUIK Administrator BbinonHute
cheaywuine AeNCTBUS:

(n

Wmnopr... CoxpanuTs OTmennTs

Obuwme npasa besonacHocTe  Toprossie ponu  Mpasa no knaccam  Onepauuu

WHbopmauna o nocnegHem BXo4e B cucTemy

Mocneanuii Bxoa B cucTemy sbinonHen 17.10.2024 13:48:21 c appeca 192.168.32.167.

Paspewennbie IP-agpeca

Wamenus...

AyTeHTudUKaLMs N0 AOTUHY W Naponio

Hactpoute... | floruw: 13

Joctyn K NPUNOKEHNSM:
[®] webQUIK

Mauik

Bpemertas 6a0KkupoBKa: HET

Crars 6rokupoz)

nexTpoHHas undposas NOANNCH CryptoPro M)
nOAI’WICh OGRZBYEI":HE

Kntoun snextporHoii undposoi nognucn Knarouu QUIK

Homep ceprudukara [ata npuceoe OtossaH ID knroua [ata npuceoe Oto3saH
85DF784F9A26C53D 8/1/2024 Her

WmennTes... WsmennTs...

Peaaktuposanue (Monbsosatenu) | ®unetpe! (Monbzoeateny

BbibepnTe HY>XHOro nonb3oBaTens;
B napameTpe «2nekTpoHHas umdpoBas noanncb» Bbibepute «CryptoPro»;
YcTtaHoBuTe pnaxok «lMognucek obssatencHa»;

Ha»xMuTe «M3MeHUTb» B paMke «K/oumn 3/1eKTPOHHON LMGbpPOBOM Noanucu», B
OTKPbIBLUEMCSI OKHE HaXXMuTe «[]06aBUTb>.

6. Bbibepute cepTndunKaT Nosb3oBaTens u HaxMuTe «OTKPbITb.

7. YcraHoBuTe dnaxkun «Mcnonb3oBaTb A9 NOANUCK TPaH3aKUuUIi» N «Mcnonb3oBaTb ANS
WndpoBaHUA NOTOKA AAHHbLIX» B OKHe «K/toum 3n1eKTpoHHOM uudpoBon noanmcm». Haxmure
«OK>».
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B Knroumn anexTpoHHoit undposoii nognucu X

N2 n/t_Homep ceptugukata  YaocToBeparoLmil UeHTp
17C00 16EB AAE1 72F2 66/CN=Tectosslit ¥L| 000 "KI /CN=Test/O=Test/Email=

< >

JoBaeute WsniernTs Yaanute
CeoiicTea kntoua
Wcnons308aTh ANA NOANNCH TPaH33KLMI

Vicnonb3o8ath AnA WNGPOBAHUA MOTOKE A3HHBIX
[]Ovosean

OK Otmena

8. Haxmute «CoXpaHUTb>» ANSt COXPAHEHUSI BHECEHHbIX U3MEHEHUI.

9. [lpoBepbTe BHeceHne HoMepa cepTudukaTa B bl (tabnunua crypto_pro_key).

2.8.4 Pa6ora c cepsucom gadminsrv gnsa OC Linux

YnpaBneHue cepBnucoM gadminsrv npomcxognT 4Yepe3 CUCTEMHbIN cepBucC systemctl.
Onsa perncrpaumu cepBuca gadminsrv co3gaeTcs crneunanbHblii KOHUIYpPaUuMOHHbIN
dann c pacwmpeHmnemM .service. B cuctemHon gupektopum systemd cosgaertcs aphnbik,

a KOHUrypaumMoHHbIN dalin HaXxoaAnTCa B KaTanore COOTBETCTBYHOLWENO cepBuca.
HanmeHoBaHne KOHMUIrypauMoHHOro gannia COOTBETCTBYET HAMMEHOBAHMIO CepBUCaA.
Hanpumep, ons cepsuca qadminsrv B Katanore /opt/arqasrv/quik/qadminsrv co3gaercs
KOHMUIypaumoHHbIi dann ¢ umeHeMm qadminsrv.service.

YnpasneHue paboToli cepBuca OCyLLEeCTBAAETCS CeAyWMMN KOMaHaaMmn OT MMEHW NOb30BaTess
C NpaBaMun agMMUHUCTpaTopa:

MonyunTb TeKyllee COCTOSAHWE CepBUCA:

sudo systemctl status gadminsrv

3anycTuUTb CEPBUC:

sudo systemctl start gadminsrv

OcTaHoBUTbL paboTy cepBuca:

sudo systemctl stop gadminsrv

3anycK, OCTaHOBKY M MOJIy4YEeHUe cTaTyca CeEPBMCA MOXHO OCYLLUECTBUTb C MOMOLLbIO CKPUMNTOB
g_start.sh, g_stop.sh n g_status.sh. MNpn aTom 3anyck ckpunToB HEO6XOANMO MPOM3BOANTL Yepes
yTuauTy sudo, Hanpumep:
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sudo ./g_start.sh

AncTpnbyTtnse

CepBuc gadminsrv pacnpocTpaHseTcs Ans yCTaHOBKM Ha kKoMnbloTepbl ¢ OC Astra Linux

B ¢opmaTe daiina euga <install_gadminsrv-xx.xx.XX.run>, rae xx.xXx.XxX — Bepcumsi npoayKTa
(nanee run-cann).

C nomowwbio run-dainna npom3BoaMTCa yCTaHOBKa U 06HOBNEHME CEPBUCOB B CUCTEME.
Run-daiin nogaep>xxneaeT creayowmin Habop Kato4deln 3anycka:

-i [<srvhame>]

YcTaHOBKa cepBuca C MMeHeM <srvhame>. [lapamMeTp <srvhame> Heobs3aTteneH. Npu
OTCYTCTBUM UCMNOJIb3YETCH MMA CepBUCA NO YMOJIYaHUIO, COOTBETCTBYIOLLEE UMEHU
ncrionHsemoro dgarna cepsmnca — gqadminsrv.

YcTaHoBKa ABYX OAHOMMEHHbIX CEPBNCOB HE AOMNYCKaeTCA.

-d <rootdir>

Kntou 3anycka, NnpMMeHsieMbl TONbKO MpW YCTaHOBKEe cepsBuca (B KOMbuHauuun ¢ -i) ans
YKasaHus KOpHEBOW ANPEKTOPUN AN YCTAaHOBKW CEPBUCA, OT/IMYHOM OT ANPEKTOPUN NO
yMon4yaHuio /opt/arqasrv.

-Nn <srvusername>

Kntou 3anycka, NnpMMeHsieMbl TONbKO MpW YCTaHOBKEe cepsBuca (B KOMbuHauuun ¢ -i) ans
nepeonpeaeneHvs Bnagenbola cepsuca (MM Nosb30BaTENS MO YMONYaHUIO: arqasrv), KOTOpbIN
CTaHeT Bnagennuem dalnnos cepeuca n oT UMeHN KoToporo byaeT pabotaTb yCTaHaBIMBaeEMbI
cepBuc.

-u [<srvname>]

O6HoBNEHME cepBUCa C UMEHEM <srvname>. MNapaMeTp <srvname> HeobsizaTeneH. MNpu
OTCYTCTBMM UCMONb3YETCS UM CeEpBMCA MO YMOJSTYAHMIO, COOTBETCTBYIOLLEE UMEHMU
ncrionHsemoro dgarna cepsmuca — gqadminsrv.

PacnonoxeHune cepBuca U MMSA NoSb30BaTeENS-BlaAeNblLa cepBepa yKa3biBaTb He TpebyeTcH,
TaK KaK OHO COXpaHeHo B /etc/argasrv/<srvname>.

-

PacnakoBKa MNOJIHOrO COAEPXUMOro apxuBa, BKIoYas KOHDUTrypauuoHHble ini-dainsbl.
PacnakoBKa Npov3BoAUTCSA B MOAAMPEKTOPUIO C UMEHEM, paBHbIM MMeHU run-daiina (6es .run),
KOoTopas B cilyyae OTCYTCTBUSA CO3A3EeTCH PAAOM C UCMOJIHAEMbIM hannom.

-h, -?
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BbiBOA KpaTKoM nHgopMauum ob aprymeHTax 3anycka.
MpumMepsbl:

3anyck run-danna ans yCTaHOBKW CepBuca:

sudo ./install gadminsrv-xx.xx.xx.run -i gadminsrv -d /opt/customdir

3anyck run-danna ansa obHoBNeHUs cepBuca:

sudo ./install gadminsrv-xx.xx.xx.run -u gadminsrv

3anyck run-cdanna ansg pacnakoBKu:

./install gadminsrv-xx.xXX.xXx.run -e

O6HOoBNEeHNe cepBUuca
O6HoBNEHME CcepBMCa NPOU3BOAUTCS NOJSIb30BaTesieM root BbI30OBOM run-darina.

MNpwn 06HOBNEHUN HEOH6XOAMMO yKasaTb MMSA cepBuca. Ecnnm o6HOBNSIETCA CEPBUC C UMEHEM
Mo yMon4yaHuto — qadminsrv, To UMS MOXHO He yKasblBaTb. [anee npuBeaeH NopsaaoK AeNCTBUIA
npu o6HOBMIEHUM CEPBUCA C UMEHEM MO YMOMUYAHUIO.

0ns o6bHOBNEHUS BbIMONHUTE cneaywowme OEeNCcTBuUA:

1. OcraHoBuTe cnyxby cepBuca gadminsrv U3 AMPEKTOPUN C YCTAaHOBNEHHbIM CEPBUCOM
KOMaHaon:

sudo ./g_stop.sh

nnbo n3 nobon AnpekTopmn, OTAUYHON OT AMPEKTOPUM CepBMUCA KOMAHAOMN:

sudo /opt/argasrv/quik/gadminsrv/q_stop.sh

2. CkonupynTe dann install_gadminsrv-xx.xx.xx.run B ANPeKTOPMIO, Ha onepaunm B KOTOPOK
y TeKyLiero nonb3oBaTens ecTb npasa, Hanpumep, AoMalwHui katanor (/home/<user>
wnnm ~/).

NHcTpykuma no yctaHoBke Cepsepa QUIK 69



3. BbinonHuTe KOMaHAy Ao6aBfEHUS NpaB Ha BbIMOJHEHWE run-danny:

chmod +x install gadminsrv-xx.Xx.xX.run

4. BbinonHuTe KOMaHAy o6HOBNEHMS cepBuCa:

sudo ./install gadminsrv-xx.xXxX.xx.run -u

Ansg BbINONMHEHUSA KOMaHAbl MOXET I'IOTpe6OBaTbCFI BBECTW NMNaApOJib TEKYLWENO NoJib30BaTeENA.
B pe3synbTaTe BbINOHEHUSA run-q)aﬁna 6YLI,YT BbIMOJIHEHDbI Cneaywouwmne OEeNCTBUSA:

BbinonHeHO aBTOMaTM4YeCKoe pe3epBHOE KonuMpoBaHue. B anpektopum,

raoe ycrtaHoBsieH cepBuc — /opt/arqgasrv/quik/qadminsrv, B nogampektopun .backup
6ynet co3gaH apxmB gadminsrv_YYYY.MM.DD_hh.mm.ss.tar.gz, B koTopbii 6yayTt
nomelleHbl Bce dannbl 06HOBISEMOro cepBuca, Kpome nor-danios 1 pannos
XPaHWAULL, aKTyasibHbIX TOJIbKO BHYTPWU AHS.

B anpekTtopumn obHoBnsieMoro cepemca 6yaet npousBeaeHa 3aMeHa nNpexHux gannos
HOBbIM Habopom ¢alinos.

Monb3oBaTenb arqasrv 6yaeT Ha3HayeH BnagenbueM Bcex 06HOBAEHHbIX dansios
U NOAAMPEKTOPUN B ANPEKTOPUN CEpPBUCA.

Mpn HeobxoaMMOCTU ByaeT BbIMOMHEHA KOHBEPTALUUA HAaCTPOeK B KOHMUIYypaLMOHHbIX
dannax.

Mpu ycnewHoOM o6HOB/IEHUN CEPBUCA B KOHCOJ1b BbIBOAUTCA coobLieHune:
«Update of service “"qadminsrv” has been successfully completed>».

B cnyuae BbiBOAa APYrov AMArHOCTUKMU, NOXKaNnynucra, o6paturecb B Cny)k6by
TexHnuyeckou noaaep xkn QUIK: .

OTno)XeHHble ¢ainbl OT NpeabiAyLMNX YCTAaHOBOK MOTYT HaKan/imBaTbCs, NO3TOMY
peKkoMeHAyeTCca NepuoanUYecKn yaansaTb apxuBbl U3 katanora .backup.

YapaneHue cepBuca
YaaneHue cepsuca npouMsBoAUTCS Nonb3oBateneM root BbiI3oBOM ckpunTa uninstall.sh, koTopbiit
HaxoAMUTCA B KaTaslore COOTBETCTBYIOLLEro cepBuca.

Janee npueeaeH NopsaoK AEACTBUMIN NpU yaaseHnn cepBuca C UMEHEM Mo YMOSTYaHUIo —
gadminsrv.

Ana yaaneHua cepeBuca BbIMOJIHUTE cnegyrowme nencTeuns:

1. OctaHoBuTe cnyx6y cepsmuca qadminsrv U3 AMPeKTOpPUN C YCTAaHOBJIEHHbIM CEPBUCOM
KOMaHOoMN:
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sudo ./g stop.sh

nmbo u3 nbon gnpeKkTopun, OTIMYHON OT ANPEKTOPUN CeEpBMCA KOMaHAOM:

sudo /opt/argasrv/quik/gadminsrv/q_stop.sh

2. B cnydae, ecnv ynpaBJsieEHME YCTAHOBJIEHHbIM CEPBUCOM BbIMOTHANOCH NOJIb30BaTeNeM arqasrv,
BbIMOJIHUTE cneayowme AeiCTBUS:

3a6epV|Te Y NONb30BaTeENA argqasrv rnpaBa Ha BbINMNOJIHEHNE CKPUNTOB yrnpaB/1€HUA
CEepBUCOM OT MMeHU root, BbINONHUB creaylouwme OenCTBuS:
BbinonHUTE KOMaHAy:

sudo visudo

B oTKpbIBLIEMCS Vi-NOAO6HOM pefakTope yaanuTe CTPoKy:
argasrv ALL=(root) /opt/argasrv/quik/gadminsrv/q_start.sh,

/opt/argasrv/quik/qadminsrv/q_stop.sh

CHMMUTE NPU3HAK HEM3MEHAEMOCTU CO CKPUMTOB YrpaB/fieHUs CeEpBUCOM, BbIMOJIHUB
crneaylouime KoMaHabl:

chattr -i /opt/argasrv/quik/gadminsrv/q start.sh
chattr -i /opt/argasrv/quik/gadminsrv/q stop.sh

3. B aupekTopuun yctaHoBneHHOro cepeuca /opt/arqasrv/quik/gadminsrv 3anyctute KOMaHAHbIN
¢dann uninstall.sh komaHgon:

sudo ./uninstall.sh

nmbo 13 nbon gnpeKkTopun, OTIMYHON OT ANPEKTOPUN CEPBMUCA KOMAHAOM:

sudo /opt/argasrv/quik/gadminsrv/uninstall.sh

[nsa BbINONTHEHUSA KOMaHAblI MOXET I'IOTpe6OBaTbCF| BBECTW NMNApPOJib TEKYLWLENO NOJib30BaTENA.
B pe3ynbTaTe BbIMOJIHEHNA KOMaHAbI 6y,CI,YT BbIMOJIHEHDbI cneayrwmne nencTeng:

YpanaeTca perncrpauus cepsmca ¢ MMeHeM qadminsrv B CUCTEME ynpaBJieHns
cnyx6amn systemd.
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Ypanaetca ¢dann /etc/arqasrv/gadminsrv, B KOTOPOM 6binin 3aMKCUpPOBaHbI
napamMeTpbl YCTaHOBJIEHHOro cepBuca.

OnpekTopus, B KOTOpPOW yCcTaHoB/eH cepBuc /opt/argasrv/quik/gadminsry,
nepemmeHoBbiBaeTcsa B /opt/argasrv/quik/qadminsrv.backup_
YYYY.MM.DD_hh.mm.ss. NepenmeHoBaHne, a He yaaneHne ANPEKTOPMN NMPOU3BOAMTCS
Ha cny4an, ecnm notpebytoTcs aaHHble n3 Hee. Ecnm Takom noTpebHOCTU HeT, yaanuTe
3TY ANPEKTOPUIO BPYUHYIO.

Mpw ycnewHoOM yaasieHUM cepBUCa B KOHCOJ1b BbIBOAUTCA coobuieHume:
«Removing of service “qadminsrv” has been successfully completed».

B cnyuyae BbiBOAA APYroi AMarHoCTUKMW, Noxkanyncra, o6parurtecb B Cny>k6y
TexHunuyeckou noaaep xkn QUIK:

2.8.5 Mwurpaumsa cepBuca qadminsrv c OC Windows Ha OC Linux

Mpwn murpaumm MO ¢ OC Windows Ha OC Astra Linux HeobxoAMMO yunTbiBaThb caeaytowme
orpaHuyeHums Linux-Bepcmu no cpaBHeHuto ¢ Windows-Bepcueii:

Ona OC Astra Linux nogaepyxaHa paboTta Tonbko ¢ CYB/[ PostgresPRO. MNpu ncnonb3oBaHnm b
cepBepa QUIK Ha CYB/[, oTAMYHOM OT yKa3aHHOMW, He06X0AMMO CHa4asa BbIMOSHUTbL MUTpaUNIo
B Ha PostgresPRO. nsa nonyyeHns MHCTpyKuuu no Mmurpaumm b Ha PostgresPRO
obpatutecb B Cnyx6y TexHnyeckon nogaepxkm QUIK:

OTcyTCcTBYET NoaaepKka kpuntonposangepa MP.

Ona nepeHoca MO, pabotatowero Ha OC Windows, Ha komnbtoTep ¢ OC Astra Linux:

Bepcusa MO, koTopasa nepeHocntcsa ¢ OC Windows, agomxHa 6biTb paBHa Bepcum 10,
KoTopas 6yaneTt yctaHaBnmBaTbcs Ha OC Astra Linux.

lMepeHOC A0KEH OCYLWEeCTBMATLCA B CTPOr0 HETOProBoe BpeMs: rnocsie 3aBeplueHus
TOpros U oCTaHOBKW cepBUCa, N O Ha4Yasla TOproe, nepen nepsbiM 3anyCKOM cepBuUcCa.

Mepea murpauunen cepsmuca ¢ OC Windows Ha OC Linux Heo6x0aAMMO BbINO/IHNTL OOHOBIEHUE BCEX
ncrnonbsyembix nnarnHos ans QUIK Administrator 0o Bepcuin, ykasaHHbIX HUXE:

EES 2.30.100;

QME 2.2.100;
InvAdvDistributor 3.11.100;
Instructions 20.7.100;
BrokerQuote 4.48.100;
OMS 6.2.100;

POService 1.9.100;
QuikAuctions 1.1.100;
QChatGate 1.14.100;
QuikREPO 1.2.100;
SecDescDistributor 3.4.100;
SMS 3.19.100;

SOR 4.8.100.
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[ns nonyyeHnss COOTBETCTBYOLWEro 06HOBNEHMA obpaTtntech B CNyx6y TEXHUUYECKON NoaaepXKu
QUIK:

MepeHoc cepBuca Ha OC Astra Linux gonkeH NponsBoAMTbCS Nosb3oBaTeneM root.

Ansa OC Linux goJ/XHbl 6bITb BbINOJIHEHbI Npeo6pa3oBaHuA ANAa Bcex
nepeHeceHHbiX (paiijioB B COOTBETCTBUMU C

Onsa nepeHoca MO ¢ OC Windows Ha OC Astra Linux BbINnoSHUTE crieayowmii Nopsiaok AeACTBUN:
1. YcTaHoBMUTE CepBMUC, BbIMNOHUB

2. Ckonupynte us gnpektopumn Windows-cepsuca B gupektoputo Linux-cepsuca
/opt/arqasrv/quik/gadminsrv cnegytowme dannbi:

KoHdurypaumoHHsle dannsl .ini;
dannbl HacTpoek Kpuntonposalraepos .cfg;
®annbl knoden (.txk), katanorn cepTndurkaToB NpoBangepoB:

Kntoun secring.txk, pubring.txk — gna HacTtponkun Kpuntonposanaepa qrypto32;
KaTtanor certs — ansa HacTpoikmn kpuntonposanaepa OpenSSL_pr;

KaTtanor signalcom — ans HacTponkn KpuntonpoBangepa Signalcom_pr.

3. [lNpuBeanTe MMEeHa CKOMUPOBAHHbLIX B NpeablayLeM nyHKTe hannoB 1 ANPEKTOPUN K HUXKHEMY
peructpy. [lnga 3T0oro BoINOAHUTE B AnpekTopun /opt/argasrv/quik/qadminsrv komaHay:

sudo ./postmigration.sh

4. 3anyctute cepBuc qadminsrv U3 AMPEKTOPUN CEpPBUCA KOMAHAOM:

sudo ./g_start.sh

nnbo KoMaHaomn:

sudo systemctl start gadminsrv

5. lpoBepbTe, UTO CEPBUC YCMELIHO 3anyLleH KOMaHaol (M3 AMpeKTopun cepeuca):

sudo ./g status.sh

NHcTpykuma no yctaHoBke Cepsepa QUIK 73



nnbéo KoMaHAaoM:

sudo systemctl status gadminsrv

B cnydae Bo3HMKHOBeHMs npobnem, noxanymncra, obpatmurech B Cnyx6by TEXHUYECKOW NOAAEPXKKN
QUIK:

2.8.6 Co3pgaHue yuyetHoi 3anucu QUIK Administrator

C nomowbto nporpammbl KeyGen 6b11u Ny6SIMYHBIA N CEKPETHbIA KN4 Ans
aaMumHucTpaTtopa cepeepa QUIK. MogpobHee o co3gaHum knouen cm. dann keygen.pdf -
PYKOBOACTBO MO MCMOJSIb30BaHMIO NporpaMMbl keygen.exe.

Mocne co3paHunsa Knyen HeobxoamnMmo:

CkonupoBaTb NybanMYHbIN KoY cepBepa (N0 yMoaYaHuio nporpamMma keygen.exe cosgaetr
dann a:\pubring.txk) B katanor \quikadministrator\client\Key\pubring.txk. [JaHHbIn KoY
ncrionbayetcs Tonbko ans MHdopmaumoHHo-Toproson cuctembl QUIK “broker”.

CkonupoBaTb CEKpPeTHbIN K4 nonb3oBaTens (No ymon4daHuio nporpamma keygen.exe
coxpaHseT dann a:\secring.txk) B katanor \quikadministrator\client\Key\secring.txk. [JaHHbIN
KJ104 MCNoNb3yeTca 4S9 Nonb3oBaTens agMMHUCTpaTopa.

CkonunpoBaTb CeKpeTHbI K4 cepBepa (Mo yMON4YaHMIo NnporpaMma keygen.exe coxpaHsaeTt
dann a:\secring.txk) B katanor \quikadministrator\server\Key\secring.txk. [JaHHbIA KN4
ncronbayercs Tonbko ans MHdopmaumoHHo-Toproson cuctembl QUIK “broker”.

Onsa co3gaHnsa ydetHon 3anncu QUIK Administrator n HazHauyeHus nonb3oBaTenio npas
aAMMHUCTpaTopa 3anycTute cepBepHyto Yactb QUIK Administrator ¢ knto4vom -set-admin-right.

dopMaT UCnosb30BaHUSA:

gadminsrv.exe -set-admin-right -instance=[<instance>] -UID=[<UID>] -QUIK-key-

filename=[<QUIK-key-filename>]

lpe:

<instance> - ngeHtudunkatop 6a3sbl gaHHbIX. NaeHTUdMKaTOopbl 633 AaHHbIX NepevYncneHsbl

B cekumu [Instances] darna gadminsrv.ini. Ecnu cepeep QUIK paboTtaeTt c ogHon B/,

TO NapaMeTp He obs3aTeneH.

<UID> - npeHtudunkaTop nonb3oBaTesns, KOTOPOMY A0/XeH 6biTb NpucBoeH katod RSA. Ecnu
napamMeTp He ykasaH, n B[] nycTtas, To co3gaeTcsi HOBbIM Mosib3oBaTesb.
<QUIK-key-filename> - nyTb n uma darna c nybnanyHoiM kntodom RSA. MoXeT yKa3biBaTbCs
OTHOCUTESbHbBIN MK abCcontoTHbIN NyTb. ECAn uMsa n/mnm nyTb coaepxuTt npobensol,

TO 3HA4YEeHMe 3aK/yaeTcs B KaBbluku, Hanpumep, gns OC Windows:
«c:\path\to\file\somefile.txk», ansa OC Linux: «/path/to/file/somefile.txk». Ecnn daiin

NHcTpykuma no yctaHoBke Cepsepa QUIK 74


mailto:quiksupport@arqatech.com

coaepxut 6onee ogHoro ny6smuyHoro RSA-koua, TO MCNOMb3YyeTCs NMepBbli U3 KIOYeEN,
nmeolmxcsa B daine. Ecnm ykasaH napametp <UID>, 1 ang 3Toro nonb3oBaTens yxe nMmeetcs
KoY RSA, TO AaHHbIM NapaMeTp He obs3aTeneH.

Mpumep ana OC Windows:

gadminsrv.exe -set-admin-right -UID=350 -QUIK-key-
filename="c:\path\to\file\somefile.txk"

Mpumep anga OC Linux:

./gadminsrv -set-admin-right -UID=350 -QUIK-key-filename=/path/to/file/somefile.txk

2.8.7 Peruncrtpaums nosb3oBaTtenen cucrtembl QUIK

3anyctute nporpammy QUIK Administrator.

BbibepuTe nyHKT MeHo CepBep QUIK/OpraHnsauum. [lo6aBbTe CBOIO OpraHmM3auuto
B CNpaBO4YHUK, 3aMOJIHNB BCE MOJA.

Bbibepute nyHKT MeHi0 CepBep QUIK/Monb3oBaTtenu. [1o6aBbTe B CNPaBOYHMK
Nosb30BaTeNen YYEeTHYI0 3anucb aaMuHUcTpaTopa cuctembol QUIK. Ang 3Ttoro Bbibepute n3
CnpaBOYHMKA HaMMEHOBaHMe Balwlen opraHusaunmn, eeegnte OO MeHenxepa, NpocTaBbTe
nepuoa AencTBuUS LOBEPEHHOCTY.

Crnmncok KaccoB COAEPXUT HAMMEHOBAHUS YKa3aHHbIX B HAaCcTpoMKax KiaccoB bymar.
MNocnepoBaTenbHO BbibepuTe Kaxabli N3 HUX N HAXMWUTE KHOMKY «MeHeaxep» ANs YCTaHOBKU
npas Ha paboTy No gaHHOMY Kraccy.

B none «Kog dwupmbi» (Bknagka «lMpaBa Mo KiaccamM» B OKHE peAaKTMpOoBaHWUS Nosib3oBaTens)
YKaXXnTe naeHTMdunKaTop y4acTHMKa TOProB B TOproBoi cucreme. None «Koabl KINEHTOB
y Annepa» AN MEHedXepa He 3aroJiHsAeTcs.

HacTpoiiTe ayTeHTMdMKaLMIO NONb30BaTENS:

Ons Bxoaa ¢ ucnonb3oBaHueM ktoyern. C noMoLbio nporpammbl KeyGen

Ny6AMYHBINA U CEKPETHbLIN KtoumM nonb3oBaTtens. Ha Bknagke «be3onacHoOCTb»,

B pamke «Knoum QUIK» HaxMuTe KHOMKY «M3MEHUTb...». 3arpy3umTe K4 HaxaTmem
KHOMKM «[]obaBuUTb».

Ona ucnonb3oBaHMS MeEXaHM3Ma ayTeHTUdUKauum no noruHy, Tpebyertcs B nporpamme
QUIK Administrator 3aaaTb NOrMHbI NONb30BaTENEN:

[nsa Bxoda no NOrnHy v Naposio B AOMEHE — 3afaliTe JIOTMH B CMpPaBOYHUKE
«J1OrVHbI B APYroi CUCTEME aBTOpM3aLUnN>.

Mpy ayTeHTUdMKALMUM AOMYCKAETCS yKa3blBaTb JIOMMH Kak BMECTE C OMEHOM, TaK
n 6e3 Hero. Ecnv OMeH yKasaH, NpoBEpPSIETCs MoJIHOE COOTBETCTBUE AOMEHA

n nornHa. Ecnm AOOMEH He yKa3aH, NpoBepKa /10rMHa BbIMNOJIHAETCA ANnA AOMEHA
no yMOJT4aHWIO.
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[ns Bxoaa no JIOrMHY M Naposito — 3agaiTe NOrMH B OKHE pefaKTUpoBaHuUS
nosib3oBaTeNs Ha Bklagke «be3onacHoCTb.

6. AHanornyHblM 06pa3oM nobaBbTe APYrMX NONb30BATE/NEN Balle CUCTEMbI, YCTaHaBNMBas
HeobxoaMMble NapaMeTpbl 4OCTYNa K CUCTEME, UCMOb3Yys WabnoHbl Npas. B none BBoaa «Koa
K/IMEHTa Y AuSepa» BBeAMTE CUMBOJIbHbIA KOA, KOTOPbIA MeHeaxep 6yaeT ucrnonb3oBaTb
BMNOCNEACTBMWN AN YCTAHOBKWU JIMMUTOB M MAEHTUMUKALMN NONb30BaTeNen npu pabote
C CUCTEMON.

MoapobHee o paboTte ¢ nporpamMmori QUIK Administrator cM. PykoBoacTBO agaMMHUCTpaTOpa
K HEN.

Cuncrema QUIK rotoBa k pabore!

3anyctute Pabouee Mmecto QUIK, BOCMO/Ab30BaBLUMNCh KIOUaMM AOCTYNa U YUYETHbIMU JaHHbIMU
Ballero nosib3oBaTens.

2.9 Hacrpouka 6aHHepa Pabouero mecra QUIK

B Pabouem mMecTe QUIK Ha naHenu MHCTPYMEHTOB MOXET pacnosnaratbcs 6aHHep, Npu HaxaTum
Ha KOTOpbIW OTKpbIBaeTCcA canT (Hanpumep, caut 6pokepa).

2.9.1 Hacrtpoiika 6aHHepa
YTob6blI HacTpouTb 6GaHHEp, BbINOJAHUTE Cneaylowme 4eNCTBUS:

1. CkonupynTte dann c nsobpaxeHmem baHHepa B ampektoputo quik\server\areas\banners.
TpeboBaHus kK danny:

_ dopmaT panna - .bmp;

paspelleHne — ntoboe. PekomeHayemoe paspeweHne — 468*60 nukcenen;

rnybuHa useTta — 8 6uT.

2. B aupekTtopuun quik\server\areas\banners B panne banners.ini 3aganite HaCTpoOrKun B ceKUnmn
[url_set]:

url - URL-agpec canrTa.

image - HanMeHoBaHue dainna c nsobpaxeHnem 6aHHepa.

Mpumep:
[url set]

url=http://www.broker-website-example.ru

image=broker.bmp
3. Ha komnbloTepe, Ha KOoTOpoM 3anyLeH cepeep QUIK, B dpanne quik\server\quik.ini 3agante
cneayrouime HacTporKun:

[natural level section]
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module=banner module
[banner module]

module=dwbanner.dll

I HacTpoiika 6aHHepa ana cepBepa M cepsepa AocTyna cosnagaer.

2.9.2 OTkno4yeHne 6aHHepa
UTo6bl OTKAOUYNTL NONydYeHne 6aHHEpPOB C cepBepa A0CTyNa, BbINOSIHUTE C/eayowme 4eNCTBUS:

1. Y6eautecnb, uTo B hanne HacCTpoek cepBepa AocTyna quik.ini B cekumu [natural_level_section]
NMPUCYTCTBYET CTpOKa:

module=banner module

2. Yb6eautechb, uTo B quik.ini cepeepa nocTyna NpucyTCTBYET CeKUUS:

[banner module]

module=dwbanner.dll

3. YbeguTtechb, uto B cekummn [banner_module] quik.ini cepsepa goctyna otobpaxaeTcs 3HauyeHue
KJIH04Ya MO YMOJIYAHUI0 — «1»:

ignore up dwell=1l

[banner module]
module=dwbanner.dll

ignore up dwell=1l

4. Y6eputecb B Hanu4uum moayns dwbanner.dll n 3atem 3anyctute cepsep AoCTyna.

MNocne NpUMeHeHNs TakMxX HacTpoek 6aHHep He ByJeT OTNPaBNATLCS C CEpBepa Ha cepBep
[OCTyna, 1 nofib3oBaTeNun cepBepa A0CTyna He 6yayT ero BUAETb.

2.9.3 3ameHa 6aHHepa
YT0o6bl 3aMeHNTb BaHHEpP, HAaCTPOMNTE CXeMY creayowmMm obpa3oMm:

1. B aupekTtopuu .\areas\banners\ gosxkeH HaxoaAnTbCS .ini pann c HacTponkamm cneayrLero
BMaa:
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[url set]
url=c:\

image=test.bmp

roe:

3HauyeHue ktoya «url» — url, koTopbin oTKpbIiBaeTcs Bo Pabouem mecte QUIK;
«image» - nMsa daina B anpektopuu .\areas\banners\.
2. 3aMeHuTe cTapbi dain Ha HOBbIM, C UMEHEM, OT/IMYHbIM OT MMEHU TeKyLero baHHepa
(Hanpumep, test2.bmp) B anpektopuio .\areas\banners\.

3. lMomeHslTe 3Ha4YeHMe Ki4a «image» B .ini danne Ha HoBoe — «test2.bmp».

«URL» MOXeT 6bITb U3MeHeH 6€e3 3MeHeHUs «image».

Takxe 6e3 nsmeHeHusa «image» n «url» MoxHo nob6aBuTb Apyrown .ini ann c agpyrum «url»
n «image». B aToM cnyuyae ncnonb3dyercsa 6aHHep U3 HOBOTO .ini danna.

2.10 HacTtpouka BbiBOoAa coo6LeHnn
HacTpoiku no3BoNnsT 3a4aBaTb NYTb K ANPEKTOPUN NPUBETCTBEHHbLIX COOOLLEHUI ANnS

nosib3oBaTenien, KoTopble cepBep 6yAeT OTNPaBASATb NPU UX NMOAKTIOYEHUN:

[areas]
msg _all=./areas/msg all

msg priv=./areas/msg priv/

Cpe:

«msg_all» - kopHeBas aMpekTopusa cooblieHnit Ana BCcexX Nosb3oBaTenen. 3HavyeHune
Nno yMon4aHuio: «./areas/msg_all».

«msg_priv» — KOpHeBas AMPEKTOPUA MHANBUAYAbHbIX COOBLLEHUI ANS NOoSib30BaTeNen

C onpeaeneHHbIM UAEHTUPUKATOPOM. 3HAYEHME N0 YMONYaHUIO: «./areas/msg_priv/».

Mpumep coaep>xuMoro darina NpMBeTCTBEHHOINO COObLLEHMS ANS BCEX NOJSib30BaTeNEeN:

PacnonoxeHune: «./areas/msg_all/hello.txt».

Copepxwumoe: «[lpuBeTcTByeM Bac Ha HalweM cepsepe!».

MpuMmep coaep>XxXnMoro darna NpMBeTCTBEHHOIrO COobLEeHUS AN Nofb30BaTeNs
C MAEHTUPUKATOPOM 42:

PacnonoxeHune: «./areas/msg_priv/42/hello_42.txt»

KOMUCCUEN>,

NHcTpykuma no yctaHoBke Cepsepa QUIK

Copepxumoe: «[o 31.01.2025 BaM f0OCTYNHO COBEpLUEHNE CAENOK CO CHMXEHHOWM

78



Ecnv nonb3oBaTtento Ha3HayeHbl NPUBETCTBEHHbIE COOBLEHNS U3 AMPEKTOPUM MSg_Ppriv,
To coobuieHnsa n3 gnpektopumnm msg_all emy He oTnpaBnsTCS.

MpuBETCTBEHHbIE COOBLLEHNS AOMKHbI XPaHUTBLCA B BUAE TEKCTOBbIX painoB. MakcnMManbHbINn
pa3sMmep TekcTa coobuieHna 799 6anr.

2.11 HacTrpouka nepecbinku pannos

B cucteme QUIK MOXHO nepecbinaTth dannbl ¢ cepepa Ha Paboune mecta QUIK (uepes
nepcoHanbHble darnosble obnactn Ha cepeepe QUIK). TakuMm 06pa3oM MOXHO OpraHmM3oBaTb
pacrnpocTpaHeHne OTYETOB AN K/IMEHTOB, OTYETbI NMPX 3TOM MOryT 6bITb nognucaHsl L.

[0na oTnpaBKku KavMeHTaM ¢annos, He NpegHa3sHadeHHbIX 4 obHoBneHns Pabouero mecta QUIK,
dannbl He06X0AMMO BbIK/1aAblBaTb B YKA3aHHY ANPEKTOPUIO:

server\areas\private\ — 4ns OTCbIIKM KOHKPETHbLIM MOJIb30BaTENSAM.
server\areas\public\ — ons oTCbINKN BCEM NOJSIb30BATENAM.

Ana pasMelleHUs QOKYMEHTOB U ¢aisioB, NnpeAHa3HaUeHHbIX AN COTPYAHUKOB
KOMMNaHun, Heo6xoaMMO NCNONb30BaTb ANMPEKTOPUIO server\areas\company\.

Mocne aToro Heo6xoaMMO NoNb30BaTbCA AnManorom «Cucrema» / «lMonydyeHne dannos»:

& Monyuenne daiinos *
Taiincean cbnacte

(®) Muunan () Komnanumm D) OBuwan Oﬂporpamma OBHOBMTE

MmaA taiina Paamep [MonyyeHo HoeaA eepcHATeKyIWLAA Bepcl COCTOAHNE

Beero 0 dainos o Gadt BblLaennTs Bee

BrigeneHo 0 dainoes 0 Bair CHATE BblENEHIE

TekyLnit daitn Beero
Het ceazn MpuHaTo GaiT %

Gant CropocTe BairT/c

BpemeHn 3aTpaqeHo

MouHaTs baine Bpemenu ocTanoce

PEKPETHTE MPUEM 3akpeiTe Crnpaska

2.12 HacTpouka OoTnpaBKM NPOU3BOJiIbHbIX (pannos

B cucteme QUIK cywiecTByeT BO3MOXHOCTb NepecbiiaTth Npou3BosibHble dannbl Ha Paboune mecta
QUIK, npu noakntoveHnn Paboudero mecta QUIK k cepsepy.
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Onsa oTnpaBKn Npoun3BONbHbIX Garnos, X HE06X0AMMO BbiK/1aAbiBaTb B AMPEKTOPUIO, YKA3aHHYO
B HacTpolike unrestricted B cekumn [areas] danna quik.ini. 3Ha4eHne No yMON4YaHMUIo:
«areas/unrestricted».

KaxaoMmy dariny AaHHOro Katanora AoJ/IXXeH COOTBETCTBOBATb dalnl C TakKMM Xe MMEHEM
n pacwmpenmnem .UNR, KOTOpbI onpeaensieT npaBuaa pacCbliku.

Hanpumep, ans otnpaBku danna test.txt Heob6xoanmo cosnatb dann test.txt.UNR.

®dannbl ¢ pacwupeHnem .UNR nmMeloT cneaytowyo CTPYKTypY:

I Ka)xpasa HacTpoiika aBnsercsa obasartenbHOM.

Cekuuns [common]:

Cekumsa

file-location - nyTb, No KOoTOpOMYy ckaumBaeTcs pann OTHOCUTENbLHO KaTanora
Pa6bouero mecta QUIK.

alias - cTpoka oo 128 cumBonoB, onpeaensaowasa ansa Paboyero mecta QUIK
Ha3sHayeHue danna; B HACTOALWMA MOMEHT npeanonaraeTca egMHCTBEHHOE 3HavYeHune:

_ FRONTEND_ARBITRARY_FILE - npousBonbHbIn ann B katanore Paboyero mecra
QUIK.

processing_mode - cTpoka, 3aatoLwas cnocob oTnpasku daina, BO3MOXHbIE
3HaYeHUS:

ASK_CONFIRMATION - daiin ckaumBaeTcs nocne noaTBeEPXAEHMUS MOJSib30BaTeNS;
SILENT - daiin ckaumnBaeTcs 6€3 NnoaTBEPXKAEHUS NOSb30BaTeNS.
[server]:

TARGET_LIST - cnucok UID agpecaToB-nosiyyaTesieil, BO3MOXHbIE 3HAUEHUS :

ALL - dain oTnpaBnseTcsa BCEM NOAb30BATENSAM;

_ cnucok UID nonb3oBaTenen, yepes 3anaTtyto — dalin oTnpaBnseTcsa ToNbKO
nepevYncneHHbIM Nosib3oBaTeNsaM.

VALID_FROM_DATE - pata B dopmaTte <[TTT.MM.A[>, HaunHasa C KOTOpoi
AENCTBYOT ONMCcaHHble B AaHHOM ¢aitsie npaBuna pacchbisiku. 3HadeHne
Nno yMon4aHuio: «» (nycro).

VALID_TO_DATE - pgata B popmaTte <ITTT.MM.A>, 0O KOTOPOW AENCTBYIOT
OofNncCaHHble B 3TOM AAHHOM (aliaie NnpaBuia paccblikM. 3Ha4YEHME NO YMOYaHUIO:
«» (nycTo).

VALID_FROM_TIME - BpemMs B dopMmaTte <4YY:MM:CC>, HauMmHas C KOTOpOro
AENCTBYIOT ONMCaHHbIe B AAaHHOM (ansie npasuna paccblsikKn. 3HavYeHue
Nno yMos4aHuio: «» (NycTo).

VALID_TO_TIME - Bpems B hopmaTe <4YY:MM:CC>, 00 KOTOPOro AEeNCTBYIOT
onuncaHHble B AaHHOM dalisie npaBuia paccbisikn. 3Ha4YeHne No YMOIYaHMUIO:
«» (nycTo).
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3. 3anyck cepBepa QUIK

CepBep QUIK 3anyckaeTcs kak cepBuc. M3 ¢annoB xpaHUNMLL 3arpyxaeTtcs pblHOYHas
nHdopMaunsa, a Takxke MHbopMaums 0 3asiBKax U caenkax, Kotopas AOCTyMNHa BCEM
Nonb30BaTeNsAM, NoAKAOYEeHHbIM K cepBepy QUIK. 3To no3BonsieT, HanpuMep, BbirpyXaTb
nHdOopMaunto 0 caenkax 3a npeabiaywmn Toproebin AeHb. OUMCTKA AAHHbIX 3@ NMpeabiayLLyo
TOProBYH CECcCuio NPoONUCXoanT B MOMeHT noaknveHusa K cepeepy QUIK nepsoro Toprosoro
nHTepdeiica.

I 3anyck cepBepa QUIK Tak)xe BbINOJIHAETCA C UCMOJIb30BaHUEM

Ons 3arpy3ku nosmunn cepsepomM QUIK npu ero 3anycke HeobxogmMo CKONMpoBaTb
NOAroTOB/IEHHbIN hann C pacwunpeHmem .lim Ha KoMnbloTep, rae yctaHosneH cepsep QUIK.
Cnyxb6a cepsepa QUIK npu 3TOM 3anyckKaeTcs € Ka4vYamMm, yKasbliBalowmMMmM Ha HEO6X0ANMOCTb
3arpyskum nosuumii n3 atoro dainna. Hanpumep:

<dpany_Cc JmMMMUTaMm>

Mpw noakntoveHnn moaynen/mHtepdencos Kk cepsepy QUIK 3arpyxeHHble no3mumn otobpasatcs
B Pabouem mecte QUIK.

an BO3HUKHOBEHMM BONpocCcoB OﬁpaTMTer B CJ'IY)KGY TexXHU4YecKom noaaepI>kKum
QUIK:

3.1 Knrouum 3anycka cepsepa QUIK

1. Knrouum yCTaHOBKM Ha n MU ypaneHus ’
a TaKXxe " QUIK Administrator onucaHbl
B COOTBETCTBYHOLMNX MYHKTaX.

2. Ana koppeKTHOM paboTbl KJIlOUYEN 3anycka y NoJjib3oBaTesis A40J/>KHbI 6bITb NpaBa
Ha AUPEKTOPUIO C YCTAaHOBJIEHHbIM CEPBUCOM.

3. Ecnm mcnonb3yeTtcs Linux Bepcus, TO Nnpn He0o6xXxoAMMOCTU 3anycka cepBepa
QUIK c nepenayei Kjlouei B KayecTBe CepBUCA, YCTAaHOBJIEHHOIO KaK CepBUC
systemd, ucnonb3syite ckpunTt q_start.sh, koTopbiii co3aaerTca B AUpeKTopumn
npu yCTaHOBKe cepBMca.
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Ecnu ¢dan HacTtpoek Bubnmoreku pacuera 1MMMTOB NyCcTOil TIN60 OTCYTCTBYET,
To 3anyck cepBepa QUIK npepbiBaeTcs ¢ BbIBOAOM ANArHOCTUKM B nor-cain.

3.1.1 -new vam /n
3anyck cepsepa QUIK B pexunMme 3arpy3km ¢ HOBbIMU AaHHbLIMW, NPU KOTOPOM:

M3 TOProBOM CMCTEMbI 3anpawunBatoTcsa 6mMprxeBas MHPOpPMaLMS U OaHHbIE O 3asiBKax

N caenkax;

NO3MLMN KIIMEHTOB PACCUYNTBLIBAOTCSA Ha OCHOBE MOJSTlYYEHHON MHMOPMaLNUK C YYETOM CAENOK
3a TEKYLLYI CECCUI0 U KOPPEKTUPOBOK MO3ULINIA;

oymalTcs Bce gainbl C paclwmnpeHunemM ik, Kpome cneayrLwmnx:

¢dann HoBocTen (news.ik);
dann cepsepHbix QPILE-nopTdenen (cstructp.ik);
dann nosmumii no geHbram (mlimit.ik);

dann nosmumii no nHctpymentam (dlimit.ik).

Koy MOXET UCMNofib30BaTbCsl B KOMOMHAUMM C KJTHOYOM

3.1.2 -clean vnm /c

3anyck cepBepa QUIK B pexume 3arpy3ku C NOJIHONM OYUCTKOWM AaHHbIX, @ TakKXe O4YMCTKa BCeX
dannoB c pacwmpeHmem .ik.

Ecnu ykasaTtb KJ1l0oUM -new U -clean ogHoBpeMeHHO, TO 6yaeT ncnosib30BaTbhCA
Knou -clean.

Knoy MOXET MCNonb30BaTbCst B KOMOMHALMAX C KTHOUaMK:

3.1.3 -old nnm /o

3anyck cepepa QUIK B pexuMe 3arpy3ku co CTapbiMU AaHHbIMU 6€3 OUMCTKN XpaHUMULL,.

3.1.4 -holiday vam /h

3anyck cepBepa QUIK B pexunMme BbIXOAHOIO AHS B AEHb, ABAAKOWMACA pabounm cornacHo
CTaHAApTHOMY KalleHaapto UK B COOTBETCTBUU C HACTPOMKAMKU CEKLINN danna
trade_dates.ini.
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3.1.5 -workday vam /w

3anyck cepBepa QUIK B pexume pabouero gHs B A€Hb, ABASIOWNIACSA BbIXOAHbIM COr1acHO
CTaHAApTHOMY KaJieHaapto Win B COOTBETCTBUM C HAaCTPOMKAMU CEKLUMU danna
trade_dates.ini.

3.1.6 -loadlimits nnu /I

3anyck c cepBepa QUIK c 3arpy3kon no3uuunii u3 gaina. lNocne kawya B KOMaHAHOM CTpoKe
yKa3blBaeTcsa UMs daina ¢ no3numsamMm n nyTb K Hemy. GopMaTtbl Nosen 3arpyxaeMbix NO3nLUin
npuBeaeHbl B . MHdopMaumsa no no3numsam, 3arpyxeHHoiM U3 danna, obHoBAsieTcs
nocsie NOAKAYEHNS TOProebiX nHTepdencos nnm NHpopmaunoHHoro nHtepdenca Holiday.

Kntou MoXeT ncnosb3oBaTbCsl B KOMOMHALUMKN C KOYaMm

3.1.7 -removestops wnm /rs

OcTtaHoBka 06paboTku yCNOBHbIX 3a8BOK, NpuHaanexawmnx gaHHomy cepsepy QUIK. BoinonHsaeTcs
nyTemM NPUHYAUTENBHOW YyCTaHOBKU MAEHTUdMKATOPA NPUHALIEXHOCTM CTOM-3as8BOK B 3HAYEHUE
«[Opyron» B TepMmHax Tabnumubl cton-3asaBok Pabouero mecta QUIK unun foreign B TepMmHax
Tabnuubl Stop Orders MNMporpammHoro nHtepdenca QMonitor. KomaHaa TpebyeTt noaTBepxaeHus
nonb3osaTenem. NoapobHee cMm. n.

Mocne 3anycka nosnb3oBaTenssM Heo6xoAMMO caeniaTb CBOMMU CTOMN-3asABKU
Ha 1lo60M Apyrom cepBepe, YTO6bl 3T 3assBKU MOrnu cpabatbiBaThb.

KomaHaa «Remove all stoporders» nnum 3anyck ¢ Kn4oM -removestops — 3TO aBapunHbIN 4N
cepBepa c/ly4dail, nocne KoToporo cepeep TepsieT MHDOPMaLUO 0 NPUHAANEXHOCTU NMEKOLLMXCS
cTon-3asaBoK. [103ToMy HeobxoamMMo, 4Tobbl H6bIM co34aHbl YCNOBUSA ANS MOAHON penavkaumm
TEKYLNX MeTOoK. Hanpumep, wTaTHbIM nepesanyck (Mo pacnucaHuio) Ha CneayroLwmi

AeHb, noakntoveHne Pennnkatopa n BCex TOProBbiX MHTepdencos BO BCEM KOHTYype. Bo3BpawaTtb
CTOM-3as8BKM Nyylle Ha CNeAyoWnii AeHb, A0 Havana TOProB UM Nocne Ux OKOHYaHus.

Knou -removestops MOXeT UCMoJ1b30BaTbCS B KoMbuHauuMu ¢ K4damm -new, -clean.

3.1.8 -text nam /t
BbiBOA AaHHbIX onpeaesieHHOro Tuna B TeKCTOBbIN dalin.

dopMaT UCnosb30BaHUSA:

quik.exe -text [<FILE>] [<TYPE>] [tsvV]
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roe:

<FILE> - akcnopTupyeMmbi dans c 3assBKaMn UNun CaeIKaMu.
<TYPE> - Tun paHHbIX. BO3MOXHble 3Ha4YeHUs:

«orders» — akcnopT 3 danna 3asasok (order.ik);
«trades» - akcnopt 13 danna caenok (trade.ik).

Ecnu Ha3zBaHusA (paisioB 3a8BOK U CAENOK OT/INYHbI OT order.ik u trade.ik,
TOo napameTp <TYPE> o6s3arteneH.

tsv — npeobpasoBaHune danna B tsv-cdopmar.

Mpumep ans OC Windows:

quik.exe -text trade.ik trades tsv > trade.txt

Mpumep anga OC Linux:

./quik -text trade.ik trades tsv > trade.txt

3.1.9 -removelimits nan /rl

3anycK C OYUCTKOWM MHGOopMaLUM 0 NO3ULNAX KNMEHTOB MO AeHbraM U MHCTPYMEHTaM, a Takxe
OrpaHuU4YeHut No cyeTaM Ha CPOYHOM pbiHKe. [pouyne AaHHble (HanpuMep, 3asiBKW, CAENKMU,
AaHHble Tabnuubl TEKYLWMX TOProB 1 T.4.) He yaansaTcs. Koy MOXHO UCNOAb30BaTb

B KOMbuHauum c kn4oM -loadlimits.

3.1.10-rolling nam /ro

3anyck cepBepa QUIK ¢ ponnupoBaHuem nosmunin. MHpopmaumns no nepeHeceHHbIM NO3nLMaM
06HOBNSETCA TONIBKO NOC/E NOAK/TIYEHNS TOProBbiX nHTepdencos unm NHpopMaunoHHoro
nHTepdenca Holiday.

Koy MOXET UCMonb30BaTbCsl B KOMOMHAUUM C KITIOYAMMU:

3.1.11-vwunan /v

3anyck cepBepa QUIK B KOHCO/IbHOM pexuMe An8 BbiBoga MHMOpMaLMM O BEpCUM CepBepa.
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Mpumep ans OC Windows:

quik.exe -v

Mpumep anga OC Linux:

./quik -v

dopmaT Bepcuu cepBepa QUIK, oTobpaxkaemMbin B KOHCOJIN:

QUIK SERVER, version <MaxopHas Bepcus>.<MuHOpHas Bepcus>.<Homep natua>.<Homep cOopxm>

3.1.12-clean -loadlimits

3anyck cepBepa QUIK B pexume 3arpy3ku C NOJIHONM OYUCTKOWM AaHHbIX, @ TakKXe O4YMCTKa BCEX
dannos c pacwmpeHuem .ik n 3arpyska nosmumi ns danna. No3mumm NepecymTbIBalOTCA C YYETOM
CAENOK 33 TEKYLLYK CEeCCUI0, HO HE YUYUTbIBAOTCA KOPPEKTUPOBKM MO3ULNIA B TEYEHNE TOPrOBOro
AHS (HeE06X0AMMO BbINOIHUTL KOPPEKTUPOBKW MOBTOPHO).

3.1.13-clean -loadlimits -rolling

3anyck cepBepa QUIK B pexume 3arpy3ku C NOJIHOM OYMCTKOM AaHHbIX, @ TaKXe OUMCTKa BCeX
dannos ¢ pacwmpenuem .ik. MNpu aToM daiin, cogepxawmim NO3NLUM HAa MOMEHT 3aBepLleHNs
npeablayLero TOproBoro AHs, UCNoJb3yeTCsa KakK MCTOYHUK AaHHbIX ANS POSMPOBaHUS.

dopMaTbl NMofen 3arpyxaemMbix No3MUMn NpuBeaeHbl B

4. WindppoBaHMe naponem

Maponu, 3afgaBaeMblie B HaCTpoMKax, MOryT 6biTb 3alindposaHsbl. [1aponb He A0KEH HAYNHATLCA
C CMMBOJI0B «$» U «#». ECNM MCNonb3yeTcs naposb, KOTOPbI HAYMHAETCS C OQHOM0 U3 YKa3aHHbIX
CUMBOJI0B, TO TAKOW Napofb CeAyeT U3MEHUTD.

Onsa BknwoueHns wndposaHnsa napons aobasbTe B pane HaCTpoeK CMMBOA «$>» nepes TEKCTOM
napons.

Hanpumep:

Password=$secret
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MpyX NONbITKE UCMNOJ/Ib30BaHMSA NMaposs cepBep 3allnNdpyeT ero u coxpaHuT B (alin HacTpoek
B 3aWwWndpoBaHHOM BMAE. 3aliM@PpPOBaHHbIN Maposib MApKUPYETCS CUMBOJIOM «#>» B Ha4yasie CTPOKM.

Mpn nepeHoce nporpamMMbl Ha APYroi KOMMNbIOTEP WJIN NepeycTaHOBKe
onepaumMoHHON cucTeMbl 3alundpoBaHHbIe NapPosIN CTAaHOBATCA HEAOCTYNHbIMN ANs
aewundposBaHus. B Takom cnyyae Heo6xoAMMO yKa3aTb COOTBETCTBYHOLME Napo/im
3aHOBO.

5. lNMpuno)xeHue

5.1 ®opmart no3mumnmn

| MapameTpbl, obsa3aTenbHble ans 3anoJiHeHnsa, oTMeé4yeHbl CUMBOJIOM « >».

dopMaT No3nUMMN MO UHCTPYMEHTAM:

PasmMmep, TOYHOCTb

MapameTp 3HavyeHue (B cumBoOnax)
DEPO: 3arofIoBOK CTPOKM C OTpa)KaeMow nosuumen no
WHCTPYMEHTaM
FIRM_ID NaeHTudunkaTop yvyacTtHMKa TOpros 12
SECCODE Koa nHcrpymeHTa 12
TRDACCID Toprosbiii cuet 12
CLIENT _CODE Koa knueHTa 12
OPEN_LIMIT Bxoaswmin numMmt 15
OPEN_BALANCE Mosnuma knneHTa 15
CURRENT _LIMIT Tekywmm numMuT 15
WA_POSITION_PRICE LleHa npuobpeTteHus 15
WA_PRICE_CURR_CODE BantoTa ueHbl npnobperteHus 12
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Pa3mMmep, TOYHOCTb
MapameTp 3HaueHue (B cuMmBoOnax)

LIMIT_KIND Cpok pacuyeToB. Bo3MOXHble 3HaUYeHus: 10
«0» — anga Tekywmx TMMUTOB;

_ «<N>» - ona NMMUTOB NO NO3ULUSAM
C pacyetamm T+<N>;

3Ha4YeHMe MeHbLle HYa — Ans
TEXHONOMMYECKNX NTMMUTOB;
«<[rrrmMga>» - pna nMMMNTOB

Mo NO3MuUMsIM, KOTOpble BeAYyTCS

B KaneHaapHbIX AHAX

dopmaTt no3vuUun NO AeHbraMm:

PasmMmep, TOYHOCTb

MapameTp 3HadeHune (B cumBoOnax)
MONEY: 3aronoBOK CTPOKM C OTPaXXaeMon AEHEXHOW no3nunen
FIRM_ID NaeHTudunkaTop y4acTHMKa TOpros 12
CURR_CODE Koz BantoThl 12
TAG Ter pacyeToB 4
CLIENT _CODE Koa knuneHTa 12

OPEN_LIMIT Bxoaawunm numMnT 15
OPEN_BALANCE Mo3nunsa knneHTa 15

CURRENT _LIMIT Tekywmn nMmMuT 15

LIMIT_KIND Cpok pacyeToB. BO3MOXHbIe 3HAYEeHUS: 15

«0» - ong TeKywmx nMMNTOB;
«<N>» - Ang IMMUTOB MO MO3ULMAM
c pacyetamm T+<N>;

3HayeHue MeHblle HyNna — Ans

TEXHONOrMYeCKNX JIMMUTOB;
«<[TrrMmMaa>» - ans AMMUTOB
Mo No3mumsamMm, KoTopble BeayTCs
B KaneHaapHbIX AHAX

LEVERAGE Mneyvyo. Bo3MoOXHble 3HaYeHUs: 15
HeoTpuuaTtenbHble 3HAYEHUS;
«-1» — nne4yo OTCYyTCTBYET
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Mpumep 3anuncen B dhanne No3nLUn:

MONEY: FIRM ID = NC0038900000; TAG = EQTS; CURR CODE = SUR ; CLIENT CODE = 00
OPEN BALANCE = -46.52; OPEN LIMIT = 0.00;

MONEY: FIRM ID = NC0038900000; TAG = EQTS; CURR _CODE 00

SUR ; CLIENT CODE

OPEN BALANCE = -46.52; LEVERAGE = -1;
MONEY: FIRM ID = NC0038900000; TAG = EQTV; CURR CODE = SUR ; CLIENT CODE = 00
OPEN BALANCE = 1048.51; OPEN LIMIT

450000.00; LIMIT KIND = 1;

4;

4;

4;

DEPO: FIRM ID = NC0038900000; SECCODE = HYDR; CLIENT CODE =10004/10004; OPEN BALANCE
= 113955; OPEN_LIMIT = 0; TRDACCID = LO01-00000F00;
DEPO: FIRM ID = NC0038900000; SECCODE = IRAO-004D; CLIENT CODE =10006/10006;
OPEN BALANCE = 738467; OPEN LIMIT = 0; TRDACCID = L01-00000F00; LIMIT KIND = 1;
dopmaT npoduna KaneHTa:
MapameTp 3HauyeHue
CLPROF: 3aron0BOK CTPOKK C NpoduiieM KIneHTa
*FIRM_ID NaeHTudunkaTop y4acTHuKa Topros
*CLIENT_CODE Koga knueHTa
COMM _ WNpeHTndukaTtop KomMnccnmoHHoro wabnoHa. nana3oH 3HayeHnn ot 0 Ao
65535
MARG NaeHTudunkaTop MapxuHanbHoro wabnoHa. Anana3oH 3HayeHnn ot 0 go 65535
REST MaoeHTudunkatop wabnoHa orpaHmMyennii. nanasoH 3Ha4vyeHmin ot 0 go 65535
CIMSK Macka crnoXxHoro MHaAHCOBOro MHCTpyMeHTa. [lnana3oH 3Ha4veHut ot 0 oo
18446744073709551615
Mpumep:
CLPROF: FIRM ID = NC0038900000; CLIENT CODE = Ql; COMM = 1; MARG = 2; REST = 3; CIMSK

= 0;

5.2 Mpasuna npeo6pasoBaHusna ini-pannos npm
murpauymm INO ¢ OC Windows Ha OC Linux

Ona dannos n nyten Heobxoaommbl cneayrwme npeobpasoBaHus:

HanmeHoBaHusa dannos 1 nyTen A0KHbl 6bITb B HUXHEM perncrpe.
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Bce ynoMmnHaHusa anHammdeckmnx 6ubnuotek (.dll) gonxHbel 6biTb Npeobpa3oBaHbl
B COOTBETCTBYHOLLEe HauMeHoBaHMe Ha Linux. [ns aTtoro K uMeHun gobasnsiercs npedukc «lib»,
a pacClwKnpeHne 3aMeHsaeTCcs Ha .SO, HanpuMep:

module=openssl pr.dll
3aMeHNTe Ha:

module=libopenssl pr.so

Pasgenutenu nyten — obpaTHbIn crew («\») AoXeH 6biTb 3aMeHeH Ha NpsiMon («/»).

HacTpoiku, KoTopble cogepxaT nyTn K darnam, Haxoaswmmcsa Ha cepeepe QUIK, Heo6xoammo
N3MEHUTb TakuM o6pa3om, yTobbl NyTb 6bl1 KOPPEKTHbIM B ceMaHTuke OC Linux.

Ecnu cepeep QUIK ycTaHOBNEH Ha OTAENbHOM KOMMbOTEPE, HEO6XOANMMO BbIMOSTHUTL
NoAKJIIOYEHME CETEBOMO pecypca KOMaHAOM OT MMeHM nonb3oBaTens root, npu aToM HeobxoaMMO
HaJiM4yMe yCTaHOBNIEHHOro nakeTa cifs-utils, Bxogsawero B auctpubytme Astralinux.

Hanpumep, HacTpornka QuikIni cekumn [DealerLibraryOptions] ana OC Windows nmeeT Bua:

[DealerLibraryOptions]
QuikIni=\\QUIKSERVER\DRIVE D\QUIKl\Server\quik.ini

Ha komnbtloTepe, rae yctaHosneH cepeep QUIK ¢ ceteBbiM MMeHeM QUIKSERVER pgoctyneH pecypc
DRIVE_D.

BbinonHseTca noaknUYeHne CeTEBOro pecypca KoOMaHaom:

sudo mount.cifs //QUIKSERVER/DRIVE D/ /mnt/ql/ -o uid=argasrv,user=winuser

pe:

QUIKSERVER - nmga koMnbtoTepa, rae ycraHosneH cepeep QUIK;

DRIVE_D - nma ceteBoro pecypca;

/mnt/ql/ — nyTb NOAK/TIOYEHUS CETEBOrO ANCKA (ANPEKTOPUSA A0/KHA CYLLECTBOBATh);
argasrv - nosib3oBaTesib Linux, oT MMeHN KoToporo 3anyckaetcs cepsuc QUIK;

winuser — nonb3oBaTenb Windows, KoTopoMy pa3pelleHo NoAKIlYeHe CeTeBOro pecypca.

Mocne BbIMNONHEHMS MOAKJIIOYEHMS CETEBOr0 pecypca HacTpolika nmeet Bua (NyTb
pPerncTpo3aBncuM):

[DealerLibraryOptions]
QuikIni=/mnt/gl/QUIK1l/Server/quik.ini
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daiinbl BUbNMoTEKM pacyeTa TMMUTOB, NepeYNCNeHHbIe B cekuunmn [dealer-library] AonxHbl 6bITb
OOCTYMHbI A5 3anucu rnosib30BaTesio, 0T MMEHWU KOTOPOro BbIMOJIHANOCH MOAK/OUYEHNE CETEBOMO

pecypca.

3a noapo6Hoi nHcopMaumeit o nogKAOHYEeHUUN ceTeBbiX pecypcoB B OC Linux
pekoMeHAyeM o6pawaTtbcss K CUCTEMHOMY aAMUHUCTPAaTOpY.

5.3 Hacrtpounka CepBepa QUIK ans ayteHTMdpumkaumm
B noMmeHe Active Directory / Kerberos

Onsa HacTpolku ayTeHTUdMKaumm B nomeHe Active Directory / Kerberos HeobxoanMo BKIOUUTb
COOTBETCTBYOLUI PEXNM B cepBepa QUIK n B

AyTeHTudumkaumsa B foMmeHe Active Directory / Kerberos moxeT paboTaTb B Tpex pexuMax:

B kauvecTtBe BTOpOro akropa ayTeHTUMUKALNM UCMONb3YETCA JOMEHHbIA Naponb
nonb3osatena Active Directory.

B kauecTtBe nepBoro pakTopa ayTeHTUdUKaLNM B pexnme «2» — «[1o NOrmHy v naposnto

B OMEHe>.

B kauecTtBe nepBoro pakTopa ayTeHTUdUKaunm B pexmnme «32» — «BHyTpn gomeHa (SSO)».

Mpu paboTte B Nt06OM N3 3TUX PEXMMOB HEOHX0AMMO YKa3aTb JIOrMH nosib3oBatens Active
Directory B HacTpoikax nonb3oBaTens, B CpaBoOYHUKE «JIOMMHbI B ApYroi CMCTEME aBTOpM3aunm»
(noapo6Hee cmM. )

PexxnMbl ayTeHTUdMKaUnM nepsoro gaktopa B goMeHe Active Directory AOCTYMHbI TONBKO NpwU
NCronb30BaHMKM NpoBanaepoB mp_pr (HeaocTynHo B Linux) v openssl_pr B kauecTtse
nposanaepos WndpoBaHuS.

Onsa KoppekTHon paboTbl MEXaHU3Ma ayTeHTUdMKALUNK B pexnme «32» («BHyTpu gomeHa (SSO)»)
TpebyeTca KOppeKTHO 3a4aTh ceayloLmne HaCcTPONKK B ini-dainax CooTBETCTBYHOLWMX
nposanaepos (CM. HAaCTPOMKY KpUNTonposanaepos " ).

spn_sspi - SPN cepBepa ang Windows. 3HayeHne no yMoa4aHuio: «» (Nycro).
spn_gss - SPN cepBepa ans Linux. 3HayeHue No ymMonyaHuoo: «» (NycTo).

B naHHoOM HacTponke ykasbiBaeTcss SPN cepBepa HY/1eBOM 30Hbl — KOMMbIOTEPA, KOTOPbIN
BbINONHAET Banngaumio nonb3osatens. Ecnn gaHHas HacTponka He 3ajaHa, KoppekTHasa paboTta
SSO HeBO3MOXHa.

Take faHHas HacTpolika ykasbiBaeTcs ans CepBepoB [ocTyna. 3HaueHMe HACTPOMKM AOJIKHO
COBMaAaTb CO 3HAUYEHMEM Ha cepBepe, K KOTopoMy noakntoueH Cepsep JocTyna.

3HayeHne HacTpoek 3agaetcs B Buae SPN-3anmcen ans KoMnbloTepa, KOTOPbIM BbIMONHAET
Basingauunto nonb3osatens, u aensetca OC-3aBUCUMON.
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Hanpumep:

spn_sspi=RestrictedKrbHost/gfront.arga.ru

spn_gss=restrictedkrbhost/gfront.arga.ru@ARQA.RU

MonyuynTb 3HauYeHne HaCTpOVIKM anst xocta ¢ OC Windows MOXHO BbIMOSIHUB KOMaHA4y.

>setspn -1 gfront
RestrictedKrbHost/QFRONT
HOST/QFRONT
RestrictedKrbHost/QFRONT.arga.ru
HOST/QFRONT.arqga.ru

N3 cnucka 3HavyeHnn cnepyet BblibpaTbk TO, KOTOpoe HaunHaeTcsa ¢ RestrictedKrbHost n coaepxut
NosHOE MMS AOMEHa KakK B NpuMepe Bbille.

Mony4nTb 3Ha4YeHne HacTponkn ans xocta ¢ OC Linux MOXHO ¢ noMouwbo yTunuTsel ktutil

N cneayrouen nocneaoBaTesibHOCTM KoOMaHA (BbiBOA, YCeUeH, 34eCb YKasaH dann Ki4en
Kerberos, 3agaHHbIi N0 YMOAYaHMIO, €CNM NCNONb3yeTcsa Apyron dann ¢ ka4vamm, cnegyet
yKa3aTb ero):

#ktutil

ktutil: read kt /etc/krb5.keytab
ktutil: 1list -k -e

slot KVNO Principal

1 1 restrictedkrbhost/gserver.arga.ru@RARQA.RU (aes256-cts-hmac-shal-96)
2 1 restrictedkrbhost/QSERVERQRARQA.RU (aes256-cts-hmac-shal-96)

3 1 host/gserver.ardqa.ru@RARQA.RU (aes256-cts-hmac-shal-96)

4 1 host/QSERVER@ARQA.RU (aes256-cts—-hmac-shal-96)

N3 cnucka 3HavyeHuni cnepyeT BbibpaTb TO, KOTOpPOe HaumHaeTcs ¢ restrictedkrbhost n cogepxunt
NosiHoe MMsi AOMEHA KaK B NpUMepe BhbILLE.

Mpw 3anywexHHoMm noa OC Linux cepBepe QUIK nnn CepBepe goctyna Heobxoammo,
4yTO6bl KOMNbIOTEP, FAE BbINOJIHAETCA ayTeHTUhMKaumsa, 6bia1 BK1lOUEH B AOMEH
Active Directory nn6o nHbimm cnoco6amm noaksiroueH K cnyxxb6e n foctyneH yepes
cepBuc Kerberos, a y nonb3oBaTtesisi, No4 KOTOpPbIM 3anyckaercs cepsep QUIK,
AOCTaTO4YHO NpaB ana poctyna k keytab-danny (no ymonuanuio: /etc/krb5.keytab)
C ayTeHTU(hPUKaLMOHHbIMU 3aNUCAMMU A BbINOJIHEHMA ONepaumi.
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Yka3zaTb keytab-gain, oTAnYHbIN OT 3a4aHHOI0 NO YMOSYAHUIO, MOXHO, A06aBMB
B MepeMeHHbIE OKPYXEHUS CEpBUCA 3anmnchb:

KRB5_ KTNAME=/path/to/mykeytab

Mpe:
/path/to/mykeytab - nonHbin nyTb Kk keytab-danny.
5.3.1 AyTteHTMdMKaLMA NO NIOTMHY U NapoJio

CxeMa ayTeHTUdMKaumMmn KIMEHTa NO JIOTMHY MOsb30BaTess M NMapoJsiio HaCcTpanBaeTcs
B nporpamMmme QUIK Administrator.

BbibepuTe nyHKT MeHto Cepeep QUIK / Monb3oBatenn v BbINOJIHUTE HAaCTPOWKK B popmMe
penaKTnpoBaHuMa nNonb30oBaTeENA:

Ay TEHTWGUKALWA NO NOTHHY U NAPoH
Hactpouts... Norue: user

JocTyn k npunoseHnan:

(] webQUIK
[m] QUIK

BpemeHHan BnoknpoBEKa: HET

1. «HacTpouTb...» — HACTpoOWKa JIOrMHa M Naposs Nosib3oBaTens.
2. «JIOrMH» — TEKYLLMIA NOTMH NoNb30BaTesns.
3. «[oCTyn K NpUIOXKEHUAM:»

«webQUIK» - npn ycTaHOBNEHHOM MpU3HaKe Nonb30BaTeNto HacTpanBalTCca npasa
Ha poctyn B cuctemy webQUIK;

«QUIK» — npu yCcTaHOBAEHHOM NMpU3HaKe Nofib30BaTesto HacTpanBaloTCAa Npasa
Ha pgocTtyn B cmcteMy QUIK.

4. «BpeMeHHas 6N10KMpOBKa» — Npu3Hak 610KMPOBKM YUETHOWN 3anmncK nonb3oBaTtens B
pe3ynbTaTe BBOAA HEBEPHbIX AaHHbIX AN ayTeHTUdmKaunm 3agaHHoe Konm4ecTBo pas. Ecnum
yyeTHas 3anucb He 3abnokmpoBaHa, oTobpaxaeTcs «HeT», uHaye — AaTa U BpeMsl OKOHYaHUS
nepuoaa 6nokmposku B popmate <AA.MM.ITTT, Y4:MM>. BloknpoBka CHUMaETCs Npu
HaXXaTUM Ha KHOMKY «CHATb 61OKNPOBKY>».

NHcTpykuma no yctaHoBke Cepsepa QUIK 92



B okHe «AyTeHTudMKaLMs NO NOTMHY M NMaposio» AOCTYMHbI Cleayowme napaMeTpbl:

Hactpoiikk noruHa u napona x

Norun

client203 ¥aannTe noruH

Twn napons: NecToAHHBIA
Cozaan: 17.01.2020, 12:21

WMcrekaer: 16.01.2021, 12:21, uepes 364 aH. 23 u. 59 MuH.
Cpok AeficTEMA NOCTOAHHOMC NAROAA:

365 AHER

Hoeelid napons

M2ponk JOMKEH COASPHMETE HE MEHEE B CUMEONOE. EKMHIHETE NETHHIKME
By KEL & BEPKHENM M HWIKHEN PEFMCTPE W UWGPLEL JONyCKSETER HENOALIOEZHIE
CHMECNDE "=~ 1 "

D BEI'IFIDCMTI) W3MEHEHWE NAPONA NP CNEQYHOLLIEM BXOAE

Coxpanute OTmennTs

1. «JlormH» — NOrnMH nNosb3oBaTenyd.

HeponycTuMo Mcnonb3oBaHMUeE JIOFMHA, KOTOPbIW OT/IMYAETCH OT JIOrMHa, yXKe
3aperMcTpMpoBaHHOro Ha cepBepe, TOJIbKO PErMcTpom.

Mpy HaxaTun Ha KHOMKY «YAanuTb NOFMH» NOMUH yaansaeTcs nocfe npeaBapuTenbHOro
noaTeepxxaeHunsi. OKHO «AyTeHTUdMKaLMS MO JIOFTMHY M Napoto» 3aKPbIBAETCS, B OKHe
pefakTMpoBaHMs HaCTPOEK MOJIb30BaTeNs JIOFMH NepeBoAUTCS B NMOMOXEHME «HEe 3afaH».

«Tun napons»: «BPEMEHHbIN» / «NOCTOSIHHbIN> .

«Co3paH» — gaTta u BpeMs co3gaHuns napons.

«NcTekaeT» — fgata n BpeMs OKOHYaHWUS Cpoka AenCTBUS napons.

U oA W N

. «Cpok gencrTBms NOCTOSHHOMO Napoas» — CPOK AENCTBUSA Napons. [JonyCTUMble 3HAYEHUN:
Lenble uncna oT «1» o «365».

6. «HoBbIM Maposb» — Napofnb Nosb3oBaTensd. AaMHa napons fonxHa 6biTb He MeHee 8 3HaKoB.
JonycTtumbie CUMBONbI: «A» — «Z», «0» — «9», «-» (Tupe) n «_» (nog4YepKnBaHME) C YUETOM
perncrpa. Ytobbl NOCMOTPETbL BBEAEHHbIV NMapoJsib, YyCTaHOBUTE (riaxxok «lNokasaTb».

7. «3anpocuTb U3MEHEHWE Naposis NMpu CleayloLlem BXxoge» — NpusHak Heob6xoaMMOCTU CMEHDI
napossi Npu cnefyoLwem Bxode. 3HaueHne No yMo4YaHuio:

BkntoyeH — npu co3gaHuUM HOBOro Nonb3oBaTeny;

BblkntoueH — Npu pefakTMpoOBaHMK NoJsib30BaTenNs.
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HacTponka ayTeHTudunKaummn 3aBepluaeTcs HaxXaTMeM KHOMkKn «CoxpaHutb». KHonka «OTMeHUTb»
3aKpblBaeT OKHO 6e3 coxpaHeHUst UBMEHEHUN.

5.3.2 Hacrpo#ika ayteHTudpmnkaumm B Active Directory

Ecnu Ha cepBepe HacTpoeHa cxeMa ayTeHTudukaumm knmenTa no Active Directory (nanee «AD»)
Mo JIOrMHY M Naposto nnbo BHYTpu AoMeHa (SSO) (3HaueHume HacTpoliku ServerHandShakeScheme
B cekumm [TLS Connection Settings] daiina openssl_pr.ini paBHO «2» unn «32»), To B NporpaMme
QUIK Administrator Heo6xoanMo go6aBuUTbL COOTBETCTBME MEXAY MOSIb30BATENIEM U
naeHTudmkaTopom (siormHom). Ans atoro Beibepute NnyHKT MeHio CepBep QUIK / BesonacHocCTb
/ JIornHbl B Apyrom cucteMme aBTopusauum.

BbI6OPOM B KOHTEKCTHOM MEHI0 Tabnumubl NyHKTa «[o6aBUTb» OTKpbIBaeTca dopMa nobaBneHus
HOBOIO JIOTMHA B [Ipyroli cucTemMe aBTopu3aLnn:

Pepaktupoeanme (Mlorvuel B Apyrod cucreme agTopusanmm)

MonezoBatens

|29 | |I.—’15aHos WMean Muxaiinoeuy |

[] Mcnonezosarte UID nonssoeatens
JNlorun B gpyrod cucTeme

| userl2 |

CoxpanuTe OTMeHuTE

Pepaktuposanne (flornel B apyrod cucre..| Tuastpel (flormHer B 4gpyroi cucTeme aeT,

Ha3HayeHue nonen okHa:

1. «[lonb3oBaTenb» — BeeauTe UID nonb3oBaTens nnu sblbepute ero U3 CnpaBoyHUKa HaxxaTuem
KHOMKM «...». B none crnpasa oTobpaxatTcs dammnunsa, MMsa 1 0TYECTBO NMONb30oBaTens.

2. «Ncnonb3osaTb UID nonb3oBatensa» — npmsHak ncnonbsosaHunsa UID knueHTa B KayecTse
naeHTndmkKaTopa Nonb3oBaTens npu NpoBepke TOKeH-koAa. B 3TOM cnyyae KAMeHT npu
NMOAK/IOYEHNN K CEpBEPY He 0653aH BBOAUTb KakKon-nnbo naeHtndukaTop (10rMH) Ha atane
ayTeHTMdMKaLum C NOMOLLbIO TOKEHa.

3. «JlormH B gpyron cucrteme» — BeeguTe 3Ha4YeHMe SIornHa nonb3oBaTtens. Mose HeadoCTYNHO AN
U3MeHeHUd, ecnu BKIKYeH npusHak «Mcnone3osatb UID nonb3oBaTtens».

Haxxatnem kKHonkn «CoxXpaHUTb» HaCTpOMKVI nosib3oBaTtenid coxpaHaTcsa. KHonka «OTMEHUTb»
CNYyXWUT ANga BbiIXOoAa M3 OKHa pobaBneHns HOBOro NOrmnHa.

5.4 HacTtpouka OpenSSL

Onsa nposepku DUIM Ha kKoMnbioTepax, rae pacnonoxeHbl cepeep QUIK mn cepsepHon yactn QUIK
Administrator, fonHbI 6bITb YyCTaHOBNEHDBI BCe HeobXxoaMMble KOpHeBble cepTudunkaTol YL. dannbl
C AaHHbIMK cepTudUKaTaMm 3arpy>xarTcs U3 BHELWHMX UCTOYHNKOB M MOryT 6biTb B hopmaTe .p7b,
.pfx, .pem, .cer.
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KpuntonpoBangep OpenSSL npenoctaBnseT cepBUChl 4151 UCMOJIb30BaHMS 3NEKTPOHHOM
undposoi noanmucu (SUM) n wndposaHusa no npotokony TLS.

PaboTa ¢ wndpoBaHnem n DL ocyLLecTBASETCS C UCMONIb30BaHMEM KpunTorpadmnyeckmx
dyHKUMI, NpegocTaBnseMbix bubnmorekon OpenSSL.

KpuntonpoBaigep OpenSSL npegocrasnsieT BeCb He06XoaAMMbI QYHKUMOHAN A1 NOCTPOEHUS
TLS 3alMLEeHHbIX KaHanoB 1 co3aanuns / nposepku JLUIM, a UMeHHO:

Co3aaHue kntoueBbix nap (public/private key);

Co3paHune 3anpocoB Ha cepTUdUKaTbl, COOTBETCTBYHOLME CO3A4AHHbIM K/lOYaM;

YcTaHOBKa BbIMYLLEHHbLIX N0 3anpocy cepTUdMKATOB B COOTBETCTBYIOLLEE XPaHUULLE
ceptudukatos OC;

AyTeHTUdMKaLUMS NoNb30oBaTeNS MO cepTUdMKaTy, N0 UMEHU U NApPOJIO, a TaKXKe NO UMEHU
W Naposto Yepes KOHTPOoJNep AOMeEHa.

5.4.1 YcTaHOBKAa M HacTpoWka nporpaMmbl

1. B KOpHEBOW AMPEKTOPUM CEpBMCA CO34aNTe NOAANPEKTOPUN:

certs/ca — ana xpaHeHus gaina KOpHeEBOro ceptudukaTa;

certs/crl — ans xpaHeHMs CNMCKOB OT3bIBa;

client/serial — pna pasMelwleHnsa KIMEHTCKUX cepTudunKaTos, NpeaHa3Ha4YeHHbIX 415
NpPOBEPKM MNOANUCU TPaH3aKLUMNA.

CkonupynTe KOpHEBOW cepTUPUKAT, CMUCKN OT3biBa U KITMEHTCKME CeEPTUPUKATDI
B COOTBETCTBYOLUNE NOAANPEKTOPUMN.

2. B KopHeBOW gMpeKkTopun cepBuca cosgante dann CO creayrLwmnmm
HacTpoMKaMu:

[General]
CertStoreFile=certs\store.pem

ServerCertificateKey=<kjou cepTuomraTa cepBepa>
[TLS Connection Settings]
CA=certs/ca

CRL=certs/crl

ServerHandShakeScheme=<nonmepxmuBaeMblll pPeXMM ayTeHTUOMKALIMM>

UsedHandShakeSchemePrefer=<npennodTMUTEJSIbHEM PEeXMM ayTeHTUQMKaLMm>

ServerCertificateFile=certs\server.crt

ServerPrivateKeyFile=certs\server.key
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3. YkaxwuTe B canne qrypto.cfg cepsepa QUIK cneaytoume HacTpoikn nposanaepa:

[CryptoProviders]

openssl=1l

[openssl]

Module=openssl pr.dll [IOJIHBIM MJIM OTHOCMUTEJIbHBIM NyThb OO MCIOJIHAeMOT'O OGainia;
IniFile=openssl pr.ini IIOJIHE MJIM OTHOCHUTEJIbHBI NYyTh OO (aijla C HaCTpoMKaMu
[auth]

sign=secprov.dll

sign provider=openssl

4. B dainne quik.ini cepeepa QUIK B cekumun [usend_module] nobaBbTe Koy
crypto_provider_ini_file:

[usend module]
crypto provider ini file=openssl pr.ini IIOJIHEIM MJIYI OTHOCUTEJIbHHEY IyTh 0o dania

C HacCTpoOMKaMu

Ecnu npoBaiiaepoB HECKOJIbKO, TOrAa AJIA 3a4aHMUA HAaCTPOEeK HY>XHO MCMNOoJIb30BaTb
HacTpouky «crypto_provider_ini_file_openssl>» - knrou ana sagaHua
KpuntonpoBaaepa OpenSSL.

5. Ecnu ncnone3syetcs QUIK Administrator, To B KOpHEBOW AMPEKTOPUM NPOrpaMMbl co3ganTe
dann openssl_pr.ini co cneayowmMMm HacTpoKamm:

B cekuun [CryptoProviders] nepeuncnute gOCTYMNHbIX NpOBanaepoB:

«0penssl» — Npu3aHaK NUCronb3oBaHuA npoBangepa OpenSSL. Bo3MOXHble
3Ha4YeHuns:

«0» — npoBanaep OTK/OYEH;
«1» - npoBanaep BK/OYEH.

Mpumep:
[CryptoProviders]

openssl=1

B cekumn [openssl] 3aganiTe HaCTPOKMN:

«Module» - nyTb K MOAYyNtO NpoBangepa. 3HaueHne no ymonyanuto ansa OC
Windows: «openssl_pr.dll». 3HayeHune ana OC Linux: «libopenssl_pr.so».
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«IniFile» - nyTb kK danny HacTpoek npoBangepa. 3Ha4YEeHNE MO YMOAYAHMIO:
«openssl_pr.ini».

Mpumep ana OC Windows:

[openssl]
Module=.\openssl pr.dll

IniFile=.\openssl pr.ini

Mpumep ana OC Linux:

[openssl]
Module=./libopenssl pr.so

IniFile=./openssl pr.ini

B cekuumn [CryptoProvidersSettings] B HacTponke CipherCryptoProvider 3apante
rnpoBaiaepa, MCNOAb3yEMOro ANns ayTeHTuduKauumm rno NormHy/naponto nnbo ansg
ayTeHTudmKaumm B gomeHe Active Directory.

Ons kpuntonpoBangepa «openssl_pr» KopHeBble cepTudurKaTbl KONMMPYOTCS
B COOTBETCTBYIOLWYIO AnpekToputo «CA», yKkasaHHyto B (anne HacTpoek.

Mpu pacnonoxeHnun cepeepa QUIK Administrator Ha ogHOM KoMnbloTepe ¢ cepeepoM QUIK
AO0MyCKaeTcsa ncnosb3oBaHme ini-annoB, KOTOpble NCMONb3YIOTCA A8 HACTPOMKHK
KpunNTONpOBanaepos.

Ecnn Ha ogHoM cepBepe QUIK Administrator HacTpoeHo Ucnonb3oBaHMe ABYX unn bonee
ak3emMnnapoB cepsepa QUIK Administrator, To OHM BCe UCMNONB3YOT eanHble HAaCTPOMKU
KpunTonpoBahaepos.

6. 3anyctute cepsep QUIK n ybeantecb B HannumMmn crnefyowmnx cTpok B anne events.log:

Crypto provider 'OpenSSL' inited IPM MCIOJIB30BAHUM pexyrMa WmudpoBaHUS
Sign provider 'OpenSSL' initialized successfully IpM MCIOJb30BaHUM pexyuMa Il
7. B nporpamme QUIK Administrator.

5.4.2 Perucrpauus kKJjiroueu nonb3oBartens

[Ons npocMoTpa cnucka 3aperncTtpupoBaHHbIX Kito4deln B nporpamme QUIK Administrator Beibepute
nyHKT MeHi0 CepBep QUIK / BesonacHocTtb / Knroun OpenSSL. Cnncok 3aperMcTpmpoBaHHbIX
Kntoden otobpaxkaercsa B Tabnuue cnpasa.
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BbibepnTte nyHKT «[J06aBUTb» B KOHTEKCTHOM MeHI0 Tabnuubl, YTO6bl OTKPbITb OKHO perncrpaunm
HoBOro kstoda OpenSSL co cnegyrowmMMmn napaMmeTpamu:

PegaktnpoBaHue (Knroun OpenS5L)

Monbsosatens
Monw3oBatens 100787 ‘ ‘ Tech_UserQ2 ‘
V3 oprannsaumm ¢ ‘ 1 ‘ ‘ 3A0 "TectHeecT” ‘
KOAOM
MmeeT Koy
Bnaaeneu ceptndmkata ‘ /C=RU/SP=NSO/0O =TESTINVEST/OU=P05[}1/CN:Tech_UserE}Z;‘Email=techuser[}2@|
N2 cepTdukaTa ‘ 00D5 FA18 C976 975F 82 |
YAOCTOBEPAHIWMA LEHTD ‘ /C=RU/SP=NSO/0O=ARQA/CN=arga.ru |
[leRcTeyeT ¢ | 26.07.2017 Mo 26.07.2018

Knrou npyceoeH ‘ 26.07.2017 10:21:45 ‘

Knrou oTo3BaH ‘ ‘

[ocTynHele KoUK

Homep cepTndinkata YAOCTOBEPAKILMIA LEHTP Bnaneneu
00D5 FA18 C976 975F 82 /C=RU/SP=NS0/0=ARQA/CN=arga.ru /C=RU/SP=NSO/O=TESTINVEST/OU=Pos01/C

Bruibop kntoua

Mcnonb30BaTh ANA NOANWCK TPaH3aKLUWA
Wecnons308aTth ANf WWOPOBaHWA NOTOKa AAHHBIX
] Orosean

CoxpaHnte OTMEHWTE

< >

Pepnaktmposanwe (Knroum OpenSSL) ‘ OunbTpel (Knoum OpenSSL)

1. «[lMonb3oBaTenb»:

«MNonb3oBaTenb» — Beeante UID nonb3oBaTens unu Bbibepute ero U3 CrpaBo4YHUKA,
HaXkaB Ha KHOMKY «...». B none cnpaea otobpaxatotca amMunms, uMa n oT4eCTBO
nosb3oBaTens;

«W3 opraHusaumm c kKogoM» — MHMOPMaLMOHHOE nosie, oTobpaxatowee HoMep
opraHusaumm B CipaBoYHuUKe. B none cnpaBa oTobpaxaeTcs Ha3BaHWe opraHuM3aumm.

2. «lMIMeeT KNOY» — MONS 3anoNHATCA aBTOMaTUYEeCKU Npu Bbl60pe Kntova B Tabnuue
«[JOCTYMNHbIE KHOUYN>»:

«Bnageneu cemechKaTa» — AaAHHblE O BNagesnbue CepTVICbVIKaTa;
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«Homep ceptudmkata» — cepunHblii HoMep cepTudukaTa, NPUCBOEHHbIN AHHOMY
nonb30BaTeNto;

«Y[ocToBepsowWmii LeHTP» — AaHHble 06 y0CTOBEPSIOLLEM LLEHTPE, BbiMyCTUBLLEM

ceptudukar.
«[encTteyeT C ... [0 ...» — gaTa Hayana M OKOHYaHUS AeNcTBUa cepTudukara.

3. «Knouy npuceoeH» — gaTta U BpeMs NPUCBOEHMUS Ktouya. MHdJOpMaU,MOHHoe none.
4. «Knw4 0To3BaH» — AaTa U BpeMsa OT3biBa KJova. MHd)OpMaLI,MOHHOG none.

5. «[loCTynHble KNUYM» — rnepedyeHb MAeHTUPUKATOPOB KIOUEN, coaepIKallunxcs B BblIOpaHHOM
danne n AOCTyNHbIX A8 ncnosb3doBaHusa. MHdopmMaumsa npeacrassieHa B Buae Tabnnubl,
B cTonbuax otobpaxalTca cneayrowme napameTpbl:

MapameTp Ha3zHauyeHue

Homep ceptudumkarta CepuiHbIn HOMep cepTudukarta

YAoCTOBEPSAIOWMIA LEHTP HasBaHue yaocToBepstowero LUeHTpa, BbiNyCTUBLLEro cepTudukaT
Bnageneu ceptudukarta Uma Bnagenbua ceptudurkarta

AnropuTM noanmcu HanmeHoBaHWe anropuTtMa, UCrnonb3yemMoro ans opmmpoBaHms LM
ANropuTt™m WndpoBaHms HanmeHoBaHWe anroputMa, UCMonb3yeMoro Ans noToKoBOro

WNDPOBAHNA AaHHbIX

Email Email
[aTta Havana Cpok Hauana gencreus ceptudurkaTa (Bblaayum)
[aTa oKoH4YaHuA CpoK OKOHYaHuS AencTeusa ceptudukaTta

«Bblbop kntoya» — BbIbOp harina c kayamu.

6. «Mcnonb3oBaTb 4719 NOAMNUCK TPaH3aKLUMN» — NPU3HaK MCNOSb30BaHNSA K/to4Ya U3 YKa3aHHOro
ceptudukaTta ans @opMMpoBaHNS 3NEKTPOHHOM LMEPOBOM NOAMUCU Ha NMOPYUYEHUSIX KITMEHTA.

7. «Wcnonb3oBaTb AN WNHOPOBAHMA NOTOKA AAHHbIX» — MPU3HAK UCMONb30BaHUA cepTudmrkaTta
ANs wudpoBaHNSA AaHHbIX, NepeAaBaeMbiX MeXAy Monb30BaTeNeM U cepBepoM 6pokepa.

Mepea ncnonb3oBaHUEM AAHHOINo CBOMCTBa o6paTutech B Cny)k6y TeXxHUUYECKOM
noaaepxku QUIK: .

8. «OTo3BaH» — Mpu YCTAHOBMIEHHOM MNpPU3HaKe cepTUdMKAT coxpaHsieTcs B 6ase, HO ero
MCNoNb30BaHWe 3anpeLyeHo.

Haxatnem kHonkn «CoxpaHuUTb» HAaCTPOWKKM Nosib3oBaTtenis coxpaHsatoTca. KHonka «OTMeHnTb»
CNYXWUT 419 BbIXO4a M3 OKHA perncrpaumm ceptudmkaTos.
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PenakTnpoBaHme Kaoya AOCTYMHO B KapTouke nonb3oBaTtensa (MeHo CepBep QUIK /
MNMonb3oBaTenn) Ha BkNagKke «be3onacHoCTb».

5.4.3 dopmart ¢daina HacTpoek wnudpoBaHna OpenSSL

B danne openssl_pr.ini 3agatoTcs HacTponkn wudpoBaHmsa cpeacrtsamm 6nbnmorekn
kpunTorpacdmmn OpenSSL ( ). Ucnonb3oBaHne OpenSSL no3BonsieT He XpaHUTb
ceptndmkaTbl B peectpe OC Ha nnatdopmMe ¢ cepeepoM QUIK, uTo ynpowaeTr ux yCTaHOBKY

n nocneaymulee obcnyxusaHue.

Cekuusna [General]

CertStoreFile - nma danna xpanmnuula ceptndurkaToB. 3HAYEHNE MO YMOIYAHUIO:

«certs\store.pem».

ServerCertificateKey - naponb kntoua ceptnudmkaTta cepsepa. [aponb A0nXeH 6bITb

NewServerCertHash - HOBbIl Xew cepTudunkarta cepsepa.

NewServerCertDomainName - HOBbI JOMeH cepTudukaTa cepsepa.

Hactpoitku NewServerCertHash n NewServerCertDomainName 3agaroT napameTpbl
HOBOro ceptucdukaTta Nnpm NJIaHOBOM 3aMeHe cepTudukaTa Ha cepBepe. MNMocne
3aMeHbl cepTudmkara 3HayeHnsa HacTtpoek NewServerCertHash

n NewServerCertDomainName 3anucbiBaroTca B napamerpbl ServerCertHash
n ServerCertDomainName caiina openssl_pr.ini B Pabouem mecte QUIK.

ClientCertificatesDir - nyTb K gMpekTopumn, cogepxawen ceptudunkaTtbl 49 NpOBEPKU
noanucu. 3HavyeHne no ymonydaHuw: «certs\client».

Cekuusn [TLS Connection Settings]
Cekumst coaepXuT napameTpbl COeANHEHUS !

ServerHandShakeScheme - nogaepxnBaemas cxema ayteHTUdMKauMn. BO3MOXHbIe

3Ha4yeHn4q.

«1» — ayTeHTUdMKaumsa no ceptndukaTty;
«2» — ayTeHTUdunKaumsa B JOMEHE;
«4» — ayTeHTMdMKaLMa NO UMEHU M NapoJSIo;

«7» (N0 yMOM4YaHMIO) — NMOAAEPXKUNBAIOTCH BCE CXEMbI, KpoMe «8» (BOCCTaHOBNEHME
napons);

«8» — BOCCTaHOBJ/IEHME Nnapons;

«32» - ayTeHTMdMKaumMa BHYTPU AoMeHa (M0 AOMEHHOMY MMEHU MOoNb30BaTens).

Mpu noaaepXKe HECKOSIbKMX CXEM 3HAaYeHNE HACTPONKU 3a4a€ETCS B BUAE CYMMbl 3HAUEHUN,

COOTBETCTBYHOWUNX Nogaep>XmnBaeMbiM CXeMaM.

UsedHandShakeSchemePrefer - npegnoututensHas cxema ayTeHTuduUKauun. Bolbupaetcs,

€CNN Yy KNMEeHTa BbibpaH pexuM «0» (onpeaensieTca cepeepoM). Bo3aMoXKHble 3HAUEHUS:
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«1» — ayTeHTMdmKauma no ceptudukary;

«2» — ayTeHTUduUKaumsa B JOMEHE NO NIOrMHY U Naponio;

«4» (N0 yMOM4YaHuo) — ayTeHTudurKaumsa no UMeHn 1 Naponio;
«8» — BOCCTaHOB/IEHME Napons;

«32» — ayTeHTUdMKaLUMSA BHYTPU AoMeHa (MO AOMEHHOMY MMEHW MOJb30BaTens).

SSLProtocols - cnncok AonycTUMbIX K NOAKOUYEHUIO BEPCUMIA NMpoTokona TLS uepes 3ansaTyto.
BO3MOXHble 3HaYEHUS:

«TLSv1.0»;
«TLSv1.1»;
«TLSv1.2».

CA - nyTb K AMPEKTOPUMN, coaepIKaller KopHeBble cepTUduKaTbl. 3HaYEHUE MO YMOAYAHUIO:
«certs\ca».

CRL - nyTb K gnpekTopumn, coaepxawen Cnmckn oto3eaHHbIX ceptudukaTos (CRL). 3HaueHue
no ymon4yaHuio: «certs\crl».

spn_sspi - SPN cepsepa ana Windows. 3HadyeHue N0 yMolYaHuto: «» (Mycro).

spn_gss — SPN cepBepa ans Linux. 3HauyeHne no ymoayaHuio: «» (nycro).

5.5 Hacrpouka MultiPurpose

I KpuntonpoBaiiaep MP ncnonb3yercsa Tonbko ana OC Windows.

Onsa nposepkun DUIM Ha kKoMnbloTepax, rae pacnosioxeHsl cepsep QUIK u cepsepHoit Yactn QUIK
Administrator, fonXHbI 6bITb YCTaHOBNEHbI BCe HEObX0AMMblE KOpHEBble cepTudukaTbl YL. dannebl
C JaHHbIMK cepTudUKaTaMm 3arpyxarTcs U3 BHELWWHUX NCTOYHUKOB U MOryT 6bITb B hopmaTe .p7b,
.pfx, .pem, .cer.

KpuntonpoBaigep MultiPurpose (nanee MP) npenoctaBnsieT cepBUChI ANs UCNOSIb30BaHUS
3NeKTpOHHOW undposon noanucu (SUIM) n wndposaHusa no npotokony SSL (TLS), NOAHOCTbLIO
onnpasiCb Ha BCTPOEHHbIe B onepaumoHHyto cuctemy Windows nHtepdeincol n NpoToOKObI.

PaboTa c 3L ocywecTBAseTcs C NOMOLLbIO COOTBETCTBYHOLWMX KpunTtonpoBangepos (CSP),
BCTpoeHHbIX B OC nonb3oBaTtens.

Mpn ncnonb3osaHuM WngpoBaHusa Mo npotokony SSL (TLS) npoueaypa ayteHTUduUKaumm v
YCTQHOBJIEHUSA 3aLMNLLEHHOIO KaHana npomcxoanT C NoMoLbio nHTepdeinca SSPI (Security Support
Provider Interface) OC Windows. [laHHbI MHTepdeNC NO3BONSIET UCMONIb30BaTh pa3/iIMYHbIE
anropuTMbl WMdpoBaHus, noaaep>XnBaemble yctaHoBeHHbIMM B OC npoBalgepamm
6esonacHocTw.

Mpn HEO6XOANMMOCTU BO3MOXHA YCTaHOBKA AOMNONHUTENbHOro MO, peanusyowero anropnTMmsi,
KOTOpble OTCYTCTBYIOT B 6a30BoM Habope OC. Hanpumep, yctaHoBuB npoBanaep Kpuntolpo CSP,
nosib3oBaTeNlb NOJly4YaeT crefytolne BO3MOXHOCTH:
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e Wcnonb3osaTtb ang cosgaHusa n nposepku DU cooTtBeTcTBYOWwMe TOCT anropmuTtmbl AN
paboTbl B pexxnme DLUIM;

e PaboTaTtb no 3awmuieHHoMy SSL (TLS) kaHany ¢ ncnonb3oBaHueM cooTBeTcTBYOWMNX FOCT
anropmTMoB.

KpuntonpoBaigep MP npenocTtaBnsieT BeCb Heo6xoaMMbIN DyHKLMOHAaN 41 NMoCcTpoeHms SSL
(TLS) 3almiLeHHbIX KaHanoB 1 co3aaHns / nposepku UM, a UMeHHO:

e Cozpanue knoueBbix nap (public/private key). Ecnn B kayecTBe HOCUTENS K/HOYEBOIO

KOHTelHepa mncnonb3ytoTcs 6penokn JaCarta unm eToken Pro (FOCT), To K/AOUM CO3Aa0TCH B
HEN3BNEKAEMON MamMaTu.

o CosaaHue 3anpocoB Ha cepTUdUKaTbl, COOTBETCTBYHOLME CO3AaHHbIM K/THOUYaM.

e YcCTaHOBKa BbIMYLLEHHbIX N0 3anpocy cepTUdMKATOB B COOTBETCTBYIOLLEE XPaHUULLE
ceptudukatos OC.

o AyTeHTUdUKaUUA Nonb3oBaTesns No cepTudnKaTy, No UMEHN 1M Naposo, MO UMEHM U NAPOO
yepes KOHTPoJ/iep AOMEHa.

5.5.1 YcraHOBKa M HacTpoiika NnporpamMmbi

Mpu ncnonb3osaHuu nposaiaepoB Kpuntolpo CSP n CurHan-KOM CSP y6eaurecs,
4TO ycTaHoBJIeHHoe MO npoBaiaepoB UMeeT CEPBEPHYIO JIMLLEH3UIO.

=101 x|
W~ Qaiin  Jeictewe Bwa OwxkHo  Crpaexa |;li|i|
e« E HE5
*~ Korranbo P

=] YnpasneHWe NMUEHZMANMKA
@ KpunTolpo WinLogon
|||E Kpuntolpo CSP
KpunTolpo WinLogon
|||E Kpuntolpo CSP

Kpuntolpo CSP

Cpok AeHCTEMA MueHsm: 0F,08,2014

Thn nuueHs: KnneHTacan apaisep
Bepava npogykTa: 3.6.540

Bepowa kpunTorpadw-eckoro Aagpa (CK3M): KC1 3.6.5355

Biel MoMETE BESCTH HOBEI CEPMMHEIN HOMER, MCMOML3YA COOTEETCTEYIOWYHD KHOMKY Ha
MEHENN MHCTPYMEHTOE MMM KOHTEKCTHOS MEHKD ASHHOMO 3MEMEHTA,

[ns yoranoskk nuuerswonroro (lic) daina socnonesyiTecs anemeHTom “YrpasneHwe
THLEHZAAMK ",

1. lMomecTtute B pabounin katanor cepsepa QUIK dannbl, Heobxoanmble ansg paboTbl NporpaMMbi:

mp_pr.dll;
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mp_pr.ini.

2. YkaxwuTe B danne grypto.cfg cneaytowme HacTporiku npoBanjepa:

B cekumuio [CryptoProviders] no6aBbTe knto4 mp=1:

[CryptoProviders]

mp=1

NobaBbTe B hann cekuuto [mp] cneaytowero Buaa:

(mp]
Module=mp pr.dll IOJIHE WMJIM OTHOCHUTEJIbHBEI NyTh IO MCIOJHAeMOoTo Odaina;
IniFile=mp pr.ini IIOJIHE WMJIM OTHOCUTEJIbHBIM I[IYyTh IO danjia C HacTpoMKaMmu

Ona vcnonb3osaHua DU ykaxuTte cneaytowme kKnwum B cekummn [auth]:
[auth]
sign=secprov.dll

sign provider=MP

3. B 3aBncuMoCTM OT MCnonb3yeMoro pexuma pabotbl (wWmndposaHne nnm SUIM) nponuwuTe
COOTBETCTBYlOWME HACTPOMKM B danne . Cnepytowme HaCTpPOMKN ABMAKOTCS

ob6s3aTeNIbHbIMU K BbINOJIHEHNIO NOb30BaTENEM:

YkaxuTte B cekumn [CUSTOM_STORE] nyTb K panny ¢ xpaHunuiiem ceptndpukaTons
.sto:

[CUSTOM_STORE]

LOCATION=.\usersto TIOJIHBEIM WMJIM OTHOCUTEJIbHEIM NyTh o odania

XPaHUIMIa

YkaxuTte B cekummn [TLS Connection Settings] 3HaueHune kntova CSPCertHash:
[TLS Connection Settings]

CSPCertHash = xem ceprupmxaTa cepsBepa

[na nonyyeHns 3Ha4YeHUS Xella cepBepa OTKPOMTE CO3AaHHbIA cepTudUKaT, UCKOMoe
3HayeHue HaxoamTcs Ha Bknaake Details B none Thumbprint:
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Certificate (7]

General Details |CertiFication Path I

Show: | <all> =]
Field | Value | ;I
Enhanced Key Usage Server Authentication (1.3.6....
Subject Key Identifier a5 af0F 9263 17 e7 dd de eb ...
nuthority Key Identifier KeylD=ff 22 ec 85 c7 8360 3...
CRL Distribution Paints [1]CRL Distribution Paink: Distr. ..
Authority Information Access  [L]Authority Info Access: Acc...
Key Usage Digital Signature, Mon-Fepudia, ..
Thumbprint algorithm shail

25 §T|'||Jr|'|t||:|ri|'|t

Ef Se 21 d2 6f =c bf 37 31 06 51 a5 64 04 0Od
60 27 a% a4 =6

Edit Properties. .. | Copy ko File... I

CkonunpynTe gaHHoe 3HadeHune anda kntoda CSPCertHash, nocne yero o6s3atensHo ybepute

BCe npobensl.

4. B danne quik.ini cepsepa QUIK B cekumn [usend_module] nobaBbTe kntou
crypto_provider_ini_file:

[usend module]

crypto provider ini file=mp pr.ini IOJIHEIM MJIM OTHOCUTEJIbHHM IIYyTh OO Qania

C HacCTpOMKaMu

Ecnu npoBaiiaepoB HECKOJIbKO, TOrAa A1 3aAaHMUA HAaCTPOEeK HY>XHO MCMNoJib30BaTb
HacTpoiky «crypto_provider_ini_file_mp>» - kniou ana sagaHuna
KpuntonpoBaiaepa MP.

5. 3anyctute cepBep QUIK n ybeautecb B Hannumm cnegyowmx CTpok B gaiine events.log:

Crypto provider 'MP' inited IPY MCIOJIb30BAHUM PexyMa MmUbpoBaHMUSA

Sign provider 'MP' initialized successfully IPpM MCHOOJb30BaHMM pexyuMma OUII

6. B nporpamme QUIK Administrator.

5.5.2 Peruncrpauus kjro4uen nonb3oBaTtesien

Perncrtpauunsa kntoyer nonb3oBaTenen BoinonHaeTcs B nporpaMmme QUIK Administrator.
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[nsa npocMoTpa cnucka 3aperncTpupoBaHHbIX Ktoyel BbibepuTe nyHKT MeHio CepBep QUIK /
Bbe3zonacHocTtb / Kntoumn CSP SSPI. Cnucok 3aperncTtpMpoBaHHbIX Ktoyeln oTtobpaxkaeTcs B
Tabnuue cnpasa.

BbibepnTte NnyHKT «[J06aBUTb» B KOHTEKCTHOM MeHt0 Tabnumubl, YTOO6blI OTKPbITb OKHO perncrpauum
HoBoro ksto4da CSP SSPI co cnegyoowmmMm napameTpamu:

Pepaxrvposanme (Knoun CSP SSPI)

MNoneioearens A
Monesosarens m . Metpoe Metp Merpoeny
Vs opranmsaumm ¢ I | [ vk "nerpoem”

KOACM

Mmeer caron

Brageney cepmdnarara FCN=Test client/C=RU
N2 cepruurata [ 615C B602 0000 0000 0014

YaoCToBEPRIOWMI LEHTD . SCN=PC-AGAR-TEST2-CA

Jeiicreyer ¢ 24.05.2016 Me 24.05.2017

Knwou npucecen
Kntou oTossan

Ao CTYNHBIE KARYH

Howmep ceprndura  YaocTosepaowmi uentp Bnageney ceprudmeara AnropurTmM NOANMCH
615C BE02 0000 00C /CM=PC-AGAR-TEST2-CA  /CN=Test client/C=RU

EAMcnonssoeams ana nognuci Tpansakumii
FAWenonesoeats ana w HPPOBAHIMA NOTOKA A3HHEI
[JOrosean

CoxpannTe OTMmetnTe v

Peaaxruposanue (Knroun CSP S5PI) | Dn.

1. «[lMonb3oBaTenb»:

«lMonb3oBaTenb» — py4dHor Beog UID nonb3oBaTens uam Bblbop U3 cnpaBoYHMKa
Ha)xaTMeM KHOMKM «...». B none cnpasa otobpaxarTcs dammnms, MM n 0T4ECTBO
rnosib3oBaTens;

«W3 opraHusaumm c KoaomM» — MHbOPMaLMOHHOE nosie, oTobpaxatolee HoMep
opraHusaunmn B CpaBoYHMKE. B none crnpaBa oTo6pa)XaeTca Ha3BaHWe opraHu3aumnu.

2. «WmeeT kntou CSP SSPI» — nons 3anofiHATCA aBTOMaTU4eCcku nNpu Bblibope kio4a B Tabnuue
«[JOCTYyNHbIE KIO4YN»:
«Bnapeneu ceptudukata» — gaHHble 0 Bnagenbue ceptudukaTa;

«HoMep cepTudmkata» — cepuiiHbIn HOMep cepTudmnKaTa, NMPUCBOEHHbIN AaHHOMY
nonb3oBaTento;

«Y[0CTOBEPAOLWNIN LEHTP» — AAaHHble 06 YAOCTOBEPSIOWEM LIeHTPE, BbiMyCTUBLLEM
cepTudmkar.

<<,£|,el7ICTByeT C .. N0 ..» — Aata Hayana M OKOHYaHUS AencTBUS CepTVICbMKaTa.
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3. «[loCTynHble KN4UYM» — rnepeyeHb MAeHTUPUKATOPOB KOUEN, coaepKallunxcs B BbiIbpaHHOM
darine n pocTynHbIX ANna ucnonb3oBaHus. UHdpopmauuns npeacrasneHa B Buae Tabnuusbl,
B cToNnbuax oTobpaxalTca cneayrowme napameTpbl:

MapameTp Ha3HauyeHue

Homep cepTtudmkaTta CepuiHbIn HOMep cepTudukaTa

YA0CTOBEPAOLWMUIA LLEHTP Ha3BaHue ya0CTOBepSOWero LeHTpa, BbiMyCTUBLUEro cepTudukaT
Bnapeney ceptudukaTta Mmsa Bnagenbua ceptudukarta

AnropuTtM nognucum HanmeHoBaHMe anropmTtMa, UCMNosb3yeMoro ans dgopmmpoBaHms DM

HanmeHoBaHWe anropnTMa, UCNOJIb3yeMOro Ans NOTOKOBOIO
AnroputMm wmudpoBaHUs
WwndpoBaHUa AaHHbIX

Email Email
[ata Havana Cpok Havana gencreusa ceptudukaTa (Bblaayn)
[ata okoH4YaHus Cpok OKOHYaHus AencTeuna ceptudukaTta

«Bbi6op kntoua» — Bblbop danna c Kavamu.

4. «lcnonb3oBaTb A8 NOAMNUCU TPaH3aKUMIM» — NPU3HAK UCNO/b30BaHUS K/to4ya U3 yKasaHHOro
cepTudmkKaTa ansg GopMmMPOBaHUSA INEKTPOHHOM LMDPOBON MOAMUCU HA NOPYYEHUAX KNIMEHTa.

5. «Wcnonb3oBaTb AN WNdPOBaAHMA NOTOKA AAHHbIX» — NPU3HAK UCMOMb30BaHUA cepTudmrkaTta
ANns wudpoBaHUSA AaHHbIX, NepeAaBaeMbiX MeXAy Nosb30BaTesleM U cepBepoM 6pokepa.

Mepen cnonb30BaHMEM AaHHOIO CBOMCTBA o6paTtutech B Cnyx6y TeXxHnYeckomn
noaaep>xkn QUIK: .

6. «OTO3BaH» — Mpu yCTaHOBMEHHOM dnaxkke cepTudunKaTt coxpaHseTcs B 6ase, HO ero
MCNONb30BaHNe 3anpeLLeHo.

HaxatneM KHonku «CoXpaHuTb» HaCTPOWMKW Mosib30BaTeNns coxpaHsatoTca. KHonka «OTMEHUTb»
CNYXWUT ANS BbIX0Aa U3 OKHA perncrpaumm ceptudurkaTos.

Mocne perncrpaumn kntoya Bbibepute NyHKT MeHtio CepBep QUIK / Monb3oBarenu
N B OTKPbIBLLEMCS CMpaBOYHMKE HanaAUTe Nonb3oBaTeNs, KOTOPOMY Bpy4YeH KoM,
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3neKTpoHHan Wb poEaR Nognnuce CSP SSPI =

[T Nognuce oéazarenswa

Knarumn 3nekTpodHoi undposoii noanucu

Homep ceptudmkara Orossan
6ABE ET4A 0001 0000 004F Her

B okHe pegakTMpoBaHus BbibepuTe M3 BbiNadatowWwero Crncka TUM 31eKTPOHHOM LuMdpoBoii
noanmcn «CSP SSPI», BkntounTe dnaxok «lMoannce obsizatenbHa» M HAaCTpoOWTe BblOpaHHbIN KJItoY
2Un, HaxaB Ha KHOMNKY «M3MeHUTb...»:

B Knroud 3ASKTROHHO R UWPPOBORA NognneK x

e nfiHoMep cepTiidiika YAOCTOEEPADLLIMA LEHTP Baageney cepTrdukara
16124 EA34 0000 00 /CN=PC-AGAR-TESTI-CA /CN=Test4

JoGaents WamennTs Yaanute
CeoiicTea knioua
@ Wecnonesosate gns nognucy TpaMsaKuymi
Wenonssosate 4na WK poBIHUA NOTOKE AAHHBIX
[JOrosean

Otmena

CoxpaHunTe HacCTpOMKK HaxaTueM KHoMku «CoxpaHuTb».

Y1066 HacTpouTb ceptTndukaTbl CryptoPro yepes QUIK Administrator, Heo6xoammo nponucaTtb
nyTb K .sto danny, cogepxalwemy ceptudumkaTbl KnMeHToB. Kak npaBunio, ato dann userstore.sto,
KOTOPbIAN HaxoamnTcs B ampektTopumn c cepeepoM QUIK. [ns aToro B dansie HaCTpoeK ak3eMnsipa
cepBepa QUIK (no ymonuanuio: «mainbase.ini») nobaebte B cekumio [QuikCryptoProvider]
napameTp Storage. Hanpumep:

[QuikCryptoProvider]
CryptoType=CryptoPro
Storage=..\quikl\server\userstore.sto [IOJIHBIA I

OTHOCUTEJIbHEIN OYTh OO Odalia XpaHWUIuia
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B cnyuae ncnonb3oBaHusa cepTudumKaTa He TONbKO ANs WwndpoBaHus Tpadumka, HO U Ans noanucm
TpaH3akuuin, gobasbTe cepTudukar nonb3osatens B Cepsep QUIK / besonacHocTb /
Ceptundpukartnbl CryptoPro:

[Cepeep QUIK] Xpanunuie ceptuduratos x
Coaepsammoe xpannnnwa cepmmguraroe Quik
Dunstp Quucture
Homep ceprudmke  YaocToseparowmii uentp Bnageney ceprudmnkata ANropuTM NoANKeK Ar
7C00 0026 2615 245/CN=Tecroswii ¥L| 000 "KF/CN=User/0=Org/Email=us 1.2.643.7.1.1.3.2 1.2.
HADD D000 1C6B D2 /CM=CFRONT-MP fCM=Meanoe Mean Weansiy, 1.2.240.113548.1.1.5 1.2.
< >
Yaanute
Daiin ¢ cepTudmKaTaMN
Dailn cepTpuKaToe
Homep cepTudura  YAoCTOBEPAIOWMI UEHTD Enageney ceprudmrara Anroputi noanwcu Ar
£ >
JoBaente ceptud Aot ce ceprindm

B none «®ann ceptndunkaToB» yKaxuTte NyTb K cepTudunkaTy KineHTa un Bblibepute «[JobaBntb

ceptTndukaT».

5.5.3 MpoBepka NoaIMHHOCTU cepBepa

Ecnu ceptudunkaTt dopmmpyeTtcs yepes web-nHTepdenc yaoCcToBepsoLWEro LeHTpa, To A5 paboThl
no npotokony SSL (TLS) pacwmpeHne «YnydleHHbli Ko4u» cepTtudukaTta cepBepa AOKHO
coaepxaTb Lenb «[poBepka NOAMHHOCTM cepBepa». DTO HEO6X0ANUMO ANS NOATBEPKAEHUS
NOAJIMHHOCTU CepBepa KMeHTaMu:
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Ceptudukar — - [ﬁ

-— ——— —

| OBuwe | CocTas | MyTi cepTudmKaLm |

MokasaTb: [<Bce> v
Mone 3HayeHue -
[Elvsaarens Test Center CRYPTOFRO, CR....
E_\ QeiicTBuTEneH C 15maq 2014 r, 11:06:53
LJ [eiicTBUTENEH NO 4 okTabps 20141, 14:09:41 =
[l cybuexr RU, NSO, Novosibirsk, ARQA, ...
(=] oTxpbrTIt Kniow FOCT P 34.10-2001 (512 Bits)
51 Ynyawerioiiinon _ Mposepka noanvkHocTH cepe... |
\L_Il‘ MaeHTudmkaTop Kntoda cy... 14 7fdec7ea 7bc890 16dc...
Filuneuruhisearon kniaua e Uneutudiscaton knoua=Ad R

MpoBepka noanuMHHOCTM cepeepa (1.3.6.1.5.5.7.3.1)

CBOICTBa. .. ‘ [Igonmposa'rb B dann... J

nOﬂDOGHEE 0 cocTase CEETHQHNET&

5.5.4 ®opwmart danna HacTtpoek wudpposaHma MP

B danne mp_pr.ini 3agatotcs HacTpokn wnudpoBaHmsa cpeactsamm 6ubnmorekn kpuntorpadpum
MP.

Cekuus [Crypto Provider Settings]
CeKuus CoaepXuT onncaHme HacTpoeK KpunTonpoBangepa, HeobxoanMMblx ans nposepku DLUIM.

Onsa pabotbl UM ykaxuTe KNOUYEBO KOHTEMHEP OAHUM U3 CNeaylowWmx cnocoboB:

1. YKasaHue napaMeTpoB KOHTelHepa:

CSPName - nmsa nposangepa CSP (Cryptographic Service Provider), ncnonbsyemoro
cepTudunKaTomM.

CSPContainerName - Mg KNOYEBOrO KOHTENHepa.

CSPType - T1un npoBangepa CSP.

Ecnm He yka3aH napameTp CSPName, cuctema npepocrasnsier nposaiaepa CSP,
Ha3Ha4YeHHOro No yMOJIYaHUIO AJIA YKa3aHHOro TMna Kpunrtonposanaepa.

2. YkasaHue danna ceptudmkaTta, CBA3aHHOMO C K/IIOYEBbIM KOHTEMHEPOM:

CSPCertFileName - nyTb K panny ceptndumkaTta.

3. YkasaHue xewa CepTVI(bVIKaTa, CBA3aHHOIO C KJ1lo4EBbIM KOHTeVIHepOM:

CSPCertHash - xew ycraHoBneHHoro ceptudukara.

Onsa nonyyeHus xewa ceptudumkara:

OTkpownTe dann ceptndukaTa;
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MepenanTte Ha Bknagky «CocTaB»;

CkonupyiiTe 3HauyeHne nonsa «OTnevyaTok», yaanute npobernsbi.

JononHutenbHble NnapameTpbl HacTpolikn DUIM (HeobsA3aTenbHbIE):

CSPUselInService - npusHak paboTbl KpunTonpoBanaepa B TUXOM pexnme. Bo3mMoxHble
3Ha4YeHuns:

«0» — kpunTonpoBalaep paboTaeT B UHTEPAKTUBHOM peXUME;

«1» — kpuntonposalaep paboTaeT B TUXOM pexmnme.

Mpu paboTe B TMUXOM peXXMMe KpUnTonposaigep He B3auMoaencTByeT
C nonb3oBaTesieM, U NpU HEO6XOANMOCTU MHTEPAKTUBHOIO B3aUMoOAenCcTBuUA
(HanpuMep, ANA BBoAa NapoJisl AOCTyNna K KOHTelHHepy) BO3HUKHET owunbka.

CachKeyAndCertificates — npusHak KewmpoBaHus Kno4en n cepTMdUKATOB ANS YCKOPEHUS
nocneaywLero 4ocTyna K HAM. Bo3MOXHble 3HavyeHus:

«0» - He KewnpoBaTb;

«1» - KewunposaThb.
CSPUselLocalMachineStore — MecTo pacrnonoXxeHus CEKpeTHOro kwda. Bo3aMoxHble
3Ha4vYeHuns:

«0» (N0 yMOM4YaHMIO) — KJIOY HAaXOAUTCS B XpaHuMLLE TeKyLlero nonb3oBartens;

«1» — K04 HaxXoAMTCA B JIOKASIbHOM XpaHUAuLWe KoMnbloTepa.
CheckRevocation - npusHak npoBepkn ceptudunkata Ha O0T3biB. BO3MOXHble 3HAYEHUS:

«0» - npoBepka He NMpoBOAUTCS;

«1» — npoBepka NpoBOAMUTCS.
UselLocalCA - npu3HaK UCNo/b30BaHUS JIOKaNbHOMO XpaHunuuia cepTmdunkaTos. Bo3MoxHble
3HaYeHus:

«0» — nokanbHOE XpaHUIULLE HEe UCMONb3yeTCs.

«1» (N0 yMONn4YaHWIO) — NoKasibHOEe XpaHWUunLLE UCNOSb3yeTCs.

CA - nyTb K NOKanbHOMY XpaHunuwy ceptudmkaTos CA. 3Ha4YeHMe Mo YMONYaHUIo:
«certs\ca».

CRL - nyTb K /IOKaNbHOMY XpaHWNLLY CINCKA OTO3BaHHbIX cepTudmkaTos (CRL). 3HaueHue
no yMon4yaHuio: «certs\crl».

Cekuusn [Certificate Stores]
CeKLl,VIFl COAEPXUNT onNnCaHne XpaHuauula CepTVICbVIKaTOB, B KOTOPOM OCYLWEeCTBNAETCA NONUCK
cepTndmKaToB A5 HACTPONKM PeXMMOB WndpoBaHna v JLM:

I Heo6xoaMMo0 yKka3aTb KaKk MMHUMYM OQHO XpaHUMLLe CepTU(hUKaTOB.
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MY - npu3sHakK MCNoSb30BaHUA CTaHAAPTHOMO JIMYHOIO XpaHunanwa ceptTudurkKaTos
nonb3oBaTtens. Bo3aMoXHble 3Ha4YeHUs:

«0» - He ncnonb3lyeTcs;

«1» — Mcnonb3yeTcs.
CA - npu3HaK MCrosib30BaHMsA CTaHAAPTHOrO XpaHunuwa ceptTudmKaToB LEHTPOB
cepTndmkaumm. BoaMoxHble 3HaYEHUS:

«0» - He ncnonb3lyeTcs;

«1» — Mcnonb3yeTcs.
ROOT - npu3HaK UCNosb30BaHUS CTaHAAPTHONO KOPHEBOro XpaHunuuwa. Bo3MoxHble
3Ha4yeHus:

«0» - He ncnonb3lyeTcs;

«1» - ucnonb3lyeTcs.
SPC - npu3HaK UCNoJib30BaHMS CTaHAAPTHOro XpaHunauuwa ceptudukaTos NnpomnssoanTtenen
MO. BO3MOXHble 3HAaYeHUN:

«0» - He ncnonb3lyeTcs;

«1» - ucnonb3lyeTcs.
CUSTOM_STORE - npu3HaK UCNo/ab30BaHUSA CTOPOHHEro BHEWHEero XxpaHunnumuwa. Bo3moxHble
3Ha4yeHus:

«0» - He ncnonb3lyeTcs;

«1» - ucnonb3lyeTcs.
CUSTOM_DIR - npu3HaKk MCNoab30BaHUSA ANPEKTOPUM AN XPaHEHUS CEPTUDMKATOB.
BO3MOXHble 3Ha4YeHus:

«0» - He ncnonb3lyetcs;

«1» - ucnonb3lyeTcs.

Kaxxgoe xpaHunuiie onucbiBaeTcd OTAENbHOW ceKkumnen Bmaa

Cekumsa [<xpaHunuwe>]
HOST - X0CT, Ha KOTOpOM pacnosiaraeTcs XxpaHunuuie. 3HadeHune: «.» (Touka).
LOCATION - dum3myeckoe pacrnonoxXeHne XxpaHunumuia.
TYPE - Tvn XxpaHunuwa. Bo3MOXHble 3Ha4YeHns:
«1» — CUCTEMHOE XpaHunuLLe;
«2» — BHellHee XpaHwuLe, pacrnofioXeHHoe B onpeaeneHHoM danne;
«3» — AnpekTopusa ¢ darnnamm ceptudmKaTos.

UPDATABLE - npusHak o6HOBNSE€MOro xpaHunuvuia. Bo3MoXHble 3Ha4YeHUS:

«0» - 3anpeweHo 06HOBNATD;
«1» — pa3peweHo 06HOBNATb.

PRIORITY - npuopuTeT. 3HaUYeHne: «1»,

MHcTpykums no yctaHoBke CepBepa QUIK 111



Mpumep:

[CUSTOM STORE]

HOST=.
LOCATION=D:\quik\server\cpstorage\userstore.sto
TYPE=2

UPDATABLE=1

PRIORITY=1

Cekuusa [TLS Connection Settings]
Cekumsa cogepXut HacTpomkm TLS-coegmnHeHuns.

SSLProtocols - cnncok ncnonb3yeMbix BEpCUA NPOTOKOA0B (Yepe3 3ansaTyto). Bo3MoXHble

3Ha4yeHn4q.

TLSv1;
TLSv1.1;
_  TLSv1.2 (no ymon4yaHuio).

Onsa paboTbl B pexuMme wndpoBaHns HEOBX0AMMO yKa3aTb 3aKpbITbi K04, [na 3TOoro
YKa3blBaeTCs cepTudmKaTt, NpmMBsA3aHHbIN K 3aKpPbITOMY K/IHOYY OAHUM U3 CneayrLwmx cnocobos:

1. YkasaHue napaMeTpoB KOHTENHepa:

CSPName - nmsa CSP (Cryptographic Service Provider) npoBangepa, ncnosib3yemoro
cepTudunKaTom.

CSPContainerName - nms K/1104€BOro KOHTenHepa.
_ CSPType - Tun CSP-npoBaigepa.
Ecnm He yka3aH napameTp CSPName, cuctema npeaocrasnsetr CSP-npoBaiaepa,
Ha3Ha4YeHHOro Mo yMoJIYaHUIO A/ YKa3aHHOro TMna KpMnrtonpoBaiaepa.

2. YkasaHue daiina ceptudukara:

CSPCertFileName - nytb n uma danna ceptudukara.

3. YkasaHue xelwa cepTudurkaTa, CBA3aHHOIO C KJIHOUYEBLIM KOHTEMNHEPOM:
CSPCertHash - xew ceptudukaTa.
MapaMeTpbl HACTPOMKM ayTEHTUDUKALMNN:
UsedHandShakeScheme - cxema, ncnonbsyemasn gns ayreHtudmkaumm. BoaMmoxHble
3HaUeHus:

«1»" — ayTeHTMdMKauma no ceptudmkaTty (nposepka nNo ceptudukarty,
npenocTaBNeHHOMY K/IMEHTOM BO BpeMs yCcTaHoBKM SSL/TLS-coegnHeHuns);

«2»" - aYTEHTVI(bMKaLI,MFI B AOMEHE MO NOrMHy " nNaposto,
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«4» (No yMonyaHu)" — ayTeHTUDMKALMS MO UMEHU NOMb30BATENS U Maposo;

«8» — BOCCTaHOBJ/IeHWe Nnapons;

«32»" — ayTeHTUdUKaLMSA BHYTPU AOMeHa (MO JOMEHHOMY MMEHU MOMb30BATENSA).

(*) CoBMecTMMOCTb CXeM ayTeHTU(PUKaALMN Ha CEpBepe U Y KJIMeHTa:

1. Ecnun Ha cepBepe HacTpoeHa cxeMa « 1>, TO KJIMEHT MOXXeT UCMO0JIb30BaTb CXEMbI
«K1» n «4»,

2. Ecnun Ha cepBepe HacTpoeHa cxeMa « 2>, TO KJIMEHT MOXXeT UCNOoJib30BaTb CXEMbI
«2» N «4>».

3. Ecnum Ha cepBepe HacTpoeHa cxeMa «4>», TO KJIMEHT MOXKeT NCNoJib30BaTb
TOJIbKO CXEMY «4>.

4. Ecnn Ha cepBepe HAacCTpoeHa cxeMa « 32>, TO KJIMEeHT MOXEeT UCMNOoJIb30BaTb
TOJIbKO CXEMY « 32>,

JononHuTenbHble NapaMeTpbl HACTPOMKN pexmnma WwndposaHus (Heoba3aTenbHbIE):

CSPUselInService - npusHak paboTbl KpunTonposanaepa B TUXOM pexunme. Bo3MOXHble
3HaYeHus:

«0» — kpunTonpoBanaep paboTaeT B UHTEPAKTUBHOM PEXUME;

«1» - kpuntonposaraep paboTaeT B TUXOM pexumMe.

Mpu paboTe B TUXOM peXXuMe KpuntonpoBanaep He B3auMoaencreyer
C NnoJib30BaTesieM, U NpU Heo6Xo0ANMMOCTU MHTEPAKTUBHOIo B3aMMoaAenucTBus
(HanpumMmep, 4NA BBoAa Naposia AOCTYyNa K KOHTellHepy) BO3HUKaeT owmnbka.

CSPUseLocalMachineStore - MecTo pacnonoxeHus ceKpeTHoro kit4da. Bo3aMoxHble
3Ha4YeHus:

«0» (N0 YMONYaHUIO) — KJIH0Y HaXoAMTCs B XpaHWUULLE TEKYLLEro Nofib3oBaTens;

«1» — K/I0Y HAaXoAMTCSA B JIOKAJIbHOM XpaHUAULLE KOMMbIOTEpPA.
CheckRevocation - npusHak npoBepku cepTudmnkaTa KpMnNnTonposamaepoM no Crnmcky
0TO3BaHHbIX CEPTUHOUNKATOB. BO3MOXKHbIE 3HAUYEHUS:

«0» — NpoBepKa He NpPoOBOAMUTCS;

«1» — npoBepKa NpoBOAMUTCS.
IOBufferMaxSize - pa3smep 6ydepa (B 6anTax) AaHHbIX ANg WndpoBaHUs. 3HavyeHne
no yMon4yaHuio: «65536».
CheckClientCert - npusHak nposepku ceptudmkaTa KIMeHTa 4ONOSHUTENbHbIMU CpeacTBaMmn

OC Windows.
spn_sspi - SPN cepsepa ang Windows. 3HadeHne No yMondaHuio: «» (Nycro).
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Cekumsn [TLS Extra Parameters]
Cekumsa conoepXnT HaCTPOMKM AN MNaHOBOM CMEHbI cepTUdUKaToB cepBepa (HeobsizaTenbHbIE).

HacTpoiku ana nnaHoBOW CMeHbl cepTudUKaTa A0J/HKHbI 6bITb 3aAaHbl
OO0 UCTeUEeHUa CPoKa AeNCTBUA Tekyllero ceptudukara. NMocne cMmeHbl cepTudukarta
HACTPOMKM yaansoTCca.

NewServerCertHash - 3ameHa cepTudmkarta cepBepa yepes xew. Bo3MoXHbIe 3HaYEHUS:

Xell HOBOro ceptudurkata cepeepa — Nocne 3aMeHbl ceptTudurkaTa 3TO 3Ha4YeHne
3anucbiBaeTcs B HacTpoliky ServerCertHash daiina knnenta mp_pr_client.ini,
a 3HauyeHune HacTponkun NewServerCertHash ygansercs.

«DELETE» — oTMeHa npoueaypbl 3aMeHbl cepTudukara.
«» (MyCcTO, MO YMO/AYAHMUIO) — 3HAYEeHNE He 3a4aHo.

NewServerCertDomainName - cMeHa cepTudmkaTa cepBepa 4epe3 AOMEHHOE NMS.
Bo3MOXHble 3Ha4YeHns:

AOMEeHHOe MMs HOBOro ceptudurkaTa — nocne 3aMeHbl cepTuduKaTa 3TO 3HaAUYEHme
3anucbiBaeTcs B HacTpoliky ServerCertDomainName danna knmeHta mp_pr_client.ini,
a 3HaudeHue HacTponkn NewServerCertDomainName yaansetcs.

«DELETE» - oTMeHa npoueaypbl 3aMeHbl cepTudukaTa.

«» (MyCcTO, MO YMOAYaHMIO) — 3HAYEeHNE He 3a4aHo.

5.5.5 MpumMmep daina mp_pr.ini

[Crypto Provider Settings]

CSPName=Microsoft Enhanced Cryptographic Provider v1.0
CSPCertHash=2c3c48279695e2f058ba2acee9e75403bbc34b97
CSPContainerName=Test Container

CSPType=1

CSPUselInService=0

CachKeyAndCertificates=1

[Certificate Stores]
MY=1

Ca=1

ROOT=1

SPC=1
CUSTOM_STORE=1

[MY]

HOST=.
LOCATION=MY
TYPE=1
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[CA]

HOST=.
LOCATION=CA
TYPE=1
UPDATABLE=1
PRIORITY=1

[ROOT]

HOST=.
LOCATION=ROOT
TYPE=1
UPDATABLE=1
PRIORITY=1

[SPC]

HOST=.
LOCATION=SPC
TYPE=1
UPDATABLE=1
PRIORITY=1

[CUSTOM STORE]

HOST=.
LOCATION=D:\QUIK\Server\CPCerts\userstore.sto
TYPE=2

UPDATABLE=1

PRIORITY=1

[TLS Connection Settings]
CSPCertFileName=enhanced cert.cer

UsedHandShakeScheme=1

[TLS Extra Parameters]
NewServerCertHash=2c3c48279695e2f058ba2acee%9e75403bbc34b97

NewServerCertDomainName=DELETE

5.6 Hacrpouka Kpuntollpo

YbeauTech, uto yctaHoBneHo MO Kpuntollpo Ha KoMMnbloTepax, rae pacnonoxeHol cepeep QUIK u
cepBepHas 4Yactb QUIK Administrator.

Ons nposepku DUIM Ha KoMnbioTepax, rae pacnonoxeHsl cepsep QUIK u cepeepHoin yactn QUIK
Administrator, gonkHbl 6bITb YCTaHOBNEHbLI BCe HeobxoAMMble KOpHeBble cepTudukaThl YL,. ®annbl
C AaHHbIMKU cepTudUrKaTaMm 3arpyxarTcs U3 BHELIHMUX UCTOYHMKOB M MOryT 6biTb B dhopmaTe .p7b,
.pfx, .pem, .cer.
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5.6.1 YcraHoBKka ceptudukartoB YL Ha cepBepe QUIK npu pa6orte Ha Windows

Mpu pabote Ha Windows cepTtudunkaTtbl YL A0mXHbI 6bITb YCTAHOB/IEHBI B CUCTEMHOE XpaHunumue
KOPHEBbIX JOBEPEHHbIX CEPTU(PUKATOB TOWM CMCTEMHOW 3anmcn, noa Kotopon pabotaet cepsuc MO
cepBepa QUIK mnun cepeepHas 4actb QUIK Administrator. O6bI4HO MCNONBb3YETCA aKKayHT
onpeaeneHHOro nosb3oBaTesns, AN KOTOPOro Hy>XHO ycTaHaBnmMBaTb cepTudumKkaTbl, paboTas
yepes akKayHT gaHHoro nonb3osatens. Ecnu MO paboTaeT yepe3 CUCTEMHYHO YYETHYHO 3anuchb,
cepTudmKaTbl YCTaHABNMBAKOTCA B XpaHW/INLLE NOKAIbHOro KOMMbloTepa.

YcraHoBKa cepTudukarta YL B xpaHunuuwe «JlokanbHbl¥ KOMNblOTEp>» / «[loBepeHHble

KOpPHEBbIe LEeHTPbl cepTudukaumm»

1. OTkpomnTe nony4deHHblin dann ¢ ceptudumkaTom YL. HaxkMmnte KHOMNKY «YCTaHOBUTb
cepTudukar...».

wh Ceptudukar X

Obwme Coctas MyTb cepTUdMKALIM

;’:,1?‘ Ceepenns o cepTudukarte

Her gosepuna K 3ToMy Kop y cepTudukaty
ueHTpa ceprudmukauymt. Ytobbl BKNOUNTL goBepHe,
YCTaHOBHTE 3TOT CepThHKAT B XpaHwinuie
[AOBEpPEHHbIX KOPHEBbIX CEPTHDUKATOB LIEHTPOB
ceprnduKaLm.

Komy Bbigan: Tectosbiit YL, 000 "KPMMTOPO™

Kem BbigaH: TecTosbiit YL, 000 "KPUMTO-IPO™

Oeiictentenen ¢ 10/4/2024 no 1/4/2025

YCTaHOBUTb CepTUDUKAT. .. 3aqBnEHUE NOCT SBLMKE
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2. B oTKpbIBLIEMCS OKHE «MacTep MMnopTa cepTUdUKaToB» yCTaHOBUTE (hiaXok «JloKanbHbIN
KOMMNbIOTEP>» N HaxMuTe «[anee».

£% Mactep umnopTta cepTdukaTos

Macrep umnopra ceptudpmkarTos

3TOT MacTep NoMOraeT KONMPoBaTh CEPTUMMKATDI, CIMCKN AOBEPUS W CIIUCKM 0T 3bIBa
CepTUPMKATOB € NOKANBHOr0 AMCKA B XPaHUNMILE CEPTUHKATOB.

CepTUdUKAT, BblAaHHDBI LEHTPOM CEPTUOMKAELUIM, SBNSETCA NOATEEMKAEHNEN Balueit
NMHHOCTM W COAEPHRUT MHDOPMALYID, HEOBX0AMMYIO ANS 3aWMTEI AaHHBIX UK
YCTEHOBNEHNA 3aLUMLLEHHBIX CETEBbIX MOAKMOYEHWA. XpaHunuwe cepTUdUKaTos —
3T0 06NacTb CUCTEMbI, NPeaHasHaYeHHas ANA XpaHeHUs cepTUBMKAETOB.

PaCcnonoxXeHue XpaHunuwa
O Texkywwmit nons3osatens

(®) NokanbHslit KoMIbIOTED

[lns NPOAOIIKEHNS HEXMUTE KHOMKY “flanee”.

& Nanee Ormena

3. B OTKpPbIBLLUEMCS OKHe «XpaHunuuie CepTMCbMKaTOB» BbIMNONMHUTE Cneayouwune AeNCTBuS:

X

€ &% Macrep umnopTa cepTUduKaTos

Xpanunuuie ceprudukaTos

XpaHUMMILE CepTUMKATOB - 3TO CUCTEMHBIE 0BNaCcTH, B KOTOPLIX
XPaHATCH CEpTUMKATEL.

Windows aBTOMaTM4ECKM BLIBEPET XPEHUANLLE, MW Bbl MOXETE YKa3aTb
pacrionoxerue cepTuduKaTa BpyyHyIo.

(O AsToMaTHuECKM BLIGPATE XPAHUMMLLE Ha OCHOBE THNA CEPTMOMKATA
(®) MoMecTUTb BCe CEPTUBMKATLI B CNEAYIOWEE XPAHUIWLE

XpaHunmwe cepTuduKaTos:
I JloBEpeHHbIE KOPHEBbIE LIEHTPbI CEPTUDMKALYM Of30p...

Janee OtmeHa

YcTtaHoBUTe hnaxxok «MoMecTuTb BCce cepTUdmMKaTbl B Cleaytolee XpaHuauiwe;
BbibepuTe xpaHunuuie «[JoBepeHHble KOPHEBbIE LEHTPbI cepTUdUKaLUN>»;

HaxMmute «[anee».

Q NHcTpyKkums no yctaHoBke Cepeepa QUIK 117



MpoBepka ycTaHOBKU cepTudunkata YL B xpaHnnuue «JlokanbHbIN
KoMnbloTEep>» / «[loBepeHHble KOPHEeBble LeHTPbl cepTucdunkaumm>»
1. HaxmuTte «[llyck».

2. Habepwute «certim.msc».
3. BbibepuTe npeanoXxeHHy rnporpamMmmy.

4. Y6eputecb, uyto ceptudukaTt YL yctaHoBNEH B «[JoBepeHHbIE KOPHEBbLIE LIEHTPHI
cepTndmKaunm» B OTKpbIBLIEMCS OKHe «certlm — [CepTudurkaTtbl — JIoKanbHbIA KOMNbIOTEP]».

5.6.2 YcraHoBKa ceptudukaToB YL Ha cepBepe QUIK npu pa6ore Ha Linux

HacTtpoika npomnsBoanTcsa npu Hanndmm daina, B KOTOPOM HaxXOAUTCS KOPHEBOW cepTudukart
MoJly4yeHHbIN oT YLI.

YcTaHOoBKa cepTudmMKaToB noj nosib3oBartesieM arqasrv

Mpu pab6oTe Ha Linux ncnonb3yeTcsa nosib3osBaTtesib C onpeaesieHHbIM UMEHEM,
MO QUIK ycraHaBaMBaeTCs OT NoJib3oBaTesiIs C UMEeHeM — arqastrv.

1. CkonupynTte noay4yeHHbIn oT YL dain ¢ KopHEBbIM cepTUdUKATOM, HanNpMMep, B narky
/opt/arqasrv/quik/quik/CryptoPro (roe pacnonoxeH cepsep QUIK). Hanpumep:
«certnew.p7b».

2. BbinonHuWTe KOMaHAy B Katanore c «certnew.p7b»:

sudo chmod 777 ./certnew.p7b

3. lMpoBepbTe Bnagensua darna ceptmdunkaToB «certnew.p7b» KoMaHOOM:

ls -1 ./certnew.p7b

Ecnu Bnapeneu daina «certhnew.p7b>» otanuyaerca ot nonb3oBartens arqasrv,

BbIMOJIHUTE KOMaHAY:

sudo chown -R argasrv: *

Ecnm cuctema pabotaert nog nonb3oBaTtesieM, OT/IMUHbIM OT arqasrv (Hanpumep,
arqa), To Ans CMeHbl NoNb30BaTesisl Ha arqasrv BbINOJIHUTE clieAylolmne KOMaHabl:

BbinonHUTE KOMaHAy AN HaCTpOﬁKM npaB NoJib3oBaTeNnA:

sudo su -
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[sudo] mnaporyb mnsa arga: (BBeguTe NapoJib OT root IJig IOJb30BaTess arda)

CMeHunTe nonb3oBaTensa Ha arqgasrv KOMaHAoM:

sSu - argasrv

4. YcraHoBuUTe cepTUdUKaThbI:

Mepengnte B MECTO pacnosioXeHns XpaHunnwa «certnew.p7b», rae oH 6bi1 coxpaHeH
(/opt/arqgasrv/quik/quik/CryptoPro);

YcTaHOBUTE KOpPHEBbIE cepTUdUKaTbl KOMaHAoM (cepTudurkaToB MoOXeT bbiTb
HEeCKOJIbKO B KOHTenHepe dopmaTa PKCS7):

/opt/cprocsp/bin/amd64/certmgr -install -store root -file certnew.p7b

pe:

«/opt/cprocsp/bin/amd64/certmgr» — meHeaxep cepTUdnKaTOB;
«-install» - komMaHAa ycTaHOBKKN cepTUdUKaTOB;
«-store root» — xpaHununwe KOpHeEBbIX JOBEPEHHbIX CEPTUPUNKATOB;

«-file certnew.p7b» — nmsa daiina KOHTeNnHepa, coaepkaliee KOpHeEBLIe
cepTudukaThbl.

Mpumep:

B pe3ynbTaTe BbINONHEHUA KOMaHAbl, 0TO6pa3nTCcsa CNMCoK cepTudmnKaTos,
KOTOpble HAaXOAATCA B yKa3aHHOM KoHTelHepe. lNMoa HoMepoM 1 ceptudumkat «YL»,
KOTOpbIN HEO6XO0AMMO NOCTaBUTb B «[l0BEPEHHbIE KOPHEBbIE LIEHTPbI
cepTudunkaummn».,

3maTesb : OI'PH=1234567890123, MHH=001234567890, STREET=yJ.
CymeBCcKMuM Baj n. 18, C=RU, S=r. Mockpa, L=Mockpa, O0="000 ""KPHUITO-IIPO""",
CN="TecTorpmt YI[ OO0 ""KPUIITO-IIPO"""

CyOBeKT : OI'PH=1234567890123, MHH=001234567890, STREET=yJ.
CymeBCckuM Bajg n. 18, C=RU, S=r. Mockea, L=Mockra, O0="0O00 ""KPHUIITO-IIPO""",

CN="TectTosent YL OO0 ""KPUITO-IIPO"""

CepUMHEM HOMED : Ox3AF80A1332834D994C4E6FO0ADO7C8FAD

SHA1l oTneuaTok : 41dcbff2ael102339%cedd0d5100££fb8e6018353d
NneHTudmkarop kJjwoda : €4c08096e4b47834123c22b975cd96204330b023
ANTOPUTM NOINMCH : TOCT P 34.11-2012/34.10-2012 256 6ur
AJITOPUTM OTKP. KJI. : TOCT P 34.10-2012 256 6ur (512 06wur)
Beiman : 04/10/2024 12:22:02 UTC

JlcTekaeT : 04/01/2025 12:32:02 UTC
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CchlJIKa Ha KJIY : Her

Haxxmute «1» n «Enter».

Onsa KoHTelHepoB cepTudukaToB YL, c naponem, HanpuMmep, B ¢opmate <PKCS12>,
MCrMoNb3yeTcs criefyowas KoMaHaa YCTaHOBKU:

«/opt/cprocsp/bin/amdé4/certmgr -store root -file ./test user xpmnromnpo.pfx -pfx

-pin 12345»

Moe:

«-pin» — naposib OT KOHTenHepa .pfx.

MpoBepka yctaHOBKM cepTudumkara YL ansa nonb3oBarena arqasrv
Bce ceptudmkatbl KpunTtollpo XpaHATCS N0 YKa3aHHOMY MyTW:

/var/opt/cprocsp/users

CepTudurKaTbl arqasrv XpaHAaTcs No yKasaHHOMY MyTu:

/var/opt/cprocsp/users/argasrv/stores

MpoBepuTb Bnagenbua ceptndmrKkaToB MOXHO KOMaHAOM:

1ls -1

MNpoBepuTb YCTaHOBMIEHHbIE KOPHEBbIE CEPTUUKATLI MOXHO KOMaHAOM:

Onsa Windows:

Certutil -store root

Ansa Linux:

/opt/cprocsp/bin/amd64/certmgr -list -store root
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5.6.3 ®dawnn HacTpoek qrypto.cfg Ha cepBepe QUIK

JobaebTe B dhann qrypto.cfg Ha Windows cneaytouime HaCTpoOnKu:

[CryptoProviders]

cryptopro=1

[cryptopro]
Module=.\cpcsp pr.dll

IniFile=.\cpcsp pr.ini

[obaebTe B dann qrypto.cfg Ha Linux cnegytowme HaCTPONKN:

[CryptoProviders]
cryptopro=1

[cryptopro]
Module=./libcpcsp pr.so

IniFile=./cpcsp_pr.ini

5.6.4 ®ain HacTpoek qadminsrv.ini cepBepHoi yactn QUIK Administrator

JobaBbTe B dann gadminsrv.ini cepsepHoit yactn QUIK Administrator Ha Windows

cneayrouwme HaCTporKu:

CryptoProviders]

cryptopro=1

[cryptopro]
Module=.\cpcsp pr.dll

IniFile=.\cpcsp pr.ini

JobasbTe B pann gadminsrv.ini cepsepHon yactn QUIK Administrator Ha Linux cneaytowme

HaCTPOMKMU:

[CryptoProviders]
cryptopro=1

[cryptopro]
Module=./libcpcsp pr.so

IniFile=./cpcsp _pr.ini
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5.6.5 ®ain HacTpoek cpcsp_pr.ini cepsepa QUIK

Ykaxute B cekumumn [Certificate Stores] cneayoune 3Ha4eHUs:

[Certificate Stores]
CA=1

ROOT=1

CUSTOM STORE=1

loe:
«CA» — npoMexyTo4dHble cepTudukaTtbl YL. MNMyTb K AAHHOMY XpPaHUNMLLY YKa3blBaeTCS B

cekuumn [CA] danna «cpcsp_pr.ini»:

[CA]

HOST=.
LOCATION=CA
TYPE=1
UPDATABLE = 1
PRIORITY = 1

«ROOT» - kopHeBble cepTudumkaTbl YL. MyTb K AAHHOMY XpaHUULLY YKa3blBAeTCHA B CEKLMMU

[ROOT] danna «cpcsp_pr.ini»:

[ROOT]
HOST=.
LOCATION=ROOT
TYPE=1
UPDATABLE = 1
PRIORITY = 1

«CUSTOM_STORE» — nokanbHoe XxpaHunuwe ceptudurkaTos Nosb3oBaTenen B Buae ganna.
MyTb K AaHHOMY XpaHunuuy yka3sbiBaeTcs B cekumn [CUSTOM_STORE] daina «cpcsp_pr.ini»

[CUSTOM_STORE]
HOST=.

LOCATION=. /userstore.sto
TYPE=2

UPDATABLE = 1

PRIORITY = 1
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dann «userstore.sto» gonxeH 6bITb Co34aH 3apaHee, B Hero ¢ nomowbio QUIK Administrator
nobaensoTca cepTudunkaTthl Nonb3oBaTeneln, KOTopble OTNPaBASOT NOANMCAHHbIE TPaH3aKLun

Ha cepBep QUIK. Bnagenbuem AonxeH 6biTb NONb30BaTENb argasrv.
5.6.6 ®dain HacTpoek cpcsp_pr.ini cepBepHoit yactn QUIK Administrator

Ykaxunte B cekumnmn [Certificate Stores] cnegytowme 3HavyeHns:

[Certificate Stores]
CAa=1

ROOT=1

CUSTOM STORE=1

Moe:
«CA» - npoMexyTouHble cepTudukatol YU. MNMyTb K AAHHOMY XpaHUAULLY YKa3blBaeTCs B

cekumu [CA] dpanna «cpcsp_pr.ini»:

[CA]

HOST=.
LOCATION=CA
TYPE=1
UPDATABLE = 1
PRIORITY = 1

«ROOT» — kopHeBble cepTudumkaTtbl YU. MNyTb K AaHHOMY XPaHWJIULLY YKa3blBAaeTCs B CEKLUN

[ROOT] danna «cpcsp_pr.ini»:

[ROOT]
HOST=.
LOCATION=ROOT
TYPE=1
UPDATABLE = 1
PRIORITY = 1

«CUSTOM_STORE» — nokanbHOe XpaHunuiie cepTudukaToB nosb3oBaTtenen B Buae danna.
MyTb K AAHHOMY XpaHWAULWY YKa3sbiBaeTcs B cekumm [CUSTOM_STORE] danna «cpcsp_pr.ini»

[CUSTOM STORE]

HOST=.
LOCATION=/opt/argasrv/quik/quik/userstore.sto

TYPE=2
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UPDATABLE = 1
PRIORITY = 1

XpaHunuue ceptudpunkartoB «userstore.sto» gna cepsepa QUIK u cepBepHOM 4yactu
QUIK Administrator — o6wee.

5.6.7 MpoBepka MHMUManmsaunm nposaaepa Kpunrtollpo

1. 3anyctute cepBep QUIK.
2. OtkpoinTe «events.log».

Mpu ycnewHoM ycTaHOBKe O0TO6pa3suTca cneayowan AMarHocrmka:
«Sign provider “CryptoPro” initialized successfully».

5.6.8 Murpaums cepBepHoi yactu ¢ OC Windows Ha OC Linux

1. YcranoBute MO Kpuntollpo Ha cepeepe Linux n HacTpoiiTe cepeep QUIK Ha 3UMN Kpuntollpo
Mo MHCTPYKUMK yCcTaHOBKM DL,

2. lepeHecuTe sto-dann ¢ xpaHunuwem ceptudmnkaTos nonbsosatenen cepsepa QUIK nog
Windows B cepBep QUIK nog Linux. lna aToro ckonupymnTte gaHHbi ann B Tpebyemoe MecTto
XpaHeHus B Linux n ykaxuTte AaHHbIM NyTb B ini-danne HacTpoek Kpuntonposanaepa (cekuns
[CUSTOM_STORE], napameTtp LOCATION).

I Bnapenbuem sto-cdaisa gosmkeH 6biTb NOsIb30BaTeNb arqasrv.

3. HactponTte cepsep QUIK nog Linux Ha paboTy c B/l, koTopasa ucnonb3yetcsa Ha cepeepe QUIK
noa Windows.

Ecnu ncnonb3yerca 6asa gaHHbIX noa ynpasneHueMm CYB][ Microsoft SQL Server,
TO npeaBapuTesIbHO HE06X0AMMO BbINOJIHUTb MUIPaUMIO AaHHbIX U3 Microsoft SQL
Server B PostgreSQL.

Ecnu cepBep, ycTaHOBJIeHHbIM Ha Windows, HacTpoeH Ha 3L yepes
kpuntonpoBaipaep MP (B cdaitne qrypto.cfg Haxoautca ccbiyika Ha dann mp_pr.dll
BMecTOo cpcsp_pr.dll), To pononHutenoHo Heo6xoanmMmo moancMuMpoBaTb faHHbIe B
b1, MmeHsia B Tabnuuax dbo.users.crypto_type un dbo.crypto_pro_key cTpoky
«CSpPSsSpi» Ha «cryptopro>. [1ns 3To0ro Heo6xoAMMO BbINOJIHUTDL clieayrolme
3anpochbl k bl:

update dbo.USERS set CRYPTO TYPE='cryptopro' where CRYPTO TYPE='cspsspi'
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update dbo.CRYPTO PRO KEY set CRYPTO TYPE='cryptopro' where CRYPTO TYPE='cspsspi'

5.7 HacTtpouka CurHan-KOM

Y6eautech, uto yctaHoBneHo MO CurHan-KOM Ha koMnbloTepax, rae pacnonoxeHbl cepeep QUIK
n cepsepHas dyactb QUIK Administrator.

Onsa nposepku DUIM Ha koMnbioTepax, rae pacrnonoxeHol cepsep QUIK n cepeepHoit yactn QUIK
Administrator, fonHbI 6bITb YyCTaHOBNEHbI BCe HE06X0AMMble KOpHeEBble cepTudukaTol YL. dannbl
C AaHHbIMK cepTudmrKaTaMun 3arpy>KaroTcsi N3 BHEWHUX MCTOYHUKOB M MOryT 6bITb B popmaTe .p7b,
.pfx, .pem, .cer.

KpuntonpoBangep SSLAndMessagePro npeaocraBasieT BO3MOXHOCTb paboTbl C ABYMS
Kkpuntorpadunyecknmm 6mubnnotekammn: Message-Pro n SSL-Pro.

5.7.1 Hactpoiika wudpoBaHua ana OcHoBHoro cepsepa QUIK gna Windows

1. [lNpoBepbTe HanMuMe n npum Heob6xoaAnMMoCTn ckonupyrTe B pabounin katanor OCHOBHOIO
cepsepa QUIK dannbl, Heobxoanmele ang paboTbl NporpaMMbi:

«sslpro.dll» — 6ubnmnoteka SSL-Pro, npeaoctaBnsieTcs KoMnaHmen «CurHan-KOM»;

_ «signalcom_pr.dll» - moaynb 06begmnHeHHOro npoBangepa 6nbnmnotek SSL-Pro
n Message-Pro;

«signalcom_pr.ini» — dann c ob6wmmMm HacTpolikaMm npoBangepa, napameTpamm

coeaMHEeHUs nofb3oBaTtens u HacTponkamm SLIMM.

2. [na wndposaHusa cepeepy noHanobutca Habop k4yeBbliX GansioB 1 cepTUPmKaToB. HyXHO
[0 3anycka nomMectuTb dannbl Knoven n ceptTudurKaTbl B COOTBETCTBYIOLWNI nogKaTanor
KaTanora Ka4yeBoro Hocutens nporpaMmmbel. OnncaHme pekoMeHayeMoro gopmaTa Kat4yeBoro
HOCUTEeNsa CM. B M.

DYHKLUMOHMPOBaAHNE CUCTEMbI C UCMNOJIb30BaHUeM WndpoBaHUA C NOMOLLbIO
6mubnunotekn SSL-Pro Tpebyetr Hannuma y Kakaoi us ctopoH (cepesepa n Pabouunx
MecT QUIK) cekpeTHOro kJiro4ya, COOTBETCTBYIOLWero eMmy ceptudumkara, a Takke
Heob6xoanMMoro Habopa cepTuduUKaToB YAOCTOBEPSAIOLWMNX LEHTPOB. B TeKywmnx
BEpPCUSAX KJ1IOY cepBepa He Ao/HKEH 6biTb 3alyMiLeH napoJieM, MHa4e npu nonbiTke
3anpocuTb Naposib cepBep 3aBUCHeT. [lns reHepauum kao4vein n ceptucdpumkaTos
ncnosnb3lyerca MO, He BxoasLlee B COCTaB CTAaHAAPTHONO KOMIMJIEKTa NOCTaBKMU
cucrtembl QUIK. Bonpoc ero npuobpereHus pewlaerca ¢ KoMnaHmen «CurHan-
KOM>»>>.

3. B cooTBeTCTBMM C ONUCAHMEM CTPYKTYpbl danna YKaxxunte Heobxoanmble
HacTponku wudposaHus B danne signalcom_pr.ini OC QUIK. B gaHHOM cnyyae B daiine
signalcom_pr.ini 6yayT ykasaHbl 1 obline HacTponkM Kpuntonposangepa,  HacTPoOWKN,
KoTopble 6yAyT NCNO/Ib30BaTbCA MMEHHO ANs WNUdpoBaHMUS.
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4. YkaxuTte B paine gqrypto.cfg cnegytowme HacTporikn nposangepa:

B cekumio [CryptoProviders] go6asbTe HacTpoliky SignalComMessageAndSSLPro=1:

[CryptoProviders]

SignalComMessageAndSSLPro=1

JobaBbTe B dann cekumnto [SignalComMessageAndSSLPro] cnegytowero smaa:

[SignalComMessageAndSSLPro]
Module=.\signalcom pr.dll ;HOOJHEIM MJIM OTHOCMUTEJBLHEIM IYyTb IO MCIIOJHSAEMOTO Odalna

IniFile= .\signalcom pr.ini ;IIOJIHEI WMJIM OTHOCUTEJIbHBI IyThb IO danma C

HaCTpoOMKaMm

5. YKaxwuTe nyTb AN HAaCTPOEHHOro paHee danna signalcom_pr.ini ¢ HacTponkamu WndpoBaHUS
nocpeactsom 6ubnnotekn SSL-Pro, koTopbie cepBep 6yaeT Mcnonb3oBaTb NpU NOAKTHOUEHUN
nonb3oBatenen. Anga atoro B cekummn [usend_module] darna HacTtpoek cepBepa quik.ini
co3panTe HacTpomnky crypto_provider_ini_file=.\signalcom_pr.ini:

[usend module]

crypto provider ini file=.\signalcom pr.ini

Ecnu OcHoBHoOM cepBep QUIK ncnonb3yert To/ibKO OAMH KpuntonpoBanaep
wnudpoBaHuA, TO AJIS 3aAaHUA ero HaCTPOeK MOXKHO UCMNOJIb30BaTb HACTPOMKY
crypto_provider_ini_file B cekunu [usend_module].

Ecnu npoBaiiaepoB HECKOJIbKO, TOrAa AJIA 3aAaHMUA HAaCTPOeK HY>XHO MCMNoJib30BaTb
HacTpoiky «crypto_provider_ini_file_sslpro>» — kniou gna sagaHusa
KpuntonpoBahaepa SSL-Pro.

6. 3anyctute OcHoBHOM cepBep QUIK n ybeamtecb B Hannumm criegyowmx CTpok B anne
events.log:

Crypto provider ‘SignalComMessageAndSSLPro’ inited

5.7.2 Hacrtpoiika 3LIM ana OcHoBHoOro cepsepa QUIK ana Windows

1. lMpoBepbTe HanAM4umne n Npu Heobxoa4NMMOCTU ckonumpyiTe B pabounin katanor OCHOBHOIro
cepBepa QUIK dannbl, Heobxogmmble anst paboTbl NporpamMmMmbl:

messpro.dll - 6ubnmnoteka Message-Pro, npeaocTaBnseTcs KomnaHmen «CurHan-
KOM»;

NHcTpykuma no yctaHoBke Cepsepa QUIK 126



signalcom_pr.dll - mogynb o6begnHeHHOro nposangepa 6mbnmnortek SSL-Pro
n Message-Pro;

signalcom_pr.ini — dann c o6wmmMm HacTporikamm npoBangepa n HacTponkamm DLIM.

2. lMomectute annbl c cepTudmKaTaMm Nonb3oBaTenen, KotTopble 6yayT NpUcbinaTbh TPaH3aKUnm
Cc OUIM B cooTBETCTBYOWMI NOAKATANIOr KaTanora K/JK4YeBoro HocmTensa nporpammel. OnmcaHume
pekoMeHayemoro cdopmaTta KAK4YeBOoro HoCUTensa CM. B M.

DYyHKLUMOHMPOBaAHUE CUCTEMbI C ncnosibsosaHimem UM c nomowbo 6Mb6ANOTEKMN
Message-Pro Tpebyetr Hannuusa y Pa6ounx mect QUIK cekpeTHOro knioua,
COOTBETCTBYHOLlEro eMy ceptudmkara, a Takke Heo6xoammoro Habopa
cepTudmkKaToB yaocToBepsowmx LeHTpoB. Co CTOpPOHbI cepBepa Tpebyertcs
HaZimume CrnpaBOYHMKA KJIMEHTCKUX ceptndunkaTtoB u Heo6xoaumoro Habopa
cepTMdhunKaTOB YAOCTOBEPAIOWMX LLEHTPOB. [1nA reHepauum Ka4yen

n ceptucpmkaros ncnosnbsyerca MO, He BxoAasiuiee B COCTaB CTaHAAPTHOIo
KOMIU1eKkTa noctaBku cucrtembl QUIK. Bonpoc ero npmobpereHns pewsaercs
c koMnaHuen «CurHan-KOM». MNogaeprkka cepBepHOro cripaBo4yHMKa
cepTumMKaToOB B aKTyaJibHOM COCTOSSHMM (yAaneHne oTo3BaHHbIX

M NMPOCPOYEHHbIX cepTM(hUNKaATOB) TaKXXe OCyLLeCTBJ/ISEeTCa CTOpOoHHUM MO,

3. B coOTBEeTCTBMU C ONUCAHUEM CTPYKTYpbl (anna yKaxxnte Heobxoanmele
HacTpomnku JUIM B danne signalcom_pr.ini OC QUIK. B naHHoMm cny4yae B danne
signalcom_pr.ini 6yayT ykasaHbl 1 0bLine HacTpOMKM KpunTonposanaepa, U HaCTpoOrKK,
KoTopblie 6yayT ncnoab3oBaTbCS MMEHHO AN npoBepku DLIM.

4. YkaxuTte B danne qrypto.cfg cnegyowme HaCcTponkn npoeanaepa:

B cekumto [CryptoProviders] gobasbTe HacTporky SignalComMessageAndSSLPro=1:

[CryptoProviders]

SignalComMessageAndSSLPro=1

JobasbTe B hann cekumto [SignalComMessageAndSSLPro] cneayouwero smaa:

[SignalComMessageAndSSLPro]
Module=.\signalcom_pr.dll ; TIOJIHBIM WMJIM OTHOCUTEJIbHEIM IIYyTh OO MCIIOJIHAeMoTro bdania
IniFile= .\signalcom pr.ini ;IIOJIHEI MJIM OTHOCMUTEJIbHBI NyThb IO daija c

HaCTpOMKaMM

B cny4dae oTcyTCcTBMA YKaxuTe B cekumn [auth] cnegyrowme HacTponku:

[auth]

sign=secprov.dll
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5. 3anyctute OcHoBHoM cepBep QUIK n ybegntecb B Hannummn cregyowmx CTpok B garine
events.log:

Sign provider 'SignalComMessageAndSSLPro' initialized successfully

5.7.3 Hacrtpoika wuncdpoBaHus ansa OcHoBHoro cepBepa QUIK ansa Astra Linux

1. lNpoBepbTe HanMuMe n Npm HeobxoaANMOCTU cKonupyKhTe B pabounin katanor OCHOBHOMO
cepBepa QUIK dannbl HeobxoauMble ans paboTbl NporpaMmbl:

libsslprox.so.0 - 6ubnnoteka SSL-Pro, npeaocrasnserca koMmnaHmen «CurHan-KOM»;

libsignalcom_pr.so — moaynb o6beanHeHHOro npoeangepa é6ubnmorek SSL-Pro
n Message-Pro;

signalcom_pr.ini — ¢ain c obWwmrmMmn HacTporikamm npoeangepa.

2. [na wndpoBaHusa cepeepy noHanobutcsa Habop ki4yYeBbIX Gansios n cepTUPUKATOB, HYXKHO
[0 3anycka nomMectuTb dansbl Koven n ceptudurkaTbl B COOTBETCTBYIOLWNI nogKaTanor
KaTanora Ka4yeBoro Hocutensa nporpaMmmbel. OnnucaHne pekoMeHayeMoro opmaTa Ka4yeBoro
HOCUTEeNnsa cM. B M.

DYHKLUMOHMPOBaAHNE CUCTEMbI C UCMNOJIb30BaHueM WwndpoBaHUA C NOMOLLbIO
6mubnunortekn SSL-Pro Tpebyet HanMumsa y Ka>kaou U3 cTopoH (cepsepa

M KNIMEeHTCKuX pabounx mect QUIK) cekpeTHOro kiio4a, COOTBETCTBYOLLEro eMy
ceptudukara, a Takke Heo6xoammoro Habopa cepTucdnkKkaToB yAOCTOBEPSIOLNX
LEeHTPOB. B TeKyLwmnx Bepcmax K104 cepBepa He AoJ/HKeH 6biTb 3almileH
napoJsieM, MHa4e npm nNonbiTKe 3anpocuTb Naposib cepBep 3aBucHeT. Ans
reHepauuvm katouen n ceptudumkatoBs ucnonbsyerca MO, He BxoasLlee B cOCTaB
CTaHAAPTHOro KOMMJeKTa nocraBku cucrembl QUIK. Bonpoc ero npuobpereHusn
pewaeTca ¢ KoMnaHuen «CurHan-KOM».

3. B COOTBETCTBUM C ONMUCaAHMEM CTPYKTYpbI daina nponuwmnTe Heobxoammole
HacTpolku wndpoBaHusa B daine signalcom_pr.ini OC QUIK. B gaHHoM cny4ae B daunne
signalcom_pr.ini 6yayT ykasaHbl 1 06wWme HaCTpOKM KpUNTonpoBanaepa, U HaCTPOMKHU,
KoTopble 6yayT NCNO/Ib30BaTbCA MMEHHO ANs WKUdpoBaHUS.

4. YkaxuTte B panne grypto.cfg cneayrouime HacTporkn nposanaepa:

B cekumto [CryptoProviders] gobasbTe HacTporky SignalComMessageAndSSLPro=1:

[CryptoProviders]

SignalComMessageAndSSLPro=1

[JobasbTe B pann cekumio [SignalComMessageAndSSLPro] cneaytowero suaa:
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[SignalComMessageAndSSLPro]
Module=./libsignalcom pr.so ; IIOJIHEIM MJIM OTHOCUTEJIbHEIM NYyTh IO
JCIIOJIHAEeMOT O Qanya

IniFile= ./signalcom pr.ini ;IOJIHEI MJIM OTHOCMUTEJIbHBII HyTh IO danja C

HaCTpOMKaMmM

5. YkaxuTe nyTb 475 yXXe HAaCTPpOeHHOro paHee daina signalcom_pr.ini ¢ HacTponkamm
wudpoBaHMs nocpeactsom 6ubnnotekn SSL-Pro, koTopblie cepBep 6yaeT Mcnosb3oBaTtb
npv NOAKJIOYEHMK Mosnib3oBaTenen. na atoro B cekunm [usend_module] danna HacTpoek
cepBepa quik.ini cozpanTe HacTpoiky crypto_provider_ini_file=./signalcom_pr.ini:

[usend module]

crypto provider ini file=./signalcom pr.ini

Ecnu OcHoBHOW cepBep QUIK ncnonb3yerc To/1bKO OAMH KpuntonpoBangep
wnudpoBaHMA, TO AJIA 3aAaHUA ero HaCTpoeK MOXXKHO UCMNOoJIb30BaTb HACTPOMKY
crypto_provider_ini_file B cekunmn [usend_module].

Ecnm npoBaiiaepoB HECKO/IbKO, TOraa AN 3afaHUsl HACTPOEK HY>XHO UCMNOJIb30BaTb
HacTpoiky «crypto_provider_ini_file_sslpro» — kniou gna sagaHusa
KpuntTonpoBahaepa SSL-Pro.

6. 3anyctute OcHoBHoM cepBep QUIK n ybeantecb B Hannumun cregyowmnx cTpok B danne
events.log:

Crypto provider ‘SignalComMessageAndSSLPro’ inited

5.7.4 Hacrtpoiika LM ana OcHoBHoro cepeepa QUIK ana Astra Linux

1. lpoBepbTe Hanu4umne u Npu HeobxoANMMOCTU ckonupyirTe B paboumnin katanor OCHOBHOIro
cepsepa QUIK dannbl, Heobxoanmble ansa paboTbl NporpamMmMmbl:

_ libmesprox.so.0 - 6ubnmnoteka Message-Pro, npegocrasnseTca komnaHuen «CurHan-
KOM»;

_ libsignalcom_pr.so - moaynb 06beamMHeHHOro npoBanaepa 6ubnnotek SSL-Pro
n Message-Pro;

_ signalcom_pr.ini = cdann c obwmmMn HacTponkamm nposangepa v Hactpomkamm SLIM.

2. Tlomectute dannbl ¢ cepTudmKkaTaMm nonb3oBaTenen, KotTopble 6yayT NpucbinaTh TpaH3aKunm
€ DU, B cOOTBETCTBYIOWMNI NoAKaTanor Katanora Kalo4eBoro HOCMTENS NporpamMmsl.
OnuncaHne pekoMeHayeMoro opmaTta Ko4YeBOoro HOCUTENS CM. B M.
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DYyHKLUMOHMPOBaAHNE CUCTeMbI C ncnosibsosaHmem LI c nomowbo 6MbaNoTEKN
Message-Pro Tpebyetr Hannumsa y knmeHTckux Pabounx mect QUIK cekpeTtHoro
KJ1l04a, COOTBETCTBYyOLlero emMmy ceprtudukara, a Takxxe Heobxogmmoro Habopa
cepTumkKaToB yaocToBepsowmx LeHTpoB. Co CTOpPOHbI cepBepa Tpebyertcs
HaZimume CnpaBOYHMKA KJIMEHTCKUX ceptudunkaTtoB n Heo6xoaumoro Habopa
cepTMdhuMKaToB YAOCTOBEPAOLWMUX LEHTPOB. [1nA reHepauum Knryen

n ceptncdpumkaToB ncnonbsyercsa MO, He Bxoasulee B COCTaB CTaHAAPTHOIo
KOMIUIeKTa noctaBku cucrembl QUIK. Bonpoc ero npmobpereHnsa pewsaercs

Cc koMnaHuen «CurHan-KOM». NMNoaaeprxka cepBepHOro cnpaBoYHMUKaA
cepTu(PMKaTOB B aKTyaJibHOM COCTOSSHMMU (yAaneHne oTo3BaHHbIX

M NMPOCPOUYEHHbIX cepTU(hMNKaTOB) TaKXKe OCyLleCcTB/ISeTCA CTOPpOoHHUM [O.

3. B cooTBeTCTBMM C ONUCAHMEM CTPYKTYpbl (anna nponuwunTe HeobxoanMblie
HacTpounku JUNM B daine signalcom_pr.ini OC QUIK. B naHHom cnyvae B daine
signalcom_pr.ini 6yayT ykasaHbl 1 06wme HaCTpOKM KpUNTonpoBanaepa, U HaCTPOMKH,
KoTopble 6yayT ncnoab3oBaTbCS MMEHHO AN npoBepku DLIM.

4. Ykaxute B danne qrypto.cfg cneayowme HacTporku nposalaepa:

B cekumio [CryptoProviders] no6asbTe HacTpoliky SignalComMessageAndSSLPro=1:

[CryptoProviders]

SignalComMessageAndSSLPro=1

JobasbTe B hann cekumto [SignalComMessageAndSSLPro] cneayrowero smaa:

[SignalComMessageAndSSLPro]
Module=libsignalcom pr.so ;HOJHEIM MM OTHOCUTEJbHEIM NyThb IO MCIOJHAEMOTO Odalina
IniFile= ./signalcom_pr.ini ; TIOJTHBEIM MJIM OTHOCUTEJIBHEI NYyTh OO dania C

HaCTpoMKaMmu

B cnydae oTcyTCcTBMSA yKaxuTe B cekummn [auth] cneayrowmne HacTponkn:

[auth]

sign=libsecprov.so

5. 3anyctute OcHoBHOW cepBep QUIK n ybeanTtecb B Hannuum cregyowmx CcTpok B daine
events.log:

Sign provider 'SignalComMessageAndSSLPro' initialized successfully
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5.7.5 Hacrtpouka wmndpoBaHua ansa Cepsepa goctyna QUIK

HacTpoiika wndpoBaHusa Ansa KaHana CBs3n C KJIMEHTAMU OCYLLECTBASETCS aHa/IONTMYHO HACTpoliKe
OcHoBHoro cepBepa QUIK (CM. NYHKT HAacTpoWku ans nnm ) no waram 1-5.

Ans kaHana ceasu CepBepa AOCTyNna C BbIWECTOSLMMU B MEpPaApPXUMN cepBepaMm Un
OcHoBHoOro cepsepa QUIK B TMnoBoi kOH(Urypaumm ucnonb3yercs 6umbnmoreka
Qrypto32, no3ToMy HacTpamBaTb WwndpoBaHue ¢ noMmoubio 6Ménnorexkn SSL-PRO
AN 3aWMThbl KaHana cBAsu Mexxay CepBepoM AOCTyNna U BbILECTOSAWMMU B
nepapxumm cepsepamm nnm OcHoBHoro cepsepa QUIK He TpebyeTcHs.

1. Bu6nunorexka SSL-Pro npmn pa6orte Ttpebyer 6onbunx, uem Qrypto32,
BbIYMC/INTE/IbHbIX PECYPCOB, NO3TOMY AOCTAaTOYHOCTb YPOBHSA
NPOM3BOAUTENIbHOCTHN CUCTEMbBI 06A3aTe/IbHO HY>XHO NPOBEPUTb A0 3anyckKa
KOMIJiekca B 60eByl0 3KCcnJlyaTaumio.

2. B npouyecce pab6oTbl 6Mbnnorekmn SSL-Pro Ha CepBepa pocTyna BO3MOXHO
MCcnosib30oBaHMe KJlo4Ya U cepTudmkarta, MCNoJsiblyeMbiX Ha BbllecTosALmne
B Mepapxuu cepBepaMm, — 3TO CHMKaeT 6e30NacHOCTb, HO ynpoLlaeT npoueaypy

aAMMWHUCTPUPOBAHUA KJIIOUEN.

5.7.6 Hactpoiika 3UN ansa Cepsepa goctyna QUIK

B TunoBoi koHpuUrypauum Hactpoiku UM ana CepBepa aoctyna He TpebyeTtca, Tak
Kak reHepauyusa UM sBbinonHaerca Pa6ounm mectom QUIK KNMeHTOB Npu oTnpaBKe
TpaH3akuuii, a npoBepka LM ocyuwecrBnaerca OCHOBHbIM cepBepoM QUIK.
HacTtpoiika LN ansa CepBepa aoctyna TpebyeTcs TONbKO B c/lyvyae, Koraa KJ1MeHTbl,
noaknovarwwmecs yepes Cepsep Aoctyna, He ucnonb3ytoTt LM (To ecTb
TpaH3akuum nocrtynarT Ha CepBep nocryna 6e3 3LIM), n Nnpn 3TOM eCTb
Tpe6oBaHMe, UTO BCe NoJib30BaTe/IbCKUEe TPpaH3aKUMK, noctynarowme Ha OCHOBHOM
cepBep, A0JHKHbI 6bITb ¢ LM M AOMHKHBI NpoBepATbCcA OCHOBHbIM cepBepoM QUIK.
B 3TOoM cnyuyae CepBep AOCTyNna HacTpanBaeTCA Tak, UTob6bl Bce Bxoaslime
TpaH3aKuuMu noJsib3oBaTeNnen NoANUCbIBannChb knoyom Cepeepa aoctyna. NMpu aTom:
1. Ecam CepBep AOCTyna C HaCTpoeHHoM reHepauuei DM nonyyaer TpaH3aKUuuMio

K/IMEeHTa, y>ke noanucaHHyto LM, caenaHHol TeM e cambiM MO, koTopoe

HacTpoeHo ana JLIMN Ha CepBepe AocCTyna, TO AaHHaA TPaH3aKLUA NnepecbllaeTcs

Ha OcHoBHoM cepBep QUIK 6e3 3LMN CepBepa gocrtyna.
2. Ecnam kpuntonpoBaiaep, Ha KOTOPOM caenaHa dLIM TpaH3aKuuKM KJIMEHTa,

M KpMnTOonpoBakaep, HacTpoeHHbIN ana co3naHua JLUIMN Ha CepBepe pocrtyna,

pa3Hble, TO TPaH3aKLuUA noanucbiBaeTcsa ¢ nomouwbio LN CepBepa aocryna

M oTnpasnserca Ha OCHOBHOM cepBep QUIK.
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HacTtpoika 3N Ha CepBepe A0OCTyNa OCYLLECTBNSETCS aHaN0ormM4Ho HacTporike OCHOBHOro
cepBepa QUIK (CM. NYHKT HacTponku ans nnu ) no waram 1-5.
JononHuUTeNnsLHO NpomsseanTe creayrwme HaCTPONKK:

1. B daiin HacTpoek nobasbTe cekuuto
[Signal_Com_Message_Pro_Sign_Settings] n ykaxuTte B Hel cneaytowime HaCTpomKu:

«sign_cert_file_name» - nyTb 1 HaMMeHoBaHue gaina c cepTndrKaTom
nosib30BaTesNs, C MNOMOLWbIO KOTOPOro ocyuiecrensercsa JDUIMT;
«pse_path» - nyTb K KaTanory KOpHEBOro K/O4YEeBOro HocuTens.

Mpumep:

[Signal Com Message Pro Sign Settings]
sign cert file name=./certs/pse/cert/cert.cer

pse path=./certs/pse

2. B danne HacTpoek Cepsepa goctyna quik.ini go6aBbTe B cekumnto [dwell_module] HacTpoliky
sign_provider:

«sign_provider» — TMn KpunTonpoBanaepa, UCNoJib3yeMOro npu reHepauumn JLUIM.
3HayeHune no ymonyaHuio: «SignalComMessageAndSSLPro» (reHepauunsa 3UI
Cc noMouwbto 6ubnnotekn Message-Pro).

Mpumep:
[dwell module]

sign provider=SignalComMessageAndSSLPro

3. 3anyctuTte CepBep gocTtyna n ybeamtecb B Hann4mu cneaytowen ctpokn B ganne events.log:

Sign provider 'SignalComMessageAndSSLPro' initialized successfully

5.7.7 dopmart ¢aina signalcom_pr.ini

OnucaHue HacTpoek wudposaHusa
Cekuusa [SIGNAL_COM_SSL_PRO_COMMON_SETTINGS] coaepxuT onucaHme rnobanbHbIX
HacCTpoek KpunTonpoBanaepa.
Cekuunsa [SIGNAL_COM_SSL_PRO_CIPHER_SETTINGS] coaep>XuT onncaHme HacTpoek
KpunTonpoBanaepa, HeobxoAMMbIX ANS KOPPEKTHOrO CO34aHUSA KOHTEKCTa WudpoBaHus:

_ «PSE_PATH» - nyTb K KOpHeBOMY KaTasory kntwo4yesoro Hocutensa CK3U.
Ob6g3aTenbHbI NapameTp.

«TRUSTED_CA_CERTS_DIR» - nyTb K KaTanory ceptudunKaToB KOpPHEBbIX
yAaocToBepsiiowmnx LeHTpos. Obs3aTtenbHbll NnapaMeTp, ecnun nyTb K danny c
cepTMdMKaATOM KOPHEBOIro YAOCTOBEPSAIOLLEro LLeHTpa He yKasaH B Kfto4e
«TRUSTED_CA_CERT_FILE_NAME»>.
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«TRUSTED_CA_CERT_FILE_NAME» - nyTb K dainy c cepTMdunkKaTtoM KOPHEBOIO
yaocToBepsitowero ueHtpa. Obs3aTenbHbl NapaMeTp, eCciuv nyTb K KaTtanory
cepTndnKaToB KOPHEBOIO YAOCTOBEPSIOLErO LLEeHTPa HE yKa3aH B K/to4e
«TRUSTED_CA_CERTS_DIR»>.

«UNTRUSTED_CA_CERTS_DIR» - nyTb Kk KaTasiory cepTudmnKaToB NpOMEXYTOUYHbIX
YAOCTOBEpSALWNX LeHTPOoB. ONuMOHanbHbI NapaMeTp.

«UNTRUSTED_CA_CERT_FILE_NAME» - nyTb K danny c ceptudmkaTom
NPOMEXYTOYHOro yaoctoBepstowero ueHTpa. OnuMoHanbHbIA NnapameTp.

«CRL_FILES_DIR» — nyTb K KaTaNory Co CAMCKOM OTO3BaHHbIX CEPTU(PUKATOB.
OnumoHanbHbIN NapaMeTp.

«CRL_FILE_NAME» - nyTb K paliny Co CMMCKOM OTO3BaHHbIX CEPTUDOMKATOB.
OnunoHanbHbIM NapameTp.

«CIPHER_CERT_FILE_NAME» - umMsa ¢arina c cepTudunKkaToM, COOTBETCTBYIOLLMM
CEKPETHOMY KJ1Io4Yy, Ha KOTOPOM WKNGPYOTCS AaHHble B MpoLecce ceaHca CBA3MW.
Ob6s3aTenbHbIN NapaMeTp.

«CIPHER_KEY_FILE_NAME» - nMma ¢danna ¢ CeKpeTHbIM K/It04OM, Ha KOTOPOM
WundpyroTCs AaHHbIe B Npouecce ceaHca cBsa3n. ONuMoHanbHbIM NapameTp.

Cekuusa [SignalComCommonSettings]:

«DefaultNewKeyAlgorithm» — anropntm wndpoBaHnsa AaHHbIX aCUMMETPUYHbBIM
KMOYOM. 3HayeHue no ymonyaHumio: «ECR3410».

Ana reHepauuu kno4ven B coorBeTctBun ¢ NOCT 2012 B kKauecTBe 3HaUEHUs
HacTpoiku DefaultNewKeyAlgorithm ykakute «GOST3410-2012-512-A-
ParamSet>».

OnucaHue HacTpoek npoBepku LN
Cekums [signal_com_message_pro_common_settings] coaep>xXut onmcaHme HacTpoek
KpuntonpoBalgepa, HeobxoamMbix ansa nposepku DLIM:

«certificates_path» — nyTb kK KaTanory mcnonb3yembix ceptudunkato. Obsa3aTtenbHbli
napameTp.

«CRLs_path» - nyTb K KaTanory ncnonb3yeMbiX CMMCKOB OTO3BaHHbLIX CEpTUDUKATOB.
Ob6g3aTenbHbIN NapameTp.

«CAs_path» — nyTb K KaTanory cepTudukaToB yAOCTOBEPSAOWNX LeHTpoB. Obs3aTenbHbIN
napametp.

«input_data_format» - dpopmaT BXOAHbIX AaHHbIX. B TMNOBOWN KOHMUIypaunm nonb3oBatenem
He HacTpamBaeTcs (MCMONb3yeT 3HAaYEHNE MO YMOAYaHUIO). BO3MOXHbIE 3HaUYeHus:

«FORMAT_ASN1»;

«FORMAT_PEM» (no yMon4aHuio).
«output_data_format» - cdopmMaT BbIXOAHbIX AaHHbIX. B TMMOBOM KOHMUrypauumm
nonb3oBaTeNeM He HacTpamBaeTcs (MCrosb3yeT 3Ha4YeHne No yMon4YaHuio). Bo3MoxHble
3HaYeHus:

«FORMAT_ASN1»;

«FORMAT_PEM» (no yMOn4aHuio).
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«cert_storage_validation» - npoBepka 3arpy>xaembix CepTUHUKATOB Ha aKTyaslbHOCTb.
Mpwn BKNOYEHHOM HACTpPOMKe cepTUdMKaTbl C UCTEKLIMM CPOKOM AENCTBUSA HE 3arpyXarTcs.
Bo3MOXHble 3HaveHus:

«0» — OTKJIIOUYEHO;
«1» (No yMO/I4aHu1IO) — BKJIIOYEHO.

«cert_operation_approach» - nobaBneHns cepTM@unKaToB B MPOMEXYTOYHOE XpaHuauLLe
ONS fanbHenwen cBepku Ha Hanmuune ceptudukaTos B bubnmnoteke mespro.dll. NMossonser
3HAYNTENIbHO COKPaTUTb BPEMS MOUCKA HYXHOro ceptudunkaTta u nposepkun DLIM. Bo3MOxHbIe
3HaYEeHUs:

«0» — OTKJIIOUYEHO;

«1» (No yMONYaHUIO) — BKJIHOYEHO.

OnucaHne pekoMmeHayemoro bopMmarta KJIloueBoro Hocurtens ansa 6mbnunorek SSL-Pro

n Message-Pro
«SignalCom» — KOpHeBOW KaTasior, B KOTOPOM HaxoAATCA BCe HeobxoamMble dannbl (Knouu,
cepTndurKaTbl, CIMCKN OTO3BaHHbIX CEPTUPUKATOB M ApYyroe).
«PSE» - noakatanor katanora «SignalCom», B KOTOPOM HaxoAsTCS KUK,
«CERTS» — noakaTtanor katasnora «SignalCom», B KOTOpOM HaxoaaTcsa dannbl
cepTuduMKaToB Nonb3osaTenen. Mg n MecTononoXeHUs AaHHOro KaTtasiora MOXHO U3MEHSATb,
BHOCS TakKXXe COOTBETCTBYIOLWME U3MEHEHUS B pais HAacTpoeKk npoBanaepa «signalcom_pr.ini».
«KEYS» — nogkaTtanor Katasnora «PSE», B KOTOPOM HaxoaaTcsa ganbl K4den wndpoBaHus
nonb3oBaTtend. MM n MecTonosioXXeHnsa AaHHOro KaTtasiora OTHOCUTENIbHO KOPHEBOrro KaTasiora
«PSE» M3MeHATb Henb3s.
«TrustedCA» — noakaTtanor katanora «SignalCom», B KOTOPOM HaxoasaTcs danbl
cepTndmMKaTOB KOPHEBbIX YAOCTOBEPSAOWMX LEHTPOB. IMS M MECTONOA0XEHUS AaHHOrO
KaTasora MOXXHO U3MeHSTb, BHOCS TakXe COOTBETCTBYHOLWME U3MEHEHMS B (ain HacTpoek
nposanaepa.
«CA» - noakaTanor katanora «SignalCom», B KOTOpOM Haxoaatcsa dannol
cepTMdMKATOB KOPHEBLIX YAOCTOBEPSAOWMX LEHTPOB. MeCTONONOXEHUS AaHHOIO KaTanora,
KaK npaBu/iio, CoBNadaeT C MecTonosoxeHneM katanora «TrustedCA».
«CRLs» — nogkaTanor katanora «SignalCom», B KOTOPOM HaxoaaTcs dalinbl CO CNUCKaMu
OTO3BaHHbIX cepTUdUKaToB. MIMS N MeCcTonosIoXeHNs AaHHOro KaTasiora MOXHO U3MEHSTb,
BHOCS TakXXe COOTBETCTBYIOLWME M3MEHEHMS B ain HacTpoeKk nposanaepa.

Mpn ncnonb3oBaHUM peKoOMeHA0BaHHOro opMaTta Ka4eBoro Hocutensa dain HacTpoek
KpunTonpoBanaepa signalcom_pr.ini nmeeT cneayownim sma:

[SIGNAL COM_SSL_PRO COMMON SETTINGS]

[SIGNAL COM SSL_PRO CIPHER SETTINGS]
PSE_PATH=./signalcom/pse

TRUSTED CA CERTS DIR=./signalcom/trustedca
CRL_FILES DIR=./signalcom/crls

CIPHER CERT FILE NAME=./signalcom/certs/cert.cer
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[SIGNAL COM MESSAGE PRO COMMON SETTINGS]
CERTIFICATES PATH=./signalcom/certs
CRLS_PATH=./signalcom/crl

CAS_ PATH=./signalcom/ca

INPUT DATA FORMAT=FORMAT ASNI1

OUTPUT DATA FORMAT=FORMAT ASN1

[SIGNAL COM MESSAGE PRO SIGN SETTINGS] ;cekuma OpUCYyTCTBYyeT Npu HacTpolke OJlIl uepes

CepBep mocTyna
SIGN CERT FILE NAME=./signalcom/certs/cert.cer

PSE PATH=./signalcom/pse

®dainbl .opq 1 .db3 foMKHbI COOTBETCTBOBATb TOMY KOHTEMHEPY, C KOTOPbIM 6blNN

CreHepumpoBaHbl.

5.8 lNepeHOC cTON-3aaBOK

Oco6eHHOCTM NepeHoca CTOM-3assBOK MexAay cepBepaMu, 06beANHEHHbIMU B KOHTYP, B TOM 4uC/e
MeXJy OCHOBHbIM M pe3epBHbIM cepBepoM. OnucaHMe NPUBEAEHO KakK Ana aBapuMHOro, Tak u ans

MJIaHOBOro nepeHoca.
5.8.1 CueHapwuii nepeHoca CTOMN-3assBOK, Koraa oAMH U3 CepBepoB BbilLues U3 CTPoS

Yepes nporpammHbln MHTepderic QMonitor Ha paboTatowem cepBepe BbINOAHUTbL KOMaHAYy
«Process all stop orders». Ha 3anpoc naeHtndukaTopa (C KOTOporo Heo6xoaAMMO NepeHecTH
cTon-3asiBku) BbibpaTb METKY cepBepa, KOTOPbIN aBapuinHO 3aBepLina paboTy.

CepBep, KOTOpbI aBapuUnHO 3aBepLlins cBoto paboTy, He06XoAMMO 3anyCTUTb C K/HOYOM
-removestops (aonyctuMa kombuHauusa c knoyamm -clean, -new un -loadlimits). ImeHHO npwm
nepBoM 3anycke nocne cb6os cepsepa nocsaeaylome WTaTHbIE 3aMyCKM BbINOMHAOTCS 6e3
K/o4a -removestops.

5.8.2 CueHapvu nNJ1aHOBOIoO NepeHoca
J1tob0oi NnaHoBbIM NepeHOoC peKoMeHAyeTCsa AenaTbh UCKIIYNTENbHO B HETOProBoe BpeMmsl.

BbinosHeHMe nepeHoOcCa B OAMH wWar
1. Ob6ecneuynTb BbINOSIHEHWE CEAYOWNX YCI0BUN:

Oba cepsepa 3anyLeHbl;
K oaHHbIM cepBepaM noaknoyeH PennukaTtop;

K AaHHbIM cepBepaM MoAK/0YEHbI BCE TOProBble MHTEpdENChI.
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2. MoakntounTtbcs MporpaMMHbIM MHTEpdencoM QMonitor kK cepBepy, Ha KOTOpPbIA HE06X0AMMO
nepeHecTn CTon-3asBKM N BbINOJHUTbL KOMaHAy «Process all stop orders» (Ha 3anpoc
naeHTUdMKaTopa ykasaTb METKY CEPBeEpa, C KOTOPOr0 HYXHO MEPEHECTU CTOM-3asiBKK).

Mpw BbINOJIHEHUM NEepeHoca B OAMH LIar BbiNOJIHEHUE YC/I0BUA 06s13aTenbHO,
MHaue 6yayT KONI/IN3UM C MEeTKaMU NPUHAAJIEKHOCTHU.

BbinosiHeHMe NepeHoca B ABa wara

1. MNoakntountbes MporpaMmMHubiM nHTepdencom QMonitor K cepBepy, € KOTOPOro Heo6xoanMMo
nepeHecTn CTon-3asiBku, 1 BbIMOJHUTb KOMaHay «Remove all stop orders» (anbTepHaATUBHbLIN
BapuaHT 3anycka C K/lo4oM -removestops).

2. MoakntounTtbes MporpaMMHbIM MHTEpdeincoM QMonitor kK cepBepy, Ha KOTOpPbIA HEO6X0AMMO
nepeHecTn CTon-3asaBKK, N BbINOJHUTb KOMaHAay «Process all stop orders» (Ha 3anpoc
naeHTUdMKaTopa ykasaTb METKY CEPBeEpa, C KOTOPOro HYXHO MepeHEeCTU CTOM-3asBKN).

TpeboBaHus:

Ecnu cepsep, Ha KOTOpPbIV NMepeHoCcATCA CTon-3asBKuK, 6611 3anyweH ¢ KA4voM -clean nnm
-new, TO BO3MOXHa cuTyauus, korga lNporpammHbin nHtepdenc QMonitor He byaeTt
oTobpaxaTb CTon-3asBKN. B 3TOM cnyyae HyxHO aoxaatbcsa 06paboTkM CTOM-3a8BOK CEPBEPOM
QUIK mn3 6a3bl AaHHbIX. O6bl4YHbIN NOPAA0K BpeMeHu oxunaaHusa ot 30 cekyHa A0 HECKONbKUX
MUHYT. KpuTepui ycnewHoro oKkoH4aHmsa 06paboTku cTton-3asaBok n3 6a3bl AaHHbIX —
nosiBfieHne cnmcka B Tabnunue Stop Orders (B NMporpaMMHOM nHTepdence QMonitor). Mo sTon
NpUYMHE He peKOMeHAYeTCs 3anyCcK cepBepa, Ha KOTOPbI NepeHOCATCA CTOM-3asBKMU

C K/to4amm -clean nnm -new.

MoakntoveHne Pennnkatopa v TOProBbiX MHTEPdENCOB B CcLueHapun «BbinofHeEHWE nepeHoca
B ABa Wara» HeobsA3aTenbHO.

MnaHoBbIN NepeHOC HeobxoaMMO genaTb B HeTOproesoe BpeMs. Ecnn ectb Heo6X0AMMOCTb
cAenaTtb NAaHOBbIN NepeHOoC B TOProBoe BpeMs, To vepes [NporpaMMHbin nHTepdenc QMonitor
AEeNCTBUSA, ONUCaHHbIE B , HY>XXHO AenaTtb
nocnenoBaTesnbHO U 6bICTpO (4TO6bI HEe 6bIN0 ABOMHOrO cpabaTbiBaHMS U 3a4epXKek
cpabaTbiBaHus).

Mpn BO3HMKHOBEHMM UHbIX BONPOCOB oTnpaBbTe pan events.log n nonHoe
onucaHue cobbiTnint B Cnyxxby TexHnuecko noaaepxxku QUIK:
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5.9 PernaMeHT exxeagHEBHOIro o6cny>xmnBaHms cepBepa
QUIK

5.9.1 OcTaHOBKa M 3anycCK CepBUCcoOB

NMpwv BO3HMKHOBEHMMX BONpocoB o6paTutech B Cnyxx6y TeXHMYECKOW NOAAEPIKKN
QUIK:

CepBep QUIK n nHTepdeincol K TOProBbIM CUCTEMAM HYXXHO nepe3arpyXaTb eXeQHEBHO, TaK Kak
nepesanyck TOProebiX MJOWAA0K BbINOJIHAETCS exenHEeBHO.

OTCyTCTBME HACTPOEHHOIO pacrnucaHus nepesanycka CepBMCOB MOXET NPUBECTU K HEKOPPEKTHOMY
onpeneneHunto AaTbl TeKyLLEen TOProBoW ceccum u npobaemMaM C NoAKIYEHMEM TOProBbIX
nHTepdericoB. OCTaHOBKY CEPBUCOB PEKOMEHAYETCS BbINOMHATb MOC/E 3aBepLIeHNs TOPro.

Ha COOTBETCTBYIOLWMX NoWaaKax, a 3anyck — yTpom, nepea HayanaoM TOpros.

PacnuncaHme 3anycka cepBuUCOB AO/MKHO 6bITb COr1acoOBaHO CO 3HA4YeHMeM NnapaMeTpa

B cekumu [trade_date] danna HacTpoek quik.ini, KOTOpoe AO/MKHO COOTBETCTBOBATb BPEMEHM,
Koraa cepBuC rapaHTUpOBaHHO ocTaHoBNeH. Hanpumep, ecnu cepeep QUIK ocTtaHaBnmBaeTcs
B 02:30, a 3anyckaetcs B 05:30, 3HaueHne MoOXeT 6bITb CNeayowmMm:

[trade date]
ClearingTime=040000

MapameTp ClearingTime MOXeT TakXe NpUCyTCTBOBaTb B HAaCTpoOMKax ApPYrux CEPBUCOB U MOAYNEN
cucrtembl QUIK. NHdpopMauunto o HacTpolKke 3Toro napameTrpa cM. B PykoBoacTtee
no aaAMMHUCTPUPOBAHUIO COOTBETCTBYIOLLErO MOAY/S.

Cepsep QUIK mMoxeT 6bITb 3anyLueH C unm

PekoMeHayeMoe pacnucaHue

Bpemsa Cob6biTne

[o 05:30 3anyck cepBepa QUIK (cepsuc QuikServer)

05:35 3anyck Moaynsa dopmumpoBaHus kpocc-kypcoB (CrossRateTW)
05:40 3anyck Pennukatopa (ReplTW)

05:45 3anyck Moayns pacceinku ysegomneHun (SMS)

05:47 3anyck CepBepoB goctyna u Moaynen web2QUIK
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Bpems Cob6biTHe

05:50 3anyck w308 MB AstsBridge nnn DFServer (®oHA0BbLIN, BantoTHbINM PbIHOK, KIMPUHIoBas
cucrtema)

05:53 3anyck wnt3a Toproson cuctembl SPECTRA Cpo4Horo pbiHka Mb (SpectraCGate)

05:55 3anyck Toprosoro nHtepgenca BantoTHoro poiHka Mb (AstsCurrGate) u NMporpamMmHoro

nHTepdenca KnnpmnHroson cncrtembl BantoTHoro poiHka Mb (AstsCurrRiskGate)

05:57 3anyck Toprosoro nHtepdgenca ®oHaoBoro poiHka Mb (AstsGate) u lNMporpaMMHoOro
nHTepdenca KnnupmnHroson cnctembl ®oHgosoro poiHka Mb (AstsRiskGate)

06:00 3anyck Toprosoro nHtepgeinca CpoyHoro poiHka Mb (FortsGate)

05:45 3anyck Toprosoro nHtepdgeinca CaHkT-lMNMeTepbyprckon Bupxun (SpbExchangeGate)
08:55 3anyck wnt3a Mb AstsBridge nnn DFServer (aeHeXHbIA pbIHOK)

09:05 3anyck Toprosoro nHtepdgeinca leHexHoro pbiHka MBb (AstsGKO)

21:05 OcTtaHoBka ToproBoro nHtepdeinca leHexHoro pbiHka MB (AstsGKO)

21:10 OcTtaHoBka wnt3a Mb (AstsBridge, DFServer) ana leHexXHoro poiHka Mb

00:00 OctaHoBka Toproebix UHTepdericos PoHA0BOro U BantoTHoro peiHka MB (AstsGate,

AstsCurrGate) n NMporpaMMHbIX nHTepdeincos KnmpuHrosom cuctembl PoHAOBOTO
n BantoTHoro pbiHka (AstsRiskGate, AstsCurrRiskGate)

00:00 OcTtaHoBka Toproesoro nHtepgenca CpoyHoro poiHka Mb (FortsGate)

00:10 OcTtaHoBka wnt308 Mb (AstsBridge, DFServer) ans ®oHnoBOro n BantoTHOro pbiHKa
W KJIMPUHIOBOM cuctemMbl Mb

00:10 OcTtaHoBKa wnto3a Toproson cuctembl SPECTRA Cpo4Horo peiHka MB (SpectraCGate)
00:05 OctaHoBka Toproeoro nHtepderica CaHkT-lNMeTtepbyprckoi bupxun (SpbExchangeGate)
02:25 OcTtaHoBka Moaynsa ¢dopMmpoBaHus kpocc-kypcoB (CrossRateTW)

02:25 OcTtaHoBka CepBepoB aoctyna n Moaynen web2QUIK

02:27 OctaHoBka Moayns paccbinku yBegomneHun (SMS)

02:27 OctaHoBka Pennukatopa (ReplTW)

02:30 OcTtaHoBka cepBepa QUIK (cepsuc QuikServer)
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3anyck cepBepa QUIK 6e3 knrouen

Mpu 3anycke 6e3 kntouel cepep QUIK 3arpyxaeT pbIHOUHYO MHMOpMaLnto, a Takxe
MHGOpPMaUKIo 0 3as9BKax M caenkax nis dannos xpaHmnuu,. 31a MHDopMaums OCTyNHa BCEM
rnosib3oBaTensaM, noaktveHHbIM K cepeepy QUIK, 4yTo no3songeT, HanpuMmep, BbIFPy3UTb C yTpa
nHdOpMaLnIO O caenkax 3a npeabliaywmin ToOproeblii AeHb. OUYNCTKA AaHHbIX 3a NpeablayLLyto
TOProByl CECCUID NPOUCXOAMUT B MOMEHT nogkntodeHusa Kk cepeepy QUIK nepsoro Toprosoro
nHTepdeica.

5.9.2 3arpyska no3vumi u Nnpodunm KJIMEeHTOB

Mo3numnm n npodunmn KNMEHTOB AOJKHbI 3arpyxaTtbcs Ha cepBep QUIK exenHeBHO A0 Hadana
TOProB, Tak Kak no3mumm n npoduin He NepeHoCcaTCs Ha creayrwWwmnii AeHb, 1 Bc nHdbopmaums
O HMX HAa MOMEHT OKOHYaHUSA TOProB yaandeTcs npu nepesanycke cepsepa QUIK.

B 60/blUMHCTBE C/lyyaeB 3arpy3ka no3numii n npoduaein BobinonHaeTcs npm nomMowm .lim danna,
B KOTOPOM Ka)kaasl CTPOKa COAEPXKMUT MHMOPMaLMIO 0 MO3nUMKM Ui npodune knneHTta. dann
MOXHO MONYYUTb CleayoWwmnmMmm cnocobamm:

n3 Pabouero mecta QUIK c npaBaMmn MeHeaxepa nocsie OKOHYaHus npeablayLlero ToproBoro
[OHs1, BbIOpaB NMYHKT OCHOBHOIO MeHi0 Bpokep / CoxpaHuTb no3uuuu B dbain;

C noMouwlbto NMporpamMmbl Ans 3arpyskm nMMnUToB Ha cepBep QUIK FillLimits;

N3 YYETHOM CMCTEMbl BpOKEpCKOWM KoMMaHum unn 6aHka (pekoMeHayeTcs).

3arpy3uTb no3numn n npodpunm Ha cepsep QUIK MOXHO cneayrowmmm cnocobamu:
Mpwn C ktoyoM -loadlimits.
B nporpamMe ansa 3arpysku nmmutoB Ha cepBep QUIK
B nporpamme
Bpy4Hyto n3
C nomouwbio MNporpaMMHOro uHTepderica ynpaenenms nummtammn QuikLimit.

3anyck cepsBepa QUIK c knto4vom -loadlimits

3T10T cnocob6 pekoMeHAyeTCA Kak Haunbonee 6bICTPbINA.

1. CkonupynTe noarotoBneHHbl dann .lim B AMpekToputo, KoTopas aoctynHa cepeepy QUIK.

2. 3anyctute cepeep QUIK c napameTpamu -clean -loadlimits <nyTb Kk danny c no3amumsaMmn>.
Hanpumep:

sc start QuikServer -clean -loadlimits C:\quik\limits.lim

BmecTo Kkntoya MOXET UCNOJSIb30BaTbCs KIHOY 3a UCKJ/IIOYEHNEM CUTYaUun, Korga
Ha cepBep 3arpy>XXeHbl HEKOPPEKTHbIE MO3ULKUKN MO AeHbraM U MHCTPYMEHTaM n Heobxoanmo
3arpy3unTb KOPPEKTHbIN (ara ¢ No3nunsaMu.
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Mporpamma pgna sarpysku aimMmtoB Ha cepBep QUIK FillLimits

Mporpamma nogkntoyaeTcsa Kk cepeepy QUIK kak 0b6bluHbIN Mosb30oBaTesb, HO ee 3anyCK MOXHO
aBTOMaTU3MpoOBaTb Npu nomown garnos .bat nnm .cmd, KoTopble MOryT 3anyckaTb €€ Mo 3apaHee
YCTaHOBIEHHOMY pacnucaHmio. 3anyck NporpamMmMmbl AOJIKEH BbIMOMHATLCS MOCNE NOAKOYEHUS
TOproBbiX MHTepdencoB 1 3arpy3km Ha cepBep QUIK Heob6xoanMbIX MHCTPYMEHTOB.

Mporpamma QMonitor
Cnocob ncnonb3yertcs, ecnm danna c no3mumaMmmn He 6bi1 NOArOTOBEH BOBPEMS U ero Heo6xoanMo
3arpysuTb nocne 3anycka cepsepa QUIK.

1. YkaxuTe nyTb K aiay c no3mumamm B gaiine HacTpoek cepsepa quik.ini:

[ctl module]

loadlimits file=C:\quik\server\positions.lim

Ecnun aTa HacTpolika He ykasaHa, no3vuum byayT 3arpyxeHbl U3 darina «gmonitor.lim»,
KOTOPbIN AO/MKEH HaxoauTbCa B AnpekTopuun ¢ cepsepomM QUIK.

2. B nporpamme QMonitor Bbibepute nyHKT MeHio Actions / Load limits from file, uto6ul
3arpysuTb No3Munm.

Pa6ouee mecto QUIK
dann c no3nunsaMu MoxHo 3arpy3nTtb U3 Pabouero mecta QUIK c npaBamn MeHeaxxepa, BbibpaB
MYHKT OCHOBHOIoO MeHio Bpokep / 3arpy3uTb no3suuumn m3 cdaina.

HepocTtaTtku:

BbIMOJ/IHEHNE OMNepaunmn BpyYHYO MEHEOXKEPOM;
No3unLUUKM MOTyT 6bITb 3arpy>eHbl TONIbKO MOC/e NOAKIUYEHNS TOProBbiX MHTEpdeincoB
M MONYYEHUS CNUCKA AOCTYMHbIX MHCTPYMEHTOB.

NHdopmaumoHHbIt nHTepdeiic Holiday

NHTepdelc MOXHO MCNoNb30BaTh AN 3arpy3ku ctatnyeckon nHoopmaumm Ha cepsep QUIK

B HETOProBble AHW. HanpuMep, eCcnm KAMeHTbl COBEPLIAOT TOProBblie onepauum Yepes CUCTEMY
QUIK Ha 3anagHbIX pblHKax, TO Takas He06X0AMMOCTb BO3HMKAET B AHM, KOTOPblE SBAAIOTCS
BbIXOAHbIMM B Poccuiickon degepaunmn, HoO paboumMmn Ha 3anage. NWHTepdeic no3sonser
3arpy3uTb Ha cepBep QUIK:

onncaHme MHCTPpyMEHTOB B OTAEJ/IbHOM peXunMme Toproe U UeH And oueHKU CTOMMOCTHU no3munmn
KJTMEHTOB;

VIHCbOpMaLl,VII'O O CPOYHbIX MHCTPYMEHTAX, No3nundax mn orpaHnN4YeHmndax no KIMEHTCKMM CHETaM
AN KJIMEHTOB, ncnonb3yrwmnx Moaynb €1VHOWN AEHEXHOWN MOo3nLNnN.
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5.9.3 Co3paHue pe3epBHbIX konuk ¢painnos

CepBep QUIK He xpaHuUT daibl B CUCTEMHBLIX ANPEKTOPUSX U He nponuckiBaeT B peectp Windows
HacTpoliku. ®annbl, Heobxoammbie ans paboTocnocobHOCTN cepBepa, HAaXOAATCS B ANPEKTOPUM,
B KOTOPOM ycTaHoBneH cepsep QUIK.

Y106l HE NOTEPSATL BaXkHble dalinbl HACTPOEK, PEKOMEHAYETCS:

nepes ycTaHOBKOW O0OHOBNEHMS BEPCUM CO34aBaTb PE3EPBHYH KOMUIO AMPEKTOPUM C CEPBEPOM
QUIK;

nocne OKoOH4YaHMS TOProB COXPaHSATb pe3epBHble KONUK cneaytowmnx gannos:
quik\gadmin\server\mainbase.ini;

quik\gadmin\server\gadminsrv.ini;

quik\gadmin\client\gadmin.ini;

quik\server\*.ini.

A Takxe apyrux .ini danaoB HaCTpOeK OT BCEX YCTAHOB/EHHbIX TOProBbiX U MHMOOPMALMOHHbIX
MHTepdencos.

coxpaHaTb norm cepeepa QUIK (events.log, deallib.log), norn nHtepdericos n moaynemn
MUHMMYM 3a nocnegHue 10 aHen. Takxe xenaTenbHO coxpaHsaTh .ik dannbl oT cepepa QUIK.

MO>XHO MCNonb30BaTb BCTPOEHHbIE MEXAaHWU3Mbl poTaumu N0ros, nMewwmecs B cepeepe QUIK
MU Apyrux moaynsx.

[ns Bcex ncnonb3yembix 6a3 AaHHbIX PEKOMEHAYETCS HAaCTPOUTb aBTOMATMYeCKOoe co3haHune
pe3epBHbIX KOMWUI B HeEpaboyee BpeMs, a TaKXKe Nnpoueaypy penHaekcaumm Ha exeHeaenbHomn
OCHOBE B BbIXOAHbIE AHMW.

5.9.4 CuvHXpOHM3aLUMUSA NIOKAJIbHOIroO BpeMeHM

CUHXpOHM3aLUMa NTOKasIbHOrO BPEMEHU C CEPBEPOM BPEMEHU Ha MalKnHax ¢ cepsucamn QUIK
OOJHKHA NMPOn3BOANTBCS B MOMeHT, koraa Bce cepsucbl QUIK ocTtaHoBneHbl. PekoMeHayeTcs
MPON3BOANTb CUHXPOHMU3ALMIO HE Yalle OAHOro pasa B CYTKM.

5.9.5 BoccTraHOBJ/IeHUe nocJjie CUCTEMHOIro cbosn

Mpn BOSHUKHOBEHUUN CUCTEMHOro c6os B npouyecce Topros obparurecb B Cnyxx6by
TexHu4Yeckomn nogaeprkkm QUIK: .

B cny4dae cbos B pabote cucremHoro MO nan obopynoBaHus, Ha KOTOPOM YCTaHOBJIEH cepBep
QUIK, MoxeT BO3HUKHYTb npobsiemMa C COXpaHeHMEM AaHHbIX B palifibl XpaHWIUL, a 3anyck
cepBepa QUIK 6yneTt 3aBepliaTtbCs OLWLINOKOMN.

O6LWwMin NOpAAOK OCTAHOBKM U 3aNyCKa CEpPBUCOB
1. OctaHoBKa nHTepdencos/Moaynen, NnoagkntUYeHHbIx K cepeepy QUIK.
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OcTaHoBKa ob6s3aTesnibHa ANS CleayoWmx CEPBUCOB:

NHTepderlicbl Asts* (Hanpumep: Toproebii nHTepdenc PoHAO0BOro pbiIHka MOCKOBCKOM
Bupxun (cektop «OcHoBHOM pbiHOK») (AstsGate), Toprosbili MHTepdec BantoTHOro
pbiHKka MockoBckon bupxun (AstsCurrGate), NMporpaMmHbIn nHTepdenc KnmpmHroBom
cnctembl ®oHAOBOro pbiHka MockoBckol 6mpxun (AstsRiskGate), NMporpaMMHbIn
nHTepdenc KnnpmnHroson cncrembl BantoTHOro pbiHka MoCKOBCKOW BUpPXU
(AstsCurrRiskGate).

ToproBbinn MHTepdelic CpouHoro pbiHka MockoBckol Bupxu (FortsGate).
Cncrema 6poKkepCcKkux KOTUPOBOK.
Moaynb MynbTnbpokepckoro obcnyxmsanusa (Multihub) (ecnn ectb B KoHDUrypaumn).

Heo6x0ANMMOCTb OCTAHOBKM 3TUX CEPBUCOB 3aBUCUT OT YC/IOBUIA:

Toprobin nHTepderc CMNb Bupxu (PbIHOK MHOCTpPaHHbIX LLEeHHbIX 6ymar)
(SpbExchangeGate), Toprosbin nHTepdeinc CMNb bupxun (PbIHOK POCCUNCKUX LLEHHbIX
bymar) (SpbExchangeRuGate) - Tonbko B cnyuyae cb6ost B Toprosoi cucteme Crb
Bupxun, ns-3a kotoporo Ha cepsep QUIK 3arpyxeHa HekoppeKkTHasa nHdopMaums.

OcTaHoBKa He TpebyeTcsa Ansa crefyrowmx ceEpBUCoB:

KnueHTCcKkue npunoxeHuns.

TexHonormyeckne nNpunoXeHus (Hanpumep, cepeep Aoctyna, Moaynb akcnopTa

6upxesoi nHdopmaumu, MNMporpaMmHbin MHTepdenc FIX adapter).
UckntoueHune: Cepseuc Q2Q (cM. ).

2. OcTtaHoBka cepepa QUIK.

3. 3anyck cepsepa QUIK c kno4yomMm (MoxeT KoMBMHMpOBaTbLCA C ) unu

4. 3anyck nHtepdencos/mMoaynen, UMELWNXCA B KOHPUrypaumm n NCNob3yOLWNXCA COBMECTHO
C 04HUM M3 OCTAHOBNIEHHbIX UHTepdercoB/Moaynen).

PekoMeHAyeMblii BpEMEHHOW NPOMEXXYTOK MeXXAY 3anyCKaMu TOProBbIX
nHTEepcpencoB — 1-3 MUHYTHI.

NHTepdericbl Asts*, Toproebiih nHtepdenc CIMNb Bupxu (PbIHOK MHOCTPAHHbIX LLEHHbIX ByMar)
n ToproBbiii nHTepdenc Crb bupxun (PbIHOK pOCCUINCKMX LEHHbIX ByMar) 3anycKatoTCsa TOSIbKO
C KJIHOUYOM

OcobeHHoCTHM 3anycka Toprosoro nHtepdenca CpoyHoro pbiIHka MoOCKOBCKOM Brpxu

(FortsGate) cm.

Oco6eHHOCTM 3anycCKa C KJilouaMM -hew u -clean
3anyck cepBepa QUIK ¢ kntoyoM -new mnm -clean MoXeT MCNOAb30BaTbCS B ClIeAYIOWMX CAyYasax:

npun obHoBneHun cepsepa QUIK (knto4y -new nnm -clean);
Ha cepBep 3arpy>XeHbl HEKOPpPEeKTHble AaHHble (HanpuMep, u3-3a cbos Ha bupxe nnu
HapylweHuns pernameHTa 3anycka cepsucos QUIK):

KpoMe Mo3uumMin 1 HOBOCTEN (KJIoY -New);
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B TOM 4yucne nosnunm no geHbraM " MHCTpyMeEHTaM (KJ'II'OLI -cIean).

Nnpy BO3HUKHOBEHWM CUCTEMHOIO 605 (OTCYTCTBME CBOBOAHOIrO MecTa Ha AMCKe, annapaTHas
npobnema, BHe3anHOe OTK/IKOUYEHME NMUTAHKS), KOTOPbIM NpMBEN K NOBpeXaeHuto ¢annosoro
XpaHunumua:

KpOMe XpaHWAULL C MO3MLMSAMU U HOBOCTSAMU (KJTHOY -new);
B TOM UMCie XpaHuanwa C No3uuMsIMn Uam HoBocTsaMu (KoY -clean).

B sTOM cnyyae cepBep He 3anycKaeTcs, a TUM MOBPEXAEHHOr0 XpaHWUIULLA COXpaHseTCs
B bann events.log cepeepa QUIK.

Ana npoBeaeHnsa goMarHocTtuku no cganny events.log o6patuteco B Cny»x6y
TexHunuyeckou noaaep xkn QUIK: .

OctaHoBKa M 3anyck Cepsuca Q2Q
MopsAoK OCTaHOBKKM M 3anycka cepBUCOB Npu ucnonb3osaHmn Cepsuca Q2Q oTnnyaercs

oT N BONXKEH 6biTb CNeayloLWwmMm:

1. OcrtaHoBka master-cepBepa.

2. 3anyck master-cepsepa C K/J04YOM nnm

3. OcraHoBka Cepsuca Q2Q u nHtepdencos/moaynen (cM. war 1 ).
4. OcrtaHoBka slave-cepsepa.

5. 3anyck slave-cepBepa C K/JO4YOM nnm

6. 3anyck CepBuca Q2Q mn nHtepdericos/moaynen (cm. war 4 ).

3anyck Toprosoro uHrepdgeica CpoyHoro pbiHka Mb

B TeyeHMe AHEBHOI TOProBOW CECCUU KIIMEHTbI BbICTABISAIOT 3asBKW, KOTOPbIE MOC/ie OCHOBHOIO
KMpUHIra NepeHoCATCa Ha BeYepHIo ceccuio. OCTasnbHble 3asiBKM CHUMAlOTCS TOProBON CUCTEMOWN.
ToproBbin HTepdeic CpoyHoro pbiHka MockoBckon bupxu (FortsGate) aHanuamnpyetT cocTtosiHue
Ceccum 1 Npu HacTyrnaeHuUn BedepHero KAnpuHra CHMMaeT 3asBKW, CPOK AENCTBUS KOTOPbIX
OrpaHu4yeH TeKyLlen ceccuen.

Ecnu B Xxoae 0CHOBHOM TOproeomn ceccum npounsowen cb6on, n cepsep QUIK nepesanyckaeTcs

C KJIIOYOM -new unm -clean nocne Hauyana BeyepHel ceccmn Ha CpouyHoM pbiHke MB (nocne 19:00
MCK), To NHTepdenc Heob6xoaMMo 3anyCTUTb C KJIlOYOM -new -send_esp, 4Tobbl 3arpy3unTb

Ha cepBep QUIK 3asBKM 1 cAeNKN OCHOBHON TOProBOW CECCMU, a TaKxe BXoAsilme no3mumm ans
KOppekTHOW paboTbl Moayns eaqnHOM AEHEXHOM NO3ULMK.
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5.10 Cnucok koaoB owunbok cepeepa QUIK

AecATUYHbIN TekcT ownbkKkM B MHTEepdeiice TekcT ownbkM B MHTEepeiice

Koa owmnbkn Ha PYCCKOM fi3blKe Ha aHIMMTMHUCKOM fAi3blKe

8637216 Bam 3anpeweHa pabota no gaHHoMy  No right to trade in this instrument
WHCTPYMEHTY

8637217 LleHa 3asBkKu goxHa 6biTb Order price should be positive
NonoXuTenbHa

8637218 LleHa 3asBkK <3HauyeHMe3> He Order price <Value3> is out of set interval
COOTBETCTBYET YCTAaHOBNIEHHOMY from <Valuel> to <Value2>
AnanasoHy OT <3HayeHuel> fo
<3HauyeHne2>

8637219 He 3agaHa no3uumnsa no MHCTpyMeHTy  You have no position for this instrument

8637220 MpeBbiWweHa No3nuus no Position for the instrument is exceeded
WHCTPYMEHTY

8637221 Owwnbka npu namMeHeHnn nosmummn no Error in changing position for the instrument
WHCTPYMEHTY

8637222 HeBepHoO ykasaH ¢UHaHCOBbLIN Incorrect name of financial instrument
WHCTPYMEHT

8637223 PbiHOYHasa 3asaBKa A1 KJIMEHTCKOIo Market order for the client account is forbidden

CYyeTa 3anpelweHa

8637224 He 3apgaHa no3numsa nonb3oBaTtenst no Money-position for the client is missed
AeHbram
8637225 Bam 3anpeuweHa pabota no gaHHoMmy  No right for this trading account

TOProBOMy CYeTy

8637226 MpeBbllWweHa No3uums No AeHbram Money-position is exceeded

8637227 Owwnbka npu nameHeHnn nosmummn no Error while changing money-position
AeHbram

8637231 MpeBbllWEHO MakCcMMalbHO Securities amount exceed tolerable one

BO3MOXHO€E KO/TNYECTBO

WHCTPYMEHTOB

8637232 3asiBka nepuoaa 3aKkpbITus Close period order is forbidden
3anpelieHa

8637233 KonunyecTtBo B 3asBke Ao/kHO 6biTb  Order depth should be positive
NONOXUTENBHO
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AecAaTn4yHbIN
KoA owwunbkn

TekcT olwnbkn B MHTEepgence
Ha PYCCKOM fi3blke

TekcT ownbkn B HTEepdence
Ha aHIJIMACKOM fA3blKe

8637236 Mopaya 3a89BOK NO AaHHOMY Orders for this trading account and financial
TOProBOMYy CYeTy U (PUHAHCOBOMY instrument are prohibited
WHCTPYMEHTY 3anpeLieHa

8637237 MpeBblweH o6Wnin N(MMUT Common limit is exceeded
KpeauToBaHus

8637238 Onepauun no gaHHoMy knneHTckoMmy Operations on this client code are prohibited
KoA4Y 3anpeLleHbl

8637239 MpeBblWeH MaKCUMasnbHbIA IUMUT Maximum limit is exceeded
KpeauToBaHus

8637240 [aHHbIM MHCTPYMEHT 3anpewieH ans  Security is restricted for short operation
onepauuu WwopT

8637242 JOCTUrHYT MUHUMarbHbIN YPOBEHb Minimal level of client assets
KSIMEeHTCKOro obecnevenus

8637243 3anpeleHa onepaums ¢ ykasaHHbiM  Operations are not allowed for the specified
KOHTpareHToMm counterparty

8637244 3anpeleHa onepaums c ykasaHHbiM  Operations are not allowed for the specified
KOAOM pacyeToB settlement code

8637245 He onpepeneHo 'O no uHcTpyMeHTy  Initial margin of contract is undefined

8637247 O6beM 3aaBKM HE MOXeT 6bITb The order value cannot be less than <Valuel>
MeHblle <3HayeHuel>

8637248 Mo gaHHOMY MHCTPYMeHTY paspeweHo Order volume is out of range
TOJIbKO 3aKpbITUE NO3MuUumn

8637249 MpeBbiweH 06WMN NUMUT Total limit for collateral securities exceeded
WHCTPYMEHTOB obecnedeHuns

8637250 Ons BbibpaHHOro hMHaAHCOBOIO Low discount for the selected security must not
WHCTPYMEHTA HMXKHUMA ANCKOHT HEe be smaller than the initial discount by more
MOXEeT 6bITb MEHbLLE HaYyasibHOro than <Valuel>
AVCKOHTa 6onee yeM Ha
<3HaueHnel>

8637251 Ons BbibpaHHOro ¢hMHaHCOBOIO High discount for the selected security must
WHCTPYMEHTa BEPXHUI AUCKOHT He not exceed the initial discount by more than
AOJIKEH MpeBbliwaTbh HavyanbHbIN <Valuel>
OVCKOHT 6osiee yeM Ha <3HadeHnel>

8637252 0O6beM 3asaBkn <3HayeHuel> The order volume <Valuel> exceeds the limit

NnpeBbILAET 3aAaHHOE OorpaHnyeHune

in <Value2> from the average daily turnover
<Value3>
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AecAaTn4yHbIN
KoA owwunbkn

TekcT olwnbkn B MHTEepgence
Ha PYCCKOM fi3blke

TekcT ownbkn B HTEepdence
Ha aHIJIMACKOM fA3blKe

<3HayeHne2> oT cpefHe4HEBHOMO
obopoTa <3HauyeHne3d>

8637253 Bam 3anpeuweHbl onepaunmn B knacce Operations in <Valuel> class with the
<3HauyeHnel> ¢ ykasaHHbIMU specified parameters are not allowed
napaMeTpaMn 3asiBKu

8637254 Bam 3anpeleHo 3akntoveHune caenok REPO transactions on <Valuel> of the
PEMO no <3Ha4yeHuel> c ykasaHHoOM specified direction and/or REPO term are
HanpaBNEHHOCTbIO /MU CPOKOM prohibited
PEMO

8637255 BaM 3anpelueHbl onepaumm ¢ Operations with <Valuel> instrument are
WHCTPYMEHTOM <3HauyeHunel> prohibited

8637256 PbiHOUHas 3asiBKa Ha nNpoaaxy no Placing a market order to sell <Valuel> in
WHCTPYMEHTY <3HaueHuel> B knacce <Value2> class is prohibited
<3HaueHne2> 3anpelleHa

8637257 PbiHOUHas 3asiBka Ha npoaaxy B Placing a market short order to sell <Valuel>
LWOPT MO MHCTPYMEHTY <3HaueHnel> in <Value2> class is prohibited
B Kflacce <3HayeHue2> 3anpeLlleHa

8637258 MpeBblweH MakCcMManbHO Maximum order value <Valuel> exceeded
A0NYyCTUMbI 06beM 3a89BKU
<3HaueHnel>

8637259 3asBKa MOXeT NpuUBECTU K An order can lead to an unacceptable long
HeaonyCcTMMOMY pasMepy AJIMHHOWN position size <Valuel> in <Value2> (max.
no3mumnm <3HadeHuel> ans position <Value3>)
<3HaueHne2> (MakcumasnbHas
nosnumsa <3HayeHne3>)

8637260 3asiBKa MOXET NMpuUBECTU K An order can lead to an unacceptable short
HeaonyCTMMOMY pa3Mepy KOpPOTKOM position size <Valuel> in <Value2> (max.
no3mumnm <3HadeHuel> ans position <Value3>)
<3HaueHne2> (MakcumasnbHas
no3vumsa <3HadeHme3>)

8637261 lMpeBbleHO MakcuManbHoe Maximum transactions quantity <Valuel> on
KOSIMYECTBO TpaH3aKLumi interval <Value2> exceeded
<3HayeHunel> B nHTepBane
<3HauyeHne2> cek

8637262 KonuuyecTteo B 3asiBKe He MOXET The order quantity must not exceed <Valuel>
npesbiwaTb <3HayeHnel>

8637263 KonuuecTtBo B 3asBKke He MoxeT 6biTb  The order quantity cannot be less than

MeHblle <3HayeHuel>

<Valuel>
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AecAaTn4yHbIN
KoA owwunbkn

TekcT olwnbkn B MHTEepgence
Ha PYCCKOM fi3blke

TekcT ownbkn B HTEepdence
Ha aHIJIMACKOM fA3blKe

8637264 LleHa He MoxeT 6bITb 6onblue The order price cannot be higher than
<3HauyeHnel> <Valuel>

8637265 LleHa He MoxeT 6bITb MeHbLUE The order price cannot be lower than
<3HauyeHnel> <Valuel>

8637266 CkoppekTnpoBaHHoe 3HayeHne HIMP1 The corrected RCS1 <Valuel> is less than 0
<3HaueHnel> MeHble 0

8637267 CkoppekTtunpoBaHHoe 3HauyeHune HIMP1 The corrected RCS1 is less than 0. The short
MeHble 0. HenokpbiTas no3uumsa no  position in non-liquid instrument
HETMKBULHOMY UHCTPYMEHTY

8637268 He HalineHo onucaHne MHCTpyMeHTa  Security of settle currency is not found
BaJItOTbl pacyeToB

8637269 Onepauusa 3anpewieHa: The operation is not allowed. CFI code is not
HeponyctmMblii CFI koa valid

8637270 HenokpbiTas no3muus <3HavyeHnel> Short position <Valuel> in <Value2> less
no <3HayeHne2> C y4yeToMm liabilities
obsa3aTenbCcTB

8637271 Onepauus 3anpeleHa n3-3a Hannuma Operation is prohibited due to a short in the
KOPOTKOM MO3MLUKU MO OMNMUNOHY option <Valuel>. Only position closing is
<3HaueHunel>. [lonyckaeTtcs Tonbko allowed
3aKpbiTUE NO3NLKUI

8637272 B knacce <3HaueHunel> 3anpeweHo REPO trades with a term that includes the
3aknoyeHne caenok PEMO, B cpok record date for coupon payment are not
KOTOpbIX nonagaet gata dukcauum allowed for the class <Valuel>
cnucka gepxartenen obnuvraunm gns
BbINJaTbl KynoHa

8637319 LleHa 3asBKM A0/XHa 6bITb MEHbLLE The order price must be lower than <Valuel>
<3HaueHnel>

8637320 LleHa 3asBkuM Aos/kHa 6bITb 6onblue The order price must be higher than <Valuel>
<3HaueHnel>

8637326 MakcuManbHbIM pa3smep obs3aTtenbcTtB The maximum size of liabilities was exceeded
npeBbllWeH Ha <3Ha4vyeHnel> by <Valuel> <Value2>
<3HaueHne2>

8637336 Onepauunmn 3anpeLeHsl Operations are prohibited

8637337 Onepauunn € MHCTpyMeHTaMm Operations with <Valuel> instruments are

<3HaueHuel> 3anpeLieHsbi

prohibited
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AecAaTn4yHbIN
KoA owwunbkn

TekcT olwnbkn B MHTEepgence
Ha PYCCKOM fi3blke

TekcT ownbkn B HTEepdence
Ha aHIJIMACKOM fA3blKe

8637338 Onepauun c gaTon pacyeToB Operations with settlement date <Valuel> or
<3HaueHnel> 1 no3gHee 3anpeweHbl greater are prohibited

8637339 Onepauun c gaTon pacyeToB Operations with settlement date <Valuel> or
<3HaueHnel> 1 nosgHee 3anpelleHbl greater are prohibited for <Value2>
ONA NHCTPYMEHTOB <3HayeHune2> instruments

8637340 BBoa 3a8BKkM Mo <3HaudeHnel> You cannot enter an order for <Valuel>. The
3anpeuweH: Hepgonyctumbin ISIN-kog  instrument ISIN code is not allowed
WHCTpyMeHTa

8637341 BBoa 3a8BKN MO UHCTPYMEHTY You cannot enter an order for instrument
<3HayeHunel> 3anpeweH. An4 <Valuel>. Operations with <Value2> are
COBEpLUEHMS onepaunii c available for unqualified investors successfully
<3HaueHne2> ang tested on complex financial product type
HeKBanMMUUMPOBaHHbIX MHBecTopoB <Value3>
ob6s3aTenbHO NpoOXoXAeHWe
TECTUPOBAHMUS Ha TUM C/TIOXHOIO
¢dunHaHCOBOro Npoaykra
<3HayeHne3>

8637342 MpeBblWeH NUMUT ANs cpoka The limit is exceeded for the period <Valuel>
<3HauyeHnel> Ha <3HayeHune2> by <Value2> <Value3>
<3HayeHne3>

8637343 HenoctaTouyHO AeHeXHbIX CpeacTB Insufficient funds to deposit
ANa nepefayv B Aeno3nT

8637346 3anpeueHbl onepaumn rnoKynkm Buy operations are prohibited

8637347 3anpeuleHbl onepaumn nNpoaaxm Sell operations are prohibited

8637348 3anpeuleHbl onepaummn NoKynku c Buy operations are prohibited for <Valuel>
WHCTpyMeHTaMu <3HadeHuel> instruments

8637349 3anpeuleHbl onepaumu npoaaxmu c Sell operations are prohibited for <Valuel>
WHCTpyMeHTaMu <3HadeHuel> instruments

8637350 3anpeuleHbl onepaummn NOKynKu C Buy operations with settlement date <Valuel>
AaTon pacyeToB <3HayeHuel> u or greater are prohibited
nosgHee

8637351 3anpeuleHbl onepaumu npoaaxmu c Sell operations with settlement date <Valuel>
AaTon pacyeToB <3HayeHuel> u or greater are prohibited
nosgHee

8637352 3anpeuleHbl onepaumn nokynku ana  Buy operations with settlement date <Valuel>

WHCTPYMEHTOB <3HauyeHue2> C gaTomn
pacyeToB <3Ha4yeHuel> u no3gHee

or greater are prohibited for <Value2>
instruments
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AecaTnyHbIN TekcT olwnbkn B MHTEepgence
KoA own6ku Ha PYCCKOM fi3blke

TekcT ownbkn B HTEepdence
Ha aHIJIMACKOM fA3blKe

8637353

3anpeleHbl onepaunn Npoaaxxu Ans
WHCTPYMEHTOB <3HayeHue2> C naton
pacyeToB <3HayeHuel> n no3agHee

Sell operations with settlement date <Valuel>
or greater are prohibited for <Value2>
instruments

8637354 HepocTtaTouHO <3HaudeHuel> ans The available quantity of <Valuel> is not
BbICTaB/IEHUNS 3a59BKMU sufficient to enter an order

8637355 Owwnbka nNpu noayveHumn Error while receiving a futures limit for
¢boyepcHoro nMMuTa nNo bymaram securities

8637356 Owwnbka nNpu noayveHumn Error while receiving a futures limit for cash
¢ bloYEepCHOro NMMMMTa MO AeHbraM

8637357 Owwnbka nNpu ycTaHOBKE NMMUTA MO Error while setting securities limit
bymaram

8637358 Owwunbka npmn ycTaHOBKE NMMUTa Nno Error while setting cash limit

AeHbram
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