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1. Obwme cBepgeHusn

1.1 KoMnoHeHTbl cucteMmbl QUIK

MporpamMmmHubin komnnekc QUIK peann3oBaH Nno TEXHONOMMU «KNMeHT-cepBep». ObMeH
OAHHbIMWU MeXAYy CEPBEPOM U MOAb30BATENbCKUMU TEPMUHANAMM OCYLLECTB/ISETCA NOCPEeACTBOM
CeTU MHTEPHET u/unun nokansHol cetn. Cepeep obecneunBaeT NOAKNOHEHUE NCTOHYHUKOB
nHdopmaunm (TOproBbiX CUCTEM, MOTOKOB HOBOCTEN M Np.) N 06paboTKy NOPyYEHUI KIIMEHTOB.
KnuneHTckne npunoxeHus npeaHasHayeHbl 455 oTobpaxeHns nHdopmaumm u BBoAa NopyyeHui

KJTMEHTOB.
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LleHTpanbHOe 3BeHO NporpamMMHoro komnnekca - cepsep QUIK, nmewwmin nornyeckoe sa4po

N HTepdgencobl K NoAK/IOYaEMbIM 3/1IeMeHTaM (6MpXxeBbIM MHTEpdENncaM U APYrMM UCTOYHUKAM
MHMOPMaLNM, XpPaHUAULLY AaHHbIX). MOAYNbHbBIA NPUHLMA NOAKIIOYEHNS NO3BONSIET HapawmBaTb
BO3MOXHOCTW CUCTEMbI MO Mepe Heo6XoaANMMOCTU, AoNOoNHAS 6a30BYI0 KOHMUIypauUno HOBbIMU
dDYHKUNSAMMA.
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B3anMogeiicTBne c 6a30iM AAHHbIX peasin3oBaHO Yepe3 cneunanbHblii HTepdeiic ans
YMNpoLLEeHUA CMeHbl ucnofib3yemoro Tuna CYB/. Basa AaHHbIX MCNOMNb3YETCA AN XPaHEHUS
MHMOPMaLIMM CO CPOKOM XpaHeHUsi 6osiee 0AHOro AHSA — PErncTPaunNoOHHbIX AaHHbIX
nonb3oBaTenei 1 nNpas Ha paboTy C CUCTEMOW, a TAKXE XYpPHAJIOB COBEPLLEHHbIX onepaLuuii.

NHdbopmaums, noctynatowas ns 6MpxxeBblX TOProBbiXx cUCTeM, obpabaTbiBaeTCcs B onepaTUBHOM
namaTtu 1 B 6asy AaHHbIX He 3aHOCUTCA. [ns 6bICTpOro BOCCTaHOB/IEHUS paboTOCNOCO6HOCTH

B cny4dae c6os Mcnonb3yeTcs KewmpoBaHMe NoayyYeHHbIX AaHHbIX HA AUCKe B Buae 6uHapHbIX
dannos. PaboTta c CYB/l ocyLiecTBnaeTcs yepes crneumanan3npoBaHHblii cepBep 6asbl AaHHbIX.

CepBep AoCTyna CoeNHSAETCS C OCHOBHbIM cepBepoM QUIK, nonyyaeTt oT Hero nHgopMaumio
N pacnpenenseTr ee Mexay nosib30BaTeNnsiMyM B COOTBETCTBMUM C X npaBamu. Cepsep A0CTyna
NMPUMEHSIETCH AN peleHuns 3aga4ym obcnyxmBaHus 60bLLIOro0 KOMYECTBa Nosib30BaTeIbCKUX
NMOAKNOYEHNIN, TaK KaK NMO3BOMSIET CHU3UTb Harpy3kKy Ha OCHOBHOW CeEpBEpP CUCTEMBI.

AAMUHUCTPUPOBaHWeE KOMMiekca ocywecTtensetca B nporpamme QUIK Administrator,
obbeanHsaLWeNn BCe HAaCTPOMKU, UCNOMb3YEMbIE NOMMYECKUM S4POM cepBepa. [na HabnoaeHus
3a COCTOSIHMEM cepBepa U NMOAKIYEHUIN KITMEHTOB UCNOMb3yeTcsa TepMuHan QMonitor.

1.2 KOHTpPOQb NNMUEH3UN Ha cepBepax QUIK

JlnueH3nsa npenoctaBasieT NpaBo Ha NOAKIOYEHME OAHOrO 3K3eMnasgpa NpuaoXeHunsa (nnaruHa,
TEXHOSIOTMYECKOro UM KJIMEHTCKOro Moayns) k cepsepy QUIK. MpunoxeHns ogHoro tmna
obbeanHeHbl B Ny INLEH3UN.

Mpn ncnonb3osaHum BpokepoM Heckonbkux cepeepoB QUIK kKoHTponupyeTtcsa obliee KoNMYecTso
NNUEH3UI B paMKax nyna AnueH3ui, pacnpeaeneHHoe Mexay HUMU C NOMOLbIO cepBuca
CUHXPOHM3aUMKN AaHHbIX (Nporpamma PennukaTtop).

Mpwn ncyepnaHnMmM MakCUManbHOrO KONMYECTBA JIMLEH3MN BbIBOAUTCSA COOTBETCTBYIOLLAA
AuarHoctuka B nor-damnn cepsepa. lNpun oTCyTCTBUMM NULEH3UN HaA niarnH B Pabouem MecTe
KNIMeHTa nosBnseTcsa coobueHne «HeaoCTaToOuHO NUUEH3UR!».

MpUNoXeHus, ANs KOTOPbIX NOAAEPXKMBAETCS KOHTPOb NNLEH3WIA:

Q2Q adapter;

MporpamMHbIn nHTepderic FIX adapter (cuyeTta);
MporpamMHbIn nHTEepderic FIX adapter (TpaH3akuun);
MporpammHbIvt MHTEepdenc FIX Drop Copy;
MporpammHbInt MHTepdelc FIX Client Connector;
Moaynb akcnopTta 6upxxesoi nHdoOpMaumu;

Moaynb aKkcnopTa ovepeaen 3asBOK;

Pabouee mecto QUIK Ansa MobunbHbIX YCTpOUCTB «PocketQUIK>;
TepMuUHanbHbIM MOAYNb puck-MeHeaxepa «Colibri SM»;
TepMuUHanbHbIN MOAYb pUCK-MeHeaxepa «Colibri FM»;
TepMuUHanbHbIK MOAYb pUcKk-MeHeaxepa «Colibri FX»;
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CneumanmnsmpoBaHHoe paboyee MeCcTo MynbTMOPOKEPCKOro 06CcnyXmnBaHus;
FX Convertor;

Moaynb BasketTrading;

Moaynb ONUMOHHOWN aHaNIUTUKK;

TepMunHanbHbIA MOAY b AOBEPUTENbHOIO ynpasnstowero «TrustManager»;
Pabouee mecto webQUIK;

QORT2QUIK adapter;

MporpaMMHbIN MHTEpdENC ynpaBneHns No3nLnsmMm.

2. YCTaHOBKAa M HaCTpoMKa cepBepa

2.1 TexHnuyeckue TpeboBaHusn

Ha odunumanbHOM MOXHO 03HaKoMUTbCA ¢ Tabnuuen TpebosaHni K 060pyaOBaHUIO
M NporpaMMHOMY obecrieyeHumto:

Cepsepa QUIK;

ToproBbiX MHTEPHENCOB;

MHpOpMaUMOHHbIX MHTEPdENCOB;

CepBUCHbIX MOAYNEN;

Pabouero mecra agmmnHuctpatopa QUIK Administrator;
Pabouero mecrta MmoHuTopuHra QMonitor;

Opyrux nHrepdencos n Moaynem K apyruMm éupxam.

TpeboBaHusl, NnpeAcTaBNEHHbIE HA CanTe, SABNSKOTCS MUHUMANbHbIMU. PekoMeHAyeTCs cornacoBaTb
TexHu4yeckue TpeboBaHusa co Cnyxbon TexHnueckon nogaepxku QUIK, Hanpumep, ecnu
npeanosiaraeTcs:

O6cnyxunBaHue 60nbLLIOI0 KOAMYECTBA MoJib30BaTeNnen;

MoakntoveHne 60bLLOr0 KOMNMYecTsa UHTepdencos;

Ncnonb3oBaHue cepeepa QUIK ansa peweHns MapkeT-MenKepcKux 3agay unu ans
BbICOKOYACTOTHOIO TpenanHra.

2.2 PekxoMeHAauum no noarotoeke naartgpopmol

Ha komnbtoTepax ¢ cepBepHbIM 10 QUIK He pekoMeHAYyeTCS UCMoNb3oBaHue ntoboro CUCTEMHOrO
MO, KoTOpOe B pexmnMme peasibHOro BpEMEHU UM C HEKOTOPOW NEPUOANYHOCTbIO aHann3npyeT
AaHHble Ha ANCKe, AaHHble, NepefaBaeMble No cetT n npoyvee. K TakoMy MO MOXHO OTHeCTH,
HanpuMmep, aHTUBUpYyCbl. Ero paboTa MoOXxeT BbI3BaTb 3aMeTHble Npobnemsl

C NnponsBoanTenbHOCTbIO cuctembl QUIK.
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2.3 YctaHoBKka Ha Windows

2.3.1 KonupoBaHue dainios

Cos3panTte katanor agns ycraHoBku cuctembl QUIK (B ganbHenweM <quik_dir>).

CkonupynTte B Hero u3 <inst_dir> (anpekTopusa ¢ danamm ansa ycTaHOBKM) KaTanoru keygen
n server.

CkonupynTte kaTtanor <inst_dir>/front B AMpeKkToputo, KoTopas npeaHasHayeHa Ans XxpaHeHus
aKTyanbHoro guctpnbytmnea Pabouvero mecta QUIK (cm. n. ).

B npou3BOAbHYIO ANPEKTOPUIO CKONUpYMTE KaTanor <inst_dir>/gadminsrv, KOTopbIn coAepXUT
dannbl, Heobxoanmbie ans yctaHoBkn QUIK Administrator (cm. n. ).

2.3.2 CospaHue kno4ya ansa cepsepa QUIK

C nomowbio nporpammbl KeyGen chopmMmmnpyinte nybanUHbIA U CEKPETHLIN KOUKN, KOTOpble
B AanbHenwem 6yayT ncnonb3obatbcs cepsepoM QUIK (cM. dpann keygen.pdf - pykoBoacTBo
Mo Mcnosib3oBaHU nporpammbl keygen.exe).

1.

B kauecTBe napametpa «MMs Bnagenbua kaoya» Habepute HaMMEHOBaHWE OpraHMsaumm
B dopmaTe «HasBaHue (MaeHTUdUKaTop)», HanpuMep:

TecT-MHBecT (testinvest)

NaoeHTudumnkaTop B Kpyrnbix ckobkax 6yaeT B ga/ibHENLLEM MCMONb30BaTbCSA A/ HACTPOMKU
CUCTeMbl, Ha30BeM ero <umMmsl_cepsepa_quik>.

3anoMHKTe BBEAEHHbLIW Naposnb ANS 3alnTbl Ktoya. Ha3zoBeM ero <maposb_kitoya_cepBepa.

CkonupynTe CeKpeTHbIN KN4 cepBepa (Mo yMonyaHuioo nporpamma keygen.exe coxpaHsieT
dann a:\secring.txk) B kaTanor <quik_dir>\server. [lna yaobcrtea B AanbHenwen pabote
nepemMmeHyinTe ero B secrserv.txk.

CkonupynTte nybnmuHblii ktou cepeepa (NO yMon4yaHUo nporpamMmma keygen.exe cosgaet damnn
a:\pubring.txk) B kaTtanor <quik_dir>\keygen. Ansa ynob6crBa B aanbHenwen pabote
nepenMeHymnTe ero B <uMs_cepsepa_quik>.txk. 3ToT knitou 6yaet ncnonb3oBaTbCcs BCEMU
nonb30BaTeNs MM CepBepa BMecCTe ¢ nakeTom nporpamm KeyGen.

OTkponTe ansa peaaktuposaHusa dann <quik_dir>\keygen\qgrypto.cfg. Ykaxxunte B kauectse
napamMeTpoB:
«IMPORT» - naeHTudunkatop opraHmsaummu;

«Import Keys» — nMeHa knto4ein npmknagHbix cucteMm, KoTopble 6yayT 406aBnsaTbCS K
Ny6AnYHOMY K/o4y.

Mpumep:
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IMPORT=<mmMmsa_ cepBepa QUIK>

Import Keys=Tect-MHBecT (testinvest)

7. C nomouwbto nporpammbl KeyGen co3gairite ny6/IMUHbIN U CEKPETHbLIN KOUKN OS5
nonb3oatens cepsepa QUIK (cM. dann keygen.pdf — pykoBoACTBO MO MUCMOSIb30BAHMUIO
nporpamMmbl keygen.exe). Ha ware 3 nporpamma npeasioxuT BblbpaTb dain ¢ nybanyHbIM
KJIIOUOM cucTeMbl — Bbibepute dann <umsa_cepsepa_quik>.txk. B cnucke knwouen Boibepurte
nyb6nunyHblii ktoy cepBepa (B HaweM npuMmepe 3710 «TecT-UHBecT (testinvest)»). BkatouunTte
dnaxok «3anucatb U UCNOMb30BaTb, MPOMyCKas 3TOT War» — B AaJibHENLIEM 3TO NO3BOINUT
BalUWM MoJib3oBaTensaM npu GopMMpoBaHUM Kto4va nsbexaTtb SIMWHEN onepaunu.

2.3.3 Peructpaums B cny»x6ax Windows

1. YcraHoBuTe cepBep QUIK u nHTepdeic K ToproBor cmctemMme Kak cryxbbl. ina atoro HabepuTte
B KOMaHZHOW CTpOKe:

<quik dir>\server\quik.exe -install

2. OTtkponTe controlpanel\services 1 NnocMoTpUTe, €CTb I B CMUCKE CEPBUCOB 3anucu,
naeHtTuduumpytowme cepsep QUIK (no ymonuaHuioo: «Quik Server»).

3. Cos3panTe nonb3oBaTens-agMMHUCTpaTopa, NpucBouB eMy umsa (Hanpumep, <quikserv>)
1 naponb (Hanpumep, <passwd>).

4. [1ns ncnonb30BaHUS AOMEHHOM ayTeHTUduMKaumm Ha cepeepe MS SQL ykaxute B napaMmeTpax
3anycKka CepBMCOB MMS AOMEHHOr0 Nnosb3oBaTtens 1 ero naposb.

2.4 YcTtaHoOBKa Ha Linux

2.4.1 Nonb3oBaTtenu ana paborbl c cepsucamu nop Linux
Ons paboTbl 1 ynpaBneHns cCepBMCOM MPUMEHSIOTCA CNeaylowne nonbL3oBaTenu:

AOMUHKUCTpaATOp NNaTdopMbl.

[ns 0603HauYeHnsa 3TOro Nosib30BaTeNs UCNOJIb3YeTCa UMSA root. DTO Nob30BaTeNb, KOTOPbI
3HaeT naposb root 160 gob6aeneH B rpynny root, nM6o nMeeT AOCTYN K LUMPOKOMY Kpyry
KOMaH/[, Ha BbIMOSIHEHWE OT UMeHU root Yepes yTunuTy sudo.

Monb3oBaTesnto 4OCTYNHa YCTaHOBKA M yaasieHne, a TakXxe afMUHUCTPUPOBaHME cepBuca:
06HOBEeHMe, 3aNyCK U OCTaHOBKaA.

Monb3oBaTesb, OT MMEHU KOTOPOro paboTaeT cepBuc.
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Onsa o6o3HauyeHns 3Toro nosib3oBaTens ucnonb3lyeTcsa umMg argasrv. lNpun yctaHoBKe cepBuca
no yMOJZIT4aHUKO CO34a€eTCd noJjibaoBaTtes/ib UMEHHO C TAKMM MUMEHEM.

Monb3oBaTesnio TakKe AO0CTYNHO aAMUHUCTPUPOBaHME cepBuca: 06HOBJIEHME, 3aMyCK U
OCTaQHOBKa — MPUMEHSETCS, €CNM BbINONIHEHWE aAMUHUCTPUPOBAHUSA NoJib30BaTeNeM root
HEeZoCTYMHO.

Takum obpasomM, cepBuUC Bcerga paboTaeT OT MMEHU Nosib30BaTeNs arqasrv. YCTaHOBKa W yaaneHue
cepBuca MOXET NMpPOU3BOAUTLCS TOMIbKO MOJSIb30BaTeNEM root. AIMUHUCTPUPOBAHNE CEPBUCA MOXET
NpOM3BOAMTLCS MOJIb30BaTENAMU root UM arqgasrv.

MopsaokK yCTaHOBKM
YcTaHOBKa cepBMCa A0JIKHA BbIMOMHATLCSA MoJib3oBaTesnieM root, BbI30BOM run-danina.

Mo ymMonyaHuio BCe CEpPBUCHI YCTaHaBANBAIOTCA B AMPEKTOPUIO /opt/arqasrv, a BbIMOAHAOTCS
OT MMEHU CUCTEMHOrO Nonb3oBaTens arqasrv. MiMsa cepsuca <srvname> Ans CepBepoB
Nno yMOSIYaHMIO coBNajaeT C UMEHEM UCNOosHAeMoro danna — quik.

I Mpu ycTaHOBKE HaMUMEeHOBaHWe cepBMucCa 3aaeTCA TOJIbKO CTPOUYHbIMM GYKBaMM.

Bce yka3zaHHble NapaMeTpbl MOXHO NepeonpeaenmTb COOTBETCTBYOLWMMIN KJIKOYaMM 3anycKka run-
danna.

HayanbHble aencTeus no ycrtaHoeke cepsuca (cM. 1 — 5) A0OMXKHbI BbINOMHATLCA NOSIb30BaTENEM
root. [1ns yCTaHOBKW BbINOJIHUTE Cleayowme AencTBus:

1. YcraHOBUTE Ha KOMNbIOTEP, HA KOTOpOM byaeT paboTtaTb cepBUC, HeO0b6XoaMMble NMakeTbl
B COOTBETCTBMM C ONUCAHNEM B M.

2. CkonupynTte dann install_server-xx.xx.xx.run B AMPEKTOPUIO, Ha onepaunm B KOTOpPOM
y TEKYLLEro rnosb30BaTensa ecTb NpaBa, HanpuMmep, AoMalwHui katanor (/home/<user>
nnu ~/).

3. BbinonHuTe koMaHAy nobasneHWs npasa Ha BbiMOSHEHWe run-danny:

chmod +x install server-xx.XX.XX.run

4. BbINO/HUTE KOMaHAy YCTaHOBKM cepBUca:

sudo ./install server-xx.xx.xXx.run -i

Ons BbINOIHEHNA KOMaHAbl MOXET NoTpeboBaTbCs BBECTU NAapOJib TEKYLLEro nosib3oBaTens.
B pesynbTaTe BbiNoNHEHUS run-danna 6yayT BbINOMHEHbI Cleaylume 4enCTBUS:
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Ecnn cuctemHbIn Nonb3oBaTeslb argasrv OTCYTCTBYET, TO OH CO34acTCsl C NpaBaMu
MO YMOJSTYAHMIO U BKJIIOYUTCS B OQHOMMEHHYIO rpynny. B kauecTse gomallHemn
OVIPEKTOPUM MOJIb30BaTeNo YCTaHOBUTCS AnpekTopus /opt/argasrv. OT MMeHKU 3TOro
nonb3oBaTtensa 6yaer paboraTb yCTaHaBNMBaEMbI CEpPBUC.

B aupekTopumn /opt/arqasrv/quik co3gaeTca noganpekTopms c UMeHeM quik. 2To
OVPEKTOopUst YCTaHOBKKW CepBuca, B KOoTopyto 6yayT pacnakoBaHbl danbl
ANCTpnbyTMBa yCTaHaBNIMBAEMOIO CepBMca.

Monb3oBaTenb arqasrv Ha3Ha4yaeTcs BRaje/bLeM Bcex Gainnos 1 NoaampekTopuit
B AAMPEKTOPUN CepBuCca.

B cucteme ynpaBneHus cnyxbamm systemd 3aperncTpupyeTtcs cepBuc ¢ uMeHem quik
M 3aMyCcKOM OT UMEHM CUCTEMHOIO MOJib30BaTeNs argasrv.

B avpekTtopumn /etc/arqasrv co3gaetcsa dann c umeHem quik ansa dukcaunm
napamMeTpoB YCTaHOBKW cepBuca.

B AMpeKkTopumn cepBmuca reHepupyoTcs creayolumMe KoMaHaHble dalinbl:

g_start.sh - 3anyck cepsuca, B TOM yuncne ¢ Kato4aMm 3anycka (BO3MOXHbIE KUK
3anyckKka cepBuca nepeyuncrieHbl B NyHKTe ). NpegHa3sHayveH ANns BbINOJAHEHUS
nosib30oBaTendaMun arqasrv u root;

g_stop.sh - ocTtaHoBKa cepBuca. lNpegHasHayvyeH ANns BbINOJHEHMS MONb30BaTeNs MU
arqasrv u root;

g_status.sh — BbIBOA MHDOPMaALMK O TEKYLLEM COCTOSSHUN cepBuca. lNpeaHa3HayveH
ONA BbINOSIHEHMSA NOJSIb30BaTENSAMU arqasrv U root;

uninstall.sh — yapaneHue cepsuca. lNpeaHasHayeH A5 BbIMNOSIHEHMS NOIb30BATENEM
root;

postmigration.sh — BbIMOSIHEHME AONOMHUTENBHbLIX OMepaLmini NpU MUrpaunu.
MNpeaHasHayeH ANns BbINOMHEHUS NONb30BaTeNs MM arqasrv u root.

B cnyyae ycnewHoOW yCTaHOBKU CEpBMUCa B KOHCOJ1b BbIBOQUTCA coobuieHue:
«Installation of service “quik” has been successfully completed>».

B cniyuyae BbiBOAa APYrov AMArHOCTUKMU, NoXKanyucra, obparurecb B Cny>k6by
TexHnuyeckou noaaep xkn QUIK: .

5. Ecnuv ynpaBneHue yCTaHOBJ/IEHHbIM CEPBUCOM MpeanosiaraeTcsa BbIMNOJIHATL NOJSib30BaTesIeM
arqgasrv, BblnonHNUTE cneaywwune LEencTeuns:

[na npegotepalleHnd BHECEHUS Nonb3oBaTesieM arqgasrv W3MEHEHUN B CKpUNTbI
ynpasneHna cEpBUCOM, Ha KOTOpPblE EMY 6yp,eT BblAAaHO pa3pelieHne BbIMOJTHEHUNA
OT UMeHMU root, caenamnTe ux HEN3MEHAEMbIMU, BbINOJIHUB Clieaylouwne KoMaHabl:

chattr +i /opt/argasrv/quik/quik/qg_start.sh
chattr +i /opt/argasrv/quik/quik/q_stop.sh

BblgaliTe nonb3oBaTesnto argasrv npaBa Ha BbIMOJIHEHNE CKPUNTOB yrnpaBieHUsA
CEepBUCOM OT MMEHMU root, BbINONHUB cieayluwme OENCTBUSA:

BbinonHuTe KOMaHA4y .
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sudo visudo

B oTkpbiBWEMCS Vi-nogobHoMm penaktope AobaBbTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/quik/qg start.sh,
/opt/argasrv/quik/quik/q_stop.sh

DTa CTpoKa pa3pellaeT Nnosib30BaTesto arqasrv BbIMOHATL NepeUuncieHHble
CKPUNTbI Ha TEKYLUEM KOMMbOTEPE OT UMEHMU root.

JanbHenwmne gencrems MOTYT BbIMOJIHATLCA NOJSib30BAaTes/IeM argasrv unm root.

6. lMpoBepbTe, UTO B harne qrypto.cfg cepBepa ykasaHbl cneayrouime napaMmeTpbl:

SECRING=secrserv.txk
PUBRING=quik.dwqg

[auth]
sign=libsecprov.so

look=grypto.cfg,db look

[db_look]
do= QXKeyDB

use=libdwgx.so

[CryptoProviders]
placebo=1

[placebo]
Module=libplacebo pr.so

7. Cnepytowmne gencrtems HeobxoamMmo BbIMOHUTbL, €C/IM B KaTanore cepsuca OTCYTCTBYHOT
aKTyasnbHble KOHdUrypaumnmoHHbele gannbl quik.ini n grypto.cfg:

CdhopMmpyinTe MMHUManbHble KOHMUrypaumoHHble dannbl quik.ini n grypto.cfg ans
paboTbl cepBepa Ha ocHoBe wWabnoHoB quik.ini.tmpl n grypto.cfg.tmpl, koTopbie nocne
YCTaHOBKW HaxoAsTCs B KaTasiore cepBuca.

HEDEMMGHYﬁTe WabnoHbl, BbINOTHMB KOMaHAbI:

[sudo] cp quik.ini.tmpl quik.ini

[sudo] cp grypto.cfg.tmpl grypto.cfg
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I YkasaHue sudo TpebyeTrca B cnyuyae BbINOJIHEHUS KOMaHAbl NOJib30BaTesieM root.

Ybeantecb, YTO NOAy4YEHHbIE danibl MMET KOANPOBKY winl251.
3anonHuTe cekummn C HacTporikamm B danne quik.ini:

B cekumn [ctl_module] ykaxxute nopT ans noaknoyeHns nporpammbl QMonitor
K cepBepy, HaMMeHOBaHWe KJllo4Ya cepBepa W Naposib 3TOrO Kjoya.

[ctl module]
module=libdwwqgctl.so
port=15121
name=broker

password=

B cekuumn [data_ip_module] ykaxxnte nopTt Ans NoAKIOUYEHUS UHTpedencoB
K cepBepy.

[data ip module]
module=libdtwipsrv.so

port=17100

B cexkuun [db] ykaxute umsa nnmn IP-agpec cepsepa CYB/L, nmsa 6a3bl AaHHbIX
cepsepa, nonb3oBaTtens, OT MMEeHU KOTOPOro nponcxoanTt nogkntodveHune k CYB/,
W Maposib 3TOro nosb3oBaTens.

[db]
server=
base=
user=
password=

driver=PostgreSQL ANSI

Mpu coeanHeHun c CYB Postgres c ncnonb3oBaHneM nopta, OT/IMYHOIO
OT 3agaHHOro no ymonyanuio (5432), ero Heo6xoaMMO yKasaTb B napaMeTpe
AdditionalParameters:

AdditionalParameters=port=5431

B cekuumn [dealer-library] ykaxxute nyTb 40 HacTpoek Bcex bubnnortek pacuerta
numnToB. Ecnun B Tekywem danne HacTpoek yKasaHbl NyTU C pacwupenmem .dll,
TO 3aMeHUTe paclumpeHune Ha .ini.
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[dealer-library]
ALGO=./dealer/algo.ini

SMS=./dealer/sms.ini

B cekumun [usend_module] ykaxute cucteMHoe uMs, nNopT AN NOAKIIOUYEHNS
nosib30BaTesNien K CeEpBeEpPY, HAaMMEHOBAHME K/lo4a cepBepa M Naposib 3TOro Ko4a.

[usend module]

module=libdwsend.so

sysname=lMHpopMalLMOHHO-TOpTOBas cuctema QUIK "broker"
name=broker

password=

port=15100

Ecnn HacTpoeHa pennnkaums, To B cekumm [stop_sync] ykaxute naeHtudumkatop
cepBepa.

[stop sync]

serverid="ID SERV1"

CoszpanTte dann crossrate.ini, (cekums [cur_module]) coaepxawmii onmcaHms
BaJIlOT, UCMOJIb3yEeMbIX Ha cepBepe:

[cur module]

class_cfg=crossrate.ini

MWHUManbHoe onucaHue BanioT B (aiine crossrate.ini:

[crossrate]

RUR=Py6nb, PybOiyb, 3

[crossrate rate]

RUR=1

_ [Ansa koppekTHOro otobpaxeHns HauMeHOBaHWS BantoTbl, Hanpumep, B Pabouem
mecTe QUIK, daiin crossrate.ini gomkeH 6biTb COXpaHeH B KoaMpoBKe winl1251.

8. [lns cepBuca, yCTaHOBNEHHOIO MO YMOJI4aHUIO, NPOM3BeAMTE NepBbIN 3anyCcK C KA4YoM -clean
N3 AUPEKTOPUM C YCTAHOBNIEHHbLIM CEPBUCOM, 3anyCTUB KOMaHAY:
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sudo ./qg start.sh -clean

nmbo 13 nbon AnpeKkTopmKn, OTIMYHON OT ANPEKTOPUN CePBUCA, 3aNyCKOM KOMaHAbI:

sudo /opt/argasrv/quik/quik/q_start.sh -clean

9. HacTtponTe aBTOMaTUKYy 3anycka U OCTaHOBKW cepBuca. s 3TOro NCnosib3ynTe B CKpUMTax
aBTOMaTUKM 3anyCcK KoMaHAHbIX dannos q_start.sh u q_stop.sh, pacnonoxeHHbIX
B ANPEKTOPMN YCTaHOB/IEHHOrO CepBuca.

CepBep HeobxoaAnMO NepesanyckaTb exXeaHeBHO. 3anycK AOJ/KEeH NpoM3BoaMTbCS 3a 3-5
MWHYT A0 3anycka nepBoro uHrtepderica. OCTaHOBKY cepBepa He0bX0ANMMO NPOM3BOAUTL Yepes
3-5 MUMHYT nocne oCTaHOBKN MHTepdencoB.

CTpyKTypa KaTasioroB MMeeT 3HaueHue. NepemMeweHne win nepeMmMeHoBaHue
¢haitnoB cepBuca MoXeT NPUBECTU K OlLNOKe B YCTaHOBKe.

2.4.2 MNakeThl, Heob6xoauMmblie ans paGOTbI Ha pa3HbiX onepauMoOHHbIX CUCTEMaX

YCTaHOBUTE Ha KOMMNbIOTEP NpUBEAEHHbIE HMXE NaKeTbl B COOTBETCTBUM C OMepaLoOHHOM
cucTemom, Ha kotopomn 6yaet pabortaTtb cepsep.

AononHuTtesnbHble NnakeTbl ana Astra Linux

BbinONHUTE KOMaHAY ycTaHOBKU nakeTos jemalloc2:

sudo apt install libjemalloc?

BbinonHMTE KOMaHAbl YCTaHOBKM nakeToB libodbcl n unixodbc:

sudo apt install libodbcl

sudo apt install unixodbc

Ecnu cepsep ycTtaHaBnueaeTcsa Ha Astra Linux 1.8.2, To K BbllWeONMCaHHbIM NakeTam HeobxoaMMo
OOMNONTHUTENbHO:
CkauaTtb naker libssll.1 c odbmumanbHoro canta ARQA Technologies:
, pacnakoBaTb apXMB W1 BbINOHUTb

KoMaHay:

sudo dpkg -i libssll.l 1.1.1n-0+debllud-astra2 amdé64.deb
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YcraHoBka ODBC-gpaiiBepoB ans pabortbl cepBepa c B
YcraHoBka ODBC-agpaiiBepoB Ha MS Windows

Onsa nony4yeHns Habopa yCTaHOBNEHHbIX Ha KoMnbloTepe ODBC-apanBepoB HEO6X0AMMO B MEHHO
Windows HabpaTb B noucke TekcT «MCToOUHUKN AaHHbIXx ODBC» M OTKpPbITb COOTBETCTBYIOLLEE
OKHO.

Ecnun Ha Bknaake «[paiBepbl» B CNUCKE NPUCYTCTBYET CTPOKa C UMEHEM Heo6XoAMMOro
ApaiBepa, 3HAaUUT OH YCTAHOBJIEH, W YCTaHaB/IMBaTb €ro He TpebyeTcs.
Ecnu cTpoka c nmMeHeM apaiBepa OTCYTCTBYET, TO HEO6XOAMMO CKayaTb €ro u yCTaHOBUTb.

CepBepoM noaaepxuBarTcs cneaylowme apamnsepbi:

Mpu pabote c MS SQL:
ODBC Driver 17 for SQL Server

Cchbinika gn1s ckadmMBaHus yCTaHOBOYHOIo danna gpamsepa ¢ opuumanbHOro camta
Microsoft:

Mpu paboTte c PostgreSQL:
PostgreSQL ANSI(x64)

Ccbinika ons ckadmMBaHus yCTaHOBOYHOro daina gpamsepa ¢ odpumumanbHOro canta
ARQA Technologies:

YcraHoBka ODBC-gpaiiBepoB Ha Linux

Onsa nonydyeHusa Habopa ycTaHOBNEHHbIX Ha KoMnbioTepe ODBC-apaniBepoB HeE06X0ANMO
BbINOMIHUTL KOMaHAY:

cat /etc/odbcinst.ini|grep "~\[.*\]S$"

Ecnun B pe3synbTaTe BbINOMHEHUS KOMaHAbl 0TO6Pa3nTCs CTPOKa C MMEHEM HEO6X0AMMOro
ApaliBepa, 3Ha4uT OH YCTaHOBJIEH, W yCTaHaBNMBaTb ero He TpebyeTcs.

Ecnu cTpoka c umeHeM gpaieepa OTCYTCTByeT, TO Heo6X0AMMO CKavaTb ero U yCTaHOBWUTb.
CepBepoM nogaepxupaetca paboTta TonbkKo ¢ gpariBepom PostgreSQL:

PostgreSQL ANSI
Mpu paboTte Ha Astra Linux 1.7.4:

CcblkM ANnsa cKauymBaHUs YCTaHOBOYHbIX NakeTosB ¢ oduumanbHoro camta ARQA
Technologies:

[ns yCTaHOBKM NMaKeTOB pacnakyhTe apxuB Ha KOMMblOTepe, Ha KOTOpoM 6yaeT
paboTaTb CEPBWC, M BbINOJIHUTE CNEAYIOLME KOMAHAbI:

sudo dpkg -i libpg5 16.3-1.pgdgl00+1 amd64.deb
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sudo dpkg -i odbc-postgresql 16.00.0005-1.pgdgl00+1 amd64.deb

Mpu paboTte Ha Astra Linux 1.8.2 vnn Bblwe:

BbinoNHUTE KOMaHAbI:

sudo apt install libpgb
sudo apt install odbc-postgresqgl

[Mocne ycTaHOBKM NOBTOPHO BbIMNO/JIHUTE KOMaHAY U Y6eLI,MTECb B HaJIM4YNN MMEHU ,qpaMBepa
B pe3ysibTaTaX BbINO/IHEHNUA KOMaHAbl:

cat /etc/odbcinst.ini|grep "A\[.*\]$"

Yéeautech, uto B hanne /etc/odbcinst.ini ykasaH gpansep PostgreSQL ANSI, ncnonb3syemoiin
Mo YMOJTYaHMUIO:

[PostgreSQL ANSTI]

Description=PostgreSQL ODBC driver (ANSI version)
Driver=psqglodbca.so

Setup=libodbcpsglS.so

Debug=0

CommLog=1

UsageCount=1

Ecnun 3anuck He 6blia aobaBneHa, AobaBbTe ee CaMOCTOATENbHO.

2.4.3 Knwoum 3anycka yCTaHOBOYHOIO run-nakera nopa Linux
MocTtaBnsgemblt B AUCTpnbyTMBE run-dann NoAAepXUBAET cleaylolme Kym 3anycka:

-i [<srvhame>]
BbIiNONHEHWe € AaHHbIM K/KYOM AOCTYMNHO TOAbKO Nosib3oBaTesnto root.

YcTaHOBKa CepBuca C MMEHEM <srvname>. [lapaMeTp <srvname> Heobsa3aTeseH.

Mpyn OTCYTCTBUMU UCMONB3YETCS MMSA CePBMUCA MO YMOJIYaHUIO, paBHOE MMEHWN UcnosHsemMoro daiina
ycTaHaBnueaemoro MO. MNpu ykaszaHWn napaMeTpa nosib30BaTeNEM, ero 3HayeHne NpuBoaANTCS

K HMXKHEMY PErucTpy, U CEPBUC YCTaHAB/IMBAETCHA C UMEHEM B HUXHEM PErncCTpe.

YcTaHOBKa ABYX OAHOMMEHHbIX CEPBUCOB HE AOMYCKAETCH, AaXKe B pa3Hble KOPHEBbIE AUPEKTOPUN.
Mpw nonbITKe 3TO cAenaTtb YCTaHOBKA 6y/[eT 3aBepluaThcs OWNEKONA.
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-d <rootdir>

Kntou 3anycka, NpMMeHsieMblil TONbKO NMpW YCTaHOBKe cepBuca (B kKOMbuHaumu ¢ -i) Ansa ykasaHus
KOPHEBOW AMPEKTOPUN AN YCTAaHOBKU CEPBUCA, OT/IMYHOM OT AUPEKTOPUM MO YMOSTYAHUIO
/opt/arqasrv. 210 gupeKkTopusi, B KOTOPOI CO34aeTcs NoaanpeKkTopus
<softwaredir>/<srvname>, B koTopyto 6yayT pacrnakoBaHbl 6MHapHble N KOHPUrypaLUOHHbIE
dannbl yctaHaBnmeaemoro [MO.

-n <srvusername>

Kntoy 3anycka, MpMMeHsIEMbI TOJIbKO NMPU YCTaHOBKE cepBuca (B KoMbuHauum ¢ -i) Ansa ykasaHus
nosib3oBaTensa <srvusername>, KOTOpPbIA CTaHET Bnagenbuem ¢ainoB cepBuca U 0T UMEHU
KoToporo 6yaeT paboTtaTb yCTaHaB/AMBaeMbllt cepsuc. MIMa nonb3oBaTens No yMOSYaHMUIO:
arqasrv.

-u [<srvhname>]
BbinonHeHWe € AaHHbIM K/KYOM AOCTYMNHO NOMb30BaTENSIM argasrv unm root.

O6HoBNEeHNe cepBUCa C UMEHEM <srvhame>. [NapaMeTp <srvhame> Heobs3aTeneH. MNpu
OTCYTCTBUM UCMOJSIb3YETCS UMSI CEpBMCa MO YMOJTYaHUIO, paBHOE MMEHU ucnonHsemoro dana NoO.

PacnonoxeHue cepsuca n nMsa nosnb3oBaTens-enagesnbla cepBepa ykasblBaTb He TpebyeTcs,
T.K. OHO coxpaHeHo B /etc/arqgasrv/<srvname>.

-e
BblnosHEHME C A@HHbLIM K/1HOYOM AOCTYMHO J'II-06OMy nosib30BaTesio.

PacnakoBKa NOAHOIro COAEPXMMOro apxmBa, BK/o4Yas KOHPUrypaumoHHsbie ini-dannbl. Pacnakoska
NpoM3BOAMTCA B NOAANPEKTOPUIO C UMEHEM, PaBHbIM MMeHM run-danna (6es pacwmpenHums .run),
KOoTOpas B C/lyyae OTCYTCTBUSA CO34aeTcs paAaoOM C UCMOSTHSAEeMbIM haniomMm.

-h, -?

BbinonHeHWEe € 3TUM KJIHOYOM AOCTYNHO NI06OMY Monb3oBaTento.
BbiBOA KpaTkoM mHgopMauum o6 apryMeHTax 3anycka.
MpumMmepsbl:

3anyck run-ganna ana yctaHoBKM cepBuca:

sudo ./install server-xx.xx.xx.run -i quikserver -d /opt/customdir

3anyck run-danna ans obHoBeHNA cepBuca:

[sudo] ./install server-xx.xXxX.xXX.run -u quikserver

I Yka3zaHue sudo Tpebyercs B cny4yae o6HOBNIEHMA cepBuca noJsibsoBarenem root.
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3anyck run-danna aAnsg pacnakoBKu:

./install server-xx.XX.XX.run -e

2.5 HacTtpouka cepBepa

2.5.1 HacTtpoiika napaMeTpoB BaJllOT U KPOCC-KYypPCOB

1. Ha komnbloTepe, Ha KOTOpoM 3anyuweH cepep QUIK, oTkporte daiin quik.ini B gupektopumn
quik\server n oTpenakTMpymnTe €ro cneayruimm obpasom:

B cekumto [natural_level_section] go6aBbTe cTpoky (ecnu oHa OTCYTCTBYET):

module=cur module

B KOoHeL danna quik.ini go6asbTe CTpOKMK:

[cur module]
module=dwcurg.dll

class_cfg=crossrate.ini

2. OtkponTe dann crossrate.ini B gupektopun quik\server 1 oTpeagaktnpymTe ero criegyowmm
obpaszom:

B cekunm [crossrate] ans Kaxnoro Koga BantoTbl YKaXuTe:

NosHOE€ HauMeHoBaHWE BantoThl;
COKpalleHHOe HauMEeHOBaHWE BasloThbl;
TOYHOCTb KpOCC-Kypca;

TOYHOCTb BEAEHUS AEeHEXHOM No3uumMn. Bo3MoXHble 3HauyeHns: B AManasoHe [0, 8].
Ecnu 3HaueHne He 3a4aHO0 ABHO, MO YMOMTYAHUIO YCTAHAB/IMBAETCS «2».

Mpumep:
[crossrate]
RUR=Py6Jb, PyOib, 2

SUR=Py0Jb, PybJb, 2

JPY=4noHckasa mueHa,leHa, 6,0

UHcTpykuma no yctaHoBke CepBepa QUIK 18



BAXXHO!

Ecnu TOYHOCTb BEAEHUSA JIEHEXHOW MO3MLUM MO BaJIOTE OT/IMYHA OT «2», BCE MOAK/OYAEMbIE
K cepBepy MHTepdECbl, KOTOPbIE TPAHC/INPYIOT:

_ [aHHYylo BanoTy;
MHCTPYMEHTbI, KOTOpble TOPryloTCs 3a 3Ty BantoTy;

BaJIlOTHbIE Napbl, coAepXallne AaHHYO BalloTy;

ntobble AeHeXHble Be/IMYMHbI, BblpaXKeHHble B aHHOW BasoTe;

[OJIXKHbI NOAAEPXMBATb TPAHCNSALUMIO AEHEXHbIX BEJIMYMH C TOYHOCTbIO, OT/IMYHOMN OT «2,
a TOYHOCTb A/1 COOTBETCTBYIOLEN BantoTbl AO/HKHA COBMNaAaTh C HACTPOEHHOW Ha cepBepe

QUIK. B npoTMBHOM Cnlydyae KOppeKTHas paboTa CUCTEMbI He rapaHTUpyeTcs.

3a nHdopMaumen o noagaepxxKe TPaHCNAUNN AEHEXHbIX BEIMYMH C TOYHOCTbO, OT/INYHOM
OT «2», Afsl KOHKPETHOro TOproBoro nHtepdenca obpaturteck B Cnyxby TeXHNYECKON
noaaepxkn QUIK:

B cekumu [crossrate_rate] ykaxute KypC KOHBEpTaUUW AJs1 KaXKaoMh BantoThbl.
3HayeHune KypCa MOXeT 6bITb NMPpoOn3BOJIbHbIM YNCJ/TOM, COAEPXaALlMUM KONTMYECTBO
3HAKOB MOC/e 3ansaToN He 60osblue 3HaYeHns napaMeTpa «TOYHOCTb KPOCC-Kypca»,
3aflaHHOro B cekuumn [crossrate] (cM. Bbiwe).

Mpumep:

[crossrate rate]
RUR=1

SUR=1.00
JPY=0.627686

Mpun He0o6X0AMMOCTU UCNOJIb30BaTbh KPOCC-KYpPC ANA BaNloTbl, OTCYTCTBYlOLEN
B cekumm [crossrate_rate], B nporpamme QMonitor oto6pa3ntca cooTBeTcTBYIOLlEE

coobleHune 06 ownbke.

B ceKuMu [main_currency] ykaxure:

Ko BantoTbl. 3Ha4YeHne no ymondaHumio: «RUR».
KOoA4, CMMBOMa BankoThl B cTaHaapTe Unicode. 3HavyeHne No yMon4YaHuioo: «0».

Koabl BanioT AOCTYMNHbI MO CCbIJIKE:

CcTpoky ¢ HTML-koaoM cumBona BantoTel B ¢dopmaTte <Unicode-koa BantoTbl>. Ecnum
KO yKasblBaeTcs B 16-pu4YHOl cucteme, To nepej HMM Heob6XoAUMO yKasaTb CUMBON
«X>». 3Ha4YeHne No yMon4aHui: «» (NycTo).
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Mpumep:

[main currency]
code=RUB
ucode=20BD
htmlcode=8381

2.5.2 Hacrtpoiika napameTpoB cepBepa QUIK

HacTtpoika napametpos cepsepa QUIK BbinonHsieTca B cnegyowmx dannax:

®daiin qrypto.cfg
OTkponTte dann qrypto.cfg B katanore <quik_dir>\server\ 1 otpegaktTnpyiite ero cneaymLwmm

obpazom:

1. B cekuwuun [CryptoProviders] 3againte ncnonb3lyembie MeToabl WN@dpoBaHus («0» — BbIK/IHOYEH,
«1» — BKJIIOYEH), HaNnpuMep:

[CryptoProviders]

openssl=1l

2. B cekuuun, COOTBETCTBYIOLLEN BbIBpaHHOMY Ha NpeablayleM ware Metoay WwnudpoBaHus,
YKaXXMTe NOAHbIA MW OTHOCUTENbHbIA MYTU K UCNOJIHAEMOMY N KOHMUIypauMoHHOMY dannam,

HanpuMep:

[openssl]
Module=openssl pr.dll

IniFile=openssl pr.ini

3. B cekuuun [auth] 3apanTe cneayowme HaCTPOMNKMU:

[auth]
sign=secprov.dll
(mms Linux BamanTe sign=libsecprov.so)

sign provider=openssl ; MeTon mmbppoBaHMsA, MCHOONb3yeMelt njsa OIII
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Mpw 3anyweHHoM noa OC Linux cepBepe QUIK nnu CepBepe goctyna Heo6xoammo,
4yTO6bl KOMNDbIOTEP, FAE BbINOJIHAETCA ayTeHTU(hMKaLuma 6bi1 BKIIOUEH B AOMEH
Active Directory, nn6o nibiMmm cnoco6amm noakaroUYeH K cnyk6e n gocryneH yepes
cepBuc Kerberos, a y nonb3oBarens, noa KOToOpbiM 3anyckaerca cepsep QUIK,
AOCTaTOYHO NpaB ana pocrtyna k keytab-dainy c ayreHTMdPUKALNMOHHBIMKU
3anMcsaMu AN BbiNoOJIHEHUSA onepauuni.

[Ons ncnonb3oBaHMsa MexaHM3Ma ayTeHTudukaumm B gomeHe Active Directory / Kerberos
TpebyeTcsa 3agaThb cneayrowme HaCTPOMKK:

[auth]

ad use=1

AD PROVIDER LIBRARY=ad provider.dll

(mna Linux zapmarnite AD PROVIDER LIBRARY=libad provider.so)

N ykasaTb cneayrowme HacTpoOnKHK:

AD_DCDistinguishedName - nMsa KOHTpoOJI/iepa AOMEHA. 3HAYEHME MO YMOSTHYAHUIO:
«» (nycro).

AD_DomainName - nmsa gomeHa ans SSO. 3HauyeHue No yMoNYaHuto: «» (nycro).

_ [Onsa Windows yka3blBaeTCs 4yacTb AOMEHa A0 «\», HanpuMmep, «arqa».
_ [dng Linux yka3sblBaeTCs 4acTb AOMeHa nocne «@», Hanpumep, «ARQA.RU».
®dann quik.ini

®daitn gomkeH 6biTb B koagupoBke Windows-1251.

Otkporite daiin quik.ini B katanore <quik_dir>\server\ v oTpeaaktmpymTe ero cneaymwmm

obpazom:

1. B cekuwuu [dealer-library] nameHunte cnegytoume napaMmeTpbi:

<Ko Bawey OUPMEL B TOPTOBOM CUCTeMe>=<OTHOCUTEJIbHHM NyTh K Galjly HaCTpOek>

Mpumep:

[dealer-library]
TEST FIRM=.\dealer\testfirm.ini

2. Cospaiite Ha SQL-cepsepe B[] ansa ncnonb3oBaHusa cepsepom QUIK. Ans co3paHus b
Heob6x0aMMO:
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Ona MS SQL ncnonb3oBaTb ckpunT co3gaHua b full.sql, koTopbih BXOAUT
B ANCTpubyTUB;
Ona PostgresPro 3anyctnTb nocnegoBaTesibHO KOMaHAHble dansbl:

_ Server_create_pg_db_from_windows.cmd;
_ Server_db_fill_windows.cmd.

Ons nonyyeHua akTyasbHbIX CKPUNTOB ANnA cospaHumsa B[]l o6paTtutech B Cnyx6y
TexHuuyeckon noaaep xkm QUIK: .

3. B cekuun [DB] BmecTo napametpa file 3aganite cnegyowme napameTpbl NogKAyYeHus K 6ase
AaHHbIX:

Server - nMg cepepa. 3HadyeHne no ymonyaHuio: «QDB1».
Base - nmMsa 6a3bl AaHHbIX. 3Ha4YeHMe No ymonyaHuio: «QUIK_DB».
User - nMa nonb3oBaTens 6a3bl AaHHbIX.

Monb3oBaTenb foHkKeH 6bITb BKJIKOUYEH B posb «quik_server>» B 6a3e AaHHbIX
cepBepa QUIK.

Password - naponb nonb3oBaTtens 6a3bl AaHHbIX. [Maponb He A0NXKEH HAaYMHATbLCS
C CMMBONOB «$» N «#». MNaponb MoXeT 6bITb

Cton-3asaBKM NnoJib3oBaTesieil, YaCTUUYHO WM NOJIHOCTbIO 3a610knpoBaHHbIX B QUIK
Administrator (ucrtek cpok oOBEepPEeHHOCTHU, YCTAaHOBJIEH NpU3HaK «bnokupoBaH»,
NCTEK CPOK AAJ0OBEPEHHOCTM MO pbiHKaM), MOTyT TaK)Xe 3arpy»artbcsi us 6asbl
AaHHbIX cepBepa QUIK npwm crapre. NpoBepka 610KMPOBKMU Nosib30BaTens

M 3ajlaHue nepuoaa ynpaBasiloTCA cneayrolwmMm HacTtpoiikamu danna quik.ini:

stoporders.load_when_expired_la - npu3Hak 3arpysku CcTon-3asBoK Ans
nosib30BaTeNIEN C UCTeKLIEeN obuwen 4OBEPEHHOCTbIO, UCTEKILMMW AOBEPEHHOCTAMMU
Nno pbIHKaM. BO3MOXHble 3HaUEeHUS:

«0» (NO yMO/IYaHMIO) — CTON-3asBKM NOSb30BaTeNEN C UCTEKLLEN OBEPEHHOCTbLIO
He 3arpyxatoTcs;

«1» - cTON-3asBKM NoMb30BaTeNEel C UCTEKLIEN NOBEPEHHOCTLIO 3arpyatoTcs.

stoporders.mark_expired_as_foreign — npr3aHak MapKMpOBKWN CTOM-3asiBOK
NoNnb30BaTENEN C UCTEKLIEN AO0BEPEHHOCTbLIO NPpU3HAKoM «Foreign». HacTpolika
ncrionb3yetcs, ecnu stoporders.load_when_expired_la=1. BO3MOXHble 3HAYEHUS:

«0» — cTON-3asBKMN NOSb30BaTesNen C UCTEKLIEN JOBEPEHHOCTLIO HE MAapKUPYIOTCS
npusHakoM «Foreign»;

«1» (N0 yMOA4YaHMI0) — CTON-3asBKM NOSb30BaTENEen C UCTEKLLEN OBEPEHHOCTbLIO
MapKUPYOTCA NpuU3HaKoM «Foreign».

stoporders.expired_la_period - nepnoa B AHSX, 32 KOTOPbIA HY>XHO 3arpyxaTb
CTOM-3asBKN N0 6/10KMPOBAHHbLIM MOJIb30BaTeNAM. 3Ha4YEeHNEe N0 YMOTYAHUIO: «14»,
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db_connect_timeout - Bpema oxungaHmns coeanHeHus cepeepa QUIK c cepsepom b/
(B cekyHpax). lnanasoH AoNyCcTUMbIX 3HayeHun: ot 1 o 600. 3HadeHne
Mo ymon4yaHuiw: «60».

AuthMode - ncnonb3ayembin TN ayTeHTUdUKaunm Ha cepeepe MS SQL. Bo3MOXHble

3Ha4YeHuns:
«login» (Mo ymMon4aHu) — UCMONb3YKTCS OIMMH M Naposib, YKa3aHHbIe
B NapameTpax user u password (naposib MOXeT 6bITb );

«domain» - MCNONb3YETCA JOMEHHAA aYTeHTMCbVIKaLI,VIFI.

Mpn AuthMode=domain napamertpbl user un password B cekuuu [DB] nrHopupyrorca

n MOryT 6bITb He YKa3aHbl.

Driver - HanmMeHoBaHuWe gpanBepa, UCMoJib3yeMoro Ansa noakatodeHmns K 6ase gaHHbIX
cepsepa QUIK. BO3MOXHble 3HaYEHUS:

«ODBC Driver 17 for SQL Server» (no yMoOA4aHMIO) — NCNOJ/b3YyeTCHa ANns paboTbl
c MS SQL Server 2014, 2016 unn 6onee HoBol Bepcuennt CYB (M3 cnncka
noaaep>xunesaembix). Ccbisika A9 CKauynBaHMs yCTaHOBOYHOro danna gparieepa
c odbnumnanbHoro canta Microsoft:

4

«PostgreSQL ANSI(x64)» — ncnonbsyetcs ans pabotbl ¢ PostgresPRO. Ccbinka ans
CKaumBaHuA yCTaHOBOYHOro darna gpansepa ¢ obuvuymanbHoro canta ARQA
Technologies:

Mpwu pa6oTte c MS SQL Server gonxeH 6bITb YyCcTaHOBJIeH gpaBep ODBC Driver 17
for SQL Server, a npu pa6orte c PostgresPRO - gpaitBep psqlODBC Bepcumn He HMXxe

13.2.

Mpumep:

[DB]
server=<mmMmsa SQL-cepBepa 60es3 npedmukca «tcp:»>,<nopT>
Driver=0DBC Driver 17 for SQL Server

AdditionalParameters=MultiSubnetFailover=Yes;Network=dbmssocn

db connect timeout=120

MultiSubnetFailover - pexum noakntoyeHmnsa K 6ase gaHHbIX, KOTOPbIN
obecneunBaeT 60nee 6bICTpoe O6HapyXeHNe 1 NOAK/IIYEHNE K aKTUBHOMY CEPBEPY
rpynnbl goctynHoctn MS SQL Server Always On. MNoaaepxuneaeTcsa TOAbKO npu paboTte
¢ MS SQL Server. Bo3MOXHble 3HAa4YEHUS:

«0» (N0 yMOSIYaHUIO) — PEXUM BbIK/IIOYEH;
«1» — pexuM BKIOYEH.

AdditionalParameters - HacTpolika ons 3agaHusa 4OMNONHUTENbHbIX NapaMeTpoB
noakntovenms Kk CYB/[]. 3HavyeHMe No ymMon4yaHuio: «» (Nycro).
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Mpwu coeanHeHnm c knacrepom MS SQL Heo6xoAMMO YCTaHOBUTb 3HaAYEeHUe
HacTpoiku AdditionalParameters=MultiSubnetFailover=Yes n Network=dbmssocn.

AdditionalParameters=MultiSubnetFailover=Yes;Network=dbmssocn

Mpun coeanHeHunn c CYB/[ PostgresPRO ¢ ncnosibszoBaHneM noprta, oT/IM4HOro
OT 3aplaHHOro no ymon4yaHuio (5432), ero Heo6xoanMMo ykasaTb B napaMerTpe
AdditionalParameters:

AdditionalParameters=port=5431

SSLMode - pexuM 6e3onacHoro noakaoveHus. NoaaepxmeaeTcs TONbKO
npu HacTponke noaknuenms Kk CYb[ PostgresPRO. Bo3Mo)XHbIe 3HaYEHUS:

«» (NyCcTO, MO YMOJIYAHUIO) — NOAKJIIOYEHME BbIMONHAETCA 6e3 WwndpoBaHus;
«require»;

«verify-ca»;

«verify-full»;

«disable»;

«allow»;

«prefer».

OnucaHue pexunMmos 6e30nacHOro NOAKIYEHNS CM. HA opULMANbHOM canTe
PostgreSQL.:

Ecnun napameTp He 3aaaH, To napameTpbl CertCAFileName, CertFileName,
CertPKeyFileName n CertPass nrHopupyoTcs.

CertCAFileName - nyTb K aliny-KoHTenHepy cepTudnKaToB YA0CTOBEPSOLWMX
LEeHTPOB. 3HauyeHmne No yMosHYaHuio: «» (nycrto). Noaaep>xmBaeTcsa TObKO
npuv HacTponke noaknoveHmsa kK CYB PostgresPRO.

CertFileName - nyTb u HauMeHoBaHue danna ceptudunkata 6e3onacHoro
NOAK/TOYEHMS. 3HAaYEeHNEe No yMON4YaHuo: «» (NycTo). MNoaaep>xmBaeTcs TONbKO Npwu
HacTponke noakntoveHnsa kK CYB/[ PostgresPRO.

CertPKeyFileName - nyTb 1 HanmeHoBaHue gaiina NpMBaTHOroO Kn4da 6esonacHoro
NOAKJ/TIOYEHMS. 3HAYEHNE NO YMONYaHUo: «» (NycTo). MNoaaep>xmBaeTcs TObKO NMpwu
HacTpomnke noaknoveHms kK CYB/[ PostgresPRO.

CertPass - naponb ans daiina npMBaTHOro KJtoua 6e30nacHOro NoAKJAUYEHNS.
3HayeHne No ymonayaHuio: «» (nycro). MoagaepxxmBaeTcs TONbKO Mpu HaCTporke
noakntovenms Kk CYB/[ PostgresPRO. Maponb He AoMKeH HAaYMHaTbCA C CUMBOJSIOB «$»
n «#». Naponb MOXeT 6bITb
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4. HaCTpOVITe BO3MOX>XXHOCTb NOJIY4YEHUA NMNONb30BATENIEM HEMPOYUTAHHbLIX coobuieHnn 3a
npegbiaywime Toproeblie AHU!

messages_delivery_period - konn4yecTso gHel, 3a KOToOpble 3arpyxatoTcs
coobueHns. 3Ha4yeHne No yMon4daHuio: «0» (3arpyxxatTcs TONIbKO COobLLeHNs
3a TEKYLUYIO TOProBylo gaTty).

5. B cekumn [db_module] HacTpoiTe ncnonblyembin npoBangep 6asbl AaHHbIX:

driver - nMa ncnonHsiemoro ¢ganna nposangepa 6a3bl AaHHbIX. 3Ha4YeHne
Mo yMosi4aHuio: «» (NycTto). Bo3MoXHble 3HaYeHus:

Mpu ncnonbzoBaHnm MS SQL - 3aganTte 3HaueHune «quik_db_ms.dll»;
Mpwn ncnonb3oBaHum PostgresPRO - 3apalite 3HavyeHue «quik_db_pg.dll».

Mpumep cekumi npu nogknoyeHnm k CYbA MS SQL:

[DB]

server=MSSQL SRV

base=QUIK DB

user=sa

password=napoJb

db connect timeout=30

AuthMode=login

Driver=0DBC Driver 17 for SQL Server

AdditionalParameters=MultiSubnetFailover=No;ApplicationIntent=ReadWrite

[db module]
module=dbstubrc.dll
driver=quik db ms.dll

Mpumep cekunn npu noaknouyeHmn k CYB[ PostgresPRO:

[DB]

server=PostgreSQL SRV
base=QUIK DB

user=sa

password=napob
Driver=PostgreSQL ANST (x64)
SSLMode=verify-full
CertCAFileName=certs/root.crt
CertFileName=certs/user.crt
CertPKeyFileName=certs/user.key

CertPass=secret

[db module]
module=dbstubrc.dll
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Driver=quik db pg.dll

6. B cekuuu [Files] HacTpoliTe cnegylowine napaMmeTpsbl:

EventsLogFileName = - nyTb 1 HaMMeHOBaHWe OCHOBHOIo nor-danna. 3HayeHune
Mo ymMosi4yaHuio: «events.log».

ErrorsLogFileName =~ - nyTtb n HauMeHoBaHue nor-dgarnna ownbok. 3HadyeHne
Nno yMosn4yaHuio: «errors.log».

DeallibLogFileName =~ - nyTb n HaMMeHoBaHue nor-darna bubnnotekn pacyera
JIMMUTOB. 3HayeHuMe nNo yMondaHuio: «deallib.log».

DataFilesFolderName - nyTb K dannam gaHHbix (pannbl ¢ pacwmnpenmnem .ik).
3HaYeHne No YMOUYAHUIO: «.\».

LogFilesFolderName - nyTtb k nor-garnnam (events.log, errors.log, deallib.log,
nposavaep B). 3HaueHMe NO yMONYaHUIO: «.\».

() Ecnhn B napaMeTpe yKkasaHo TOJIbKO HaMMeHoBaHue nor-c¢gaina, ucnonb3lyercs
nyTb, YyKa3aHHbI B napameTtpe LogFilesFolderName.

(++) B DataFilesFolderName yka3biBaeTcsi NyTb K NankKe, B KOTOpou 6yayTt
c¢dopMupoBaTbCca U XpaHUTbCH hanbl € paclumpeHmemM .ik. Takaa nanka AoJ/HKHa
6bITb coO3AaHa A0 3anycka cepBepa. Mpu oTcyTCTBMM AaHHOMW Nanku cepBep
OCTaHOBMTCH.

7. B cekuuu [usend_module] nameHuTte cnegytowme napameTpsbl:

module=dwsend.dll
sysname=lMHbpopMaLMOHHO-TOpTOBasa cuctema QUIK “TecT MuHBecT” ; HaMMeHOBaHME CUCTEMEHL,

orToBpaxaeMoe B MHOOPMALMOHHOM OKHE I[IPY YCTAHOBJIEHMM CBSA3M C CEPBEPOM

name=testinvest ; KJIOY cepBepa
password=secret ; Tmaposb nOna obpalleHusa K KIKOdy cepBepa
port=15100 ; HOMEep nopTa IJig NOAKJIOUWEHMS I[I0JIb30BAaTEeJIbCKUX TEPMMHAJIOB .

crypto provider ini file=openssl pr.ini; NOJNHEN MJIM OTHOCUTEJBHEN NyTb K Qanimy
HacTpoek uMOpoOBaHUA
connection acceptance tmo ms ; BpeMd OXMIOaHMA [IPpMEeMa HOBOI'O IMNOIOKJIIUEHMA B

MUJIJIMCEKYHIax . Bo3MoxHele 3HaueHua: oT 0 mo 60000. 3BHaueHMe IO yMOJIUAHMIO: «50»

8. B cekuuu [ctl_module] nameHute cneayrowme napameTpsbl:
module=dwwgctl.dll

port=15120 ; HOMep mopTa IJisd NOIKJIOYEeHMs NpoTpaMMel QMonitor

name=testinvest ; KJIOY cepBepa

UHcTpykuma no yctaHoBke CepBepa QUIK 26



password=secret ; mapoJsip Ijis ofpalleHMs K KIIOUY CepBepa

9. B cekuuun [time-set] ykaxuTte napameTtp hourshift, ecnu Bpemsa cepsepa QUIK otnnyaercs
OT BpeMeHu MHTepdelica:
hourshift=3 ; pasHMLa Mexny BpeMeHeM Ha cepBepe QUIK u Ha IaHHBX, TPAHCIMPYEMBIX
nHTepdericoM, B UHacax

10.B cekummn [mail] namennTe cnegyowme napameTpbl 4octyna kK SMTP-cepBepy:

Server=smtp.quik.ru ; VMma wnam IP-ampec SMTP-cepBepa

Port=25000 ; IlopT SMTP-cepBepa. 3HaueHME IO yMOJUAHMIO: «25%».
User=test user ; VMg noJsip3oBaTeNd OJia ayTeHTubmxkauum Ha SMTP-ceprBepe
Password=secret ; I[aposp nosp30BaTEeNd OJia ayTeHTuOukauuy Ha SMTP-cepsBepe. IllapoJib

He IOJDKeH HAUMHATLCS C CUMBOJIOB «$» U «#». Ilaposb MoxeT OBITH
FromAddress ; AQgpec 3JIEKTPOHHOM IOUTH, C KOTOPOT'O OTIPAaBJAKTCH NMCbMa cepsepa QUIK

(HaanMep: ﬂByX@aKTOpHaH ayTeHTM(bMKaLU/IFI, BOCCTaHOBJIEHME I1apoJid, 3al'py3Ka JIMMUTOB

n Opyrue)

11.B cekuuu [limits_module] HacTpoinTe napameTpbl:

Ansa paccCbliku 3ﬂeKTp0HHOM Nno4Thbl.

loadlimits mail to=testl@post.ru ; Ampeca mnoJjydaTejielt COOOUEHMN UYepes 3anaTyio
sign settings file=.\gloadlimitx.ini ; [yTs k danny C HacTpowkamu [IpoTpaMMel
I0JIS YCTAHOBKM HO3UUMY KIMeHTOB QLoadLimitsX njsa Barpy3xmu cepBepoM QUIK

nomnucaHHoro JUIl daiia JIUMMUTOB

calclimit_old_stoporders - npusHak 610KMPOBKN CpeaCTB Noj CToMN-3asaBKu
npeabliaywmnx aHen. BoaMoXHbIe 3HaUYeHus:

«0» (no ymon4yaHuio) — He 6s10KMpoBaTb CPeACTBa;
«1» — 6bnokupoBaTb CpeacTBa.

Mpumep:

calclimit old stoporders=0

Hactpoiika He AoJ/1)XHa UCNO0JIb30BaTbCA COBMECTHO C HaCTPOMKOM
«He 6nokmnpoBaTb cpeAcTBa ANA CTON-3aABOK NO knaccam» bnbnnorekn pacuera
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nAMMnTOB (ONMCaHMe HaACTpPoWkM cM. B PykoBoacTBe No agMUHUCTPUPOBAHUIO
«HacTpoiikn bubnnorekm pacuera JIMMUTOB> ).

12.B cekuuu [trans_module] HacTpoliTe napaMeTpbi:

Change_wrong_single_clientcode - anropntm 3ameHbl Koga K/IMEHTa Npyv HaAU4YUn
€ANHCTBEHHOIO AENCTBYIOLWEro Koga KaneHTa y nonb3oBatens. Bo3MoXHble 3HaueHns:

«0» — TpaH3aKUMs OTBEpPraeTcs C AMAarHOCTUKON «HeBepHbIi KoA KMeHTa», ecnu
yKasaH KoA K/MeHTa, He CoBMajaloLnii C npaBaMu nonb3oBaTtens (y KavMeHTa
yKasaH TO/IbKO OAMH KO, HE COBMNaAawlUnii C NnpaBaMu, NGO Yy KIMEHTA YKa3aHbl
[lBa KoAa, Mo OAHOMY M3 KOTOPbIX KOHUYM/ICA CPOK JJOBEPEHHOCTM, U B NOAABaeEMOW
TpaH3aKUWM yKasaH Ko/ K/MEHTa, He COBMNajatoLmii ¢ npaBaMmn);

«1» (N0 yMo/YaHUIo) — TpaH3aKLUMsa He OTBepraeTcs.

Mpumep:

change wrong single clientcode=1

trans_handling_privileged_users - cnncok nonb3oBatenen, TpaH3akunm KOoTOpbIX
obpabaTbiBaloTCA CEpBEPOM BHE 3aBUCMMOCTU OT TOro, Ha KakoM aTane o6paboTku
HaxoAaATCs npeablaylime TpaH3akumMy 3Toro nosib3oBaTesns.

HacTpoiika npuMeHsieTcs nocne coxpaHeHun daisia HacTpoek 1 He Tpebyert

nepesarpy3ku cepsepa.

dopmaT UcnonbL30BaHUSA:

trans _handling privileged users=<cmmcok UID udepes 3anaTywn>

Mpumep:

trans_handling privileged users=100,200,300

13.B cekunmn [data_module] HacTponTe napaMeTpbl:

inactive_stops_lifetime - makcMmManbHO BO3MOXHOE BpeMs B AHAX OT NocneaHen
aKTMBaUWUU CTOM-3a89BKU, NO UCTEYEHUN KOTOPOIro CTOM-3asiBKa CHMUMaeTCHA. 3HaueHuns
oT 1 A0 13 NpnBOAATCS K MUHUMasibHO BO3MOXHOMY 3HayeHuo — 14.

«0» — HacTpoMKa BbIKJIIOYEHA;

«14» (No yMONYaHMIO) — MMHUMasIbHO BO3MOXHOE KOJIMYECTBO AHEN (HacTpoika
BK/ItOUEHA).

Mpumep:
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inactive stops lifetime=14

news_days_keep - npoaonkuTenbHOCTb XpaHEHMS HOBOCTEN Ha cepBepe (B AHAX).
Mpun 3anycke cepBepa, HOBOCTU, CPOK XPaHEHMSI KOTOPbIX MPEBbILWAET YKa3zaHHoe

B MapaMeTpe 3HauyeHue, yaanaoTcs U3 XpaHunuwa. 3HadeHMe Nno YMONUYaHUIo: «2».
Ecnv B AaHHOW CeKLMM BKJIHOUEHbl HacTpoku 3aMmeHbl (firm_substitute=1,
client_codes_substitute=1), a ¢dainbl codes.ini unum firms.ini nycroie nan
OTCYTCTBYIOT, paboTa cepBepa 3aBeplLuaeTcs C olWnbKou:

MpununHa ownbkM AnarHocrtuka

OTtcyTtcTBYyeT hain 3ameH codes.ini Configuration file «nyTb-k-codes.ini» not found
OTcyTtcTBYET haiin 3ameH firms.ini Configuration file «nyTb-k-firms.ini» not found
MycTon daiin 3ameH codes.ini Configuration file «nyTb-k-codes.ini» is empty
MycTon dann 3ameH firms.ini Configuration file «nyTb-k-firms.ini» is empty

generate_holiday_stop_trans - reHepauuns onmcaHmsa TpaH3aKUMK CTOM-3asiBOK
A1 KNnaccos, NoAy4YeHHbIX cepeepoM oT HolidayTWw.

«0» (N0 yMO/A4YaHMIO) — HAaCTPOWMKa BbIK/IOYEHA;

«1» — HacTpoMKa BKJ/IlOYEHA.

14.B cekuuu [Position] 3agaeTtcsa cooTBeTCTBME Mexay anvacom dupmbel (NCEBAOHUMOM,

NMCNONb3YyEMbIM A1 3aMeHbl koga hupMbl Ha Ntoboii gpyroi aAns obbeanHEHNS HECKOMbKUX
dVpM B O4HY B paMKax €4AMHOWN AEHEXHOW no3mumnmn) ns Toproeoro nHtepdenca n Koaom
dupmbl cepeepa QUIK ¢ HacTpoeHHOM eanHon aeHexHon nosuuuen (EQM). HacTporka
aKTyanbHa, ecnn koA upMmbl Toprosoro nHtepdenca n ko EAM-bupmel coBnagatoT. Annac
yKasblBaeTcsa ToprosbiM MHTEPHENCOM MpU TPAHCAAUNK AAHHbBIX N0 PbOYEPCHbIM
orpaHuyeHmnsM n nosvumam EAM-dupmbl. Mcnonb3oBaHWe anvaca onpeaensiet, ANs Kakoro
BWAa cyeTa npegHasHa4deHbl AaHHble N3 TOpProeoro nHtepdeiica.

dopmar:

<ammac ENN-oupmMer u3 Toproeoro uHTepdenca>=<kon EIII-¢upMEl cepBepa QUIK>

Mpumep:

UNIFIED FIRM=NC0038900000
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AononHuTenbHasa HacTpoika asuaca Takxe Tpebyercs B cekuumn [Position]
Toproeoro nHrepdeica. [isimHa asnmaca He 4OJ/>KHa nNpeBbiwaTtb 12 cMMBONOB.

15.Ecnu HacTpoeHa pennukauus, To B cekuun [data_pipe_module] HacTpoiiTe
BXOAALLYO/NUCXOAALLYIO peniukaumio AaTbl/BpeEMEHN NOCAeaHEro 10rMHa ¢ NOMOLLbIO
HaCTpoeK:

disable_last_login_replication_in - npuHnmaTb / He npuHUMaTb MHGOPpMaLUIO

0 AaTe/BpeMEHU NOCNeAHEro JI0rmHa oT pernsimkaTtopa. 3HadeHune Nno yMonyaHuio: «0»
(npuHUMaTL).

disable_last_login_replication_out - nocbinats / He nocbinaTb MHGOPMaLMo
0 paTe/BpeMeHn nocaenHero forvHa B pensinkatop. 3HayeHue no yMmonyaHuto: «0»
(nocbinaTsb).

16.Ecnun ncnonb3yeTtcs BHeEWHWMN Moaynb opMnpoBaHMs KpOCC-KYpPCOB, TO CeEpBEP OTKJIOHSET
noakntoveHns apyrmx NMHtepdencos 4o coeanHeHmsa ¢ 3TuM Moaynem. YTobbl OTKAIOUYNTD
OaHHbIN pexuM, B cekummn [data_pipe_module] ncnonbayercs HacTponka:
WaitforCrossrate — pexuMm oXxunaaHust KpocC-KypCcoB. BO3MOXHbIe 3HaUYEHUS:

«0» — OTKOUNUTb PEXUM.
«1» (N0 YMOAYaHMIO) — BKIOUUTb PEXUM.

Korpa cepBep ucnosib3yeT BCTPOEHHbI Moaynb (b OpMUMPOBaHUA KPOCC-KYpPCOB,
3Ha4YeHMe HaCTPOMKMN UrHOPUPYeETCA.

B HacTpoitkax cepBuca Q2Q knacc CROSSRATE pon)eH 6biTb BbiAeNeH B CEKLUI0
OTAENbHOro cCOeAAMHEHUA ANA KOpPpPeKTHOW paboTthl slave-cepBepa.
Mpumep:

[pt connect crossrate]
connection transport=tcp
server ip address=127.0.0.1
port=17103

check tmo=150
Classes=|CROSSRATE |

17.BbiNoIHMUTE HACcTPOKMKY ABYXMaKTOPHOW ayTeHTUdUKALMN B COOTBETCTBUM C M. 2 VIHCTpyKLUMMK
Nno HacTponke aByxdakTopHOM ayTeHTUdMKkaunm QUIK.

18.BbINo0AHUTE HAaCTPOWKY 3anpeTa BBoAA ANUTENbHbIX 3asiBOK, YTobbl 3anpeLwaTb WM paspewaTb
Nnonb30BaTeNt0 BBOAUTbL B TOProBYH CUCTEMY 3asiBKM CO CPOKOM feicTBust «[o aatbl» / «[o
OTMEHbI».

B cekumnn [gtc-orders] 3aganTe cnegytowme napameTphbl:
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markets - cnncok PbIHKOB B MPON3BOJ/IbHOM NOpAAKE YEPE3 3aNATYHO.

MNapameTpbl BuAa <PbIHOK>_classes - kfacchl pblHKa, KOTOpPbI yKasaH
B HAaMMEHOBaHMM NapaMeTpa, B /1lo60M nopsaake yepes 3ansaTylo.

MapameTpbl Buga <PbiHOK>_expiration_mark_field - HanmeHoBaHue nons
NMpU3HakKa aKCnupauum ans pbiHKa.

MapameTpbl Buga <PbiHOK>_expiration_date_field - HanmeHoBaHne nons gatol
3KCNnpaumun ans pblHKa.

nyCTOﬁ CMNCOK PbIHKOB MUJIN KJ1aCCOB B 3TUX PblHKaX O3Ha4YaeT, 4YTO 3anpeTt BBoAa
AJINTEJIbHbIX 3aABOK OTKJ/THOYEH.

B cekumu [calc-limits] B napameTtpe max_days_to_expire_order 3analite
MaKCHMMaJibHbIA CPOK AENCTBUS OSINTENbHbIX 3a89BOK B AHAX, KOTOpbIM 6yaeTt
,CleVICTBOBaTb Ha BCE K/1aCCbl MHCTPYMEHTOB, NEPEYNC/IEHHbIE B NapaMeTpax Buaa
<PblHOK>_classes. Mogaya 3as9BKK, CPOK AEACTBUSA KOTOPOI NpeBbILaeT
orpaHunyeHne max_days_to_expire_order, npepBercs C OWNOKOMN.

Hanpumep:

[calc_limits]

max days to expire order=<umucio>

[gtc-orders]

markets=MARKET1, MARKET2

MARKET1 classes=XXXXX, NNNNN

MARKETZ2 classes=YYYYY, MMMMM

MARKET1 expiration mark field=UseExpDate
MARKET1 expiration date field=ExpDate
MARKET2 expiration mark field=IMMCANCEL
MARKET2 expiration date field=EXPIRYDATE

Ecnu B nporpamMme QUIK Administrator B HacTpoiikax nosib3oBaTensl YyCTAHOBJIEH
dnarkok «3anaBku ‘10 oTMeHbI’>», 3HaueHne napamertpa max_days_to_expire_order
He NOoBJ/IMSIET Ha CPOK AEUCTBUSA 3aABKM.

Ecnu B cepBepe 3HaueHMe HacTpoiku max_days_to_expire_order ykasaHo
6onblue, yeM orpaHuYeHus, 3aaaHHble B Moayne/nHtepdgeiice (HanpuMmep, Moaynb
anropMTtMmMueckon Toproenm, Toproebii MHTepgeinc CpouHOro pbiHka MockoBCcKOM
Bup>xn), To Moaynb/nNHTEP(hENC OTKIOHUT ee.
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19.B cekunm [behavior] MoXxHO 3agaTb rMNepccbiIKy, KoTopas oTobpaxaeTtcss B Pabouem mecTte

QUIK B Tabnuue «MHdopmaumsa 06 MHCTpyMeHTe», ANna nepexoaa Ha CanuT € NnoapobHbIM
OMUCAHNEM UHCTPYMEHTA:

_ security.hyperlink - 3apaeT popmaTt runepccbinkun. na co3aaHnus yHUKanbHON
rMNepCCbINKN ANS KaXXAoro CTPyYMEeHTa MOryT MUCMoJ1b30BaTbCS METAaCUMBOJIbI.

_ security.show_hyperlinks - 3agaeT npuaHak, YTo rMNEpPCCbISIKA Ha onMcaHmne
MHCTPYMeHTa oTobpaxaetcsa B Pabouem mecte QUIK B Tabnuue «MHpopmaumnsa ob
WHCTpYMeHTe». BO3MOXHble 3HaYeHUs:

«0» (no ymonuaHuio) — He oTobpaxaeTtcs B Pabouem mecte QUIK.
«1» — oTobpaxaetcs B Pabouem mMecte QUIK.

Mpumep:

[behavior]

security.hyperlink=https://www.moex.com/ru/issue.aspx?code=<SECCODE>

security.show hyperlinks=1

20.B cekuun [trade_date] 3apgatoTca cneayrowme napameTpbl:

_ ClearingTime - BpeMs cMeHbl ceccmmn Ha cepBepe QUIK B dpopmate <HYMMCC>. I10T
MOMEHT BpPEMEHU A0J/IKeH BbiNaaaTb Ha nepuos, koraa cepsep QUIK ocTtaHoBneH.
3Ha4veHune no ymonyanumio: «000000».

_ no_weekend - npusHak pabotbl cepBepa QUIK B pexunme «6e3 BbIXoaHbIX» (cy660Ta
N BOCKPECEHbE CUMTAIOTCS PaboymMmn AHAMMK). BO3MOXKHbIE 3HAUYEHUS:

_ «0» (no ymonuanuio) — pexxum paboTtbl cepsepa QUIK onpenensierca ctaHAapTHbIM
KaneHgapem pabounx (6yaHn) n Hepaboumnx (BbIXOAHbIE) AHEN;

_ «1» - cepBep QUIK paboTaeT B pexunme «b6e3 BbIXOOHbIX».

®daunn trade_dates.ini

Otkporite daiin trade_dates.ini B katanore <quik_dir>\server\ v oTpegaktnpymnte ero.

B cekunn [trade_date] 3aparoTcs AaTbl-UCKAOYEHNS AN KaneHAaps TOProBbiX U HETOProBbIX
AHen, ncnonbdyemoro Ha cepsepe QUIK. Mo ymonuaHuio Cepsep QUIK cuuTaeT TOprosbiMn AHU
C noHeAenbHMKa No NATHULY BKIKYUTENLHO, @ cy660Ty M BOCKpeceHbe — HETOProBbIMU. [JeHb

CYMTaETCa TOProBbIiM, €C/IN B 3TOT A€Hb Ha AaHHOM cepBepe QUIK npoxoaaTt Topru Ha noboi
N3 TOProBbIX MOLWaAoK:

Ecnn B 6ygHuii AeHb 3ansiaHUpoBaHbl TOPrM XoTsa 6bl HA 04HOWM NNoWwaaKe U3 AO0CTYMNHbIX
Ha cepBepe QUIK, 1O 3Ty gaTty He HyxHOo aobaBnaTb B cekumio [trade_date].

Ecnv B 6yaHU AeHb TOPru He 3anaaHMpoBaHbl HXM Ha O4HOM M3 MOLWAAO0K, TO HY>XHO A06aBUTb
3Ty AaTy c npmusHakoM holiday B cekuuto [trade_date].

Ecnu B BbIXOAHOM AE€Hb 3anjlaHMPOBaHbl TOPrM XoTs 6bl Ha 0A4HOWM MoWaAKe M3 OOCTYMHbIX
Ha cepBepe QUIK, To Hy>HO A06aBUTb 3Ty AaTy € nNpm3Hakom workday B cekuuto [trade_date].
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[aTbl-UCKTI0YEHNS U3 CTaHAAPTHOrO KasieHaaps, B COOTBETCTBMM C KOTOpbIM cepBep QUIK
3anyckaeTcsl B pexunme pabodero nnm Hepaboudero gHsa, B popmMaTe:

<ITTTMMOIO>=holiday
<I'TTTMMIIO>=workday

loe:
holiday — Hepabouunit geHb;
_ workday - pabouuit geHb.
MpuMep 3anN0ONHEHUS CEKLMN CM. B

Mpwu 3anycke cepBepa QUIK c kjto4uoM (7017 3Ha4YeHMA ceKumm
MMEIT MEeHbLUUI NPUOPUTET.

®dann settlement_dates.ini
OtkponTte dann settlement_dates.ini B katanore <quik_dir>\server\ n oTpegaktnpymnTe ero.

B cekuunu [settlement_date] 3agatoTca gaTbl-UCKOUEHNA ANS KaneHaaps pacyeTHbIX

N Hepac4yeTHbIX AHel, UCNOSIb3YEMOro Ha OCHOBHOM TOProsBomn niowaake. Mo ymonyanuio Cepsep
QUIK cumTaeT pacyeTHbIMU AHWU C NOHEeAEesNIbHUKA MO NATHULY BK/IOUYUTENBHO, a cy660Ty

N BOCKpeCeHbe — Hepac4YeTHbIMU.

Ecnu Ha ocHOBHOM TOpProBom niowaake 6yaHnn AeHb CUNTAETCS HEPACUYETHbIM, TO €ro HY>XHO
nobasntb B cekumio [settlement_date] ¢ npusHakom holiday, a ecnu BbIXOAHOW AEHb cuMTaeTCs
pPaCUYeTHbIM, TO €ro HYy>XHO A406aBUTb C Npu3HakoM workday.

[encTBmne onncaHHbIX AaT-UCKIIOYEHMUA paCcCnpOCTPaHAETCa Ha BCE PeXMMbl TOProB, HO UMeeT
MEHbLLUWUA NMPUOPUTET, YEM KaneHaapwu, 3ajaBaeMble yepes nporpamMmy QUIK Administrator. Ecnn
haTa 3afaHa B cekuumn [settlement_date] kak BbixogHOW, a B KaneHgape nporpaMmMmbl QUIK
Administrator kak pabouunii geHb, TO OHa 6yaeT cumTaTbCsd paboynm gHeM.

Hanunuune/oTcyTCcTBME BbIXOAHbLIX NPUBOAUT K CABUTY AaTbl pacHeTOB, YTO Bblpa)kaeTcs
B YBENMYEHUU/YMEHbLUEHUN KanleHAapHbIX AHEN MeXAy 3aK/Il4YeHneM CAeIKM U pacyeToM npu
BbINOIHEHUM ONepauni C KoAaMn pacyeToB, OTAINYHbIMK OT TO, Hanpumep, T1, T2.

3anonHeHune cekuun [settlement_date] Bnunser Ha:

KoppeKTHOCTb yyeTa ob6beMa KOMUCCUNK;

OnpepeneHne LENOYKM TUMUTOB, HA KOTOPYIO pacnpoCTpaHatoTcs 610KMpoBKa, HaYNCAeHns
W cnmncaHus;

OnpegeneHne nocneaHero Buaa NMMMTOB B LIEMOYKE JIMMUTOB ornepaumu Ans oT4eToB/caenok
Ha UCNO/IHEHME BTOpOM YacTtu PEMNO;

Pacuet cpoka PEMNO no 6e3agpecHbiM 1 agpecHbiM pexunmam PEMO mn PEMNO c LK;
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YueTt HKJ npu pacyete 6nokmpyemoro obbema 3asaBkun Ha nmmutax ana PEMNO-M u PEMO c UK;
PacueT KOMWCCMKN TOProBOWM CUCTEMbI MO MOCTABOYHbIM CBOMAM Ha BasIlOTHOM pPbIHKE, KOTOpPbIN
onpegenseT gaTy Hadana nepsoi yactu PEMO;

OnpeneneHune cpoka xu3Hu GTD/GTC-3asBoK B TOM yncne OMS-3a8B0OK, B paMKaxX KOTOpPOro
pacCuyMTbIBAaE€TCA MaKCMManbHbIn 06beM 3as1BKM C YY4ETOM ANHAMUYECKM HacTpoeHHoro HK/

N HOMWHana obnnraumm, 4To BANAET Ha 06beM 3abnoOKMPOBaHHbIX CPEACTB.

dopmaT cekuunmn:

<ITTTMMII>=holiday
<ITTTMMIIO>=workday

lpe:

holiday — HepacuyeTHbIli AeHb;
workday - pacyeTHbIW AeHb.

Mpumepbl ana cekuun [trade_date] n [settlement_date]:

Mpumep 1

Ha cepBepe aBa VMHTepdeica: kK ®DoHAOBOMY pbIHKY MOCKOBCKOW BUPXU U PbIHKY
MHOCTpPaHHbIX LeHHbIX 6yMmar CMNb bupxun. 4 Hosbps 2022 roga — npasAHWUYHbINA OEHb,
KOTOpbIN ABNsSieTCa HepacyeTHbIM Ha POHA0BOM pbiHKE MOCKOBCKOM BUPXU, HO TOProBbIM
Ha pblHKE MHOCTPaHHbIX UeHHbIX 6ymar CIb Bupxu.

Hy>XHO 3af4aTb cnegylowme HaCTpOMKHK:

[settlement date]
20221104=holiday

Mpumep 2
Ha cepBepe oanH NHTepdenc — k PoHAOBOMY pbiHKY MOCKOBCKOMN 6MpXKN.

4 Hos6ps 2022 roga — npa3gHUYHbLIA AEeHb, KOTOPbI SBNSIETCA HEpACYETHbIM Ha OOHO0BOM
pblHKe MockoBckon 6upxun. Takmm 06pa3oM, Ha cepBepe HET HM OAHOro pexuMa Topros,
B KOTOpOM 6yayT NpOXoAnTb TOPru B 3TOT AEHb.

Hy>XHO 3ag4aTb cnegylowme HaCTPONKN:

[settlement date]
20221104=holiday
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[trade date]
20221104=holiday

Mpumep 3

Ha cepBepe oanH NHTepdenc — k DoHAOBOMY pbiHKY MockoBckon 6upxu. 5 mapta 2022
rona (cy66oTa) — TOproBbIt U paCUYETHbIN AEHD.

Hy>XHO 3agaTb cneaytowmne HaCTPONKM:

[settlement date]
20220305=workday

[trade date]
20220305=workday

2.5.3 Hacrtpoiika guctpmbytuBa ana nonb3oBartenen

KaTtanor <inst_dir>/front cogepXuT akTyanbHblh auctpnbytmse Pabouero mecrta QUIK

W rnpefHasHayeH s pacrnpocTpaHeHns KianeHTaMm. MNpu noaknoyeHUn rnonb3oBaTens K cepeepy
BbIMOJIHAETCS CpaBHeHMe Bepcmmn Pabouero mecta QUIK nonb3oBaTens c Bepcuen, kotopas
XPaHUTCS B ANPEKTOPUN C aKTyanbHbIM AncTpubytneom Pabouvero mecta QUIK. Ecnu Bepcuu

He coBMnagatoT, TO NoJsib30BaTENO NpeasiaraeTca obHoBneHue.

CkonupynTte cogepxumoe katanora <inst_dir>/front B aupekTopuio, Kotopas npeaHasHayeHa ans
XpaHeHus anctpnbytnea Pabouero Mmecta QUIK.

CepBep Mo yMOSTYa@HMIO UCMOMb3YET B KayecTBe AMPEKTOpUM C ANCTpMbyTMBOM Pabouyero mecta
QUIK:

<quik_dir>/server/areas/frontend/x64/release — ansa Pabouero mecta QUIK Bepcumn 8.0.0
U Bbllle;

<quik_dir>/server/areas/frontend/release - ansa Paboyero mecta QUIK Bepcumn Huxe,
uem 8.0.0.

PacnonoxeHne gupektopun ¢ anctpnbytueom Paboudero mecta QUIK MoxeT 6bITb NnepeonpeneneHo
HacTpolikol frontend B cekuuu [areas] kKoHpUrypaumoHHoro danna cepsepa QUIK quik.ini.

B HacTpolike yKa3blBaeTCs TOJIbKO NyTb A0 06WEeNn AMPEeKTOpUn, B KOTOPOI XpaHSATCs oba
anctpmbyTtmea. 3HaveHMe no ymondaHuio: «frontend=areas/frontend».

Mpumep:

[areas]

frontend=clientfront
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B paHHOM npuMepe auctpmnbytmns Paboydero mecta QUIK XpaHuTcs B cneayowmx ANpeKTopusaX:

<quik_dir>/server/clientfront/x64/release — nna Pabouero mecta QUIK Bepcun 8.0.0 u BblLLE;
<quik_dir>/server/clientfront/release — ansa Pabouero mecta QUIK Bepcun Huxe, yem 8.0.0.

2.5.4 Hacrtpoika npokcu ANnf NoAKIIOYEHUN noJsib3oBaTesien

CepBep nogaep>xunsaeT npotokost HAProxy sepcum 1 npu o6paboTke nonb3oBaTebCKUX
noaka4YeHui. NMpu HacTpomke NpoKcm HeobxoaMMO yKasaTb NOPT CeEpBepa, KOTOPbIA NponMcaH
B cekummn [usend_module].

2.5.5 Hacrtpoiika 6no4yHoro wmncdpoBaHus

OTkponTe ansa pegaktuposaHus gann B katanore <quik_dir>\server\quik.ini n B cekunmn
[usend_module] HacTponTe cneaylowme napameTpsbl:

enable_block_crypt - npusHak ncnonbzosaHns 6104HOro wndposaHus. Bo3MoxHble
3HaYeHus:

«0» (no ymonyaHutio) — 6104HOE WNdpoBaHNE HE NCNOoNb3yeTcs;

«1» - nucnonb3lyeTcs.

block_crypt_size - pa3smep 6noka wndposaHusl. BoaMmoxHble 3HaveHus: ot 100 go 8192
(BKNHOUNTENBHO). 3HAYEHME MO YMONMYaHUo: «1024».

2.5.6 Hactpoiika aCMHXPOHHOro ucnosib3oBaHna bubnuorekn pacuera AIMMUTOB

Mpn Heo6X0ANMOCTU HACTPOMUKM NapannesibHOro NposBeAeHna npe-Tpena U nocr-
Tpeia KOHTPONS onepauuii No pa3HbiM 3asiBKaM peKoMeHAyeTcs o6paTuTbcsa
3a AONOJIHUTENIbHbIMU UMHCTPYKUMAMU B Cnyx6y TexHuueckoin noaaeprkkm QUIK:

®unpMbl, 4N KOTOPbIX NMPUMEHSIETCS CTPATErns aCUHXPOHHOIO UCMONb30BaHUs bubnunorteku
pacueTta IMMUTOB, nepeuyncnsaTca B danne <quik_dir>\server\quik.ini B cekuunn [dealer-library-
async]. Hanpumep:

[dealer-library-async]
NC0038900000
SPBFUT389

B cekumun [behavior] HacTpanBatoTCcs cneaytowme napaMeTpbl:
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numberofexecutors - obuiee konnuecTBo ovepeaen napannenbHon o6paboTkm anropuTMoB
Bubnunotekn pacueTta TMMUTOB A/ BCeX HDUPM, KOTOpble UCMONb3YOT Bnubnmoteky pacuyeta
JIMMUTOB aCUHXPOHHO.

deallib.temppath - nyTb kK gupekTopun o1 BpeMEeHHOro XxpaHeHus sk3emnnspos DLL

ana bnubnuotekn pacyeta TMMUTOB.

Mpumep:

[behavior]
deallib.temppath=.\temp

numberofexecutors=3

2.5.7 WcknouyeHusa ana aHtusupycHoro Nno

B naHHOM paszpene nepeuncnensl pannel n katanorm cepeepa QUIK, koTopble Heobxoanmo
NCKJTIOUYNTb N3 NPOBEPKN @aHTUBUPYCHLIM MO, Tak Kak OHM UCMONb3YyTCs Npu paboTe cepeepa.

Nckniovaemble annbl 1 Katanoru:

1. Katanor c cepsepom QUIK.
2. KaTtanoru v gainbl, yKkaszaHHble B HacTpolkax cepsepa B danne quik.ini:

nyTn K noram n gainam c pacwmpeHuem .ik, 3agaBaembie B cekumn [Files]
B napametpax LogFilesFolderName » DataFilesFolderName, Hanpumep:

LogFilesFolderName=.\1logs
DataFilesFolderName=.\data

nyTn Kk painam 3amMeH, 3agaBaemMble B cekummn [data_module] B napameTpax
firm_substitute_file u client_codes_substitute_file, Hanpumep:

firm substitute file=.\firms.ini

client codes substitute file=.\codes.ini

nyTW K apxuBaMm, 3aaBaemMble B cekumm [archive_module] B napameTtpax ttp_dir
n minutes_dir, Hanpumep:

ttp_dir=.\archive\minutes_ ttp

minutes dir=.\archive\minutes

NyTb K HAaCTPOMKaM KpOCC-KYpCOB, 3aAaBaeMbil B cekummn [cur_module] B napameTpe
class_cfg, HanpumMep:
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class_cfg=crossrate.ini

NyTb K HACTpoOlKaM KpunTornpoBanaepa, 3agaBaembin B cekumn [usend_module]
B napameTtpe crypto_provider_ini_file, Hanpumep:

crypto_provider ini file=.\openssl pr.ini

nyTv K wabnoHaM, 3agaBaembie B cekummn [quik_auth] B napameTtpax
TemplateRuRetrievingNotSupportedFileName
n TemplateRuUnknownErrorFileName, Hanpumep:

TemplateRuRetrievingNotSupportedFileName=templates\ru\retrievingnotsupported

TemplateRuUnknownErrorFileName=templates\ru\unknownerror

3. Katanoru c HacTpoikaMu KpunTtonpoBanaepos B daine qrypto.cfg, 3agaBaembie B napaMmeTpe
IniFile, Hanpumep:

IniFile=openssl pr.ini

B ucksroueHnsa Heo6xoaMMo A06aBUTb ceTeBble NOPTbl, YKa3aHHble B HACTPOMKaxX
cepBepa u cepBepoB goctyna B danne quik.ini B napamerpe port.

2.5.8 HaCTpOﬁKa TEKCTa yBeaAOMJieHusA 06 ncreueHmn CpPOKa aAencreuma AOBEpPEHHOCTH

YT06bl HACTPOUTL TEKCT OTMNpPaBASEMbIX YBEAOMNEHUIA O CKOPOM UCTEYEHUN CPOKa AENCTBUSA
[OBEPEeHHOCTM NOAK/YaeMoro nosb3oBaTens, 3aganTte B qrypto.cfg cneayrowme HacTponku:

B cekuumu [register] ykaxmTte KOAMYECTBO AHEN A0 UCTEUYEHUs CpoKa AeNCTBUA LOBEPEHHOCTH,
3a KOTOPOE Mob30BaTeNto HAYHYT NPUXOAUTL EXeAHEBHbIE YBeAOMAEHUS (MpU KaxXaoM
NOAKOYEHNN). 3HAYEHME MO YMONYAHUIO: «3».

Mpumep:

[register]

license warning days=4

B cekumu [auth] ykakute TekcToBble onmcaHmsa cooblieHnin. KntoyoMm BeicTynaeT wabsioHHas
CTpoOKa Buaa:
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lic _exp <d> day <lang>

loe:

<d> - KOAMYEeCTBO AHEN A0 UCTeYeHUs [OBEepeHHOCTU. MoXeT NpuHMUMaTb 3Ha4YeHUs

«1», «2», «3», «..» U TaKk pganee;

lic_exp_today_<lang> — COOTBETCTBYET TEKYLIEMY AHIO;

N — BCEM OCTaJ/iIbHbIM AHAM,

<Iang> — KOA A3blKa pa6oqero MecTa. Bo3MOXHble 3Ha4yeHus:

«25» — pycckuit;

«9» — aHIMUNCKUNA.

LWiabnoHHasa cTpoka lic_exp_today_<lang> ncnonb3yeTtca Ans yCTaHOBKM TEKCTOBOIO OMMCaHUs,

Koraa CpokK AOBEPEHHOCTU ANA KIIMEHTa NCTEKAET CerogHs.

LLlabnoHHas cTpoka lic_exp_n_days_<lang> ncnonb3yeTrcsa Ans yCTaHOBKM TEKCTOBOIO ONMMCaHUS

no yMoJZ14aHWIO.

Mpumep:

[auth]

lic exp n days 25=CkOpO 3aKOHUMTCA CPOK IOBEPEHHOCTM

lic exp 1 day 25=0Ocranca omuH OEHb HO MCTEUEHMSHA CPOKa IOBEPEHHOCTU

lic _exp today 25=Cpox IOBEPEHHOCTM MCTEKAaeT CeTOIHA

TekcToBOE onncaHue nogaepxupaeT naeHTudukaTopbl popmaTta, KOTOpPOe no3BongeT
B COO6LLUEHNM BCTaBASATb HA UX MECTO AaTy NpeKpalleHns AoBepeHHOCTU. MNoaaepxuneatoTcs
cnepyowmve naeHTnduKaTopsbl:

<> - KOJIMYECTBO AHEN A0 UCTEeUEHUS CPOKa;
<d> - HoMep AHA B Mecsle, Korda UCTEKAET CPOK;
<m> — HOMEep Mecsala B rofy, Koraa UCTEKAET CPOK;

<y> - roj, Korga UCTeKaeT CpoK.

Mpumep:

[auth]

lic _exp n days 25=Cpok mOelCTBMA Ballel INOBEPEHHOCTM NpeKpallaeTca depes <> IHA
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Mpumep:

[auth]

lic exp n days 25=Cpok Bamel OOBEPEHHOCTM McTekKaeT <d>.<m>.<y>

2.5.9 PonnaupoBaHue no3mumm

CepBep QUIK MoxeT 6bITb 3anyLeH B peXnme poanmpoBaHms NO3NUNIA KIIMEHTOB MO AeHbram
N MHCTpyMeHTaM (pOoHAO0BbIN PbIHOK).

Mepen HaCTPOMKOM POSINTMPOBAHUSA NO3ULIMIA O6paTUTECh 3a AONOJIHUTE/IbHbIMMU
MHCTPYKUMAMK B Cny)x6y TexHunueckon noaaepxku QUIK:

Ons ponnvMpoBaHUs NO3ULMIA BbINOAHUTE HACTPOMKMU:

1. B danne quik.ini, KoTopbln HaxoaMTca B Katanore <quik_dir>\server\, HacTponTe cneaytouwime
napameTpbl.

B cekumun [data_module]:

rolling.rotation_depth - rnybuHa potaummn dannos c Nno3MuUnsaMun, KOTopble
HaxoaaTcsa B ampektopun Backup. Cepsep xpaHUT He 6onee yka3aHHOro B
HacTpomnke Konn4decTtsa ¢anaos 4Na KaXkgoro n3 TMnos no3munin No AeHbram u rno
WHCTpyMeHTaM. 1o AOCTUXEHUU MaKCMManbHOIMO 3HAYEHUSA HAaCTPOWKK CTapble
dannbl yaanawTca. 3Ha4YeHMe No YMONYAHUIO: «7>».

rolling.CPLimitTag - Tern yepes 3ansaTtyto, KoTopble ncnonb3dytTcsd Mogynem QUIK
REPO pns BeaeHust IMMUTOB Ha KOHTPAreHToB NpW posIMpoBaHUM NO3NLNIA

Nno AeHbraM. YUMThbiBAKOTCSA TObKO MO3ULIMK CO CPOKOM pacyeToB TO € yKa3aHHbIMU
Teramu. 3HavyeHue No yMOoYaHuo: «» (NycTo).

B cekumu [calc-limits]:

UnifiedLeverageOnClient - npu3Hak Mcnonb3oBaHUs €AMHOr0 pa3Mepa nsjeya

Ha BCEX MNO3MLMAX NO AeHbraM KNMeHTa, A7 KOTOPOro UCNOob3yeTcs CXeMa
Map>XWHaNbHOro KpeanToBaHUa «o gUCKOHTaM» unun «M+». YcTtaHoBUTe 3HaveHue
«1». 3HauyeHne No yMon4YaHuio: «0».

2. BbinonHuTe 3anyck cepBepa C KH4YoM
3. lNoaknounTte nHTEpdENc, KOTOPbIM BbIMOHUT aKTUBALMIO NO3ULKNIA NOCAEe POSSIMPOBAHMUS.

UHcdpopMmauma Nno nepeHeceHHbIM NO3MUMAM 06HOBNSIETCA TOJIbKO nocse
NoAK/MIOYEeHUS TOProBbixX MHTepdencos nnm MHpopmaumoHHoro nHrtepdenca
Holiday.
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2.6 Murpauumsa cepeepa ¢ Windows Ha Linux

Mpwn murpaumm MO ¢ OC Windows Ha OC Astra Linux HeobxoaMMo yunTbiBaTh cneaytouime

orpaHuyeHuns Linux-Bepcum no cpaBHeHuto ¢ Windows-Bepcuen:

OTcyTCcTBYET Noaaep Kka kpuntonpoBaaepa MP.
Onsa nepeHoca MO, paboTatowero Ha OC Windows, Ha komnbtoTep ¢ OC Astra Linux:

Bepcus MO, kotopas nepeHocutcs ¢ OC Windows, gomkHa 6biTb paBHa Bepcumn MO,
KoTopas byaeTt yctaHaBnmBaTbcs Ha OC Astra Linux.

MO Ha OC Astra Linux gonxHo ncnonb3osaTb B kavyectse CYB/ PostgreSQL.

MepeHoC A0MKEH OCYLLECTBNATLCA B CTPOro HETOProBOE BPEMS: MOC/E 3aBEpPLLEHUS
TOProB M OCTAHOBKM CEPBUCA, M [0 Hayana Topros, Nepes rnepsbIM 3aMyckoM cepBuca.

MNMepeHoC cepBMCa BbIMOMHAETCA B iBa 3Tana:

YcraHoBKka cepBuca Ha OC Astra Linux (mpou3BognTcs nosib3oBaTenem root);
MepeHoc koHburypaumm ¢ OC Windows (npomsBoamnTcs nonb3oBaTtenem root nnm arqasrv).

Onsa ycraHoBku MO Ha OC Astra Linux BbIMOSIHUTE Ceaylowmnin NopsaaoK 4ENCTBUN:

1.

YCTaHOBUTE Ha KOMMbIOTEP, HA KOTOpPOM 6yaeT pa6oTaTh CEPBUC, HEOH6XOAMMbIE NAKETbI
B COOTBETCTBMM C ONMMUCAHMEM B .

CkonupynTe dann install_server-xx.xx.xx.run B AUPEKTOPUIO, Ha onepaunn B KOTOPON y
TeKyLero nosb3oBaTensa eCcTb nNpasa, HanpuMmep, AoMawHuin katanor (/home/<user> nnn ~/).

BbinonHuTe KoMaHAy AobasrieHus NpaBa Ha BbINOJIHEHWE run-danny:

chmod +x install server-xxX.xXx.Xx.run

BbinonHWTE KOMaHAY YCTaHOBKWU CepBuca:

sudo ./install server-xx.xx.xxX.run -i

[Nns BbIMNOMHEHMA KOMaHAbl MOXET NoTpeboBaTbCs BBEAEHWE Naposis TEKYLEro Nosb3oBaTens.
B npouecce ncnonHeHus run-daiina BbINOHATCA Cneaylolune 4enNcTBUS:

B cny4yae oTCyTCTBUMSA CMCTEMHOrO Nosb3oBaTens arqasrv, oH 6yaeTt co3gaH c npaBamu
No YMOAYAHUIO N BK/IOYEH B OAHOUMEHHYI0 rpynny. OT UMEHU 3TOro nosib3oBaTens
bynet paboTtaTb yCTaHaBnuMBaeMblil cepBUC. B kauecTse agomMallHen anmpektopun byaer
ncnonb3oBaTbCa AMpekTopus /opt/arqgasrv.

B anpektopun /opt/argasrv/quik co3gaetca noaampekTopus ¢ uMeHeMm quik,
B KOoTOpYto 6yayT pacnakoBaHbl hannbl anctpnbyTtmuea ycraHasnmesaemoro 0.

Monb3oBaTenb arqasrv HazHayaeTcs BnajesbLeM Bcex (ainoB v NoaampeKkTopuii
B AMPEKTOPUN CepBUCa.
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B cucrteme ynpasneHus cnyxbamu systemd perncrpmpyeTcsa cepeBuc € uMeHeM quik
M 3anyCcKOM OT MMEeHM CMCTEMHOrO Nnosib3oBaTtens argasrv.

B avpekTopumn /etc/arqasrv co3gaetcsa dann c umeHeM quik ans dukcauunm
napaMeTpoB YCTaHOBKM CepBUca.

B AMpeKkTopumn cepBmuca reHepuUpyoTcs creayoumMe KoMaHaHble dalinbl:

g_start.sh - 3anyck cepBuca, B TOM Yncie C KtoYaMm 3anycka (BO3MOXHbIE KUK
3anycka cepBuca NepeymncieHbl B MyHKTe ). MpeaHasHayeH ANns BbIMO/HEHMUS
nosib3oBaTensiMM arqasrv u root;

g_stop.sh - octaHoBKka cepBuca. lNpegHasHadeH 415 BbINOJIHEHNSA MOb30BaTENSAMU
arqgasrv v root;

g_status.sh — BbIBOA MHMOpMaLMK O TEKYLLLEM COCTOSSHUK cepBuca. [peaHa3HaveH
ONS BbINOSIHEHMS NOSb30BaTeNs MU arqgasrv U root;

uninstall.sh — ynaneHue cepuca. lNpeaHa3HayeH A5 BbINOJIHEHUS MONb30BaTENEM
root;

postmigration.sh — BbINO/IHEHME AOMONHUTENBHbBIX ONepauMini NpyM MUrpauum.
MNpeanHasHayeH ANS BbIMNOAHEHUS NOfb30BaTENAMM arqasrv u root.

Mpu ycnewHon yCTaHOBKe cepBuca BbiBOAUTCA coobweHue: «Installation

of service “"quik” has been successfully completed>.

B cnyuyae BbiBOAA APYroii AMArHoCTUKMW, Noxkanyncra, o6parurtecb B Cny>k6y
TexHnuyeckou noaaep xkn QUIK: .

5. Ecnu ynpasfieHne yCTaHOBMIEHHbIM CEPBUCOM rnpeanosaaraeTcs BbIMOAHATb NOfib30BaTeNEM
arqgasrv, BblNnoNTHUTE cneayrwwune ODENCTBUS:

[ns npefoTBpalleHns BHECEHUS! MONb30BaTeNIEM arqasrv U3MEHeHU B CKpUNThI
yrNpaBfeHUs CEPBUCOM, Ha KOTOpble eMy ByAET BblAaHO paspeLleHne BbIMNOSIHEHUS OT
MMeHU root, caenamTe X HEM3MEHSIEMbIMU, BbIMOJIHUB Cneaytowme KoMaHabl:

chattr +i /opt/argasrv/quik/quik/qg_start.sh
chattr +i /opt/argasrv/quik/quik/q_stop.sh

BbligaliTe nonb3oBaTesnto argasrv npaBa Ha BblINOJIHEHNE CKPUMNTOB ynpaBieHns
CEepPBUCOM OT MMEHU root, BbINONHUB cieayluwme OENCTBUSA:

BbInosHWTE KOMaHAY:

sudo visudo

B oTKkpbiBWEMCS Vi-nogobHoM peanakTtope aobaBbTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/quik/g start.sh,
/opt/argasrv/quik/quik/gq_stop.sh
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OTa CTpoKa paspellaeT nosib30BaTesio arqasrv BbINOJHATb NepevyncrieHHble CKpUMThbl Ha
TEKYLLEM KOMMbIOTEPE OT UMEHU root.

Ona nepeHoca koHpurypauum ¢ OC Windows BbINMOSHUTE Crieayowmini NOpSAoK AENCTBUN:

1. CkonupynTte ns aupektopmm Windows-cepsuca B ANPEKTOPMUIO Linux-cepBuca
/opt/argasrv/quik/<srvname> cneaytowme dalinbl:

OcHoBHoOM harn HacTpoek: quik.ini;
O6wunin arn HacTpoek KpunTonpoeBanaepos: qrypto.cfg;
dannbl HacTpoek bnbnnotek pacueta numuTos: Katanor Dealer/;

®dannbl wabnoHoB-coobwerHnin 4na AByxXdakTOpHOM ayTeHTUudmKaumn: Katanor
Templates;

®daiin HacTpoeK KpoCC-KypcoB: crossrate.ini;

®daiin HacTpoek 3aMmeHbl pupM: areas/firms.ini;
®ann 3anpeweHHbIX K nogkntoveHunto UID: restu.cfg;
®dain HacTpoeK 3aMeHbl KOAOB KneHTa: codes.ini;

Opyrue dannbl HacTpoek .ini (B cny4dae Hanmumsa Takmx ¢ainnoB) C COXpaHEHMEM
MX pacnoslioXeHNA OTHOCUTENTIbHO ANPEKTOPUN YCTAHOBKW CEPBUCA,

®annbl knoden (.txk), katanorn ceptudmkaToB NpoBangepoB:

Kntoun secrserv.txk, pubring.txk — ans HacTponkn kpuntonposangepa qrypto32;
KaTanor certs — aong HacTtponkn kpuntonposanaepa OpenSSL_pr;
KaTtanor signalcom - gns HacTpomku KpuntonpoBaiaepa Signalcom_pr;

KaTtanor, cogepxawmnii apxmsbl rpadnkos (3HaueHMe No yMon4YaHuto: «minutes»),
€C/IN OHW XPaHATCS NOKasbHO, PSiAOM C CEPBEPOM.

2. lpuBeauTe nMMeHa CKOMMPOBaHHbLIX B Npeablaylem nyHkTe hannos v AUPEKTOPUNA K HUXKHEMY
perucTtpy. [lng 3Toro BoINOAHUTE B AUpeKkTopun /opt/argasrv/quik/<srvname> KoMaHAy:

sudo ./postmigration.sh

3. VI3MeHuTe HacTpOMKu B NepeHeceHHbIX dannax:

Bce ynoMmnHaHus anHammndecknx 6mbnumotek (.dll) Heob6xoanmo npeobpasosaTtb
B COOTBETCTBYIOLLEE HaUMeHoBaHme Ha Linux. [ns 3Toro K MMeHn HeobxoamnMo
nobasutb npedukc «lib», a paclwmpeHne 3aMeHNTb Ha .SO, HaNnpuMep:

module=dwdata.dll
3aMEeHNTEe Ha:

module=libdwdata.so
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Cnuncok cekumin parna quik.ini, B KOTOPbIX yKa3aHbl HAMMEHOBAHMS OMHAMUYECKUX
6nbnnotek, KoTopble HeobxoaMMo NpeobpaszoBaThb:

[data module]
module=dwdata.dll
3aMeHNUTe Ha:

module=1libdwdata.so

[conn module]
module=dwxs.dll
3aMeHN)Te Ha:

module=1libdwxs.so

[trans module]
module=dwtrans.dll
3aMeHNTe Ha:

module=libdwtrans.so

[auth module]
module=dwgx.dll
3aMEHUTE Ha:

module=1libdwgx.so

[limits module]
module=dwlimits.dll
3aMeHNTEe Ha:

module=libdwlimits.so

[usend module]
module=dwsend.dll
3aMeHNuTe Ha:

module=libdwsend.so

[ctl module]
module=dwwgctl.dll
3aMeHUTe Ha:

module=libdwwqgctl. so

[msg module]
module=dwgtalk.dll
3aMEeHNTE Ha:

module=libdwgtalk.so

[archive module]
module=dwarch.dll

3aMEeHUTE Ha:
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module=1libdwarch.so

[banner module]
module=dwbanner.dll
3aMeHN)Te Ha:

module=1libdwbanner.so

[data ip module]
module=dtwipsrv.dll
3aMEeHMTE Ha:

module=libdtwipsrv.so

[report module]
module=dwrep.dll
3aMeHNuTe Ha:

module=libdwrep.so

[data pipe module]
module=dtwsrv.dll
3aMEeHMTE Ha:

module=1libdtwsrv.so

[db module]
module=dbstubrc.dll
driver=quik db pg.dll
3aMeHMTEe Ha:
module=libdbstubrc.so

driver=libquik db pg.so

[cur module]
module=dwcurg.dll
3aMeHNTEe Ha:

module=libdwcurg.so

3aMeHUTe HaMMeHOBaHUSA AMHaMmnyecknx 6mbnuotek B panne grypto.cfg. Cekyuu,
B KOTOPbIX YKa3aHbl HAMMEHOBaHUS AMHAMUYECKNX BubnmoTtek:

[auth]
sign=secprov.dll
3aMEeHNTE Ha:

sign=libsecprov.so
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Ona HacTpoiku look He06X0AMMO HaTU yKa3aHHY CEKLMUI0, HanpuMep, ecnm
HacTpoeHa db_look:

[auth]
look=grypto.cfg,db look

[db_look]
use=dwgx.dll
3aMeHMTEe Ha:

use=libdwgx.so

B HacTpolikax kpuntonpoBangepos ¢arna qrypto.cfg nameHmte HaMMeHOBaHMS
AVHaMuyeckux 6ubnmotek n pernctp ganna HacTpoek (Npu HaJMuYMK NepedncsieHHbIX
cekuunm):

[openssl]
Module=openssl pr.dll
IniFile=openssl pr.ini
3aMeHMTEe Ha:

[openssl]
Module=libopenssl pr.so

IniFile=openssl pr.ini

[SignalComMessageAndSSLPro]
Module=signalcom pr.dll
IniFile=signalcom pr.ini
3aMeHMTEe Ha:
[SignalComMessageAndSSLPro]
Module=libsignalcom pr.so

IniFile=signalcom pr.ini

[placebo]
Module=placebo pr.dll
3aMeHMTEe Ha:

[placebo]
Module=libplacebo pr.so

Ecnun, kpoMe nepeuncneHHbIX KpUnTonpoBanaepos, B danne qrypto.cfg ectb apyrmue
HaCTPOEHHbIE KpUNTONpoBanaepbl, TO COOTBETCTBYIOLLME CEKLUM HACTPOEK
Heobxo0AMMO 3aKOMMeEHTUpOBaTb NyTeM Aob6aBfeHns B Ha4Yano CTPOKM CUMBONA «;»
(Touka ¢ 3ansaTon). Takxke Heo06X0AMMO 3aKOMMEHTUpPOBaTb 06bsBNEHME
KpunTonpoBanaepa B cekumun [CryptoProviders], HanpuMep, oTKAOYeHMe NpoBanaepa
MP:

[CryptoProviders]

;mp=1
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7 [mp]
;Module=mp pr.dll

;IniFile=mp pr server.ini

B cnucke 3arpyaemblx HacTpoek brubnnotekn pacyeta nummutoB daina quik.ini
N3MEHUTE HaMMEHOBaHUA U pPerncTp danna HacTpoek, Hanpumep:

[dealer-library]

ALGO=./dealer/algo.ini

Ecnu paHee B 3TOM cekunM BbITM HACTPOEHbI NYyTH K dalinam c pacwunpenmem .dll
TO paclWMpeHne y HUX HeobxoaMMO 3aMEHUTb Ha .iNni, HaNpuMep:

[dealer-library]
ALGO=.\Dealer\ALGO.dll
3aMeHMTEe Ha:
[dealer-library]
ALGO=./dealer/algo.ini

Bce ynoMnHaHug nyten Kk dannam 1 Katasoram HeobxoamMo NpuBeCcTM K Buay,
npuHATOMY B (harnoBon cucrteme Linux — obpaTHble cnewwu («\») Heob6xoanmo
3aMeHUTb Ha npsiMble («/»), HanpuMep:

crypto provider ini file=.\openssl pr.ini
3aMEeHMTEe Ha:

crypto_provider ini file=./openssl pr.ini

4

MepeyeHb HacTpoek quik.ini, KoTopble coaepxaT NyTu K dainam UM oMpekTopusam

C NpYMepaMn 3HAUYEHWIA:

[ctl module]

rest users file=restu.cfqg

[usend module]

suspect data file=stats/suspect.txt

[key management]

key info file=key info.ini
[areas]

frontend=areas/frontend

msg_priv=areas/msg _priv
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public=areas/public
company=areas/company
private=areas/private
unrestricted=areas/unrestricted
hasharchives=hasharchives

hasharchivesttp=hasharchivesttp

[archive module]
minutes dir=minutes

ttp dir=ttp

[auth module]

settings file=qrypto.cfg

MepeuyeHb HacTpoek qrypto.cfg, koTopble cogepxxaTt NyTn K dannam unm ANpPeKToOpUsaM
C NpuMepaMm 3HaAYEHUN:

[auth]
mail settings file=qgrypto.cfg

arw_log=stats/arw.log

_ OtpepakTtupynTe nyTb K danny 6aHHepa, ecnm OH HacTpoeH. ®aiinoM KoHbUrypaumm
6aHHepa cumTaeTcsa nepBbli HAWAEHHbIM cepBepoM .ini-dann B ANpeKTopumn
/areas/banners. Hanpumep:

[url set]

image=./banner.bmp

_ CeTeBble AMCKM 06bIYHO MOHTUPYIOTCA K JIOKA/NIbHbIM KaTasioraMm, no3ToMy Heo6xoanMo
YTOUYHUTb Y CETEBbIX aAMUHUCTPATOPOB TOYKY MOHTUPOBAHUSA M NponucaTbh NyTb K HEM,
HanpuMep:

[areas]
Archives=\\minutes\gminreplicator\archive\
3aMeHUTE Ha:

[areas]

Archives=/mnt/gminreplicator/archive

4. HacTpoliTe aBTOMATUKY eXeAHEBHOro 3anycka u OCTaHOBKW cepBuca. [Ans 3Toro Mcnonb3aymrte
B CKpMNTax aBTOMaTUKM 3anyCcKk KOMaHAHbIX dannos q_start.sh n q_stop.sh, pacnonoxeHHbIx
B AMPEKTOPUN YCTaHOBJIEHHOrO CepBuca.
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2.7 YpaneHue cepBepa

YnaneHue cepBepa, yctaHoBJsiIeHHOro Ha Windows
Onsa yananeHus cepBuca BbINOJIHUTE cneaylowme AeACTBUS:

1.

4.

OcTaHoBUTe cnyx6y cepBepa. CaenaTb 3TO MOXHO Yepe3 npusoxeHne «Crnyxbbl», OTKPbITOe
OT UMEHU aAMUHUCTpATOpa, MM60 BkNaaky «Cnyx6bl» AucneTyepa 3aAay, TakXe 3anyLeHHoro
OT UMEHWN aAMUHUCTpaTopa.

BbinonHuTe yaaneHue CJ'IY)KGbI cepBepa nyTeM BbINOJIHEHNA KOMaHAbl B KOHCOJIU, 3aI'IYLLI,eHHOl71
OT UMEHUN aAMUHUCTpPATOpPA:

quik.exe -remove

BbinonHuTe yaaneHue b/l cepeepa.

BbinonHWTe yaaneHue KaTtanora cepsepa.

YnaneHue cepBepa, YCTAaHOBJIEHHOro Ha Linux
YpaneHue cepBuca NpomMsBoOANTCS NMofib3oBaTenem root BbI30BOM ckpunTa uninstall.sh, koTopbii

HaxoAuTCS B KaTanore COOTBETCTBYHOLEro cepBuca.
Janee npueeaeH NopsaoK AeUCTBMN NpU yaaseHUn cepBuca C UMEHEM No YMONM4YaHuio — quik.
Ona ynaneHunsa cepeuca BbINOMHUTE cneayowme AencTBUS:

1.

2.

OctaHoBuTe cnyxby Cepsepa QUIK 13 AMpeKTopumn C yCTaHOBJIEHHbLIM CEPBUCOM, 3anyCTuB
KOoMaHAy:

sudo ./g_stop.sh

nubo n3 nwbon ANpeKTopmun, OTANYHON OT AUPEKTOPUM CepBMUCA, 3aMyYCKOM KOMaHAbl:

sudo /opt/argasrv/quik/quik/q stop.sh

Ecnuv ynpaBneHue yCTaHOB/IEHHbLIM CEPBUCOM BbIMOIHAI0Ch NOb30BAaTENEM arqgasryv,
BbINONHUTE cneaylowme AeNCTBUS:

OTMeHuTe Y NONb30BaTENA arqasrv rnpaBa Ha BbIMNOJIHEHNE CKPUNTOB ynpaB/1€HUA
CEepBUCOM OT MMEHMU root, BbINONHUB cieayluwme ONENCTBUSA:
BbinonHuTe KOMaHA4y .

sudo visudo
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B oTKpbIBLIEMCS Vi-NOAOBHOM peflakTope yaanuTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/quik/qg start.sh,
/opt/argasrv/quik/quik/qg stop.sh

CHMMUTE NPU3HAK HEM3MEHAEMOCTU CO CKPUMTOB YrpaB/ieHUs CeEpBUCOM, BbIMOJIHUB
cnepyolme KoMaHabl:

chattr -i /opt/argasrv/quik/quik/qg start.sh
chattr -i /opt/argasrv/quik/quik/q_stop.sh

3. B aupekTopum yctaHOBNeHHOro cepBuca /opt/argasrv/quik/quik 3anyctute KoMaHAHbIM dann
uninstall.sh komaHgo:

sudo ./uninstall.sh

nmbo 13 nbo AnpeKTopmKn, OTIMYHOM OT ANPEKTOPUM CEPBUCA KOMAHAOMN:

sudo /opt/argasrv/quik/quik/uninstall.sh

[ns BbINONHEHUS KOMaHAbl MOXET ﬂOTpEGOBaTbCﬂ BBECTU NMApPOJib TEKYLLENO NOJSIb30BaTeENA.
B pesynbTaTe BbINO/IHEHUSA KOMaHAbl BbINOMHAOTCA cleaytouwme OEeNncTBus:

_ YpandeTtcsa peructpaums cepBuca C MMeHeM quik B cucteme ynpasneHunsa cnyxbamm
systemd.

_ Ypansetca gann /etc/argasrv/quik, B KOTOpoM 6b1nn 3apuKCUMpOBaHbI NapameTpbl
YCTaHOB/IEHHOIro cepBuca.

_ [dupekTopus, B KOTOpOIM ycTaHOBNEH cepBuc /opt/arqgasrv/quik/quik,
nepenmeHoBbiBaeTcsa B /opt/arqasrv/quik/quik.backup_ YYYY.MM.DD_hh.mm.ss.
NMepenmMeHoBaHMe, a He yaasieHMe ANPEKTOPUWN BbIMONHAETCS Ha Cnydan, ecnum
notpebytoTca aaHHblie U3 Hee. Ecnn Tako HeobXxoaMMOCTHN HET, yaanuTe AUPEKTOpPUIo
BPYUYHYIO.

Mpu ycnewHoOM yaaneHMn cepBuca BbiIBOAUTCA coobuieHmne: «Removing of service
“quik” has been successfully completed>».

B cniyuyae BbiBOAa APYrov AMArHOCTUKMU, NOXKaNnyincrta, o6parutecb B Cnyxby
TexHu4yeckomn noaaeprkku QUIK:
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2.8 YctaHoBKa u HacTpouka QUIK Administrator

2.8.1 YcraHOBKa M HacTpolka cepBepHoi Yactn QUIK Administrator

1. [ns HacTpolkn coeanHeHus ¢ Bl yctaHoBute ODBC-apariBepbl ans OC.

Ansa OC Windows:

Mpn nogkntodeHnn k CYB[ MS SQL Ha KoMnbloTepe, rae ycraHaBAMBaeTCa CepBuUC
gadminsrv, gomxeH 6biTb ycTaHoBneH ODBC-gpaiiBep «ODBC Driver 17 for SQL
Server». [1ns npoBepku HanuMumnsa gpameepa B MeHo Windows HabepuTe B noucke
TekCT «NcToYyHMKM gaHHbix ODBC» n oTKponTe COOTBETCTBYHOLLEE OKHO. YbeamTecn,
UYTO Ha BKaake «/[lpanBepbi» B CNMWCKE NMPUCYTCTBYET ApaliBep C HAaMMeHOBaHMeM
«ODBC Driver 17 for SQL Server».

Ecnu Takon pgpaiiBep OTCYTCTBYET, CKayalTe yCTaHOBOYHbIN (hainn apaneepa
c odbunumanbHoro canTta Microsoft ( )
N YyCTaHOBUTE €ro Ha KOMMNbIOTEpP, Ha KOTOpOM byaeT paboTaTb cepsuC.

Mpn nogkntodeHun Kk CYB/[ PostgresPRO Ha koMnbloTepe, rae ycraHaBnMBaeTCs
cepBuc qadminsrv, gonxkeH 6biTb ycTaHoBneH ODBC-gpansep «PostgreSQL
ANSI(x64)» Bepcumn He HMxe 13.02. 1na NnpoBEpKM HaNMn4us gpanBepa U ero Bepcum
B MeHto Windows 3anyctute ytunnty odbcad32. YbeauTtech, 4TO Ha BKIagke
«[panBepbl» B CMINCKE NPUCYTCTBYET ApalBep ¢ uMeHeM «PostgreSQL ANSI(x64)»

M Bepcmen He Huxe 13.02.

Ecnu Takon pgpaiiBep OTCYTCTBYET MO0 BEPCUS HUXKE 0XMOAEMON, CKadanTe
YCTaHOBOYHbIN ann agpansepa ¢ oduumansHoro canta ARQA Technologies

( ) 1 YyCTQHOBUTE €ro Ha
KOMMbIOTEP, HAa KOTOPOM b6yaeT paboTaTb cepBuUC.

Ana OC Linux:

1. KoMaHAbl YCTAaHOBKMW ApalBepoB AO0J1XKHbl BbIMOJIHATbLCA OT MMEHM
nosnb3oBartens root.
2. Heob6xoanMMo Hanuume AOCTyNna B MHTEPHEeT.

YCTaHOBUTE Ha KOMMbIOTEP, HA KOTOpPOM 6yaeT paboTaTh cepBUC, Heo6X0aMMble
NnaKeTbl B COOTBETCTBMW C OMMUCAHUEM B M.

Y6eauTtecb, uto B daine /etc/odbcinst.ini 6bina nobaBneHa 3anuncb Apaneepa:

[PostgreSQL ANSTI]

Description=PostgreSQL ODBC driver (ANSI version)
Driver=psqglodbca.so

Setup=libodbcpsglS.so

Debug=0

CommLog=1

UsageCount=1

2. YctaHoBuTe cepBuc qadminsrv.
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Ansa OC Windows:

_ Ckonupywnte BCe dannbl 3 Katanora <inst_dir>\gadminsrv\server B Npon3BOJibHbIN
kaTanor. B gaHHoM katanore umeetca dann qadminsrv.ini, cogepxalwmii HaCTPONKMU
nporpamMmbil.

_ B katanore <inst_dir>\gadminsrv\client\ HaxoanTCca KNMEHTCKOE NPUSIOKEHNE
nporpamMmsi.

_ [nsa ycTtaHOBKK nporpamMmmebl BoMguTe B CNUCTeEMY noa MMeHeM nosb3oBaTesnid, MMeLWero
npasa agMMHUCTpPATOpPaA.

_ B danne qadminsrv.ini yctaHoBUTe HasBaHme cepBuca. [11a 3TOro yKaxmTte B CeKL U
[Service] cooTBeTCTBYIOWME 3HAUYEHUS B NapameTpax name, displayname.

BbInoONHMUTE N3 KOMaHAHOM CTPOKM KOMaHAY:

gadminsrv -install

Ana OC Linux:

YcTtaHOBKa cepBuca NpousBoOAUTCA MNoJib3oBaTesieM root yepes KOHCOJ1b, BbI3OBOM
run-cdaina <install_qadminsrv-xx.xx.xx.run>, rge xx.Xx.Xx — Bepcus npoaykra.

_ YcTtaHoBuTE Ha KOMNbIOTEpP, HA KOTOPOM byaeT paboTaTb cepBuc, Heobxoanmblie
NMakKeTbl B COOTBETCTBUN C ONMMNCAHUEM B I.

_ Ckonunpynte dann install_gadminsrv-xx.xx.xx.run B ANpeKTOpU0, Ha onepauum
B KOTOPOM y TEKYLLEro rnoJjib3oBaTtens ecTb npaBa, Hanpumep, AOMalIHM KaTanor
(/home/<user> nnn ~/).

BbinonHnTe KOMaHAy Aob6aBneHns nNpaB Ha BbINOAHEHME run-danny:

chmod +x ./install gadminsrv-xx.xX.xx.run

_ BbinonHuTe kOMaHAy ycTaHOBKM cepBuca (qadminsrv — uMs ycTaHaB/IMBaeMoro
cepBuca Nno yMosi4aHuio):

sudo ./install gadminsrv-xx.xx.xx.run -i [gadminsrv] [-d <rootdir>] [-n

<srvusername>]

_ YcTaHoBKa BbINOSIHAETCS B agnpekToputo /opt/argasrv/quik/. B npouecce ncnonHeHus
run-carna éyayT BbiNOSHEHbI cnefyouwme AEeNCTBUS:

_ B cnyyae oTcyTCTBUS CMCTEMHOIrO Nosb3oBaTens arqasrv, oH 6yaeTt co3paH
C NpaBaMm NO YMOSHYAHUIO U BKKOYEH B OAHOMMEHHYIO rpynny. B kayecTtse
AoMawHen gupektTopun emy byaert yctaHoBneHa gupektopusa /opt/arqgasrv.
OT uMeHu 3TOro nonb3osaTens 6yaet paboTaTb yCTaHaBIMBaeMblii CepBUC.

_ B omnpekTopun /opt/argasrv/quik/ 6yget co3gaHa noganpekTopust C UMEHEM

cepBuca, B KOTOpyto 6yayT pacnakoBaHbl ¢alinbl AUCTpUbyTMBa yCTaHaBIMBAEMOro
Mno.
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Monb3oBaTenb arqasrv 6yaeT Ha3HayeH Bnagenbuem Bcex hannos U NoAANPEKTOPUN
B ANPEKTOPUN CepBuca.

B cucteme ynpasneHus cnyxbamm systemd 6yaeT 3aperMctpupoBaH cepBuc
C UMeHeM gadminsrv 1 3anyckoM OT MMEHW CUCTEMHOrO MoJsib3oBaTesns argasrv.

B aupekTtopuu /opt/arqasrv/quik/gadminsrv 6ynet co3gaH dain .actions.log,
B KOTOPOM BeAETCs JIOrMpoBaHUe npolecca YCTaHOBKM cepBuca.

B aupekTopuu /etc/arqasrv 6yaet co3gaH dann ¢ umeHeMm qadminsrv gnsa dpukcauumm
napaMeTpoB YCTAaHOBKK cepBuca.

B avpekTopuun cepBuca 6yayT creHepupoBaHbl KOMaHAHble dalinbl Ans:

g_start.sh - 3anyck cepBuca, B TOM Ynce C KtoYaMm 3anycka (BO3MOXHbIE KIH0Un
3arnycka cepBuca NepeyvncneHbl B NyHKTe ). MpeaHasHayeH ANsA BbIMNO/HEHMUS
nosib3oBaTeNnsiMK arqasrv u root;

g_stop.sh - octaHoBka cepBuca. lNpegHasHayeH 4NS BbINOJIHEHUS MOJIb30BaTENAMU
argasrv u root;

g_status.sh — BbiBOA MHbOPMaLMK O TEKYLLEM COCTOSSHUK cepBuca. lNpeagHa3HaveH
ONA BbINOSIHEHMSA NOJSIb30BaTENSAMU arqasrv U root;

uninstall.sh - ynaneHune cepsuca. lNpeaHasHayvyeH AN BbINONHEHUSA NOJSb30BaTENEM
root;

postmigration.sh — BbINONIHEHME AONONHUTENBHbLIX ONepaunii Npu MUrpauunm.
MNpeaHasHayeH ANns BbINOMHEHUS NONb30BaTeNs MU arqasrv u root.

Mpu ycnewHoM ycTaHOBKe cepBuca BbiIBOAUTCS coo6LieHue:

«Installation of service “qadminsrv” has been successfully completed>».

B cnyuyae BbiBOAA APYro AMArHoCTUKMW, Noxkanyncra, o6paturecb B Cnyx6y
TexHnuyeckou noaaep xkn QUIK: .

3anpelweHo BHOCUTb USMEHEHUSA B CTPYKTYPY KaTaJ/ioroB — nepeMelleHme
W NnepeMMeHOBaHMEe MOXXET NPUBECTU K owwnbkamMm.

B cnydae, ecnn ynpaBineHme yCtaHOB/1EHHbIM CEPBUCOM NpeanosiaraeTca BbIMNOJIHATb
nonb3oBaTeneM arqasrv, BblMOJIHUTE cneagyrouwmne OEeNCTBUSA:

[ns npenoTBpalleHns BHECEHUS NMOMb30BAaTENIEM arqasrv U3MEHEHWUIA B CKPUNTLI
yrnpaB/ieHUs CEPBUCOM, Ha KOTOpble eMy ByAeT BblAaHO pa3pelleHne BbiNONHEHUS
OT UMEHU root, caenanTe NX HEM3MEHSIEMbIMU, BbINMOSTHUB Clleaylowme KOMaHAabI:

chattr +i /opt/argasrv/quik/gadminsrv/q start.sh

chattr +i /opt/argasrv/quik/gadminsrv/q stop.sh

BbligariTe nonb3oBaTento argasrv npaBa Ha BbIMNOJIHEHNE CKPUNTOB yMNnpaBieHUs
CEepBUCOM OT MMEHMU root, BbINONHUB cieayluwme ONENCTBUSA:

BbinonHuTe KOMaHA4y .
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sudo visudo

B oTkpbiBWEMCS Vi-nogobHoMm peaaktope AobaBbTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/gadminsrv/qg start.sh,
/opt/argasrv/quik/qgadminsrv/qg_stop.sh

DTa CTpoKa pa3pellaeT Nnosib30BaTesto arqasrv BbIMOHATL NepeUuncieHHble CKpUnTbl
Ha TEKYLLEM KOMMbOTEPE OT MMEHU rOOt.

JanbHenwmne gencrems MOTYT BbIMOJIHATLCA NOJSib30BAaTes/IeM argasrv unm root.

3. B ¢danne qadminsrv.ini BbINONHUTE HACTPONKMN:

B cekumm [Instances] ykaxxunte KoHDUrypaumoHHble danbl coegnHeHni c 6aszamm
AaHHbIX, B opMaTe:

<[lopT, WMCHOJNB3YyEeMB Ijisg HaHHOM BI>=<lMsa KOHOUI'ypalMOHHOTO danyia>

Mpumep:

[Instances]
15301=cfg_brokerl.ini
15302=cfg broker2.ini

Ansa OC Linux BbinoJiHuTe npeobpasoBaHua ansa ¢aisos, KoTopbie ago6aBnsoTCs

B cekumio [Instances] koHdbuUrypaumoHHoro cganna qadminsrv.ini B COoTBeTCTBMMU
C

_ [MapameTpbl coegmHeHnsa ¢ Kaxnon 6a3on gaHHbIX HAaCTpamBaloTCsa B OTAENbHOM
danne.

_ B cekuunn [Files] B HacTpolike Logs ykaxuTe nms darina onsa 1ormpoBaHums, ecnm
Heobxoanmo.

_ B cekunun [General] oTpeaakTupyiTe cnegyowme HaCTpoOMKK, eciim Heobxoanmo:

_ MaxDeallibSize - makcumaneHbIli pa3smep danna HacTpoek bubnmortekn pacueTta
JIMMUTOB, KOTOPbIA AONYCTMMO COXPaHATb B XypHan ayauta. 3HayeHume
no ymon4daHuto: «10485760» (3HaueHue B 6aiitax coorBetcTByeT 10 MB).

_ MaxDeallibSize_<Instance> - MakcuManbHblli pa3mep danna HacTpoek
BnbnnoTtekn pacyeta IMMUTOB, KOTOPbIN AOMNYCTUMO COXPaHATb B XypHan ayauTa,

Ans ykasaHHoro nopta («<Instance>»). Mo yMoOn4aHuMo NCNOSb3yeTCA 3HaUYeHme
HacTpokn MaxDeallibSize.
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PathRelease - nyTb Kk KaTanory, cogepxawemy danabl 06HOBNEHUSA KIIMEHTCKOM
yactn nporpamMmbl QUIK Administrator. MyTb MoXeT 6bITb a6CONOTHBIM UAKU
OTHOCUTENbHLIM. 3HaueHune no ymonudanumio ans OC Windows: «frontend\release\»,
ansa OC Linux: «frontend/release/» (OTHOCUTENBLHBLIN MYTb OT AUPEKTOPUN

c cepBepHomn yacTtbio QUIK Administrator).

InactiveUserDisconnectTimeout - npu3sHak Toro, 4to coegnHeHne mexay
CepBEPHOM M KINMEHTCKON YacTsaMu nporpammbl QUIK Administrator paspbiBaeTtcs
Mo UCTEYEHUU MNepmnoja HeaKTUBHOCTU MNOJIb30BaTesId B CEKYHAAX, YKAa3aHHOro

B HacTpolike. Ecnn ykasaHo 3HayeHue «0», HAcTpoliKa BbIK/JKOYEHA. 3Ha4YeHune
Mo ymosidaHuio: «900».

DisconnectWhenSessionLock - npu3Hak pa3pbiBa COEAVHEHUS MEXAY CEPBEPHOM
N KNMeHTCcKoM Yactamm nporpamMmbl QUIK Administrator npmn 6nokmnpoBke ceccum
M OTK/IIOYEHUWN YAANEHHOro ceaHca. BO3MOXHblIE 3HAYeHuUs:

«0» — coegmMHeHne He pa3pbiBaeTcs;

«1» (N0 yMONYaHuIO) — COeAMHEHME pa3pbiBaeTcs.
buildemptyreport - cozgaHue nycroro ot4yera.
«0» (NO yMOn4aHuio) — He co3aaBaThb;

«1» — co3gaBaTb.

[na ncnonb3oBaHMs MexaHM3Ma ayTeHTudunkaumm B gomeHe Active Directory /
Kerberos TpebyeTtcs 3agaTbh crnegytowme HacCTpomkn B cekumm [auth]:

_ AD_DCDistinguishedName - nMs KOHTponnepa AOMeHa. 3Ha4YeHue

Mo yMosidaHuio: «» (NycTo).
_ AD_DomainName - nMda gomeHa ans SSO. 3HavyeHne no ymonyaHu: «» (Nycro).
_ [Onsa Windows yka3blBaeTCs 4yacTb AOMEHa A0 «\», HanpuMmep, «arqa».

_ [Ana Linux ykasblBaeTcs 4acTb nocne «@», Hanpumep, «ARQA.RU».

Mpu sanyweHnHoM nopa OC Linux cepBepe nnau CepBepe aoctyna Heobxoaummo,
4yTO6bl KOMNDbIOTEP, FAE BbINOJIHAETCA ayTeHTUdUnKauma 6bi1 BKJIIOUEH B AOMEH
Active Directory, nim60o nibiMmn cnoco6amm noak/OUEH K cny»x6e n focrtyneH yepes
cepBuc Kerberos, a y nonbsoBaresnisi, noa KOoTopbiM 3anyckaercs cepeep QUIK,
AOCTAaTOYHO npas asnAa aocrtyna k keytab-cgainy c ayteHTM(PMKaALIMOHHBIMU
3anuMcsaMu AN BbiNoJIHEHUSA onepauui.

4. B aline HacTpoek cepBepa <MMSA KOH(UrypaumoHHoro cgaina>.ini BoinonHuTe
HaCTPOMKMU.

Ana OC Linux BbINoJIHUTE Npeo6pa3oBaHNAa ANA BCEX CEKLMA KOH(UrypaLlMoHHOro
¢hainna B COOTBETCTBUM C

B cekumu [DB] ykaxuTe napameTpbl AoCTyna K 6a3e AaHHbIX:
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Server - 1Msa cepBepa.

Base - Mg 6a3bl JaHHbIX.

_ User - nMda nonb3oBatensa 6a3bl AaHHbIX.

Monb3oBaTenb Ao/HKEH 6bITb BKAKOUEH B ponun «quik_rbo» n «quik_auditor»
B 6a3e naHHbix cepBepa QUIK.

Password - naposnb nonb3oBaTtens 6a3bl AaHHbIX. [Taponb He A0/MKEH HauMHATbLCS
C CMMBOJIOB «$» N «#». Naposb MOXET bbITb

UsePersonallLogin - npu Heo6x04MMOCTMN UCMOJIb30BaHMS NMEePCOHaIbHbIX JIOTMHOB
ANa noakno4YeHus K 6ase faHHbIX YKaXuTe 3HadYeHne «1»,

AuthMode - ncnonb3ayembin TN ayTeHTUdUKaUnmM Ha cepeepe MS SQL.
Bo3MOXHbIe 3HavYeHus:

«login» (Mo ymMon4yaHu) — UCMONb3YKTCHA TOMMH M Naposib, YKa3aHHbIe
B NapameTpax user u password (nmaposib MOXeT 6biTb );

_ «domain» — ncnonb3yetcs AOMEHHasa ayTeHTUdUKaLUNS.

Mpn AuthMode=domain napameTtpbl user n password B cekuumn [DB] urHopupyrotca
M MOryT 6biTb HEe yKa3aHbl.

Driver - HanMeHoBaHne ODBC-gpanBeepa, NCnonb3yemMoro aAns noakntoyeHms
K 6a3e gaHHbIX cepepa QUIK. Bo3aMOXHble 3Ha4YeHns:

Ons OC Windows:

«ODBC Driver 17 for SQL Server» (no yMOA4aHuIO) — NCNOAb3yeTcs ANns paboTbl C
MS SQL Server 2014, 2016 nnn 6onee HoBon Bepcuen CYBA (13 cnucka
noaaep>XnuBaembix);

«PostgreSQL ANSI(x64)» — ucnonbsyetcs ansa pabotbl ¢ PostgresPRO;

Ecnun 3HauyeHne HacTponku He 3agaHo, ncnonbsyetrcsa «ODBC Driver 17 for SQL
Server».

Ansa OC Linux:

«PostgreSQL ANSI» (no ymonuaHuio) — ncnonb3dyetca ansa pabotel Ha OC Linux.

Mpu pa6ote c MS SQL Server ao/mkeH 6bITb ycTaHOBNEH ApaiiBep ODBC Driver 17
for SQL Server, a npu pa6ote c PostgresPRO - gpaiiBep psqlODBC 13.2 u Bbllwe.

_ Port - nopTt ana noaknwueHusa k cepepy PostgresPRO. 3HaueHWe No yMOAYaHUIO:

«5432»,

AdditionalParameters - HacTpolika Ans 3agaHus 4ONONHUTENbHbIX NapaMeTpPoB
noakntodeHns k CYBJ. 3HaueHne no ymonuaHuio: «» (nycro).
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SSLMode - pexum 6e3onacHoro nogkatoyeHus. NogaepxmBaeTcs TONbKO
npu HacTpoike noakntoyeHms K CYB/] PostgresPRO. Bo3MOXHbIe 3HAUYEHUS:

«» (NyCcTO, MO YMOJI4aAHUIO) — NOAKJIIOYEHME BbIMONIHAETCS 6e3 wudpoBaHus;
«require»;

«verify-ca»;

«verify-full»;

«disable»;

«allow»;

«prefer».

OnucaHue pexnmoB 6e€30MacHOro NOAKYEHMS CM. Ha oduumanbHOM canTe
PostgreSQL.:

Ecnn napameTp He 3agaH, To napametpbl CertCAFileName, CertFileName,
CertPKeyFileName un CertPass urHopupytoTtcs.

CertCAFileName - nyTb K painny-KoHTelHepy cepTUdMKaTOB YAOCTOBEPSAIOLLMNX
LEHTPOB. 3Ha4yeHne No yMos4YaHuio: «» (NycTo). NoaaepxmeaeTcsa TONbKO
npwn HacTponke noakntoveHnsa Kk CYB[ PostgresPRO.

CertFileName - nyTb n HaunMeHoBaHue danna ceptudukata 6es3onacHoro
NOAKAOUYEHMS. 3HAYeHMe N0 YyMON4YaHuio: «» (NycTo). MNoagaepxmBaeTcs TOAbKO
npu HacTpoike noakntoyeHns Kk CYB/ PostgresPRO.

CertPKeyFileName - nyTb 1 HauMmeHoBaHuMe daiisia NpMBaTHONO K/k4a
6e3onacHOro NoAKMAYEHUSA. 3Ha4YEeHNE NO YMOMYAHUIO: «>» (MyCTo).
MNMoaaep>xxneaeTcsa TONbKO NpW HacTponke noaknodeHns Kk CYB[ PostgresPRO.

CertPass - naposnb gna ¢daiina npmBaTHOro Kir4a 6e3onacHoro NoAKIYeHUS.
3HayeHne No ymonyaHuto: «» (nycro). NMogaepxxmBaeTcs TONbKO MpPU HACTpoMKe
nogkntodeHns Kk CYB/[ PostgresPRO. MNaposnb He A0KEH HAYMHaTLCS C CUMBOJIOB
«$» 1 «#». MNaponb MOXeT 6bITb

Mpumep ana MS SQL:

[DB]

Server=QSERV
Base=QBROKER
User=login
Password=secret
UsePersonallogin=1
AuthMode=login

AdditionalParameters=MultiSubnetFailover=No;ApplicationIntent=ReadWrite

Mpumep ana PostgreSQL/PostgresPRO:
[DB]

Server=QSERV
Base=QBROKER
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User=login

Password=secret
Driver=PostgreSQL ANSI
SSLMode=verify-full
CertCAFileName=certs/root.crt
CertFileName=certs/user.crt
CertPKeyFileName=certs/user.key

CertPass=secret

B cekumun Bnaa [DataBaselogin_<npon3BO/bHbIA TEKCT>] 3a4anTe nepcoHasibHble
norutHbl, ecnu napameTtp UsePersonallLogin paseH «1». [lonyCTMMO NpOn3BOJibHOE
KONMYECTBO CeKUMUi.

User - normH ansa pabotel ¢ 6a30i AaHHbIX;

Password - naposnb ang pabotbl ¢ 6a30M gaHHbIX. [Taposb HE AO/KEH HAaYMHaTbCS
C CMMBOJIOB «$» N «#>». Naposb MOXET bbITb ;

Users - cnncok naeHTMdrKaTopoB Nonb3oBaTenen, KOTopble AO/KHbI UCNOb30BaTb
OaHHbIA TOMUH.

Mpu ncnonb3oBaHuM pexkuMma cybagaMuHUCTpaTopa AJIA YCTAaHOBJIEHUSA COeAUHEHUA
c cepBepHoi Yyactbio QUIK Administrator npeHtndmukatop aosmHkeH 6bITb TakXke
ykasaH B danne subbroker_template.tmpl, npeaHazHauyeHHOM [N HAaCTPOMKM
pe>kuma cyb66pokepa B nporpamme QUIK Administrator. Moapo6Hee o daine
subbroker_template.tmpl cm. B n. 1.2 PykoBoacTBa No agMUHUCTpupoBaHunio QUIK
Administrator ansa cy66pokepa.

B cekumun [Connect] ykaxkute napameTpbl aBTOpU3aLUN:

Name - ngeHtudukaTop kiwoya;

Password - naponb ansg knwo4ya. Naponb He AoMKEeH HAaYNHATLCA C CUMBOJIOB «$»
n «#». MNMaponb MOXeET 6bITb ;

Mpumep:

[Connect]
Name=testinvest

Password=secret

B cekumun [QuikOptions] ykaxxute napameTpsbl:

RSAKeysInTransReport — pexum otobpaxeHnsa RSA-kIo4Yen nonb3osaTens
B OTUeTe MO TpaH3aKuusaM. BO3MOXHble 3HAYEHUS:

«0» — B oTYeTe No TpaH3aKkumnsaM He oTobpaxatTca RSA-KAKOYM Nonb3oBaTens;

«1» — B OTYETe No TpaH3aKuuam 0To6pa>|<ar0Tc9| Bce RSA-k/0UM Nonb3oBaTens;
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«2» — B OTYeTe MO TPaH3aKUuMsM oTobparkatoTcsl ToIbKO RSA-K04mn
nosib3oBaTeNs, He OTO3BaHHble HA MOMEHT permcTpaumm TpaH3aKLumu.

ClientCodeDelimiter - pasgenutenb, MCNOMb3yEMbI NPU HAaCTPOMKE CNMCKa
«Koabl KNMEHTOB Yy Ausiepa» B NMpaBax Mo Kjaccam guanora peaakTtmpoBaHus
rMonb3oBaTeNsi. 3HAaYEHME MO YMOTYaHUIo: «,» (3andTas).

FirmId - cnucok ¢pupm 4yepes 3anaTyro, 4OCTYNHbIX A1 Bblbopa B nose «Kopg
¢GnpMbI» B NpaBax Mo KjaccaM Ananora peaakTMpoBaHUS NOsib30BaTesNs.

UserExpireCheckDays - K0/1M4eCcTBO AHEN, 3@ KOTOPOE CMCTeMa npeaynpexaaer
06 MCcTeyeHnn cpoka AenCTBUS AOBEPEHHOCTU MOJib30BaTe . 3Ha4YeHume
Mo yMon4YaHuto: «5»,

ServiceUserExpireCheckDays - KonmM4ecTBo AHEN, 3a KOTOpOE CMCTEMA
npeaynpexaaeTt 06 ncreyeHmn cpoka AENCTBUSA AOBEPEHHOCTU CNyXeBHOro
nosib30BaTessl. 3HAYEHNE MO YMOSTYaHUIO: TeKyllee 3Ha4YeHne napameTpa
UserExpireCheckDays.

Title - pononHuTenbHbLINM 3aroNoBoOK okHa nNporpammbl QUIK Administrator.
OTobpaxaeTtcsa nocne UID nonb3osaTtens.

PINCodesInTransReport - npusHak otobpaxeHus PIN-Ko4OB, NCMONb3yeMbIX Npu
AByXdaKToOpHON ayTeHTUdUKaumm emaa «Quik», B oTyeTe no TpaH3aKkUUsM.
Bo3MOXHble 3HaveHU4:

«0» (no ymonyaHuio) — PIN-koabl He oTo6parkatoTcs B OTYETE NO TPaH3aKLUAM;
«1» — PIN-KkoAbl 0TO6paxkatoTCsA B OTHETE MO TPpaH3aKUUSAM.

EnableMultiple2FalLogins - Nnpu3HaK MCNOJSIb30BaHUSA OAHOrO JIOrMHA AN
HECKOJIbKMX MoJib3oBaTenem npun ApyxdakTopHon ayTeHTMdnkaumm snga Active
Directory. JIOrMHbl 3a4al0TCa B CNpaBoYHUKE «J1OMMHbI B APYron cucteme
aBTopmsaumm» B QUIK Administrator. Bo3MOXHble 3HAYEHUS:

«0» (N0 yMONYaHWO) — OAMH JTOTMH MOXET MUCMONb30BaTbCA TONbKO OAHUM
nonb3oBaTtenem;

«1» — OAWH NTOFMH MOXET MCMNOJIb30BaTbCA ANl HECKOSIbKUX MOJSib30BaTeseNn.

UsersCountThreshold - konnyecTBo CTpoK B CNpaBOYHMKE NOJSib30BaTeNeN
B nporpamme QUIK Administrator, no goCTMXeHUN KOTOPOro CripaBoOYHUK
pasgenserca Ha CTpaHuuUbl C KOIMYEeCTBOM CTPOK, 3aZaHHbIM B nMapameTpe
PageSize. 3HauyeHne no ymonuaHmio: «10000».

PageSize - KONM4YeCcTBO CTPOK Ha CTpaHuULeE B CpaBoOYHMKE Mofib3oBaTenemn

B nporpamme QUIK Administrator. MapameTp ncnonb3yeTcs, €Cnm B CpaBoOYHUKE
OOCTUTHYTO KOMYeCTBO CTPOK, 3agaHHoe B napameTtpe UsersCountThreshold.
3HayeHune nNo ymon4yaHuw: «100».

5. B ¢danne qrypto.cfg B nepBbix AByX CTpokax, 6e3 3arofoBka cekuum, nponuwimte cneayooume
HaCTPOMKMU:

PUBRING - 3HaueHue: «quik.dwg»;
SECRING - nyTb K danny c ceKpeTHbIM K/IH04OM CcepBepa.

Mpumep:

PUBRING=quik.dwq
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SECRING=secrserv.txk

6. [ns cospaHus ydyeTtHol 3anmcm QUIK Administrator n Ha3HaueHus nonb3oBaTento nNpas
aAMUHUCTpaTopa 3anycTute cepBepHyto Yyactb QUIK Administrator c knto4om «-set-admin-
right». NoapobHee cM. n.

2.8.2 Hacrtpoiika kpuntonpoBaigepoB B QUIK Administrator

HacTtpoika kpuntonposangepoB B nporpamme QUIK Administrator cpegctsamn 6ubnmorek
kpuntorpacdum MP n OpenSSL.

I KpuntonpoBagep MP ucnonb3syerca tonbko ana OC Windows.

1. B dannax qadmin.ini (anga kaneHTa) n gadminsrv.ini (4na cepsepa) 3aganTe HaCTPOMKHU
ncrionb3yembix (aAna ayteHTudumkaumm Ha cepeepe QUIK Administrator n gnsa nposepku SLUIM)
KpUnTonpoBangepos.

B cekumn [CryptoProviders] nepeuncnmre A4OCTYNHbIX NpoOBanaepos:

«openssl» — npu3Hak ncnonb3oBaHus nposangepa OpenSSL. Bo3MOXHble
3HaYeHus:

«0» — npoBanaep OTK/OYEH;
«1» - npoBanaep BK/OYEH.

«mp>» — NMpuU3HaK UCMosib30BaHMs nposangepa MP. BO3MOXHble 3HAUYEHUS:

«0» - npoBanaep OTK/IOYEH;
«1» - npoBaiaep BK/OYEH.

«cryptopro» — npusHaKk Mcnonb3oBaHus nposaiaepa Kpuntolpo. Bo3MoxHbie
3HauYeHus:

«0» — npoBanaep OTK/OYEH;
«1» - npoBanaep BK/OYEH.

«signalcom» - NpuM3HaK UCNonb3oBaHUsA nposBaaepa CurHan-KOM. Bo3MoxHble
3HauYeHus:

«0» — npoBaliaep OTK/OYEH;
«1» - npoBanaep BK/OYEH.

Mpumep:

[CryptoProviders]
openssl=1

mppr=1
cryptopro=1

signalcom=1
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Mpu ncnonb3oBaHuM npoBanaepa openssl B cekunn [openssl] 3aaaiiTe ero HaCTPOMKMU:

«Module» - nyTb K MOAy/0 nNpoBangepa. 3HadyeHne no ymondyanuto ansa OC
Windows: «openssl_pr.dll». 3Hauenne gnsa OC Linux: «libopenssl_pr.so».

«IniFile» — nyTb K danny HacTpoek npoBangepa. 3Ha4YeHMe Mo YMOTYAHUIO:
«openssl_pr.ini».

Mpu ncnonb3oBaHum nposangepa MP B cekumm [mp] 3agante ero HaCTPONKMU:
«Module» — nyTb K MOAy/t0 NMpoBakgepa. 3HadeHne nNo ymonyaHuto: «mp_pr.dll».

«IniFile» — nyTb K danny HacTpoek npoBangepa. 3Ha4YeHNE NO YMOYAHMIO:
«mp_pr.ini».

_ Mpwn ncnons3osaHun nposangepa Kpuntollpo B cekumn [cryptopro] 3aganTte ero
HaCTPOMNKMU:

«Module» — nyTb K MOAynt0 NpoBargepa. 3Ha4yeHue No yMonvaHuto: «cpcsp_pr.dll».
3HayeHue ansa OC Linux: «libcpcsp_pr.so».

«IniFile» — nyTb K anny HacTpoek nNpoBangepa. 3Ha4YeHNE NO YMOUYAHMIO:
«CpCSp_pr.ini».

Mpu ncnonb3oBaHum nposaaepa CurHan-KOM B cekumnmn [signalcom] 3aganTte ero
HaCTPOMKMU:

_ «Module» - nyTb K MOAYIO NMpoBangepa. 3Ha4YeHNe NO YMOSYAHUIO:
«signalcom_pr.dll». 3nayenune ana OC Linux: «libsignalcom_pr.so».

_ «IniFile» — nyTb K anny HacTpoek nposangepa. 3Ha4eHne No YMOSTYAHMUIO:
«signalcom_pr.ini».

Ana OC Windows:

[openssl]
Module=.\openssl pr.dll

IniFile=.\openssl pr.ini

[mppr]
Module=.\mp pr.dll

IniFile=.\mp pr.ini

[cryptopro]
Module=.\cpcsp pr.dll

IniFile=.\cpcsp pr.ini
[signalcom]

Module=.\signalcom pr.dll

IniFile=.\signalcom pr.ini
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Ana OC Linux:

[openssl]
Module=./libopenssl pr.so

IniFile=./openssl pr.ini

[cryptopro]
Module=./libcpcsp pr.so

IniFile=./cpcsp pr.ini

[signalcom]
Module=./libsignalcom pr.so

IniFile=./signalcom pr.ini

B cekumn [CryptoProvidersSettings] B HacTpolike CipherCryptoProvider 3apaiTte
nposavaepa, UCNosib3yeMoro An4 ayTeHTudumKaumm no norvHy/naponto nnbo ans
ayTeHTUduKauum B gomeHe Active Directory. Bo3amMoXHble 3HaUYeHUs:

«openssl» — npoBanagep no ymosn4daHuo — openssl_pr;

«mp>» — NpoBanaep No ymonyaHuio — mp_pr (ncnonbsyetcs Tonbko ans OC
Windows).

Ecnn pnaHHbIM KAOY OTCYTCTBYET, MO YMOMIYaHUIO UCNONb3YEeTCs npoBaiaep qrypto32.

Ana npoBepku noanMcu Heo6xoaMMO HaJsIMuMe TOJIbKO KOpHeBoro ceptucgukara YL,
AOCTYNHOro B HaCTpoke Kpuntonposaiaepa.

Mpwn pabote nog OC Windows asg KpUnTonpoBanaepoB «Mp_pr» U «CPCSp_pr» KOpHEBble
YL, cepTudmrKaTbl 4OMKHbI ObITb YCTAHOBNEHbI B CUCTEMHOE XpPaHWU/MLLE KOPHEBbIX
ceptudukaTtoB («Kpuntollpo» nmeet cO6CTBEHHYIO YTUNTY) U AONKHbI 6bITb AOCTYMNHbI ANS
nonb30BaTeNs, No4 KOTOPbIM 3amnyckaeTcs cepBep gadminsrv.

Mpun paboTte noa OC Linux kopHeBble cepTUduKaTbl A0XKHbI BbITb YCTAaHOBNEHbI Yepe3
yTmnuty «Kpuntollpo». KoMmaHaa BbINOAHAETCA OT MMEHU NONb30BaTeNs, NoA KOTOPbIM
3anyckaeTcs cepsep qadminsrv (M0 yMONYaHUIO: «arqasrv»).

/opt/cprocsp/bin/amd64/certmgr -install -store root -file certnew.p7b

loe:

«/opt/cprocsp/bin/amd64/certmgr» — meHeaxep cepTudmKaToB.
«-install» - komMaHAa yCcTaHOBKKU cepTUdUKaTOB.

«-store root» — XpaHWNNLLE KOPHEBbIX AOBEPEHHbLIX CEPTUDUKATOB.
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«-file certnew.p7b» - nmsa daiina KoOHTenHepa, coaepkawero KoOpHeBbIe
cepTudukaThbl.

[nsa kpunTonpoBanaepoB «signalcom_pr» u «openssl_pr» KopHeBble cepTUdUKATbI
KOMMPYHOTCSA B COOTBETCTBYHOLLYIO AnpekToputio «CA», ykasaHHyto B daine HacTpoek.

Ona kpuntonpoBangepa «signalcom_pr», KOTOpbIn MMeeT onunto «MNpoBepaTb Mo
CNpaBOYHUKY>», TpebyeTcs Hanuyme CNncKa KIMEHTCKMX CepTUdMKaTOB aHalOMMUYHO cepBepy
QUIK.

Mpu pacnonoxennun cepeepa QUIK Administrator Ha ogHOM KoMnbloTepe ¢ cepeepoM QUIK
[ONYyCKaeTCcs MCnosib3oBaHme .ini gannoB, KOTOpble NCMOJb3YIOTCS A1 HAaCTPOMKMK
KpMNTONpOBanaepos.

Ecnu Ha oaHoM cepBepe QUIK Administrator HacTpoeHo nMcnonb3oBaHue AByX unu 6onee
ak3emMnaspos cepsepa QUIK Administrator, To oHM BCe UCMONb3YIOT eAnHblE HACTPOMKU
KpMNTONpOBanaepos.

2. 3apaunTe HacCTpOWKy npoBanjepa Ha KAMeHTe B dansne openssl_pr.ini nnu mp_pr.ini
(B 3aBMCMMOCTKM OT UCNOJSIb3YEMOro npoBanaepa): B cekumm [tls connection settings]
B napameTtpe UsedHandShakeScheme ykaxunte HoMep cxeMbl ayTeHTUdUKaUnn. BoaMoxHble
3HaYeHus:

«2» — ayTeHTMdMKaumMa No JOMEHHOMY MMEHWU U Maposito Yepes3 KOHTPOosnep AoOMeHa
(noapepXXmBaeTcs TONIbKO ecnm cepBepHas 4actb paboTtaet nog OC Windows);

«4» — ayTeHTUdUKaLMs NO MMEHW MONb30BaTeNs U Naposio.
MNpu noanepxKe HECKONbKMX CXEM 3HaYeHMe HaCTPOMKM 3a4aeTcsl B BuAe CyMMbl 3HAUYEHUN,
COOTBETCTBYHLLMX NOAAEPXKNBAEMBIM CXEMaM.

3. 3ajavTe HacCTpoOlMKKM NposBaljepa Ha cepBepe:

Mpu ncnonb3oBaHum npoBangepa openssl B pane openssl_pr.ini B cekumun

[tls connection settings] B napameTpe UsedHandShakeScheme 3agante HoMep
CXeMbl ayTeHTUdMKaunm. 4ytobbl yKkasaTb cpa3y ABe CxeMbl («2» u «4»), yCTaHOBUTE
3HaueHne «6».

Mpun ncnonb3osaHun NpoBanaepa MP 3agaliTe HacTpoliku B darne mp_pr.ini:

B cekumu [certificate stores] HacTpoliTe XpaHunuuwe ceptndurkaToB. noapobHee
CM. M.

B cekumm [tls connection settings] 3agalite cneayowme HaCTPONKN:

UsedHandShakeScheme - HOMep cxeMbl ayTeHTUdMKaALUUN B COOTBETCTBUM
C NpaBuiaMM COBMECTUMOCTU CXEM ayTEHTUUKALUMM HA CEPBEPE U Y KITMEHTA;

CSPUseLocalMachineStore=0 - k1104 XpaHUTCA B TEKYLUEM XpaHUIuwe
nonb3oBaTens;

CheckRevocation=0 - He npoBepaTb cepTudunKaT Ha OT3bIB;
CSPCertHash - xew ceptudukaTa cepsepa.

MoapobHee o0 HacTpomkax cM. M.
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2.8.3 Pa6oTa c cepsucom gadminsrv gnsa OC Linux

YnpasneHune cepBnucoMm gadminsrv NnpomcxognT 4yepe3 CUCTEMHbIN cepBucC systemctl.
Ona perncrpaummn cepBuca gadminsrv co3gaeTcs crneunanbHblii KOHOUIYpPaLMOHHbIN
dann c pacwmpeHunemM .service. B cucteMHom gupekTopum systemd co3gaeTtcs sipnbiK,

a KOHUrypaLUMOHHbIN dalin HaxoaAnTCA B KaTaslore COOTBETCTBYHOLLErO CeEpBUCA.
HanMmeHoBaHue KOHMUIrypaunmoHHoro garaa CoOoTBETCTBYET HAMMEHOBAHMUIO CepBuUCaA.
Hanpumep, ons cepsmca qadminsrv B KaTanore /opt/arqasrv/quik/qadminsrv co3gaercs
KOH(UrypaumnoHHbIn dann ¢ uMeHeM qadminsrv.service.

YnpaBneHue paboToit cepBuca OCYLLECTBSIETCA C/IeAYOWMMM KOMaHAaMM OT UMEHW MOJib30BaTeNs
C NpaBamMu agMUHUCTpaTopa:

MonyuynThb TEKYLLEE COCTOSAHUE CEPBMUCA:

sudo systemctl status gadminsrv

3anycTuTb CepBUC:

sudo systemctl start gadminsrv

OcTaHoBUTbL paboTy cepBuca:

sudo systemctl stop gadminsrv

3anyckK, OCTaHOBKY M Mony4YyeHMe cTaTyca CeEpBMCA MOXHO OCYLIECTBUTb C MOMOLLbIO CKPUMTOB
g_start.sh, g_stop.sh n gq_status.sh. Npu 3TOM 3anyck ckpnnToB HEO6XO0ANMMO NPON3BOAUTL Yepes
yTMnuTy sudo, Hanpumep:

sudo ./g _start.sh

OncTpnbyTtus

Cepsuc gadminsrv pacnpocTpaHsieTcsa A8 yCcTaHoBKM Ha kKoMnbioTepbl ¢ OC Astra Linux

B dopmMaTte darna suaa <install_gadminsrv-xx.Xx.XX.run>, rae xx.XxX.XxX — Bepcus npoaykKra
(nanee run-caunn).

C nomoubo run-cbaﬁna npon3BoanNTCAd YCTaHOBKa U obHoBeHMe cepBmncoB B CUCTEME.

Run-daiin nogaepxmsaeT cregyowmin Habop kKno4yen 3anycka:
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-i [<srvhame>]

YcTaHOBKa cepBuca C MMeHeM <srvhame>. [lapamMeTp <srvhame> Heobs3aTteneH. Npu
OTCYTCTBUM UCMNOJIb3YETCH MMA CeEpBUCA NO YMOJIYaHUIO, COOTBETCTBYIOLLEE UMEHU
ncnonHsemoro darna cepsuca — gqadminsrv.

YcTaHOBKa ABYX O4HOMMEHHbIX CEpBUCOB He AoMNyCKaeTcs.

-d <rootdir>

Koy 3anycka, NpMMeHsieMbIl TOJIbKO NpU YCTaHOBKE cepBuca (B kombuHauum ¢ -i) ans
yKa3aHUs KOPHEBOW AMPEKTOPUN ANS YCTAaHOBKW CEpPBMCA, OT/IMYHOM OT AUPEKTOPUM NO
yMon4yaHuto /opt/arqgasrv.

-N <srvusername>

Kntoy 3anycka, NpMMeHsieMblil TONIbKO MpKU YCTaHOBKe cepBuca (B KOMbuHaumu c -i) ans
nepeonpeaeneHnst Bnagenbua cepsuca (MMs Nosb30BaTENS MO YMOJYAHUIO: arqasrv), KOTopbii
CTaHeT BnagenbueM dhannoB cepBuca n oT UMeHU KoToporo byaeT paboTtaTtb yCcTaHaBIMBaEMbIN
cepBuC.

-u [<srvname>]

O6HoBeHME cepBMCa C UMeHeEM <srvname>. [MapaMeTp <srvhame> HeobasateneH. Mpu
OTCYTCTBMM UCMONb3YETCA MMSA CEPBUCA MO YMOSTYAHMIO, COOTBETCTBYIOLLEE UMEHM
ncnonHsemoro danna cepsmca — qadminsrv.

PacnonoxeHue cepsuca 1 nMs nosib3oBaTensd-Bnagensua cepsepa ykasblBaTb He TpebyeTcs,
TakK KaK OHO COXpaHeHo B /etc/argasrv/<srvname>.

-e

PacnakoBKa NOJSIHOrO COAEPXUMOro apXxuBa, BkoYas KOHMOUIypauUNOHHbIE ini-gannbl.
PacnakoBka Npou3BOAUTCS B NOAAMPEKTOPUID C UMEHEM, paBHbIM MMeHU run-daina (6e3 .run),
KoTopasl B C/ly4yae OTCYTCTBMSI CO34AETCA PSIAOM C UCMOJIHAEMbIM (DalAsioM.

-h, -?

BbiBOA KpaTKon MHdopMauum 06 aprymeHTax 3anycka.
Mpumepsbl:

3anyck run-ganna ana yctaHoBKM cepBuca:

sudo ./install gadminsrv-xx.xx.xx.run -i gadminsrv -d /opt/customdir
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3anyck run-danna ansa obHoBleHUs cepBuca:

sudo ./install gadminsrv-xx.xx.xx.run -u gadminsrv

3anyck run-danna ansg pacnakoBKu:

./install gadminsrv-xx.xx.xXxX.run -e

O6HoBNEHMEe cepBUuca

O6HOBNEHME cepBMCa NPOM3BOAUTCS MONb30BaTeNEM root BbI30BOM run-daiina.

Mpu 06HOBNEHUM HEOBXOAUMO YyKasaTb UMSA cepBuca. Ecnu o6HOBNSAETCS CepBUC C UMEHEM
Mo ymMon4yaHuto — qadminsrv, To UMS MOXHO He yKasblBaTb. [Janee npuBeaeH NopsaaoK AeNCTBUIA
npu o6HOBMIEHUM CEPBUCA C MMEHEM MO YMOMUYAHUIO.

0ns o6bHOBNEHUS BbIMONHUTE cneaywowmne OEeNCcTBuUA:

1.

OcTtaHoBuTe cnyxby cepBuca qadminsrv U3 AMPeKTOpUN C YCTaHOB/IEHHbIM CEPBUCOM
KOMaHAaon:

sudo ./g_stop.sh

nnbo n3 nobon ANpekTopmn, OTANYHON OT AUPEKTOPUM CEpBMCA KOMAHAOMN:

sudo /opt/argasrv/quik/gadminsrv/q_stop.sh

CkonupynTte dann install_gadminsrv-xx.xx.xx.run B AMPEKTOPMUIO, Ha Oornepaumn B KOTOPOW
y TEKYLLEro rnosib30BaTensa ecTb NpaBa, HanpuMmep, AoMalwHui katanor (/home/<user>
nnu ~/).

BbinonHuTEe KOMaHAy AobaBneHus nNpaB Ha BbINO/IHEHWE run-danny:

chmod +x install gadminsrv-xX.xX.xX.run

BbinonHUTE KOMaHAy obHoOBNEHMS cepBuca:

sudo ./install gadminsrv-xx.xXx.xXX.run -u
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Ans BbINONMHEHUSA KOMaHAblI MOXET I'IOTpe6OBaTbCH BBECTWM NMNaApPOJib TEKYLWENO NOJib30BaTENA.
B pe3synbTaTe BbINOHEHUSA run-q)aﬁna 6YLI,YT BbIMOJIHEHDbI Cneaywuwmne OEeNCTBuSA:

BbinonHeHO aBTOMATMYECKOe pe3epBHOe KonupoBaHune. B anpektopuu,

rae yctaHoBsieH cepBuc — /opt/argasrv/quik/qgadminsrv, B noaanpekTopun .backup
6ypet co3gaH apxms gadminsrv_YYYY.MM.DD_hh.mm.ss.tar.gz, B koTopbii 6yayTt
nomelleHbl Bce gainbl 06HOBNSIEeMOro cepeuca, kpome nor-dannos un gannos
XPaHWVULL, aKTyasbHbIX TO/IbKO BHYTPU AHS.

B avpekTopum obHoBISIEMOro cepeuca byaeT nponsBeaeHa 3aMeHa NpexHux gannos
HOBbIM HabopoMm cdalinos.

Monb3oBaTenb arqasrv 6yaeT Ha3HayeH BnagenbueM Bcex 06HOBAEHHbIX dansios
N NOAAMPEKTOPUN B ANPEKTOPUN CepBUca.

Mpn HeobxoanmocTn ByaeT BbiNOSIHEHA KOHBEPTALMS HAaCTPOEK B KOHMUIYypaLMOHHbIX
dannax.

Mpu ycnewHoM o06HOBNEHUN CEpBUCA B KOHCOJ1b BbIBOAUTCA coobuieHune:
«Update of service “"qadminsrv” has been successfully completed>».

B cnyuae BbiBOAa APYrov AMArHOCTUKMU, NOXKaNnynucra, o6paturecb B Cny>k6by
TexHnuyeckou noaaep>xkn QUIK: .

OTno)keHHble ¢ainbl OT NpeabiAyLWMNX YCTAaHOBOK MOTYT HaKan/imBaTbCs, NO3TOMY
peKkoMeHAyeTCca NepuMoanUYecKU yaansaTb apxXuBbl U3 katanora .backup.

YaaneHue cepBuca
YpaneHue cepBuca Npon3BOANTCS Mosib30oBaTenem root BbI30BOM ckpunTa uninstall.sh, koTopbii
Haxo4MTCs B KaTasiore COOTBETCTBYIOLLEro cepBuca.

Janee npueeaeH NopsaoK AEACTBUMN NpU yaaseHUn cepBuca C UMEHEM Mo YMOYaHUIo -
gadminsrv.

Ona yaaneHua cepeBuca BbIMOJIHUTE cnegyrowme nencTeuns:

1. OctaHoBuTe cnyxby cepsmnca qadminsrv U3 gMpPeKToOpuUn C YCTaHOBJIEHHbIM CEPBUCOM
KOMaHOon:

sudo ./g_stop.sh

nmbo 13 nbon gnpeKkTopun, OTIMYHON OT ANPEKTOPUN CEPBMUCA KOMAHAOM:

sudo /opt/argasrv/quik/gadminsrv/q_stop.sh

2. B cny4ae, ecnv ynpaBfieHUe YCTAaHOBJ/IEHHbIM CEPBUCOM BbINOJHANIOCh NOb30BAaTENEM argasry,
BbIMONHUTE cleaylowme AeNCTBUS:
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3abepuTe y Nonb3oBaTeNs arqasrv npaBa Ha BbIMO/IHEHME CKPUMTOB YrNpaB/ieHus
CEPBMCOM OT MMEHM root, BbIMNOMIHMB cneayolne AeiCcTBUS

BbinonHUTEe KOMaHAy:

sudo visudo

B oTKpbIBLIEMCS Vi-NOAOBHOM peflakTope yaanuTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/gadminsrv/q_start.sh,
/opt/argasrv/quik/gadminsrv/qg_stop.sh

CHMMUTE NPU3HAK HEM3MEHAEMOCTU CO CKPUMTOB YrpaB/ieHUs CEpBUCOM, BbIMOJIHUB
crneaylouime KoMaHabl:

chattr -i /opt/argasrv/quik/gadminsrv/qg start.sh
chattr -i /opt/argasrv/quik/gadminsrv/q stop.sh

3. B aupekTopumn yctaHoBNeHHOro cepeuca /opt/arqasrv/quik/gadminsrv 3anyctute KOMaHAHbIN
¢dann uninstall.sh komaHgoin:

sudo ./uninstall.sh

nnbo n3 nobon ANpekTopmn, OTAMYHON OT AUPEKTOPUM CEpBMCA KOMAHAOMN:

sudo /opt/argasrv/quik/gadminsrv/uninstall.sh

Ons BbINO/THEHNA KOMaHAbl MOXET NMoTpeboBaTbCs BBECTU NApO/b TEKYLLErO NOSb30BaTENS.
B pe3ynbTaTe BbINOMHEHUS KOMaHAbl 6yAyT BbINOMHEHbI ClieAyoLWne AENCTBUS:

YpansieTca peructpauuns cepBuca € UMeHeM dadminsrv B cUCTEMe yrnpaB/eHu s
cnyx6amn systemd.

Ypansaetca dain /etc/arqasrv/gadminsrv, B KOTOPOM 6binn 3aMKCUPOBaHBI
napaMeTpbl YCTaHOBJIEHHOIO CepBuca.

OvpekTopus, B KOTOPOW ycTaHoBNeH cepBuc /opt/arqasrv/quik/gadminsry,
nepemmeHoBbIiBaeTcs B /opt/argasrv/quik/qadminsrv.backup_
YYYY.MM.DD_hh.mm.ss. [NepeuMeHOBaHue, a HE yaaleHne AUPEKTOPMM NPON3BOANTCS
Ha cny4dan, ecnn noTpebyloTcs AaHHble U3 Hee. Ecnn Takon noTpebHOCTM HeT, yaanuTte
3TY OANPEKTOPUIO BPYUHYIO.
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Mpu ycnewHoOM yaaNieHun cepBUcCa B KOHCOJ1b BbIBOAUTCH coobLieHune:
«Removing of service “qadminsrv” has been successfully completed».

B cnyuae BbiBOAa APYrov AMArHOCTUKMU, NOXKanynucra, oépaTturecb B Cny>k6y
TexHunuyeckou noaaeprxku QUIK:

2.8.4 Mwurpauumsa cepBuca qadminsrv c OC Windows Ha OC Linux

Mpu murpaumm MO ¢ OC Windows Ha OC Astra Linux HeobxoanMo yuuTbiBaTb cneaytowme
orpaHuyeHuns Linux-Bepcum no cpaBHeHuto ¢ Windows-Bepcuen:

Ona OC Astra Linux nogaepxaHa paboTta Tosnbko ¢ CYB/[, PostgresPRO. Mpu ncnonb3osaHun b
cepBepa QUIK Ha CYB/[], oTAM4YHOM OT yKa3aHHOW, HeE06X0AMMO CHa4yana BbINOJHUTb MUrpaLuuto
B Ha PostgresPRO. [na nony4vyeHns MHCTpyKUnm no murpaumm B Ha PostgresPRO
obpaTtutecb B Cnyxby TexHunueckon nogaepxkm QUIK:

OTcyTCcTBYET NoaAep Kka kpuntornpoBangepa MP.

Onsa nepeHoca MO, paboTatowero Ha OC Windows, Ha komnbtoTep ¢ OC Astra Linux:

Bepcus MO, koTtopas nepeHocutcs ¢ OC Windows, gomxHa 6biTb pasHa Bepcuu 10,
KoTopas 6ypet yctaHaBnmaTbcs Ha OC Astra Linux.

MNepeHoC A0/KEH OCYLLECTBNSATLCSA B CTPOro HETOProBOE BpeMs: NOC/ie 3aBeplueHus
TOpProB 1 OCTAHOBKW CepBuca, U A0 Hayana Topros, nepes NepBbiM 3aMyCcKOM cepBuca.

Mepen murpaumnen cepsmuca ¢ OC Windows Ha OC Linux Heo6xoaMMO BbINOAHUTL 06HOBNEHME BCEX
ncrionb3yembix nnarnHoB ans QUIK Administrator 0o Bepcuin, ykasaHHbIX HUXE:

EES 2.30.100;

QME Qme\2.2.100;
InvAdvDistributor 3.11.100;
Instructions 20.7.100;
BrokerQuote 4.48.100;
OMS OMS\6.x\6.2.100;
POService 1.9.100;
QuikAuctions 1.1.100;
QChatGate V_1.14.100;
QuikREPO 1.2.100;
SecDescDistributor 3.4.100;
SMS 3.19.100;

SOR 4.8.100.

0na nony4vyeHmnsa cooTBeTCTBYOWEro 06HoBNeHMs obpatutecb B Cnyxby TEXHMYECKON NOAAEPIKKN
QUIK:

MepeHoc cepBuca Ha OC Astra Linux goskeH NpomM3BoAMTbCS Mosib3oBaTteneMm root.
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Ansa OC Linux goJ/XHbl 6bITb BbINOJIHEHbI Npeo6pa3oBaHuA AN Bcex
nepeHeceHHbIX (paii/ioB B COOTBETCTBUMU C

Onsa nepeHoca MO ¢ OC Windows Ha OC Astra Linux BbINnoSHUTE crieAyowmii NopsiaoK AeACTBUN:
1. YcraHOBUTE CEPBUC, BbIMOSIHMB AENCTBUSA U3 M.

2. Ckonupynte us gnpektopumn Windows-cepsuca B gupektoputo Linux-cepsuca
/opt/arqasrv/quik/gadminsrv cnegytowme dannbi:

KoHdurypaumoHHble gainnsbl .ini;
®dannbl HacTpoek KpunTonpoBanaepos .cfg;
®annbl knoden (.txk), katanorn cepTndurkaToB NpoBangepos:

Kntoun secring.txk, pubring.txk — ona HacTpoiku Kpuntonposanaepa qrypto32;
KaTtanor certs — ans HacTponkn kpuntonposaingepa OpenSSL_pr;

KaTanor signalcom - anga HacTponkn Kpuntonposanaepa Signalcom_pr.

3. [lNpuBeanTe MMeHa CKOMUPOBAHHbLIX B NpeablayleM nyHKTe hannos U ANPEKTOPUN K HUXKHEMY
pernctpy. [na aToro BbiNOAHUTE B AnpekTopun /opt/argasrv/quik/gadminsrv komaHay:

sudo ./postmigration.sh

4. 3anycTtuTe cepBuC qadminsrv U3 AMPEKTOPUN CepBUCA KOMAHOOM:

sudo ./g_start.sh

nnMbo KoMaHaoMm:

sudo systemctl start gadminsrv

5. lpoBepbTe, UTO CEPBUC YCMELIHO 3anyLleH KoMaHaol (M3 AMpeKTopuM cepBuca):

sudo ./g status.sh

nnbo KoMaHaomn:

sudo systemctl status gadminsrv
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B cnyyae BO3HMKHOBEHUS Npobnem, noxanyncra, obpatutecb B Cnyxby TEXHMUYECKON NOAAEPXKKU
QUIK:

2.8.5 CospaHue yueTHo#M 3anucu QUIK Administrator

C nomowbto nporpammbl KeyGen 6bi1 co3gaH Nyb6AnMYHbIA U CEKPETHBIN KOYM AN
aaMuHucTpaTopa cepsepa QUIK B n. . MoapobHee o0 cozpgaHum knoven cM. pann keygen.pdf
— PYKOBOACTBO MO MCMOMb30BaHMIO Nporpammbl keygen.exe.

Mocne co3paHua Knyen HeobxoamnMmo:

CkonunpoBaTb Ny6nunyHbIin KoY cepeepa (N0 yMon4vaHuio nporpamMma keygen.exe cospaer
dann a:\pubring.txk) B katanor \quikadministrator\client\Key\pubring.txk. JaHHbI knto4
ncnonb3yeTcst Tonbko ana MHgopmaunoHHo-Toprosoin cuctembl QUIK “broker”.

CkonunpoBaTb CEKpPETHbIM KoY nosib3oBaTtens (Mo ymondaHuto nporpamma keygen.exe
coxpaHset dann a:\secring.txk) B katanor \quikadministrator\client\Key\secring.txk. JaHHbIN
KJl04 MCnonb3yeTcsa 474 nonb3oBaTens agMMHUcTpaTopa.

CkonunpoBaTb CEKPETHbIN KoY cepBepa (N0 yMON4YaHMIo NporpaMMma keygen.exe coxpaHseTt
dann a:\secring.txk) B katanor \quikadministrator\server\Key\secring.txk. [JaHHbIA K04
NCNonb3yeTcs ToNbkKo aAna UHdpopMaunoHHo-Toproson cuctembl QUIK “broker”.

Ona co3ganna ydyetHon 3anncn QUIK Administrator n Ha3zHavyeHns nonb3oBaTentio npas
aAMUHUCTpaTopa 3anycTtute cepBepHyto YacTb QUIK Administrator c kntouom «-set-admin-right».

dopmaT UcnonbL30BaHUA:

gadminsrv.exe -set-admin-right -instance=[<instance>] -UID=[<UID>] -QUIK-key-

filename=[<QUIK-key-filename>]

Cpe:

<instance> - naeHtTudukatop 6a3sbl AaHHbIX. aeHTUdUKaTOpbl 6a3 AaHHLIX NepevYncneHsol

B cekumu [Instances] danna gadminsrv.ini. Ecnu cepsep QUIK paboTtaeT ¢ ogHon B/,

TO NapameTp He obs3aTeneH.

<UID> - naeHtudukaTop nonb3oBaTesns, KOTOPOMY A0/XeEH 6biTb NpuceoeH kitod RSA. Ecnu
napameTp He ykasaH, U B/l nycTtas, To co3gaeTcs HOBbIM NMosib3oBaTesb.
<QUIK-key-filename> — nyTb 1 nmsa danna c nybnmuHbiM kno4oMm RSA. MoxeT yka3sbiBaTbCS
OTHOCUTENbHbIN MW abCoNTHLIN NYTb. ECAN Ma u/vnu nyTb coaepxuTt npobensl,

TO 3HAYEHME 3aKJIOUYaAEeTCHa B KaBbluku, Hanpumep, ans OC Windows:
«c:\path\to\file\somefile.txk», ansa OC Linux: «/path/to/file/somefile.txk». Ecnun dain
coaepxut 6onee ogHoro ny6amyHoro RSA-kYa, TO UCNONb3YETCS NEPBbIA U3 KITOYEN,
nMewwnxcsa B garne. Ecnm ykasan napametp <UID>, n gnsa storo nosab3oBaTens yxe nMmeeTtcs
KoY RSA, TO gaHHbIM NapaMeTp He obs3aTeneH.
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Mpumep ans OC Windows:

gadminsrv.exe -set-admin-right -UID=350 -QUIK-key-
filename="c:\path\to\file\somefile.txk"

Mpumep ang OC Linux:

./gadminsrv -set-admin-right -UID=350 -QUIK-key-filename=/path/to/file/somefile.txk

2.8.6 Perucrtpauusa nonb3oBartenei cucremol QUIK

3anyctute nporpammy QUIK Administrator.

Bbibepute nyHKT MeHio CepBep QUIK/OpraHunsaumu. [1o6aBbTe CBOKO OpraHu3aumio
B CMPaBOYHMUK, 3aMOSHMB BCE NONS.

BbibepuTe nyHKT MeHio CepBep QUIK/MNonb3oBartenu. [JobaBbTe B CIPaBOYHUK
nosib30BaTeNIEN YUYETHYIO 3anucb agMUHUCTpaTopa cuctembl QUIK. Ons aTtoro Bbibepute m3
CnpaBoOYHMKA HaMMeHOBaHMe Ballen opraHuMsaunu, seeante ®NO MeHeaXepa, NpoCTaBbTe
nepuog AencTBUA LOBEPEHHOCTMW.

CnuMCOK KaccoB COAEPXUT HAaMMEHOBaHMS yYKa3aHHbIX B HAaCTpoWKax knaccos bymar.
MNMocnepnoBaTenbHO BbibepuTe KaXAabl N3 HUX N HAXXMUTE KHOMKY «MeHeaxxep» Ans YCTaHOBKMU
npas Ha paboTy No AaHHOMY Knaccy.

B none «Koa dumpmbl» (Bknagka «MpaBa no kiaccamMm» B OKHe peAakTUpOBaHMs Mosib30BaTens)
yKaxunTe naeHtTudunkaTop y4acTHMKa TOpros B TOprosoi cucreme. Mone «Koabl KINEHTOB
y Annepa» ANsS MeHenXxepa He 3anoJiHseTcs.

HacTpoinTe ayTeHTUdUKaLUIO MONb30oBaTeNs:

[na Bxoaa ¢ ncnonb3oBaHmeM katoden. C noMouwblo nporpaMmbl KeyGen co3ganTe
NY6ANYHBINA U CEKPETHbIN KoUK Nonb3oBaTens (CM. n. , N. 7). Ha Bknaake
«be3onacHocTb», B paMke «Kntoum QUIK» HaXMuTe KHOMKY «M3MeHUTb...». 3arpysuTe
KJHOY HaxaTueMm KHonku «obaButb».

_ [ns ncnonb3oBaHMA MexaHu3Ma ayTeHTuduKauum no normHy, Tpebyetcs B nporpamme
QUIK Administrator 3agaTtb OrMHbI NONb30BaTENEN:

_ [ns BXoza no NorMHy W NapoJsiio B AOMeHe — 3ajaiTe NOrnH B CNpaBoYHMKeE
«JIOrnHbl B ApPYrov cMcteMe aBTopmsaunm».

Mpu ayTeHTMdUKaLMM AONYCKAETCS YKasblBaTb JIOMMH Kak BMeCTe C JOMEHOM, TaK
n 6e3 Hero. Ecnu gomeH ykasaH, npoBepsieTcs NMosiHoe COOTBETCTBME AOMEHa

n norvHa. Ecnm gpoMeH He ykasaH, NpoBepKa JIOrMHa BbINONHAETCA AN AOMeHa
Nno yMONYaHuIo.

_ [na Bxoda no NOrMHy v nNapost — 3aganTe SIOrMH B OKHe peaakTnpoBaHuA
rnosib3oBaTesid Ha BKaake «be3onacHOCTb>».

UHCcTpYyKUuMAa no yctaHoBke CepBepa QUIK 72



6. AHanormuyHbiM obpasom aobaBbTe Apyrux Nofib30BaTeNeN Balleil CUCTeMbl, yCTaHaBmMBas

HeobxoanMble napaMeTpbl A4O0CTyMNa K CUCTEME, NCMOJIb3Y4A ma6ﬂOHbIHpaB.B rnose seoAa «Kopg

K/IMEHTa Y Aunepa» BBeAMTE CUMBOJIbHbIA KO, KOTOPbIA MeHeaep 6yaeT UCcrnosib3oBaTb
BNOCNEACTBMWN AN YCTAHOBKWU IMMUTOB M MAEHTUGUKALMN NONb30BaTeNen npu pabote
C CUCTEMOMN.

MoapobHee o paboTte ¢ nporpamMmoii QUIK Administrator cM. PykoBoacTBO agMMHUCTpaTOpa
K HEN.

Cuncrema QUIK roTtoBa k pabore!

3anycTtute Pabouee mecto QUIK, BOCMO/b30BaBLUMNCh KOYaMKU AOCTYMNa U YUETHbIMU AAHHbIMU
Ballero nosib3oBaTens.

2.9 Hactpounka 6aHHepa Pabouero mecra QUIK

B Pabouem mMecte QUIK Ha naHenu MHCTPYMEHTOB MOXET pacnosnaratbcs 6aHHep, Npu HaxaTum
Ha KOTOpbIN OTKpbIBaeTCA canT (Hanpumep, caut 6pokepa).

2.9.1 Hacrtpoiika 6aHHepa
YTob6bl HacTpouTb 6aHHep, BbINOAHUTE Cneaylolme 4eNCTBUS:

1. CkonupynTte dann c nsobpaxeHmem baHHepa B gmpektoputo quik\server\areas\banners.
TpeboBaHusa kK danny:
¢dopmat danna - .bmp;
paspelweHne — noboe. PekomeHgyemoe pa3spewieHne — 468*60 nukcenein:
rnybuHa useTta — 8 6uT.
2. B aupektopuun quik\server\areas\banners B daine banners.ini 3aganTte HacTponkmu
B cekuum [url_set]:
url - URL-agpec canrTa.
image - HanMeHoBaHKne daina c n3obpaxeHnem baHHepa.

Mpumep:

[url set]
url=http://www.broker-website-example.ru

image=broker.bmp

3. Ha komnbloTepe, Ha KOTOpoM 3anyLieH cepeep QUIK, B danne quik\server\quik.ini 3agante

cneayrouime HacTporKun:

[natural level section]
module=banner module

[banner module]
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module=dwbanner.dll

I HacTtpoiika 6aHHepa ana cepBepa M cepsepa AocTyna coBnagaer.

2.9.2 OTkno4yeHne 6aHHepa
UTo6bl OTKAOUYNTL NONydYeHne 6aHHEpPOB C cepBepa A0CTyNa, BbINOSIHUTE C/eayowme 4eNCTBUS:

1. Y6eautecb, uTo B (hanne HacTpoek cepeepa AocTyna quik.ini B cekunmn [natural_level_section]
NMPUCYTCTBYET CTpOKa:

module=banner module

2. Yb6eauTecb, uTO B quik.ini cepeepa nocTyna NpuUCyTCTBYET CEKUNA:

[banner module]

module=dwbanner.dll

3. YbeguTtechb, uto B cekummn [banner_module] quik.ini cepsepa goctyna otobpaxaeTcs 3HauYeHue
KJIH04Ya MO YMOJIYAHUI0 — «1»:

ignore up dwell=1l

[banner module]
module=dwbanner.dll

ignore up dwell=1l

4. Yb6eputecb B Hanu4uum moayns dwbanner.dll n 3atem 3anyctute cepsep AoCTyna.

MNMocne NpUMeHeHUs TakMx HacTpoek 6aHHep He ByeT OTNpaBNSTbLCS C CepBepa Ha cepBep
[OCTyna, 1 nofib3oBaTeNun cepBepa A0CTyna He 6yayT ero BUAETb.

2.9.3 3ameHa 6aHHepa
YT0o6bl 3aMeHNTb BaHHEp, HAaCTPOMNTE CXeMY creayowmM obpasoMm:

1. B aupekTtopuu .\areas\banners\ goskeH HaxoaAnTbCS .ini pann c HacTponkamm cneayrLero
BMaa:
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[url set]
url=c:\

image=test.bmp

roe:

3HauyeHue ktoya «url» — url, koTopbin oTKpbIiBaeTcs Bo Pabouem mecte QUIK;
«image» - nMsa daina B anpektopun .\areas\banners\.
2. 3aMeHuTe cTapbi dain Ha HOBbIM, C UMEHEM, OT/IMYHbIM OT MMEHU TeKyLero baHHepa
(Hanpumep, test2.bmp) B anpektopuio .\areas\banners\.

3. lMomeHslTe 3Ha4YeHMe Ki4a «image» B .ini danne Ha HoBoe — «test2.bmp».

«URL» MOXeT 6bITb U3MeHeH 6e3 3MeHeHUs «image».

Takxe 6e3 nsmeHeHusa «image» n «url» MoxHo nob6aBuTb Apyrown .ini ann c agpyrum «url»
n «image». B aToM cnyuyae ncnonb3dyercsa 6aHHep U3 HOBOTO .ini danna.

2.10 HacTtpouka BbiBOoAa coo6LeHnn

HacTpolikiu no3BonsaiT 3agaBaTb NyTb K AUPEKTOPUN NMPUBETCTBEHHbIX COOBLLEHNI ANS
nonb3oBaTenien, KOTopble cepBep 6yAeT OTNPaBASATb NPU UX NOAKIOYEHUN:

[areas]
msg all=./areas/msg_all;

msg priv=./areas/msg priv/;

Cpe:

«msg_all» - kopHeBas aMpekTopusa cooblieHnit Ana BCcexX Nosb3oBaTenen. 3HavyeHune
Nno yMon4aH