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1. Obwme cBepgeHusn

1.1 KoMnoHeHTbl cucteMmbl QUIK

MporpamMmmHubin komnnekc QUIK peann3oBaH Nno TEXHONOMMU «KNMeHT-cepBep». ObMeH
OAHHbIMWU MeXAYy CEPBEPOM U MOAb30BATENbCKUMU TEPMUHANAMM OCYLLECTB/ISETCA NOCPEeACTBOM
CeTU MHTEPHET u/unun nokansHol cetn. Cepeep obecneunBaeT NOAKNOHEHUE NCTOHYHUKOB
nHdopmaunm (TOproBbiX CUCTEM, MOTOKOB HOBOCTEN M Np.) N 06paboTKy NOPyYEHUI KIIMEHTOB.
KnuneHTckne npunoxeHus npeaHasHayeHbl 455 oTobpaxeHns nHdopmaumm u BBoAa NopyyeHui

KJTMEHTOB.

@_

AfMAHKMCTPATOPBI
komnnekca QUIK

BPOKEP

Hetepuer

©

Baza
AaHHBIX

Cepeep webQUIK

©

Bak-odmc
Bpokepa

Cepsep QUIK

@

Toproesiit nHTEphenRc
K TOproso# cucteme 1

@

Toproesiit nHTepdenc
K TOProso# cucreme 2

o

WHbopMaunoHHbIe
AreHTCTBa W APYrve
WCTOUHHUKI MHDOPMaLKK

Brigenenrsiit kanan
) mnia WHTEpHET

N3 K TOprosoi
cucteme 1

®

Toproeas cucTema 1

BblfeneH bl kanan
MM MHTEpHeT

N3 k Toprosoi
cucTeme 2 Toprosaa cuctema 2

®

Tpeineps 6pokepa @ @
Cetepoe

ycTpoiicTao Cepeep focTyna

TCR/IP TCP/IP

TexHUYECKUe TEPMUHANbI
(Hanpumep, Moayne 3kcnopTa
Gupesoi MHpopMaumn) |

TCp/IP
TCR/IP @ (LAN)

Cy66pokep WHTepHeT KnweHnTel 6pokepa,
NOAKNKOYEHHBIE Yepes3
Cepeep aoctyna

TCP/IP
{LAN)

TCR/IP TCR/IP

Bak-oduc @ @
cy66pokepa

KnuenTts! KnueHTs!
cyBGpokepa Bpokepa

LleHTpanbHOe 3BeHO NporpamMMHoro komnnekca - cepsep QUIK, nmewwmin nornyeckoe sa4po

N HTepdgencobl K NoAK/IOYaEMbIM 3/1IeMeHTaM (6MpXxeBbIM MHTEpdENncaM U APYrMM UCTOYHUKAM
MHMOPMaLNM, XpPaHUAULLY AaHHbIX). MOAYNbHbBIA NPUHLMA NOAKIIOYEHNS NO3BONSIET HapawmBaTb
BO3MOXHOCTW CUCTEMbI MO Mepe Heo6XoaANMMOCTU, AoNOoNHAS 6a30BYI0 KOHMUIypauUno HOBbIMU
dDYHKUNSAMMA.
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B3anMogeiicTBne c 6a30iM AAHHbIX peasin3oBaHO Yepe3 cneunanbHblii HTepdeiic ans
YMNpoLLEeHUA CMeHbl ucnofib3yemoro Tuna CYB/. Basa AaHHbIX MCNOMNb3YETCA AN XPaHEHUS
MHMOPMaLIMM CO CPOKOM XpaHeHUsi 6osiee 0AHOro AHSA — PErncTPaunNoOHHbIX AaHHbIX
nonb3oBaTenei 1 nNpas Ha paboTy C CUCTEMOW, a TAKXE XYpPHAJIOB COBEPLLEHHbIX onepaLuuii.

NHdbopmaums, noctynatowas ns 6MpxxeBblX TOProBbiXx cUCTeM, obpabaTbiBaeTCcs B onepaTUBHOM
namaTtu 1 B 6asy AaHHbIX He 3aHOCUTCA. [ns 6bICTpOro BOCCTaHOB/IEHUS paboTOCNOCO6HOCTH

B cny4dae c6os Mcnonb3yeTcs KewmpoBaHMe NoayyYeHHbIX AaHHbIX HA AUCKe B Buae 6uHapHbIX
dannos. PaboTta c CYB/l ocyLiecTBnaeTcs yepes crneumanan3npoBaHHblii cepBep 6asbl AaHHbIX.

CepBep AoCTyna CoeNHSAETCS C OCHOBHbIM cepBepoM QUIK, nonyyaeTt oT Hero nHgopMaumio
N pacnpenenseTr ee Mexay nosib30BaTeNnsiMyM B COOTBETCTBMUM C X npaBamu. Cepsep A0CTyna
NMPUMEHSIETCH AN peleHuns 3aga4ym obcnyxmBaHus 60bLLIOro0 KOMYECTBa Nosib30BaTeIbCKUX
NMOAKNOYEHNIN, TaK KaK NMO3BOMSIET CHU3UTb Harpy3kKy Ha OCHOBHOW CeEpBEpP CUCTEMBI.

AAMUHUCTPUPOBaHWeE KOMMiekca ocywecTtensetca B nporpamme QUIK Administrator,
obbeanHsaLWeNn BCe HAaCTPOMKU, UCNOMb3YEMbIE NOMMYECKUM S4POM cepBepa. [na HabnoaeHus
3a COCTOSIHMEM cepBepa U NMOAKIYEHUIN KITMEHTOB UCNOMb3yeTcsa TepMuHan QMonitor.

1.2 KOHTpPOQb NNMUEH3UN Ha cepBepax QUIK

JlnueH3nsa npenoctaBasieT NpaBo Ha NOAKIOYEHME OAHOrO 3K3eMnasgpa NpuaoXeHunsa (nnaruHa,
TEXHOSIOTMYECKOro UM KJIMEHTCKOro Moayns) k cepsepy QUIK. MpunoxeHns ogHoro tmna
obbeanHeHbl B Ny INLEH3UN.

Mpn ncnonb3osaHum BpokepoM Heckonbkux cepeepoB QUIK kKoHTponupyeTtcsa obliee KoNMYecTso
NNUEH3UI B paMKax nyna AnueH3ui, pacnpeaeneHHoe Mexay HUMU C NOMOLbIO cepBuca
CUHXPOHM3aUMKN AaHHbIX (Nporpamma PennukaTtop).

Mpwn ncyepnaHnMmM MakCUManbHOrO KONMYECTBA JIMLEH3MN BbIBOAUTCSA COOTBETCTBYIOLLAA
AuarHoctuka B nor-damnn cepsepa. lNpun oTCyTCTBUMM NULEH3UN HaA niarnH B Pabouem MecTe
KNIMeHTa nosBnseTcsa coobueHne «HeaoCTaToOuHO NUUEH3UR!».

MpUNoXeHus, ANs KOTOPbIX NOAAEPXKMBAETCS KOHTPOb NNLEH3WIA:

Q2Q adapter;

MporpamMHbIn nHTepderic FIX adapter (cuyeTta);
MporpamMHbIn nHTEepderic FIX adapter (TpaH3akuun);
MporpammHbIvt MHTEepdenc FIX Drop Copy;
MporpammHbInt MHTepdelc FIX Client Connector;
Moaynb akcnopTta 6upxxesoi nHdoOpMaumu;

Moaynb aKkcnopTa ovepeaen 3asBOK;

Pabouee mecto QUIK Ansa MobunbHbIX YCTpOUCTB «PocketQUIK>;
TepMuUHanbHbIM MOAYNb puck-MeHeaxepa «Colibri SM»;
TepMuUHanbHbIN MOAYb pUCK-MeHeaxepa «Colibri FM»;
TepMuUHanbHbIK MOAYb pUcKk-MeHeaxepa «Colibri FX»;
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CneumanmnsmpoBaHHoe paboyee MeCcTo MynbTMOPOKEPCKOro 06CcnyXmnBaHus;
FX Convertor;

Moaynb BasketTrading;

Moaynb ONUMOHHOWN aHaNIUTUKK;

TepMunHanbHbIA MOAY b AOBEPUTENbHOIO ynpasnstowero «TrustManager»;
Pabouee mecto webQUIK;

QORT2QUIK adapter;

MporpaMMHbIN MHTEpdENC ynpaBneHns No3nLnsmMm.

2. YCTaHOBKAa M HaCTpoMKa cepBepa

2.1 TexHnuyeckue TpeboBaHusn

Ha odunumanbHOM MOXHO 03HaKoMUTbCA ¢ Tabnuuen TpebosaHni K 060pyaOBaHUIO
M NporpaMMHOMY obecrieyeHumto:

Cepsepa QUIK;

ToproBbiX MHTEPHENCOB;

MHpOpMaUMOHHbIX MHTEPdENCOB;

CepBUCHbIX MOAYNEN;

Pabouero mecra agmmnHuctpatopa QUIK Administrator;
Pabouero mecrta MmoHuTopuHra QMonitor;

Opyrux nHrepdencos n Moaynem K apyruMm éupxam.

TpeboBaHusl, NnpeAcTaBNEHHbIE HA CanTe, SABNSKOTCS MUHUMANbHbIMU. PekoMeHAyeTCs cornacoBaTb
TexHu4yeckue TpeboBaHusa co Cnyxbon TexHnueckon nogaepxku QUIK, Hanpumep, ecnu
npeanosiaraeTcs:

O6cnyxunBaHue 60nbLLIOI0 KOAMYECTBA MoJib30BaTeNnen;

MoakntoveHne 60bLLOr0 KOMNMYecTsa UHTepdencos;

Ncnonb3oBaHue cepeepa QUIK ansa peweHns MapkeT-MenKepcKux 3agay unu ans
BbICOKOYACTOTHOIO TpenanHra.

2.2 PekxoMeHAauum no noarotoeke naartgpopmol

Ha komnbtoTepax ¢ cepBepHbIM 10 QUIK He pekoMeHAYyeTCS UCMoNb3oBaHue ntoboro CUCTEMHOrO
MO, KoTOpOe B pexmnMme peasibHOro BpEMEHU UM C HEKOTOPOW NEPUOANYHOCTbIO aHann3npyeT
AaHHble Ha ANCKe, AaHHble, NepefaBaeMble No cetT n npoyvee. K TakoMy MO MOXHO OTHeCTH,
HanpuMmep, aHTUBUpYyCbl. Ero paboTa MoOXxeT BbI3BaTb 3aMeTHble Npobnemsl

C NnponsBoanTenbHOCTbIO cuctembl QUIK.
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2.3 YctaHoBKka Ha Windows

2.3.1 KonupoBaHue dainios

Cos3panTte katanor agns ycraHoBku cuctembl QUIK (B ganbHenweM <quik_dir>).

CkonupynTte B Hero u3 <inst_dir> (anpekTopusa ¢ danamm ansa ycTaHOBKM) KaTanoru keygen
n server.

CkonupynTte kaTtanor <inst_dir>/front B AMpeKkToputo, KoTopas npeaHasHayeHa Ans XxpaHeHus
aKTyanbHoro guctpnbytmnea Pabouvero mecta QUIK (cm. n. ).

B npou3BOAbHYIO ANPEKTOPUIO CKONUpYMTE KaTanor <inst_dir>/gadminsrv, KOTopbIn coAepXUT
dannbl, Heobxoanmbie ans yctaHoBkn QUIK Administrator (cm. n. ).

2.3.2 CospaHue kno4ya ansa cepsepa QUIK

C nomowbio nporpammbl KeyGen chopmMmmnpyinte nybanUHbIA U CEKPETHLIN KOUKN, KOTOpble
B AanbHenwem 6yayT ncnonb3obatbcs cepsepoM QUIK (cM. dpann keygen.pdf - pykoBoacTBo
Mo Mcnosib3oBaHU nporpammbl keygen.exe).

1.

B kauecTBe napametpa «MMs Bnagenbua kaoya» Habepute HaMMEHOBaHWE OpraHMsaumm
B dopmaTe «HasBaHue (MaeHTUdUKaTop)», HanpuMep:

TecT-MHBecT (testinvest)

NaoeHTudumnkaTop B Kpyrnbix ckobkax 6yaeT B ga/ibHENLLEM MCMONb30BaTbCSA A/ HACTPOMKU
CUCTeMbl, Ha30BeM ero <umMmsl_cepsepa_quik>.

3anoMHKTe BBEAEHHbLIW Naposnb ANS 3alnTbl Ktoya. Ha3zoBeM ero <maposb_kitoya_cepBepa.

CkonupynTe CeKpeTHbIN KN4 cepBepa (Mo yMonyaHuioo nporpamma keygen.exe coxpaHsieT
dann a:\secring.txk) B kaTanor <quik_dir>\server. [lna yaobcrtea B AanbHenwen pabote
nepemMmeHyinTe ero B secrserv.txk.

CkonupynTte nybnmuHblii ktou cepeepa (NO yMon4yaHUo nporpamMmma keygen.exe cosgaet damnn
a:\pubring.txk) B kaTtanor <quik_dir>\keygen. Ansa ynob6crBa B aanbHenwen pabote
nepenMeHymnTe ero B <uMs_cepsepa_quik>.txk. 3ToT knitou 6yaet ncnonb3oBaTbCcs BCEMU
nonb30BaTeNs MM CepBepa BMecCTe ¢ nakeTom nporpamm KeyGen.

OTkponTe ansa peaaktuposaHusa dann <quik_dir>\keygen\qgrypto.cfg. Ykaxxunte B kauectse
napamMeTpoB:
«IMPORT» - naeHTudunkatop opraHmsaummu;

«Import Keys» — nMeHa knto4ein npmknagHbix cucteMm, KoTopble 6yayT 406aBnsaTbCS K
Ny6AnYHOMY K/o4y.

Mpumep:

UHcTpykuma no yctaHoBke CepBepa QUIK 7



IMPORT=<mmMmsa_ cepBepa QUIK>

Import Keys=Tect-MHBecT (testinvest)

7. C nomouwbto nporpammbl KeyGen co3gairite ny6/IMUHbIN U CEKPETHbLIN KOUKN OS5
nonb3oatens cepsepa QUIK (cM. dann keygen.pdf — pykoBoACTBO MO MUCMOSIb30BAHMUIO
nporpamMmbl keygen.exe). Ha ware 3 nporpamma npeasioxuT BblbpaTb dain ¢ nybanyHbIM
KJIIOUOM cucTeMbl — Bbibepute dann <umsa_cepsepa_quik>.txk. B cnucke knwouen Boibepurte
nyb6nunyHblii ktoy cepBepa (B HaweM npuMmepe 3710 «TecT-UHBecT (testinvest)»). BkatouunTte
dnaxok «3anucatb U UCNOMb30BaTb, MPOMyCKas 3TOT War» — B AaJibHENLIEM 3TO NO3BOINUT
BalUWM MoJib3oBaTensaM npu GopMMpoBaHUM Kto4va nsbexaTtb SIMWHEN onepaunu.

2.3.3 Peructpaums B cny»x6ax Windows

1. YcraHoBuTe cepBep QUIK u nHTepdeic K ToproBor cmctemMme Kak cryxbbl. ina atoro HabepuTte
B KOMaHZHOW CTpOKe:

<quik dir>\server\quik.exe -install

2. OTtkponTe controlpanel\services 1 NnocMoTpUTe, €CTb I B CMUCKE CEPBUCOB 3anucu,
naeHtTuduumpytowme cepsep QUIK (no ymonuaHuioo: «Quik Server»).

3. Cos3panTe nonb3oBaTens-agMMHUCTpaTopa, NpucBouB eMy umsa (Hanpumep, <quikserv>)
1 naponb (Hanpumep, <passwd>).

4. [1ns ncnonb30BaHUS AOMEHHOM ayTeHTUduMKaumm Ha cepeepe MS SQL ykaxute B napaMmeTpax
3anycKka CepBMCOB MMS AOMEHHOr0 Nnosb3oBaTtens 1 ero naposb.

2.4 YcTtaHoOBKa Ha Linux

2.4.1 Nonb3oBaTtenu ana paborbl c cepsucamu nop Linux
Ons paboTbl 1 ynpaBneHns cCepBMCOM MPUMEHSIOTCA CNeaylowne nonbL3oBaTenu:

AOMUHKUCTpaATOp NNaTdopMbl.

[ns 0603HauYeHnsa 3TOro Nosib30BaTeNs UCNOJIb3YeTCa UMSA root. DTO Nob30BaTeNb, KOTOPbI
3HaeT naposb root 160 gob6aeneH B rpynny root, nM6o nMeeT AOCTYN K LUMPOKOMY Kpyry
KOMaH/[, Ha BbIMOSIHEHWE OT UMeHU root Yepes yTunuTy sudo.

Monb3oBaTesnto 4OCTYNHa YCTaHOBKA M yaasieHne, a TakXxe afMUHUCTPUPOBaHME cepBuca:
06HOBEeHMe, 3aNyCK U OCTaHOBKaA.

Monb3oBaTesb, OT MMEHU KOTOPOro paboTaeT cepBuc.
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Onsa o6o3HauyeHns 3Toro nosib3oBaTens ucnonb3lyeTcsa umMg argasrv. lNpun yctaHoBKe cepBuca
no yMOJZIT4aHUKO CO34a€eTCd noJjibaoBaTtes/ib UMEHHO C TAKMM MUMEHEM.

Monb3oBaTesnio TakKe AO0CTYNHO aAMUHUCTPUPOBaHME cepBuca: 06HOBJIEHME, 3aMyCK U
OCTaQHOBKa — MPUMEHSETCS, €CNM BbINONIHEHWE aAMUHUCTPUPOBAHUSA NoJib30BaTeNeM root
HEeZoCTYMHO.

Takum obpasomM, cepBuUC Bcerga paboTaeT OT MMEHU Nosib30BaTeNs arqasrv. YCTaHOBKa W yaaneHue
cepBuca MOXET NMpPOU3BOAUTLCS TOMIbKO MOJSIb30BaTeNEM root. AIMUHUCTPUPOBAHNE CEPBUCA MOXET
NpOM3BOAMTLCS MOJIb30BaTENAMU root UM arqgasrv.

MopsaokK yCTaHOBKM
YcTaHOBKa cepBMCa A0JIKHA BbIMOMHATLCSA MoJib3oBaTesnieM root, BbI30BOM run-danina.

Mo ymMonyaHuio BCe CEpPBUCHI YCTaHaBANBAIOTCA B AMPEKTOPUIO /opt/arqasrv, a BbIMOAHAOTCS
OT MMEHU CUCTEMHOrO Nonb3oBaTens arqasrv. MiMsa cepsuca <srvname> Ans CepBepoB
Nno yMOSIYaHMIO coBNajaeT C UMEHEM UCNOosHAeMoro danna — quik.

I Mpu ycTaHOBKE HaMUMEeHOBaHWe cepBMucCa 3aaeTCA TOJIbKO CTPOUYHbIMM GYKBaMM.

Bce yka3zaHHble NapaMeTpbl MOXHO NepeonpeaenmTb COOTBETCTBYOLWMMIN KJIKOYaMM 3anycKka run-
danna.

HayanbHble aencTeus no ycrtaHoeke cepsuca (cM. 1 — 5) A0OMXKHbI BbINOMHATLCA NOSIb30BaTENEM
root. [1ns yCTaHOBKW BbINOJIHUTE Cleayowme AencTBus:

1. YcraHOBUTE Ha KOMNbIOTEP, HA KOTOpOM byaeT paboTtaTb cepBUC, HeO0b6XoaMMble NMakeTbl
B COOTBETCTBMM C ONUCAHNEM B M.

2. CkonupynTte dann install_server-xx.xx.xx.run B AMPEKTOPUIO, Ha onepaunm B KOTOpPOM
y TEKYLLEro rnosb30BaTensa ecTb NpaBa, HanpuMmep, AoMalwHui katanor (/home/<user>
nnu ~/).

3. BbinonHuTe koMaHAy nobasneHWs npasa Ha BbiMOSHEHWe run-danny:

chmod +x install server-xx.XX.XX.run

4. BbINO/HUTE KOMaHAy YCTaHOBKM cepBUca:

sudo ./install server-xx.xx.xXx.run -i

Ons BbINOIHEHNA KOMaHAbl MOXET NoTpeboBaTbCs BBECTU NAapOJib TEKYLLEro nosib3oBaTens.
B pesynbTaTe BbiNoNHEHUS run-danna 6yayT BbINOMHEHbI Cleaylume 4enCTBUS:
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Ecnn cuctemHbIn Nonb3oBaTeslb argasrv OTCYTCTBYET, TO OH CO34acTCsl C NpaBaMu
MO YMOJSTYAHMIO U BKJIIOYUTCS B OQHOMMEHHYIO rpynny. B kauecTse gomallHemn
OVIPEKTOPUM MOJIb30BaTeNo YCTaHOBUTCS AnpekTopus /opt/argasrv. OT MMeHKU 3TOro
nonb3oBaTtensa 6yaer paboraTb yCTaHaBNMBaEMbI CEpPBUC.

B aupekTopumn /opt/arqasrv/quik co3gaeTca noganpekTopms c UMeHeM quik. 2To
OVPEKTOopUst YCTaHOBKKW CepBuca, B KOoTopyto 6yayT pacnakoBaHbl danbl
ANCTpnbyTMBa yCTaHaBNIMBAEMOIO CepBMca.

Monb3oBaTenb arqasrv Ha3Ha4yaeTcs BRaje/bLeM Bcex Gainnos 1 NoaampekTopuit
B AAMPEKTOPUN CepBuCca.

B cucteme ynpaBneHus cnyxbamm systemd 3aperncTpupyeTtcs cepBuc ¢ uMeHem quik
M 3aMyCcKOM OT UMEHM CUCTEMHOIO MOJib30BaTeNs argasrv.

B avpekTtopumn /etc/arqasrv co3gaetcsa dann c umeHem quik ansa dukcaunm
napamMeTpoB YCTaHOBKW cepBuca.

B AMpeKkTopumn cepBmuca reHepupyoTcs creayolumMe KoMaHaHble dalinbl:

g_start.sh - 3anyck cepsuca, B TOM yuncne ¢ Kato4aMm 3anycka (BO3MOXHbIE KUK
3anyckKka cepBuca nepeyuncrieHbl B NyHKTe ). NpegHa3sHayveH ANns BbINOJAHEHUS
nosib30oBaTendaMun arqasrv u root;

g_stop.sh - ocTtaHoBKa cepBuca. lNpegHasHayvyeH ANns BbINOJHEHMS MONb30BaTeNs MU
arqasrv u root;

g_status.sh — BbIBOA MHDOPMaALMK O TEKYLLEM COCTOSSHUN cepBuca. lNpeaHa3HayveH
ONA BbINOSIHEHMSA NOJSIb30BaTENSAMU arqasrv U root;

uninstall.sh — yapaneHue cepsuca. lNpeaHasHayeH A5 BbIMNOSIHEHMS NOIb30BATENEM
root;

postmigration.sh — BbIMOSIHEHME AONOMHUTENBHbLIX OMepaLmini NpU MUrpaunu.
MNpeaHasHayeH ANns BbINOMHEHUS NONb30BaTeNs MM arqasrv u root.

B cnyyae ycnewHoOW yCTaHOBKU CEpBMUCa B KOHCOJ1b BbIBOQUTCA coobuieHue:
«Installation of service “quik” has been successfully completed>».

B cniyuyae BbiBOAa APYrov AMArHOCTUKMU, NoXKanyucra, obparurecb B Cny>k6by
TexHnuyeckou noaaep xkn QUIK: .

5. Ecnuv ynpaBneHue yCTaHOBJ/IEHHbIM CEPBUCOM MpeanosiaraeTcsa BbIMNOJIHATL NOJSib30BaTesIeM
arqgasrv, BblnonHNUTE cneaywwune LEencTeuns:

[na npegotepalleHnd BHECEHUS Nonb3oBaTesieM arqgasrv W3MEHEHUN B CKpUNTbI
ynpasneHna cEpBUCOM, Ha KOTOpPblE EMY 6yp,eT BblAAaHO pa3pelieHne BbIMOJTHEHUNA
OT UMeHMU root, caenamnTe ux HEN3MEHAEMbIMU, BbINOJIHUB Clieaylouwne KoMaHabl:

chattr +i /opt/argasrv/quik/quik/qg_start.sh
chattr +i /opt/argasrv/quik/quik/q_stop.sh

BblgaliTe nonb3oBaTesnto argasrv npaBa Ha BbIMOJIHEHNE CKPUNTOB yrnpaBieHUsA
CEepBUCOM OT MMEHMU root, BbINONHUB cieayluwme OENCTBUSA:

BbinonHuTe KOMaHA4y .
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sudo visudo

B oTkpbiBWEMCS Vi-nogobHoMm penaktope AobaBbTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/quik/qg start.sh,
/opt/argasrv/quik/quik/q_stop.sh

DTa CTpoKa pa3pellaeT Nnosib30BaTesto arqasrv BbIMOHATL NepeUuncieHHble
CKPUNTbI Ha TEKYLUEM KOMMbOTEPE OT UMEHMU root.

JanbHenwmne gencrems MOTYT BbIMOJIHATLCA NOJSib30BAaTes/IeM argasrv unm root.

6. lMpoBepbTe, UTO B harne qrypto.cfg cepBepa ykasaHbl cneayrouime napaMmeTpbl:

SECRING=secrserv.txk
PUBRING=quik.dwqg

[auth]
sign=libsecprov.so

look=grypto.cfg,db look

[db_look]
do= QXKeyDB

use=libdwgx.so

[CryptoProviders]
placebo=1

[placebo]
Module=libplacebo pr.so

7. Cnepytowmne gencrtems HeobxoamMmo BbIMOHUTbL, €C/IM B KaTanore cepsuca OTCYTCTBYHOT
aKTyasnbHble KOHdUrypaumnmoHHbele gannbl quik.ini n grypto.cfg:

CdhopMmpyinTe MMHUManbHble KOHMUrypaumoHHble dannbl quik.ini n grypto.cfg ans
paboTbl cepBepa Ha ocHoBe wWabnoHoB quik.ini.tmpl n grypto.cfg.tmpl, koTopbie nocne
YCTaHOBKW HaxoAsTCs B KaTasiore cepBuca.

HEDEMMGHYﬁTe WabnoHbl, BbINOTHMB KOMaHAbI:

[sudo] cp quik.ini.tmpl quik.ini

[sudo] cp grypto.cfg.tmpl grypto.cfg
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I YkasaHue sudo TpebyeTrca B cnyuyae BbINOJIHEHUS KOMaHAbl NOJib30BaTesieM root.

Ybeantecb, YTO NOAy4YEHHbIE danibl MMET KOANPOBKY winl251.
3anonHuTe cekummn C HacTporikamm B danne quik.ini:

B cekumn [ctl_module] ykaxxute nopT ans noaknoyeHns nporpammbl QMonitor
K cepBepy, HaMMeHOBaHWe KJllo4Ya cepBepa W Naposib 3TOrO Kjoya.

[ctl module]
module=libdwwqgctl.so
port=15121
name=broker

password=

B cekuumn [data_ip_module] ykaxxnte nopTt Ans NoAKIOUYEHUS UHTpedencoB
K cepBepy.

[data ip module]
module=libdtwipsrv.so

port=17100

B cexkuun [db] ykaxute umsa nnmn IP-agpec cepsepa CYB/L, nmsa 6a3bl AaHHbIX
cepsepa, nonb3oBaTtens, OT MMEeHU KOTOPOro nponcxoanTt nogkntodveHune k CYB/,
W Maposib 3TOro nosb3oBaTens.

[db]
server=
base=
user=
password=

driver=PostgreSQL ANSI

Mpu coeanHeHun c CYB Postgres c ncnonb3oBaHneM nopta, OT/IMYHOIO
OT 3agaHHOro no ymonyanuio (5432), ero Heo6xoaMMO yKasaTb B napaMeTpe
AdditionalParameters:

AdditionalParameters=port=5431

B cekuumn [dealer-library] ykaxxute nyTb 40 HacTpoek Bcex bubnnortek pacuerta
numnToB. Ecnun B Tekywem danne HacTpoek yKasaHbl NyTU C pacwupenmem .dll,
TO 3aMeHUTe paclumpeHune Ha .ini.
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[dealer-library]
ALGO=./dealer/algo.ini

SMS=./dealer/sms.ini

B cekumun [usend_module] ykaxute cucteMHoe uMs, nNopT AN NOAKIIOUYEHNS
nosib30BaTesNien K CeEpBeEpPY, HAaMMEHOBAHME K/lo4a cepBepa M Naposib 3TOro Ko4a.

[usend module]

module=libdwsend.so

sysname=lMHpopMalLMOHHO-TOpTOBas cuctema QUIK "broker"
name=broker

password=

port=15100

Ecnn HacTpoeHa pennnkaums, To B cekumm [stop_sync] ykaxute naeHtudumkatop
cepBepa.

[stop sync]

serverid="ID SERV1"

CoszpanTte dann crossrate.ini, (cekums [cur_module]) coaepxawmii onmcaHms
BaJIlOT, UCMOJIb3yEeMbIX Ha cepBepe:

[cur module]

class_cfg=crossrate.ini

MWHUManbHoe onucaHue BanioT B (aiine crossrate.ini:

[crossrate]

RUR=Py6nb, PybOiyb, 3

[crossrate rate]

RUR=1

_ [Ansa koppekTHOro otobpaxeHns HauMeHOBaHWS BantoTbl, Hanpumep, B Pabouem
mecTe QUIK, daiin crossrate.ini gomkeH 6biTb COXpaHeH B KoaMpoBKe winl1251.

8. [lns cepBuca, yCTaHOBNEHHOIO MO YMOJI4aHUIO, NPOM3BeAMTE NepBbIN 3anyCcK C KA4YoM -clean
N3 AUPEKTOPUM C YCTAHOBNIEHHbLIM CEPBUCOM, 3anyCTUB KOMaHAY:
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sudo ./qg start.sh -clean

nmbo 13 nbon AnpeKkTopmKn, OTIMYHON OT ANPEKTOPUN CePBUCA, 3aNyCKOM KOMaHAbI:

sudo /opt/argasrv/quik/quik/q_start.sh -clean

9. HacTtponTe aBTOMaTUKYy 3anycka U OCTaHOBKW cepBuca. s 3TOro NCnosib3ynTe B CKpUMTax
aBTOMaTUKM 3anyCcK KoMaHAHbIX dannos q_start.sh u q_stop.sh, pacnonoxeHHbIX
B ANPEKTOPMN YCTaHOB/IEHHOrO CepBuca.

CepBep HeobxoaAnMO NepesanyckaTb exXeaHeBHO. 3anycK AOJ/KEeH NpoM3BoaMTbCS 3a 3-5
MWHYT A0 3anycka nepBoro uHrtepderica. OCTaHOBKY cepBepa He0bX0ANMMO NPOM3BOAUTL Yepes
3-5 MUMHYT nocne oCTaHOBKN MHTepdencoB.

CTpyKTypa KaTasioroB MMeeT 3HaueHue. NepemMeweHne win nepeMmMeHoBaHue
¢haitnoB cepBuca MoXeT NPUBECTU K OlLNOKe B YCTaHOBKe.

2.4.2 MNakeThl, Heob6xoauMmblie ans paGOTbI Ha pa3HbiX onepauMoOHHbIX CUCTEMaX

YCTaHOBUTE Ha KOMMNbIOTEP NpUBEAEHHbIE HMXE NaKeTbl B COOTBETCTBUM C OMepaLoOHHOM
cucTemom, Ha kotopomn 6yaet pabortaTtb cepsep.

AononHuTtesnbHble NnakeTbl ana Astra Linux

BbinONHUTE KOMaHAY ycTaHOBKU nakeTos jemalloc2:

sudo apt install libjemalloc?

BbinonHMTE KOMaHAbl YCTaHOBKM nakeToB libodbcl n unixodbc:

sudo apt install libodbcl

sudo apt install unixodbc

Ecnu cepsep ycTtaHaBnueaeTcsa Ha Astra Linux 1.8.2, To K BbllWeONMCaHHbIM NakeTam HeobxoaMMo
OOMNONTHUTENbHO:
CkauaTtb naker libssll.1 c odbmumanbHoro canta ARQA Technologies:
, pacnakoBaTb apXMB W1 BbINOHUTb

KoMaHay:

sudo dpkg -i libssll.l 1.1.1n-0+debllud-astra2 amdé64.deb
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YcraHoBka ODBC-gpaiiBepoB ans pabortbl cepBepa c B
YcraHoBka ODBC-agpaiiBepoB Ha MS Windows

Onsa nony4yeHns Habopa yCTaHOBNEHHbIX Ha KoMnbloTepe ODBC-apanBepoB HEO6X0AMMO B MEHHO
Windows HabpaTb B noucke TekcT «MCToOUHUKN AaHHbIXx ODBC» M OTKpPbITb COOTBETCTBYIOLLEE
OKHO.

Ecnun Ha Bknaake «[paiBepbl» B CNUCKE NPUCYTCTBYET CTPOKa C UMEHEM Heo6XoAMMOro
ApaiBepa, 3HAaUUT OH YCTAHOBJIEH, W YCTaHaB/IMBaTb €ro He TpebyeTcs.
Ecnu cTpoka c nmMeHeM apaiBepa OTCYTCTBYET, TO HEO6XOAMMO CKayaTb €ro u yCTaHOBUTb.

CepBepoM noaaepxuBarTcs cneaylowme apamnsepbi:

Mpu pabote c MS SQL:
ODBC Driver 17 for SQL Server

Cchbinika gn1s ckadmMBaHus yCTaHOBOYHOIo danna gpamsepa ¢ opuumanbHOro camta
Microsoft:

Mpu paboTte c PostgreSQL:
PostgreSQL ANSI(x64)

Ccbinika ons ckadmMBaHus yCTaHOBOYHOro daina gpamsepa ¢ odpumumanbHOro canta
ARQA Technologies:

YcraHoBka ODBC-gpaiiBepoB Ha Linux

Onsa nonydyeHusa Habopa ycTaHOBNEHHbIX Ha KoMnbioTepe ODBC-apaniBepoB HeE06X0ANMO
BbINOMIHUTL KOMaHAY:

cat /etc/odbcinst.ini|grep "~\[.*\]S$"

Ecnun B pe3synbTaTe BbINOMHEHUS KOMaHAbl 0TO6Pa3nTCs CTPOKa C MMEHEM HEO6X0AMMOro
ApaliBepa, 3Ha4uT OH YCTaHOBJIEH, W yCTaHaBNMBaTb ero He TpebyeTcs.

Ecnu cTpoka c umeHeM gpaieepa OTCYTCTByeT, TO Heo6X0AMMO CKavaTb ero U yCTaHOBWUTb.
CepBepoM nogaepxupaetca paboTta TonbkKo ¢ gpariBepom PostgreSQL:

PostgreSQL ANSI
Mpu paboTte Ha Astra Linux 1.7.4:

CcblkM ANnsa cKauymBaHUs YCTaHOBOYHbIX NakeTosB ¢ oduumanbHoro camta ARQA
Technologies:

[ns yCTaHOBKM NMaKeTOB pacnakyhTe apxuB Ha KOMMblOTepe, Ha KOTOpoM 6yaeT
paboTaTb CEPBWC, M BbINOJIHUTE CNEAYIOLME KOMAHAbI:

sudo dpkg -i libpg5 16.3-1.pgdgl00+1 amd64.deb
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sudo dpkg -i odbc-postgresql 16.00.0005-1.pgdgl00+1 amd64.deb

Mpu paboTte Ha Astra Linux 1.8.2 vnn Bblwe:

BbinoNHUTE KOMaHAbI:

sudo apt install libpgb
sudo apt install odbc-postgresqgl

[Mocne ycTaHOBKM NOBTOPHO BbIMNO/JIHUTE KOMaHAY U Y6eLI,MTECb B HaJIM4YNN MMEHU ,qpaMBepa
B pe3ysibTaTaX BbINO/IHEHNUA KOMaHAbl:

cat /etc/odbcinst.ini|grep "A\[.*\]$"

Yéeautech, uto B hanne /etc/odbcinst.ini ykasaH gpansep PostgreSQL ANSI, ncnonb3syemoiin
Mo YMOJTYaHMUIO:

[PostgreSQL ANSTI]

Description=PostgreSQL ODBC driver (ANSI version)
Driver=psqglodbca.so

Setup=libodbcpsglS.so

Debug=0

CommLog=1

UsageCount=1

Ecnun 3anuck He 6blia aobaBneHa, AobaBbTe ee CaMOCTOATENbHO.

2.4.3 Knwoum 3anycka yCTaHOBOYHOIO run-nakera nopa Linux
MocTtaBnsgemblt B AUCTpnbyTMBE run-dann NoAAepXUBAET cleaylolme Kym 3anycka:

-i [<srvhame>]
BbIiNONHEHWe € AaHHbIM K/KYOM AOCTYMNHO TOAbKO Nosib3oBaTesnto root.

YcTaHOBKa CepBuca C MMEHEM <srvname>. [lapaMeTp <srvname> Heobsa3aTeseH.

Mpyn OTCYTCTBUMU UCMONB3YETCS MMSA CePBMUCA MO YMOJIYaHUIO, paBHOE MMEHWN UcnosHsemMoro daiina
ycTaHaBnueaemoro MO. MNpu ykaszaHWn napaMeTpa nosib30BaTeNEM, ero 3HayeHne NpuBoaANTCS

K HMXKHEMY PErucTpy, U CEPBUC YCTaHAB/IMBAETCHA C UMEHEM B HUXHEM PErncCTpe.

YcTaHOBKa ABYX OAHOMMEHHbIX CEPBUCOB HE AOMYCKAETCH, AaXKe B pa3Hble KOPHEBbIE AUPEKTOPUN.
Mpw nonbITKe 3TO cAenaTtb YCTaHOBKA 6y/[eT 3aBepluaThcs OWNEKONA.
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-d <rootdir>

Kntou 3anycka, NpMMeHsieMblil TONbKO NMpW YCTaHOBKe cepBuca (B kKOMbuHaumu ¢ -i) Ansa ykasaHus
KOPHEBOW AMPEKTOPUN AN YCTAaHOBKU CEPBUCA, OT/IMYHOM OT AUPEKTOPUM MO YMOSTYAHUIO
/opt/arqasrv. 210 gupeKkTopusi, B KOTOPOI CO34aeTcs NoaanpeKkTopus
<softwaredir>/<srvname>, B koTopyto 6yayT pacrnakoBaHbl 6MHapHble N KOHPUrypaLUOHHbIE
dannbl yctaHaBnmeaemoro [MO.

-n <srvusername>

Kntoy 3anycka, MpMMeHsIEMbI TOJIbKO NMPU YCTaHOBKE cepBuca (B KoMbuHauum ¢ -i) Ansa ykasaHus
nosib3oBaTensa <srvusername>, KOTOpPbIA CTaHET Bnagenbuem ¢ainoB cepBuca U 0T UMEHU
KoToporo 6yaeT paboTtaTb yCTaHaB/AMBaeMbllt cepsuc. MIMa nonb3oBaTens No yMOSYaHMUIO:
arqasrv.

-u [<srvhname>]
BbinonHeHWe € AaHHbIM K/KYOM AOCTYMNHO NOMb30BaTENSIM argasrv unm root.

O6HoBNEeHNe cepBUCa C UMEHEM <srvhame>. [NapaMeTp <srvhame> Heobs3aTeneH. MNpu
OTCYTCTBUM UCMOJSIb3YETCS UMSI CEpBMCa MO YMOJTYaHUIO, paBHOE MMEHU ucnonHsemoro dana NoO.

PacnonoxeHue cepsuca n nMsa nosnb3oBaTens-enagesnbla cepBepa ykasblBaTb He TpebyeTcs,
T.K. OHO coxpaHeHo B /etc/arqgasrv/<srvname>.

-e
BblnosHEHME C A@HHbLIM K/1HOYOM AOCTYMHO J'II-06OMy nosib30BaTesio.

PacnakoBKa NOAHOIro COAEPXMMOro apxmBa, BK/o4Yas KOHPUrypaumoHHsbie ini-dannbl. Pacnakoska
NpoM3BOAMTCA B NOAANPEKTOPUIO C UMEHEM, PaBHbIM MMeHM run-danna (6es pacwmpenHums .run),
KOoTOpas B C/lyyae OTCYTCTBUSA CO34aeTcs paAaoOM C UCMOSTHSAEeMbIM haniomMm.

-h, -?

BbinonHeHWEe € 3TUM KJIHOYOM AOCTYNHO NI06OMY Monb3oBaTento.
BbiBOA KpaTkoM mHgopMauum o6 apryMeHTax 3anycka.
MpumMmepsbl:

3anyck run-ganna ana yctaHoBKM cepBuca:

sudo ./install server-xx.xx.xx.run -i quikserver -d /opt/customdir

3anyck run-danna ans obHoBeHNA cepBuca:

[sudo] ./install server-xx.xXxX.xXX.run -u quikserver

I Yka3zaHue sudo Tpebyercs B cny4yae o6HOBNIEHMA cepBuca noJsibsoBarenem root.
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3anyck run-danna aAnsg pacnakoBKu:

./install server-xx.XX.XX.run -e

2.5 HacTtpouka cepBepa

2.5.1 HacTtpoiika napaMeTpoB BaJllOT U KPOCC-KYypPCOB

1. Ha komnbloTepe, Ha KOTOpoM 3anyuweH cepep QUIK, oTkporte daiin quik.ini B gupektopumn
quik\server n oTpenakTMpymnTe €ro cneayruimm obpasom:

B cekumto [natural_level_section] go6aBbTe cTpoky (ecnu oHa OTCYTCTBYET):

module=cur module

B KOoHeL danna quik.ini go6asbTe CTpOKMK:

[cur module]
module=dwcurg.dll

class_cfg=crossrate.ini

2. OtkponTe dann crossrate.ini B gupektopun quik\server 1 oTpeagaktnpymTe ero criegyowmm
obpaszom:

B cekunm [crossrate] ans Kaxnoro Koga BantoTbl YKaXuTe:

NosHOE€ HauMeHoBaHWE BantoThl;
COKpalleHHOe HauMEeHOBaHWE BasloThbl;
TOYHOCTb KpOCC-Kypca;

TOYHOCTb BEAEHUS AEeHEXHOM No3uumMn. Bo3MoXHble 3HauyeHns: B AManasoHe [0, 8].
Ecnu 3HaueHne He 3a4aHO0 ABHO, MO YMOMTYAHUIO YCTAHAB/IMBAETCS «2».

Mpumep:
[crossrate]
RUR=Py6Jb, PyOib, 2

SUR=Py0Jb, PybJb, 2

JPY=4noHckasa mueHa,leHa, 6,0
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BAXXHO!

Ecnu TOYHOCTb BEAEHUSA JIEHEXHOW MO3MLUM MO BaJIOTE OT/IMYHA OT «2», BCE MOAK/OYAEMbIE
K cepBepy MHTepdECbl, KOTOPbIE TPAHC/INPYIOT:

_ [aHHYylo BanoTy;
MHCTPYMEHTbI, KOTOpble TOPryloTCs 3a 3Ty BantoTy;

BaJIlOTHbIE Napbl, coAepXallne AaHHYO BalloTy;

ntobble AeHeXHble Be/IMYMHbI, BblpaXKeHHble B aHHOW BasoTe;

[OJIXKHbI NOAAEPXMBATb TPAHCNSALUMIO AEHEXHbIX BEJIMYMH C TOYHOCTbIO, OT/IMYHOMN OT «2,
a TOYHOCTb A/1 COOTBETCTBYIOLEN BantoTbl AO/HKHA COBMNaAaTh C HACTPOEHHOW Ha cepBepe

QUIK. B npoTMBHOM Cnlydyae KOppeKTHas paboTa CUCTEMbI He rapaHTUpyeTcs.

3a nHdopMaumen o noagaepxxKe TPaHCNAUNN AEHEXHbIX BEIMYMH C TOYHOCTbO, OT/INYHOM
OT «2», Afsl KOHKPETHOro TOproBoro nHtepdenca obpaturteck B Cnyxby TeXHNYECKON
noaaepxkn QUIK:

B cekumu [crossrate_rate] ykaxute KypC KOHBEpTaUUW AJs1 KaXKaoMh BantoThbl.
3HayeHune KypCa MOXeT 6bITb NMPpoOn3BOJIbHbIM YNCJ/TOM, COAEPXaALlMUM KONTMYECTBO
3HAKOB MOC/e 3ansaToN He 60osblue 3HaYeHns napaMeTpa «TOYHOCTb KPOCC-Kypca»,
3aflaHHOro B cekuumn [crossrate] (cM. Bbiwe).

Mpumep:

[crossrate rate]
RUR=1

SUR=1.00
JPY=0.627686

Mpun He0o6X0AMMOCTU UCNOJIb30BaTbh KPOCC-KYpPC ANA BaNloTbl, OTCYTCTBYlOLEN
B cekumm [crossrate_rate], B nporpamme QMonitor oto6pa3ntca cooTBeTcTBYIOLlEE

coobleHune 06 ownbke.

B ceKuMu [main_currency] ykaxure:

Ko BantoTbl. 3Ha4YeHne no ymondaHumio: «RUR».
KOoA4, CMMBOMa BankoThl B cTaHaapTe Unicode. 3HavyeHne No yMon4YaHuioo: «0».

Koabl BanioT AOCTYMNHbI MO CCbIJIKE:

CcTpoky ¢ HTML-koaoM cumBona BantoTel B ¢dopmaTte <Unicode-koa BantoTbl>. Ecnum
KO yKasblBaeTcs B 16-pu4YHOl cucteme, To nepej HMM Heob6XoAUMO yKasaTb CUMBON
«X>». 3Ha4YeHne No yMon4aHui: «» (NycTo).
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Mpumep:

[main currency]
code=RUB
ucode=20BD
htmlcode=8381

2.5.2 Hacrtpoiika napameTpoB cepBepa QUIK

HacTtpoika napametpos cepsepa QUIK BbinonHsieTca B cnegyowmx dannax:

®daiin qrypto.cfg
OTkponTte dann qrypto.cfg B katanore <quik_dir>\server\ 1 otpegaktTnpyiite ero cneaymLwmm

obpazom:

1. B cekuwuun [CryptoProviders] 3againte ncnonb3lyembie MeToabl WN@dpoBaHus («0» — BbIK/IHOYEH,
«1» — BKJIIOYEH), HaNnpuMep:

[CryptoProviders]

openssl=1l

2. B cekuuun, COOTBETCTBYIOLLEN BbIBpaHHOMY Ha NpeablayleM ware Metoay WwnudpoBaHus,
YKaXXMTe NOAHbIA MW OTHOCUTENbHbIA MYTU K UCNOJIHAEMOMY N KOHMUIypauMoHHOMY dannam,

HanpuMep:

[openssl]
Module=openssl pr.dll

IniFile=openssl pr.ini

3. B cekuuun [auth] 3apanTe cneayowme HaCTPOMNKMU:

[auth]
sign=secprov.dll
(mms Linux BamanTe sign=libsecprov.so)

sign provider=openssl ; MeTon mmbppoBaHMsA, MCHOONb3yeMelt njsa OIII
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Mpw 3anyweHHoM noa OC Linux cepBepe QUIK nnu CepBepe goctyna Heo6xoammo,
4yTO6bl KOMNDbIOTEP, FAE BbINOJIHAETCA ayTeHTU(hMKaLuma 6bi1 BKIIOUEH B AOMEH
Active Directory, nn6o nibiMmm cnoco6amm noakaroUYeH K cnyk6e n gocryneH yepes
cepBuc Kerberos, a y nonb3oBarens, noa KOToOpbiM 3anyckaerca cepsep QUIK,
AOCTaTOYHO NpaB ana pocrtyna k keytab-dainy c ayreHTMdPUKALNMOHHBIMKU
3anMcsaMu AN BbiNoOJIHEHUSA onepauuni.

[Ons ncnonb3oBaHMsa MexaHM3Ma ayTeHTudukaumm B gomeHe Active Directory / Kerberos
TpebyeTcsa 3agaThb cneayrowme HaCTPOMKK:

[auth]

ad use=1

AD PROVIDER LIBRARY=ad provider.dll

(mna Linux zapmarnite AD PROVIDER LIBRARY=libad provider.so)

N ykasaTb cneayrowme HacTpoOnKHK:

AD_DCDistinguishedName - nMsa KOHTpoOJI/iepa AOMEHA. 3HAYEHME MO YMOSTHYAHUIO:
«» (nycro).

AD_DomainName - nmsa gomeHa ans SSO. 3HauyeHue No yMoNYaHuto: «» (nycro).

_ [Onsa Windows yka3blBaeTCs 4yacTb AOMEHa A0 «\», HanpuMmep, «arqa».
_ [dng Linux yka3sblBaeTCs 4acTb AOMeHa nocne «@», Hanpumep, «ARQA.RU».
®dann quik.ini

®daitn gomkeH 6biTb B koagupoBke Windows-1251.

Otkporite daiin quik.ini B katanore <quik_dir>\server\ v oTpeaaktmpymTe ero cneaymwmm

obpazom:

1. B cekuwuu [dealer-library] nameHunte cnegytoume napaMmeTpbi:

<Ko Bawey OUPMEL B TOPTOBOM CUCTeMe>=<OTHOCUTEJIbHHM NyTh K Galjly HaCTpOek>

Mpumep:

[dealer-library]
TEST FIRM=.\dealer\testfirm.ini

2. Cospaiite Ha SQL-cepsepe B[] ansa ncnonb3oBaHusa cepsepom QUIK. Ans co3paHus b
Heob6x0aMMO:
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Ona MS SQL ncnonb3oBaTb ckpunT co3gaHua b full.sql, koTopbih BXOAUT
B ANCTpubyTUB;
Ona PostgresPro 3anyctnTb nocnegoBaTesibHO KOMaHAHble dansbl:

_ Server_create_pg_db_from_windows.cmd;
_ Server_db_fill_windows.cmd.

Ons nonyyeHua akTyasbHbIX CKPUNTOB ANnA cospaHumsa B[]l o6paTtutech B Cnyx6y
TexHuuyeckon noaaep xkm QUIK: .

3. B cekuun [DB] BmecTo napametpa file 3aganite cnegyowme napameTpbl NogKAyYeHus K 6ase
AaHHbIX:

Server - nMg cepepa. 3HadyeHne no ymonyaHuio: «QDB1».
Base - nmMsa 6a3bl AaHHbIX. 3Ha4YeHMe No ymonyaHuio: «QUIK_DB».
User - nMa nonb3oBaTens 6a3bl AaHHbIX.

Monb3oBaTenb foHkKeH 6bITb BKJIKOUYEH B posb «quik_server>» B 6a3e AaHHbIX
cepBepa QUIK.

Password - naponb nonb3oBaTtens 6a3bl AaHHbIX. [Maponb He A0NXKEH HAaYMHATbLCS
C CMMBONOB «$» N «#». MNaponb MoXeT 6bITb

Cton-3asaBKM NnoJib3oBaTesieil, YaCTUUYHO WM NOJIHOCTbIO 3a610knpoBaHHbIX B QUIK
Administrator (ucrtek cpok oOBEepPEeHHOCTHU, YCTAaHOBJIEH NpU3HaK «bnokupoBaH»,
NCTEK CPOK AAJ0OBEPEHHOCTM MO pbiHKaM), MOTyT TaK)Xe 3arpy»artbcsi us 6asbl
AaHHbIX cepBepa QUIK npwm crapre. NpoBepka 610KMPOBKMU Nosib30BaTens

M 3ajlaHue nepuoaa ynpaBasiloTCA cneayrolwmMm HacTtpoiikamu danna quik.ini:

stoporders.load_when_expired_la - npu3Hak 3arpysku CcTon-3asBoK Ans
nosib30BaTeNIEN C UCTeKLIEeN obuwen 4OBEPEHHOCTbIO, UCTEKILMMW AOBEPEHHOCTAMMU
Nno pbIHKaM. BO3MOXHble 3HaUEeHUS:

«0» (NO yMO/IYaHMIO) — CTON-3asBKM NOSb30BaTeNEN C UCTEKLLEN OBEPEHHOCTbLIO
He 3arpyxatoTcs;

«1» - cTON-3asBKM NoMb30BaTeNEel C UCTEKLIEN NOBEPEHHOCTLIO 3arpyatoTcs.

stoporders.mark_expired_as_foreign — npr3aHak MapKMpOBKWN CTOM-3asiBOK
NoNnb30BaTENEN C UCTEKLIEN AO0BEPEHHOCTbLIO NPpU3HAKoM «Foreign». HacTpolika
ncrionb3yetcs, ecnu stoporders.load_when_expired_la=1. BO3MOXHble 3HAYEHUS:

«0» — cTON-3asBKMN NOSb30BaTesNen C UCTEKLIEN JOBEPEHHOCTLIO HE MAapKUPYIOTCS
npusHakoM «Foreign»;

«1» (N0 yMOA4YaHMI0) — CTON-3asBKM NOSb30BaTENEen C UCTEKLLEN OBEPEHHOCTbLIO
MapKUPYOTCA NpuU3HaKoM «Foreign».

stoporders.expired_la_period - nepnoa B AHSX, 32 KOTOPbIA HY>XHO 3arpyxaTb
CTOM-3asBKN N0 6/10KMPOBAHHbLIM MOJIb30BaTeNAM. 3Ha4YEeHNEe N0 YMOTYAHUIO: «14»,
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db_connect_timeout - Bpema oxungaHmns coeanHeHus cepeepa QUIK c cepsepom b/
(B cekyHpax). lnanasoH AoNyCcTUMbIX 3HayeHun: ot 1 o 600. 3HadeHne
Mo ymon4yaHuiw: «60».

AuthMode - ncnonb3ayembin TN ayTeHTUdUKaunm Ha cepeepe MS SQL. Bo3MOXHble

3Ha4YeHuns:
«login» (Mo ymMon4aHu) — UCMONb3YKTCS OIMMH M Naposib, YKa3aHHbIe
B NapameTpax user u password (naposib MOXeT 6bITb );

«domain» - MCNONb3YETCA JOMEHHAA aYTeHTMCbVIKaLI,VIFI.

Mpn AuthMode=domain napamertpbl user un password B cekuuu [DB] nrHopupyrorca

n MOryT 6bITb He YKa3aHbl.

Driver - HanmMeHoBaHuWe gpanBepa, UCMoJib3yeMoro Ansa noakatodeHmns K 6ase gaHHbIX
cepsepa QUIK. BO3MOXHble 3HaYEHUS:

«ODBC Driver 17 for SQL Server» (no yMoOA4aHMIO) — NCNOJ/b3YyeTCHa ANns paboTbl
c MS SQL Server 2014, 2016 unn 6onee HoBol Bepcuennt CYB (M3 cnncka
noaaep>xunesaembix). Ccbisika A9 CKauynBaHMs yCTaHOBOYHOro danna gparieepa
c odbnumnanbHoro canta Microsoft:

4

«PostgreSQL ANSI(x64)» — ncnonbsyetcs ans pabotbl ¢ PostgresPRO. Ccbinka ans
CKaumBaHuA yCTaHOBOYHOro darna gpansepa ¢ obuvuymanbHoro canta ARQA
Technologies:

Mpwu pa6oTte c MS SQL Server gonxeH 6bITb YyCcTaHOBJIeH gpaBep ODBC Driver 17
for SQL Server, a npu pa6orte c PostgresPRO - gpaitBep psqlODBC Bepcumn He HMXxe

13.2.

Mpumep:

[DB]
server=<mmMmsa SQL-cepBepa 60es3 npedmukca «tcp:»>,<nopT>
Driver=0DBC Driver 17 for SQL Server

AdditionalParameters=MultiSubnetFailover=Yes;Network=dbmssocn

db connect timeout=120

MultiSubnetFailover - pexum noakntoyeHmnsa K 6ase gaHHbIX, KOTOPbIN
obecneunBaeT 60nee 6bICTpoe O6HapyXeHNe 1 NOAK/IIYEHNE K aKTUBHOMY CEPBEPY
rpynnbl goctynHoctn MS SQL Server Always On. MNoaaepxuneaeTcsa TOAbKO npu paboTte
¢ MS SQL Server. Bo3MOXHble 3HAa4YEHUS:

«0» (N0 yMOSIYaHUIO) — PEXUM BbIK/IIOYEH;
«1» — pexuM BKIOYEH.

AdditionalParameters - HacTpolika ons 3agaHusa 4OMNONHUTENbHbIX NapaMeTpoB
noakntovenms Kk CYB/[]. 3HavyeHMe No ymMon4yaHuio: «» (Nycro).
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Mpwu coeanHeHnm c knacrepom MS SQL Heo6xoAMMO YCTaHOBUTb 3HaAYEeHUe
HacTpoiku AdditionalParameters=MultiSubnetFailover=Yes n Network=dbmssocn.

AdditionalParameters=MultiSubnetFailover=Yes;Network=dbmssocn

Mpun coeanHeHunn c CYB/[ PostgresPRO ¢ ncnosibszoBaHneM noprta, oT/IM4HOro
OT 3aplaHHOro no ymon4yaHuio (5432), ero Heo6xoanMMo ykasaTb B napaMerTpe
AdditionalParameters:

AdditionalParameters=port=5431

SSLMode - pexuM 6e3onacHoro noakaoveHus. NoaaepxmeaeTcs TONbKO
npu HacTponke noaknuenms Kk CYb[ PostgresPRO. Bo3Mo)XHbIe 3HaYEHUS:

«» (NyCcTO, MO YMOJIYAHUIO) — NOAKJIIOYEHME BbIMONHAETCA 6e3 WwndpoBaHus;
«require»;

«verify-ca»;

«verify-full»;

«disable»;

«allow»;

«prefer».

OnucaHue pexunMmos 6e30nacHOro NOAKIYEHNS CM. HA opULMANbHOM canTe
PostgreSQL.:

Ecnun napameTp He 3aaaH, To napameTpbl CertCAFileName, CertFileName,
CertPKeyFileName n CertPass nrHopupyoTcs.

CertCAFileName - nyTb K aliny-KoHTenHepy cepTudnKaToB YA0CTOBEPSOLWMX
LEeHTPOB. 3HauyeHmne No yMosHYaHuio: «» (nycrto). Noaaep>xmBaeTcsa TObKO
npuv HacTponke noaknoveHmsa kK CYB PostgresPRO.

CertFileName - nyTb u HauMeHoBaHue danna ceptudunkata 6e3onacHoro
NOAK/TOYEHMS. 3HAaYEeHNEe No yMON4YaHuo: «» (NycTo). MNoaaep>xmBaeTcs TONbKO Npwu
HacTponke noakntoveHnsa kK CYB/[ PostgresPRO.

CertPKeyFileName - nyTb 1 HanmeHoBaHue gaiina NpMBaTHOroO Kn4da 6esonacHoro
NOAKJ/TIOYEHMS. 3HAYEHNE NO YMONYaHUo: «» (NycTo). MNoaaep>xmBaeTcs TObKO NMpwu
HacTpomnke noaknoveHms kK CYB/[ PostgresPRO.

CertPass - naponb ans daiina npMBaTHOro KJtoua 6e30nacHOro NoAKJAUYEHNS.
3HayeHne No ymonayaHuio: «» (nycro). MoagaepxxmBaeTcs TONbKO Mpu HaCTporke
noakntovenms Kk CYB/[ PostgresPRO. Maponb He AoMKeH HAaYMHaTbCA C CUMBOJSIOB «$»
n «#». Naponb MOXeT 6bITb
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4. HaCTpOVITe BO3MOX>XXHOCTb NOJIY4YEHUA NMNONb30BATENIEM HEMPOYUTAHHbLIX coobuieHnn 3a
npegbiaywime Toproeblie AHU!

messages_delivery_period - konn4yecTso gHel, 3a KOToOpble 3arpyxatoTcs
coobueHns. 3Ha4yeHne No yMon4daHuio: «0» (3arpyxxatTcs TONIbKO COobLLeHNs
3a TEKYLUYIO TOProBylo gaTty).

5. B cekumn [db_module] HacTpoiTe ncnonblyembin npoBangep 6asbl AaHHbIX:

driver - nMa ncnonHsiemoro ¢ganna nposangepa 6a3bl AaHHbIX. 3Ha4YeHne
Mo yMosi4aHuio: «» (NycTto). Bo3MoXHble 3HaYeHus:

Mpu ncnonbzoBaHnm MS SQL - 3aganTte 3HaueHune «quik_db_ms.dll»;
Mpwn ncnonb3oBaHum PostgresPRO - 3apalite 3HavyeHue «quik_db_pg.dll».

Mpumep cekumi npu nogknoyeHnm k CYbA MS SQL:

[DB]

server=MSSQL SRV

base=QUIK DB

user=sa

password=napoJb

db connect timeout=30

AuthMode=login

Driver=0DBC Driver 17 for SQL Server

AdditionalParameters=MultiSubnetFailover=No;ApplicationIntent=ReadWrite

[db module]
module=dbstubrc.dll
driver=quik db ms.dll

Mpumep cekunn npu noaknouyeHmn k CYB[ PostgresPRO:

[DB]

server=PostgreSQL SRV
base=QUIK DB

user=sa

password=napob
Driver=PostgreSQL ANST (x64)
SSLMode=verify-full
CertCAFileName=certs/root.crt
CertFileName=certs/user.crt
CertPKeyFileName=certs/user.key

CertPass=secret

[db module]
module=dbstubrc.dll
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Driver=quik db pg.dll

6. B cekuuu [Files] HacTpoliTe cnegylowine napaMmeTpsbl:

EventsLogFileName = - nyTb 1 HaMMeHOBaHWe OCHOBHOIo nor-danna. 3HayeHune
Mo ymMosi4yaHuio: «events.log».

ErrorsLogFileName =~ - nyTtb n HauMeHoBaHue nor-dgarnna ownbok. 3HadyeHne
Nno yMosn4yaHuio: «errors.log».

DeallibLogFileName =~ - nyTb n HaMMeHoBaHue nor-darna bubnnotekn pacyera
JIMMUTOB. 3HayeHuMe nNo yMondaHuio: «deallib.log».

DataFilesFolderName - nyTb K dannam gaHHbix (pannbl ¢ pacwmnpenmnem .ik).
3HaYeHne No YMOUYAHUIO: «.\».

LogFilesFolderName - nyTtb k nor-garnnam (events.log, errors.log, deallib.log,
nposavaep B). 3HaueHMe NO yMONYaHUIO: «.\».

() Ecnhn B napaMeTpe yKkasaHo TOJIbKO HaMMeHoBaHue nor-c¢gaina, ucnonb3lyercs
nyTb, YyKa3aHHbI B napameTtpe LogFilesFolderName.

(++) B DataFilesFolderName yka3biBaeTcsi NyTb K NankKe, B KOTOpou 6yayTt
c¢dopMupoBaTbCca U XpaHUTbCH hanbl € paclumpeHmemM .ik. Takaa nanka AoJ/HKHa
6bITb coO3AaHa A0 3anycka cepBepa. Mpu oTcyTCTBMM AaHHOMW Nanku cepBep
OCTaHOBMTCH.

7. B cekuuu [usend_module] nameHuTte cnegytowme napameTpsbl:

module=dwsend.dll
sysname=lMHbpopMaLMOHHO-TOpTOBasa cuctema QUIK “TecT MuHBecT” ; HaMMeHOBaHME CUCTEMEHL,

orToBpaxaeMoe B MHOOPMALMOHHOM OKHE I[IPY YCTAHOBJIEHMM CBSA3M C CEPBEPOM

name=testinvest ; KJIOY cepBepa
password=secret ; Tmaposb nOna obpalleHusa K KIKOdy cepBepa
port=15100 ; HOMEep nopTa IJig NOAKJIOUWEHMS I[I0JIb30BAaTEeJIbCKUX TEPMMHAJIOB .

crypto provider ini file=openssl pr.ini; NOJNHEN MJIM OTHOCUTEJBHEN NyTb K Qanimy
HacTpoek uMOpoOBaHUA
connection acceptance tmo ms ; BpeMd OXMIOaHMA [IPpMEeMa HOBOI'O IMNOIOKJIIUEHMA B

MUJIJIMCEKYHIax . Bo3MoxHele 3HaueHua: oT 0 mo 60000. 3BHaueHMe IO yMOJIUAHMIO: «50»

8. B cekuuu [ctl_module] nameHute cneayrowme napameTpsbl:
module=dwwgctl.dll

port=15120 ; HOMep mopTa IJisd NOIKJIOYEeHMs NpoTpaMMel QMonitor

name=testinvest ; KJIOY cepBepa
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password=secret ; mapoJsip Ijis ofpalleHMs K KIIOUY CepBepa

9. B cekuuun [time-set] ykaxuTte napameTtp hourshift, ecnu Bpemsa cepsepa QUIK otnnyaercs
OT BpeMeHu MHTepdelica:
hourshift=3 ; pasHMLa Mexny BpeMeHeM Ha cepBepe QUIK u Ha IaHHBX, TPAHCIMPYEMBIX
nHTepdericoM, B UHacax

10.B cekummn [mail] namennTe cnegyowme napameTpbl 4octyna kK SMTP-cepBepy:

Server=smtp.quik.ru ; VMma wnam IP-ampec SMTP-cepBepa

Port=25000 ; IlopT SMTP-cepBepa. 3HaueHME IO yMOJUAHMIO: «25%».
User=test user ; VMg noJsip3oBaTeNd OJia ayTeHTubmxkauum Ha SMTP-ceprBepe
Password=secret ; I[aposp nosp30BaTEeNd OJia ayTeHTuOukauuy Ha SMTP-cepsBepe. IllapoJib

He IOJDKeH HAUMHATLCS C CUMBOJIOB «$» U «#». Ilaposb MoxeT OBITH
FromAddress ; AQgpec 3JIEKTPOHHOM IOUTH, C KOTOPOT'O OTIPAaBJAKTCH NMCbMa cepsepa QUIK

(HaanMep: ﬂByX@aKTOpHaH ayTeHTM(bMKaLU/IFI, BOCCTaHOBJIEHME I1apoJid, 3al'py3Ka JIMMUTOB

n Opyrue)

11.B cekuuu [limits_module] HacTpoinTe napameTpbl:

Ansa paccCbliku 3ﬂeKTp0HHOM Nno4Thbl.

loadlimits mail to=testl@post.ru ; Ampeca mnoJjydaTejielt COOOUEHMN UYepes 3anaTyio
sign settings file=.\gloadlimitx.ini ; [yTs k danny C HacTpowkamu [IpoTpaMMel
I0JIS YCTAHOBKM HO3UUMY KIMeHTOB QLoadLimitsX njsa Barpy3xmu cepBepoM QUIK

nomnucaHHoro JUIl daiia JIUMMUTOB

calclimit_old_stoporders - npusHak 610KMPOBKN CpeaCTB Noj CToMN-3asaBKu
npeabliaywmnx aHen. BoaMoXHbIe 3HaUYeHus:

«0» (no ymon4yaHuio) — He 6s10KMpoBaTb CPeACTBa;
«1» — 6bnokupoBaTb CpeacTBa.

Mpumep:

calclimit old stoporders=0

Hactpoiika He AoJ/1)XHa UCNO0JIb30BaTbCA COBMECTHO C HaCTPOMKOM
«He 6nokmnpoBaTb cpeAcTBa ANA CTON-3aABOK NO knaccam» bnbnnorekn pacuera
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nAMMnTOB (ONMCaHMe HaACTpPoWkM cM. B PykoBoacTBe No agMUHUCTPUPOBAHUIO
«HacTpoiikn bubnnorekm pacuera JIMMUTOB> ).

12.B cekuuu [trans_module] HacTpoliTe napaMeTpbi:

Change_wrong_single_clientcode - anropntm 3ameHbl Koga K/IMEHTa Npyv HaAU4YUn
€ANHCTBEHHOIO AENCTBYIOLWEro Koga KaneHTa y nonb3oBatens. Bo3MoXHble 3HaueHns:

«0» — TpaH3aKUMs OTBEpPraeTcs C AMAarHOCTUKON «HeBepHbIi KoA KMeHTa», ecnu
yKasaH KoA K/MeHTa, He CoBMajaloLnii C npaBaMu nonb3oBaTtens (y KavMeHTa
yKasaH TO/IbKO OAMH KO, HE COBMNaAawlUnii C NnpaBaMu, NGO Yy KIMEHTA YKa3aHbl
[lBa KoAa, Mo OAHOMY M3 KOTOPbIX KOHUYM/ICA CPOK JJOBEPEHHOCTM, U B NOAABaeEMOW
TpaH3aKUWM yKasaH Ko/ K/MEHTa, He COBMNajatoLmii ¢ npaBaMmn);

«1» (N0 yMo/YaHUIo) — TpaH3aKLUMsa He OTBepraeTcs.

Mpumep:

change wrong single clientcode=1

trans_handling_privileged_users - cnncok nonb3oBatenen, TpaH3akunm KOoTOpbIX
obpabaTbiBaloTCA CEpBEPOM BHE 3aBUCMMOCTU OT TOro, Ha KakoM aTane o6paboTku
HaxoAaATCs npeablaylime TpaH3akumMy 3Toro nosib3oBaTesns.

HacTpoiika npuMeHsieTcs nocne coxpaHeHun daisia HacTpoek 1 He Tpebyert

nepesarpy3ku cepsepa.

dopmaT UcnonbL30BaHUSA:

trans _handling privileged users=<cmmcok UID udepes 3anaTywn>

Mpumep:

trans_handling privileged users=100,200,300

13.B cekunmn [data_module] HacTponTe napaMeTpbl:

inactive_stops_lifetime - makcMmManbHO BO3MOXHOE BpeMs B AHAX OT NocneaHen
aKTMBaUWUU CTOM-3a89BKU, NO UCTEYEHUN KOTOPOIro CTOM-3asiBKa CHMUMaeTCHA. 3HaueHuns
oT 1 A0 13 NpnBOAATCS K MUHUMasibHO BO3MOXHOMY 3HayeHuo — 14.

«0» — HacTpoMKa BbIKJIIOYEHA;

«14» (No yMONYaHMIO) — MMHUMasIbHO BO3MOXHOE KOJIMYECTBO AHEN (HacTpoika
BK/ItOUEHA).

Mpumep:
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inactive stops lifetime=14

news_days_keep - npoaonkuTenbHOCTb XpaHEHMS HOBOCTEN Ha cepBepe (B AHAX).
Mpun 3anycke cepBepa, HOBOCTU, CPOK XPaHEHMSI KOTOPbIX MPEBbILWAET YKa3zaHHoe

B MapaMeTpe 3HauyeHue, yaanaoTcs U3 XpaHunuwa. 3HadeHMe Nno YMONUYaHUIo: «2».
Ecnv B AaHHOW CeKLMM BKJIHOUEHbl HacTpoku 3aMmeHbl (firm_substitute=1,
client_codes_substitute=1), a ¢dainbl codes.ini unum firms.ini nycroie nan
OTCYTCTBYIOT, paboTa cepBepa 3aBeplLuaeTcs C olWnbKou:

MpununHa ownbkM AnarHocrtuka

OTtcyTtcTBYyeT hain 3ameH codes.ini Configuration file «nyTb-k-codes.ini» not found
OTcyTtcTBYET haiin 3ameH firms.ini Configuration file «nyTb-k-firms.ini» not found
MycTon daiin 3ameH codes.ini Configuration file «nyTb-k-codes.ini» is empty
MycTon dann 3ameH firms.ini Configuration file «nyTb-k-firms.ini» is empty

generate_holiday_stop_trans - reHepauuns onmcaHmsa TpaH3aKUMK CTOM-3asiBOK
A1 KNnaccos, NoAy4YeHHbIX cepeepoM oT HolidayTWw.

«0» (N0 yMO/A4YaHMIO) — HAaCTPOWMKa BbIK/IOYEHA;

«1» — HacTpoMKa BKJ/IlOYEHA.

14.B cekuuu [Position] 3agaeTtcsa cooTBeTCTBME Mexay anvacom dupmbel (NCEBAOHUMOM,

NMCNONb3YyEMbIM A1 3aMeHbl koga hupMbl Ha Ntoboii gpyroi aAns obbeanHEHNS HECKOMbKUX
dVpM B O4HY B paMKax €4AMHOWN AEHEXHOW no3mumnmn) ns Toproeoro nHtepdenca n Koaom
dupmbl cepeepa QUIK ¢ HacTpoeHHOM eanHon aeHexHon nosuuuen (EQM). HacTporka
aKTyanbHa, ecnn koA upMmbl Toprosoro nHtepdenca n ko EAM-bupmel coBnagatoT. Annac
yKasblBaeTcsa ToprosbiM MHTEPHENCOM MpU TPAHCAAUNK AAHHbBIX N0 PbOYEPCHbIM
orpaHuyeHmnsM n nosvumam EAM-dupmbl. Mcnonb3oBaHWe anvaca onpeaensiet, ANs Kakoro
BWAa cyeTa npegHasHa4deHbl AaHHble N3 TOpProeoro nHtepdeiica.

dopmar:

<ammac ENN-oupmMer u3 Toproeoro uHTepdenca>=<kon EIII-¢upMEl cepBepa QUIK>

Mpumep:

UNIFIED FIRM=NC0038900000
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AononHuTenbHasa HacTpoika asuaca Takxe Tpebyercs B cekuumn [Position]
Toproeoro nHrepdeica. [isimHa asnmaca He 4OJ/>KHa nNpeBbiwaTtb 12 cMMBONOB.

15.Ecnu HacTpoeHa pennukauus, To B cekuun [data_pipe_module] HacTpoiiTe
BXOAALLYO/NUCXOAALLYIO peniukaumio AaTbl/BpeEMEHN NOCAeaHEro 10rMHa ¢ NOMOLLbIO
HaCTpoeK:

disable_last_login_replication_in - npuHnmaTb / He npuHUMaTb MHGOPpMaLUIO

0 AaTe/BpeMEHU NOCNeAHEro JI0rmHa oT pernsimkaTtopa. 3HadeHune Nno yMonyaHuio: «0»
(npuHUMaTL).

disable_last_login_replication_out - nocbinats / He nocbinaTb MHGOPMaLMo
0 paTe/BpeMeHn nocaenHero forvHa B pensinkatop. 3HayeHue no yMmonyaHuto: «0»
(nocbinaTsb).

16.Ecnun ncnonb3yeTtcs BHeEWHWMN Moaynb opMnpoBaHMs KpOCC-KYpPCOB, TO CeEpBEP OTKJIOHSET
noakntoveHns apyrmx NMHtepdencos 4o coeanHeHmsa ¢ 3TuM Moaynem. YTobbl OTKAIOUYNTD
OaHHbIN pexuM, B cekummn [data_pipe_module] ncnonbayercs HacTponka:
WaitforCrossrate — pexuMm oXxunaaHust KpocC-KypCcoB. BO3MOXHbIe 3HaUYEHUS:

«0» — OTKOUNUTb PEXUM.
«1» (N0 YMOAYaHMIO) — BKIOUUTb PEXUM.

Korpa cepBep ucnosib3yeT BCTPOEHHbI Moaynb (b OpMUMPOBaHUA KPOCC-KYpPCOB,
3Ha4YeHMe HaCTPOMKMN UrHOPUPYeETCA.

B HacTpoitkax cepBuca Q2Q knacc CROSSRATE pon)eH 6biTb BbiAeNeH B CEKLUI0
OTAENbHOro cCOeAAMHEHUA ANA KOpPpPeKTHOW paboTthl slave-cepBepa.
Mpumep:

[pt connect crossrate]
connection transport=tcp
server ip address=127.0.0.1
port=17103

check tmo=150
Classes=|CROSSRATE |

17.BbiNoIHMUTE HACcTPOKMKY ABYXMaKTOPHOW ayTeHTUdUKALMN B COOTBETCTBUM C M. 2 VIHCTpyKLUMMK
Nno HacTponke aByxdakTopHOM ayTeHTUdMKkaunm QUIK.

18.BbINo0AHUTE HAaCTPOWKY 3anpeTa BBoAA ANUTENbHbIX 3asiBOK, YTobbl 3anpeLwaTb WM paspewaTb
Nnonb30BaTeNt0 BBOAUTbL B TOProBYH CUCTEMY 3asiBKM CO CPOKOM feicTBust «[o aatbl» / «[o
OTMEHbI».

B cekumnn [gtc-orders] 3aganTe cnegytowme napameTphbl:
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markets - cnncok PbIHKOB B MPON3BOJ/IbHOM NOpAAKE YEPE3 3aNATYHO.

MNapameTpbl BuAa <PbIHOK>_classes - kfacchl pblHKa, KOTOpPbI yKasaH
B HAaMMEHOBaHMM NapaMeTpa, B /1lo60M nopsaake yepes 3ansaTylo.

MapameTpbl Buga <PbiHOK>_expiration_mark_field - HanmeHoBaHue nons
NMpU3HakKa aKCnupauum ans pbiHKa.

MapameTpbl Buga <PbiHOK>_expiration_date_field - HanmeHoBaHne nons gatol
3KCNnpaumun ans pblHKa.

nyCTOﬁ CMNCOK PbIHKOB MUJIN KJ1aCCOB B 3TUX PblHKaX O3Ha4YaeT, 4YTO 3anpeTt BBoAa
AJINTEJIbHbIX 3aABOK OTKJ/THOYEH.

B cekumu [calc-limits] B napameTtpe max_days_to_expire_order 3analite
MaKCHMMaJibHbIA CPOK AENCTBUS OSINTENbHbIX 3a89BOK B AHAX, KOTOpbIM 6yaeTt
,CleVICTBOBaTb Ha BCE K/1aCCbl MHCTPYMEHTOB, NEPEYNC/IEHHbIE B NapaMeTpax Buaa
<PblHOK>_classes. Mogaya 3as9BKK, CPOK AEACTBUSA KOTOPOI NpeBbILaeT
orpaHunyeHne max_days_to_expire_order, npepBercs C OWNOKOMN.

Hanpumep:

[calc_limits]

max days to expire order=<umucio>

[gtc-orders]

markets=MARKET1, MARKET2

MARKET1 classes=XXXXX, NNNNN

MARKETZ2 classes=YYYYY, MMMMM

MARKET1 expiration mark field=UseExpDate
MARKET1 expiration date field=ExpDate
MARKET2 expiration mark field=IMMCANCEL
MARKET2 expiration date field=EXPIRYDATE

Ecnu B nporpamMme QUIK Administrator B HacTpoiikax nosib3oBaTensl YyCTAHOBJIEH
dnarkok «3anaBku ‘10 oTMeHbI’>», 3HaueHne napamertpa max_days_to_expire_order
He NOoBJ/IMSIET Ha CPOK AEUCTBUSA 3aABKM.

Ecnu B cepBepe 3HaueHMe HacTpoiku max_days_to_expire_order ykasaHo
6onblue, yeM orpaHuYeHus, 3aaaHHble B Moayne/nHtepdgeiice (HanpuMmep, Moaynb
anropMTtMmMueckon Toproenm, Toproebii MHTepgeinc CpouHOro pbiHka MockoBCcKOM
Bup>xn), To Moaynb/nNHTEP(hENC OTKIOHUT ee.
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19.B cekunm [behavior] MoXxHO 3agaTb rMNepccbiIKy, KoTopas oTobpaxaeTtcss B Pabouem mecTte

QUIK B Tabnuue «MHdopmaumsa 06 MHCTpyMeHTe», ANna nepexoaa Ha CanuT € NnoapobHbIM
OMUCAHNEM UHCTPYMEHTA:

_ security.hyperlink - 3apaeT popmaTt runepccbinkun. na co3aaHnus yHUKanbHON
rMNepCCbINKN ANS KaXXAoro CTPyYMEeHTa MOryT MUCMoJ1b30BaTbCS METAaCUMBOJIbI.

_ security.show_hyperlinks - 3agaeT npuaHak, YTo rMNEpPCCbISIKA Ha onMcaHmne
MHCTPYMeHTa oTobpaxaetcsa B Pabouem mecte QUIK B Tabnuue «MHpopmaumnsa ob
WHCTpYMeHTe». BO3MOXHble 3HaYeHUs:

«0» (no ymonuaHuio) — He oTobpaxaeTtcs B Pabouem mecte QUIK.
«1» — oTobpaxaetcs B Pabouem mMecte QUIK.

Mpumep:

[behavior]

security.hyperlink=https://www.moex.com/ru/issue.aspx?code=<SECCODE>

security.show hyperlinks=1

20.B cekuun [trade_date] 3apgatoTca cneayrowme napameTpbl:

_ ClearingTime - BpeMs cMeHbl ceccmmn Ha cepBepe QUIK B dpopmate <HYMMCC>. I10T
MOMEHT BpPEMEHU A0J/IKeH BbiNaaaTb Ha nepuos, koraa cepsep QUIK ocTtaHoBneH.
3Ha4veHune no ymonyanumio: «000000».

_ no_weekend - npusHak pabotbl cepBepa QUIK B pexunme «6e3 BbIXoaHbIX» (cy660Ta
N BOCKPECEHbE CUMTAIOTCS PaboymMmn AHAMMK). BO3MOXKHbIE 3HAUYEHUS:

_ «0» (no ymonuanuio) — pexxum paboTtbl cepsepa QUIK onpenensierca ctaHAapTHbIM
KaneHgapem pabounx (6yaHn) n Hepaboumnx (BbIXOAHbIE) AHEN;

_ «1» - cepBep QUIK paboTaeT B pexunme «b6e3 BbIXOOHbIX».

®daunn trade_dates.ini

Otkporite daiin trade_dates.ini B katanore <quik_dir>\server\ v oTpegaktnpymnte ero.

B cekunn [trade_date] 3aparoTcs AaTbl-UCKAOYEHNS AN KaneHAaps TOProBbiX U HETOProBbIX
AHen, ncnonbdyemoro Ha cepsepe QUIK. Mo ymonuaHuio Cepsep QUIK cuuTaeT TOprosbiMn AHU
C noHeAenbHMKa No NATHULY BKIKYUTENLHO, @ cy660Ty M BOCKpeceHbe — HETOProBbIMU. [JeHb

CYMTaETCa TOProBbIiM, €C/IN B 3TOT A€Hb Ha AaHHOM cepBepe QUIK npoxoaaTt Topru Ha noboi
N3 TOProBbIX MOLWaAoK:

Ecnn B 6ygHuii AeHb 3ansiaHUpoBaHbl TOPrM XoTsa 6bl HA 04HOWM NNoWwaaKe U3 AO0CTYMNHbIX
Ha cepBepe QUIK, 1O 3Ty gaTty He HyxHOo aobaBnaTb B cekumio [trade_date].

Ecnv B 6yaHU AeHb TOPru He 3anaaHMpoBaHbl HXM Ha O4HOM M3 MOLWAAO0K, TO HY>XHO A06aBUTb
3Ty AaTy c npmusHakoM holiday B cekuuto [trade_date].

Ecnu B BbIXOAHOM AE€Hb 3anjlaHMPOBaHbl TOPrM XoTs 6bl Ha 0A4HOWM MoWaAKe M3 OOCTYMHbIX
Ha cepBepe QUIK, To Hy>HO A06aBUTb 3Ty AaTy € nNpm3Hakom workday B cekuuto [trade_date].
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[aTbl-UCKTI0YEHNS U3 CTaHAAPTHOrO KasieHaaps, B COOTBETCTBMM C KOTOpbIM cepBep QUIK
3anyckaeTcsl B pexunme pabodero nnm Hepaboudero gHsa, B popmMaTe:

<ITTTMMOIO>=holiday
<I'TTTMMIIO>=workday

loe:
holiday — Hepabouunit geHb;
_ workday - pabouuit geHb.
MpuMep 3anN0ONHEHUS CEKLMN CM. B

Mpwu 3anycke cepBepa QUIK c kjto4uoM (7017 3Ha4YeHMA ceKumm
MMEIT MEeHbLUUI NPUOPUTET.

®dann settlement_dates.ini
OtkponTte dann settlement_dates.ini B katanore <quik_dir>\server\ n oTpegaktnpymnTe ero.

B cekuunu [settlement_date] 3agatoTca gaTbl-UCKOUEHNA ANS KaneHaaps pacyeTHbIX

N Hepac4yeTHbIX AHel, UCNOSIb3YEMOro Ha OCHOBHOM TOProsBomn niowaake. Mo ymonyanuio Cepsep
QUIK cumTaeT pacyeTHbIMU AHWU C NOHEeAEesNIbHUKA MO NATHULY BK/IOUYUTENBHO, a cy660Ty

N BOCKpeCeHbe — Hepac4YeTHbIMU.

Ecnu Ha ocHOBHOM TOpProBom niowaake 6yaHnn AeHb CUNTAETCS HEPACUYETHbIM, TO €ro HY>XHO
nobasntb B cekumio [settlement_date] ¢ npusHakom holiday, a ecnu BbIXOAHOW AEHb cuMTaeTCs
pPaCUYeTHbIM, TO €ro HYy>XHO A406aBUTb C Npu3HakoM workday.

[encTBmne onncaHHbIX AaT-UCKIIOYEHMUA paCcCnpOCTPaHAETCa Ha BCE PeXMMbl TOProB, HO UMeeT
MEHbLLUWUA NMPUOPUTET, YEM KaneHaapwu, 3ajaBaeMble yepes nporpamMmy QUIK Administrator. Ecnn
haTa 3afaHa B cekuumn [settlement_date] kak BbixogHOW, a B KaneHgape nporpaMmMmbl QUIK
Administrator kak pabouunii geHb, TO OHa 6yaeT cumTaTbCsd paboynm gHeM.

Hanunuune/oTcyTCcTBME BbIXOAHbLIX NPUBOAUT K CABUTY AaTbl pacHeTOB, YTO Bblpa)kaeTcs
B YBENMYEHUU/YMEHbLUEHUN KanleHAapHbIX AHEN MeXAy 3aK/Il4YeHneM CAeIKM U pacyeToM npu
BbINOIHEHUM ONepauni C KoAaMn pacyeToB, OTAINYHbIMK OT TO, Hanpumep, T1, T2.

3anonHeHune cekuun [settlement_date] Bnunser Ha:

KoppeKTHOCTb yyeTa ob6beMa KOMUCCUNK;

OnpepeneHne LENOYKM TUMUTOB, HA KOTOPYIO pacnpoCTpaHatoTcs 610KMpoBKa, HaYNCAeHns
W cnmncaHus;

OnpegeneHne nocneaHero Buaa NMMMTOB B LIEMOYKE JIMMUTOB ornepaumu Ans oT4eToB/caenok
Ha UCNO/IHEHME BTOpOM YacTtu PEMNO;

Pacuet cpoka PEMNO no 6e3agpecHbiM 1 agpecHbiM pexunmam PEMO mn PEMNO c LK;
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YueTt HKJ npu pacyete 6nokmpyemoro obbema 3asaBkun Ha nmmutax ana PEMNO-M u PEMO c UK;
PacueT KOMWCCMKN TOProBOWM CUCTEMbI MO MOCTABOYHbIM CBOMAM Ha BasIlOTHOM pPbIHKE, KOTOpPbIN
onpegenseT gaTy Hadana nepsoi yactu PEMO;

OnpeneneHune cpoka xu3Hu GTD/GTC-3asBoK B TOM yncne OMS-3a8B0OK, B paMKaxX KOTOpPOro
pacCuyMTbIBAaE€TCA MaKCMManbHbIn 06beM 3as1BKM C YY4ETOM ANHAMUYECKM HacTpoeHHoro HK/

N HOMWHana obnnraumm, 4To BANAET Ha 06beM 3abnoOKMPOBaHHbIX CPEACTB.

dopmaT cekuunmn:

<ITTTMMII>=holiday
<ITTTMMIIO>=workday

lpe:

holiday — HepacuyeTHbIli AeHb;
workday - pacyeTHbIW AeHb.

Mpumepbl ana cekuun [trade_date] n [settlement_date]:

Mpumep 1

Ha cepBepe aBa VMHTepdeica: kK ®DoHAOBOMY pbIHKY MOCKOBCKOW BUPXU U PbIHKY
MHOCTpPaHHbIX LeHHbIX 6yMmar CMNb bupxun. 4 Hosbps 2022 roga — npasAHWUYHbINA OEHb,
KOTOpbIN ABNsSieTCa HepacyeTHbIM Ha POHA0BOM pbiHKE MOCKOBCKOM BUPXU, HO TOProBbIM
Ha pblHKE MHOCTPaHHbIX UeHHbIX 6ymar CIb Bupxu.

Hy>XHO 3af4aTb cnegylowme HaCTpOMKHK:

[settlement date]
20221104=holiday

Mpumep 2
Ha cepBepe oanH NHTepdenc — k PoHAOBOMY pbiHKY MOCKOBCKOMN 6MpXKN.

4 Hos6ps 2022 roga — npa3gHUYHbLIA AEeHb, KOTOPbI SBNSIETCA HEpACYETHbIM Ha OOHO0BOM
pblHKe MockoBckon 6upxun. Takmm 06pa3oM, Ha cepBepe HET HM OAHOro pexuMa Topros,
B KOTOpOM 6yayT NpOXoAnTb TOPru B 3TOT AEHb.

Hy>XHO 3ag4aTb cnegylowme HaCTPONKN:

[settlement date]
20221104=holiday
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[trade date]
20221104=holiday

Mpumep 3

Ha cepBepe oanH NHTepdenc — k DoHAOBOMY pbiHKY MockoBckon 6upxu. 5 mapta 2022
rona (cy66oTa) — TOproBbIt U paCUYETHbIN AEHD.

Hy>XHO 3agaTb cneaytowmne HaCTPONKM:

[settlement date]
20220305=workday

[trade date]
20220305=workday

2.5.3 Hacrtpoiika guctpmbytuBa ana nonb3oBartenen

KaTtanor <inst_dir>/front cogepXuT akTyanbHblh auctpnbytmse Pabouero mecrta QUIK

W rnpefHasHayeH s pacrnpocTpaHeHns KianeHTaMm. MNpu noaknoyeHUn rnonb3oBaTens K cepeepy
BbIMOJIHAETCS CpaBHeHMe Bepcmmn Pabouero mecta QUIK nonb3oBaTens c Bepcuen, kotopas
XPaHUTCS B ANPEKTOPUN C aKTyanbHbIM AncTpubytneom Pabouvero mecta QUIK. Ecnu Bepcuu

He coBMnagatoT, TO NoJsib30BaTENO NpeasiaraeTca obHoBneHue.

CkonupynTte cogepxumoe katanora <inst_dir>/front B aupekTopuio, Kotopas npeaHasHayeHa ans
XpaHeHus anctpnbytnea Pabouero Mmecta QUIK.

CepBep Mo yMOSTYa@HMIO UCMOMb3YET B KayecTBe AMPEKTOpUM C ANCTpMbyTMBOM Pabouyero mecta
QUIK:

<quik_dir>/server/areas/frontend/x64/release — ansa Pabouero mecta QUIK Bepcumn 8.0.0
U Bbllle;

<quik_dir>/server/areas/frontend/release - ansa Paboyero mecta QUIK Bepcumn Huxe,
uem 8.0.0.

PacnonoxeHne gupektopun ¢ anctpnbytueom Paboudero mecta QUIK MoxeT 6bITb NnepeonpeneneHo
HacTpolikol frontend B cekuuu [areas] kKoHpUrypaumoHHoro danna cepsepa QUIK quik.ini.

B HacTpolike yKa3blBaeTCs TOJIbKO NyTb A0 06WEeNn AMPEeKTOpUn, B KOTOPOI XpaHSATCs oba
anctpmbyTtmea. 3HaveHMe no ymondaHuio: «frontend=areas/frontend».

Mpumep:

[areas]

frontend=clientfront
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B paHHOM npuMepe auctpmnbytmns Paboydero mecta QUIK XpaHuTcs B cneayowmx ANpeKTopusaX:

<quik_dir>/server/clientfront/x64/release — nna Pabouero mecta QUIK Bepcun 8.0.0 u BblLLE;
<quik_dir>/server/clientfront/release — ansa Pabouero mecta QUIK Bepcun Huxe, yem 8.0.0.

2.5.4 Hacrtpoika npokcu ANnf NoAKIIOYEHUN noJsib3oBaTesien

CepBep nogaep>xunsaeT npotokost HAProxy sepcum 1 npu o6paboTke nonb3oBaTebCKUX
noaka4YeHui. NMpu HacTpomke NpoKcm HeobxoaMMO yKasaTb NOPT CeEpBepa, KOTOPbIA NponMcaH
B cekummn [usend_module].

2.5.5 Hacrtpoiika 6no4yHoro wmncdpoBaHus

OTkponTe ansa pegaktuposaHus gann B katanore <quik_dir>\server\quik.ini n B cekunmn
[usend_module] HacTponTe cneaylowme napameTpsbl:

enable_block_crypt - npusHak ncnonbzosaHns 6104HOro wndposaHus. Bo3MoxHble
3HaYeHus:

«0» (no ymonyaHutio) — 6104HOE WNdpoBaHNE HE NCNOoNb3yeTcs;

«1» - nucnonb3lyeTcs.

block_crypt_size - pa3smep 6noka wndposaHusl. BoaMmoxHble 3HaveHus: ot 100 go 8192
(BKNHOUNTENBHO). 3HAYEHME MO YMONMYaHUo: «1024».

2.5.6 Hactpoiika aCMHXPOHHOro ucnosib3oBaHna bubnuorekn pacuera AIMMUTOB

Mpn Heo6X0ANMOCTU HACTPOMUKM NapannesibHOro NposBeAeHna npe-Tpena U nocr-
Tpeia KOHTPONS onepauuii No pa3HbiM 3asiBKaM peKoMeHAyeTcs o6paTuTbcsa
3a AONOJIHUTENIbHbIMU UMHCTPYKUMAMU B Cnyx6y TexHuueckoin noaaeprkkm QUIK:

®unpMbl, 4N KOTOPbIX NMPUMEHSIETCS CTPATErns aCUHXPOHHOIO UCMONb30BaHUs bubnunorteku
pacueTta IMMUTOB, nepeuyncnsaTca B danne <quik_dir>\server\quik.ini B cekuunn [dealer-library-
async]. Hanpumep:

[dealer-library-async]
NC0038900000
SPBFUT389

B cekumun [behavior] HacTpanBatoTCcs cneaytowme napaMeTpbl:
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numberofexecutors - obuiee konnuecTBo ovepeaen napannenbHon o6paboTkm anropuTMoB
Bubnunotekn pacueTta TMMUTOB A/ BCeX HDUPM, KOTOpble UCMONb3YOT Bnubnmoteky pacuyeta
JIMMUTOB aCUHXPOHHO.

deallib.temppath - nyTb kK gupekTopun o1 BpeMEeHHOro XxpaHeHus sk3emnnspos DLL

ana bnubnuotekn pacyeta TMMUTOB.

Mpumep:

[behavior]
deallib.temppath=.\temp

numberofexecutors=3

2.5.7 WcknouyeHusa ana aHtusupycHoro Nno

B naHHOM paszpene nepeuncnensl pannel n katanorm cepeepa QUIK, koTopble Heobxoanmo
NCKJTIOUYNTb N3 NPOBEPKN @aHTUBUPYCHLIM MO, Tak Kak OHM UCMONb3YyTCs Npu paboTe cepeepa.

Nckniovaemble annbl 1 Katanoru:

1. Katanor c cepsepom QUIK.
2. KaTtanoru v gainbl, yKkaszaHHble B HacTpolkax cepsepa B danne quik.ini:

nyTn K noram n gainam c pacwmpeHuem .ik, 3agaBaembie B cekumn [Files]
B napametpax LogFilesFolderName » DataFilesFolderName, Hanpumep:

LogFilesFolderName=.\1logs
DataFilesFolderName=.\data

nyTn Kk painam 3amMeH, 3agaBaemMble B cekummn [data_module] B napameTpax
firm_substitute_file u client_codes_substitute_file, Hanpumep:

firm substitute file=.\firms.ini

client codes substitute file=.\codes.ini

nyTW K apxuBaMm, 3aaBaemMble B cekumm [archive_module] B napameTtpax ttp_dir
n minutes_dir, Hanpumep:

ttp_dir=.\archive\minutes_ ttp

minutes dir=.\archive\minutes

NyTb K HAaCTPOMKaM KpOCC-KYpCOB, 3aAaBaeMbil B cekummn [cur_module] B napameTpe
class_cfg, HanpumMep:
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class_cfg=crossrate.ini

NyTb K HACTpoOlKaM KpunTornpoBanaepa, 3agaBaembin B cekumn [usend_module]
B napameTtpe crypto_provider_ini_file, Hanpumep:

crypto_provider ini file=.\openssl pr.ini

nyTv K wabnoHaM, 3agaBaembie B cekummn [quik_auth] B napameTtpax
TemplateRuRetrievingNotSupportedFileName
n TemplateRuUnknownErrorFileName, Hanpumep:

TemplateRuRetrievingNotSupportedFileName=templates\ru\retrievingnotsupported

TemplateRuUnknownErrorFileName=templates\ru\unknownerror

3. Katanoru c HacTpoikaMu KpunTtonpoBanaepos B daine qrypto.cfg, 3agaBaembie B napaMmeTpe
IniFile, Hanpumep:

IniFile=openssl pr.ini

B ucksroueHnsa Heo6xoaMMo A06aBUTb ceTeBble NOPTbl, YKa3aHHble B HACTPOMKaxX
cepBepa u cepBepoB goctyna B danne quik.ini B napamerpe port.

2.5.8 HaCTpOﬁKa TEKCTa yBeaAOMJieHusA 06 ncreueHmn CpPOKa aAencreuma AOBEpPEHHOCTH

YT06bl HACTPOUTL TEKCT OTMNpPaBASEMbIX YBEAOMNEHUIA O CKOPOM UCTEYEHUN CPOKa AENCTBUSA
[OBEPEeHHOCTM NOAK/YaeMoro nosb3oBaTens, 3aganTte B qrypto.cfg cneayrowme HacTponku:

B cekuumu [register] ykaxmTte KOAMYECTBO AHEN A0 UCTEUYEHUs CpoKa AeNCTBUA LOBEPEHHOCTH,
3a KOTOPOE Mob30BaTeNto HAYHYT NPUXOAUTL EXeAHEBHbIE YBeAOMAEHUS (MpU KaxXaoM
NOAKOYEHNN). 3HAYEHME MO YMONYAHUIO: «3».

Mpumep:

[register]

license warning days=4

B cekumu [auth] ykakute TekcToBble onmcaHmsa cooblieHnin. KntoyoMm BeicTynaeT wabsioHHas
CTpoOKa Buaa:
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lic _exp <d> day <lang>

loe:

<d> - KOAMYEeCTBO AHEN A0 UCTeYeHUs [OBEepeHHOCTU. MoXeT NpuHMUMaTb 3Ha4YeHUs

«1», «2», «3», «..» U TaKk pganee;

lic_exp_today_<lang> — COOTBETCTBYET TEKYLIEMY AHIO;

N — BCEM OCTaJ/iIbHbIM AHAM,

<Iang> — KOA A3blKa pa6oqero MecTa. Bo3MOXHble 3Ha4yeHus:

«25» — pycckuit;

«9» — aHIMUNCKUNA.

LWiabnoHHasa cTpoka lic_exp_today_<lang> ncnonb3yeTtca Ans yCTaHOBKM TEKCTOBOIO OMMCaHUs,

Koraa CpokK AOBEPEHHOCTU ANA KIIMEHTa NCTEKAET CerogHs.

LLlabnoHHas cTpoka lic_exp_n_days_<lang> ncnonb3yeTrcsa Ans yCTaHOBKM TEKCTOBOIO ONMMCaHUS

no yMoJZ14aHWIO.

Mpumep:

[auth]

lic exp n days 25=CkOpO 3aKOHUMTCA CPOK IOBEPEHHOCTM

lic exp 1 day 25=0Ocranca omuH OEHb HO MCTEUEHMSHA CPOKa IOBEPEHHOCTU

lic _exp today 25=Cpox IOBEPEHHOCTM MCTEKAaeT CeTOIHA

TekcToBOE onncaHue nogaepxupaeT naeHTudukaTopbl popmaTta, KOTOpPOe no3BongeT
B COO6LLUEHNM BCTaBASATb HA UX MECTO AaTy NpeKpalleHns AoBepeHHOCTU. MNoaaepxuneatoTcs
cnepyowmve naeHTnduKaTopsbl:

<> - KOJIMYECTBO AHEN A0 UCTEeUEHUS CPOKa;
<d> - HoMep AHA B Mecsle, Korda UCTEKAET CPOK;
<m> — HOMEep Mecsala B rofy, Koraa UCTEKAET CPOK;

<y> - roj, Korga UCTeKaeT CpoK.

Mpumep:

[auth]

lic _exp n days 25=Cpok mOelCTBMA Ballel INOBEPEHHOCTM NpeKpallaeTca depes <> IHA
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Mpumep:

[auth]

lic exp n days 25=Cpok Bamel OOBEPEHHOCTM McTekKaeT <d>.<m>.<y>

2.5.9 PonnaupoBaHue no3mumm

CepBep QUIK MoxeT 6bITb 3anyLeH B peXnme poanmpoBaHms NO3NUNIA KIIMEHTOB MO AeHbram
N MHCTpyMeHTaM (pOoHAO0BbIN PbIHOK).

Mepen HaCTPOMKOM POSINTMPOBAHUSA NO3ULIMIA O6paTUTECh 3a AONOJIHUTE/IbHbIMMU
MHCTPYKUMAMK B Cny)x6y TexHunueckon noaaepxku QUIK:

Ons ponnvMpoBaHUs NO3ULMIA BbINOAHUTE HACTPOMKMU:

1. B danne quik.ini, KoTopbln HaxoaMTca B Katanore <quik_dir>\server\, HacTponTe cneaytouwime
napameTpbl.

B cekumun [data_module]:

rolling.rotation_depth - rnybuHa potaummn dannos c Nno3MuUnsaMun, KOTopble
HaxoaaTcsa B ampektopun Backup. Cepsep xpaHUT He 6onee yka3aHHOro B
HacTpomnke Konn4decTtsa ¢anaos 4Na KaXkgoro n3 TMnos no3munin No AeHbram u rno
WHCTpyMeHTaM. 1o AOCTUXEHUU MaKCMManbHOIMO 3HAYEHUSA HAaCTPOWKK CTapble
dannbl yaanawTca. 3Ha4YeHMe No YMONYAHUIO: «7>».

rolling.CPLimitTag - Tern yepes 3ansaTtyto, KoTopble ncnonb3dytTcsd Mogynem QUIK
REPO pns BeaeHust IMMUTOB Ha KOHTPAreHToB NpW posIMpoBaHUM NO3NLNIA

Nno AeHbraM. YUMThbiBAKOTCSA TObKO MO3ULIMK CO CPOKOM pacyeToB TO € yKa3aHHbIMU
Teramu. 3HavyeHue No yMOoYaHuo: «» (NycTo).

B cekumu [calc-limits]:

UnifiedLeverageOnClient - npu3Hak Mcnonb3oBaHUs €AMHOr0 pa3Mepa nsjeya

Ha BCEX MNO3MLMAX NO AeHbraM KNMeHTa, A7 KOTOPOro UCNOob3yeTcs CXeMa
Map>XWHaNbHOro KpeanToBaHUa «o gUCKOHTaM» unun «M+». YcTtaHoBUTe 3HaveHue
«1». 3HauyeHne No yMon4YaHuio: «0».

2. BbinonHuTe 3anyck cepBepa C KH4YoM
3. lNoaknounTte nHTEpdENc, KOTOPbIM BbIMOHUT aKTUBALMIO NO3ULKNIA NOCAEe POSSIMPOBAHMUS.

UHcdpopMmauma Nno nepeHeceHHbIM NO3MUMAM 06HOBNSIETCA TOJIbKO nocse
NoAK/MIOYEeHUS TOProBbixX MHTepdencos nnm MHpopmaumoHHoro nHrtepdenca
Holiday.
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2.6 Murpauumsa cepeepa ¢ Windows Ha Linux

Mpwn murpaumm MO ¢ OC Windows Ha OC Astra Linux HeobxoaMMo yunTbiBaTh cneaytouime

orpaHuyeHuns Linux-Bepcum no cpaBHeHuto ¢ Windows-Bepcuen:

OTcyTCcTBYET Noaaep Kka kpuntonpoBaaepa MP.
Onsa nepeHoca MO, paboTatowero Ha OC Windows, Ha komnbtoTep ¢ OC Astra Linux:

Bepcus MO, kotopas nepeHocutcs ¢ OC Windows, gomkHa 6biTb paBHa Bepcumn MO,
KoTopas byaeTt yctaHaBnmBaTbcs Ha OC Astra Linux.

MO Ha OC Astra Linux gonxHo ncnonb3osaTb B kavyectse CYB/ PostgreSQL.

MepeHoC A0MKEH OCYLLECTBNATLCA B CTPOro HETOProBOE BPEMS: MOC/E 3aBEpPLLEHUS
TOProB M OCTAHOBKM CEPBUCA, M [0 Hayana Topros, Nepes rnepsbIM 3aMyckoM cepBuca.

MNMepeHoC cepBMCa BbIMOMHAETCA B iBa 3Tana:

YcraHoBKka cepBuca Ha OC Astra Linux (mpou3BognTcs nosib3oBaTenem root);
MepeHoc koHburypaumm ¢ OC Windows (npomsBoamnTcs nonb3oBaTtenem root nnm arqasrv).

Onsa ycraHoBku MO Ha OC Astra Linux BbIMOSIHUTE Ceaylowmnin NopsaaoK 4ENCTBUN:

1.

YCTaHOBUTE Ha KOMMbIOTEP, HA KOTOpPOM 6yaeT pa6oTaTh CEPBUC, HEOH6XOAMMbIE NAKETbI
B COOTBETCTBMM C ONMMUCAHMEM B .

CkonupynTe dann install_server-xx.xx.xx.run B AUPEKTOPUIO, Ha onepaunn B KOTOPON y
TeKyLero nosb3oBaTensa eCcTb nNpasa, HanpuMmep, AoMawHuin katanor (/home/<user> nnn ~/).

BbinonHuTe KoMaHAy AobasrieHus NpaBa Ha BbINOJIHEHWE run-danny:

chmod +x install server-xxX.xXx.Xx.run

BbinonHWTE KOMaHAY YCTaHOBKWU CepBuca:

sudo ./install server-xx.xx.xxX.run -i

[Nns BbIMNOMHEHMA KOMaHAbl MOXET NoTpeboBaTbCs BBEAEHWE Naposis TEKYLEro Nosb3oBaTens.
B npouecce ncnonHeHus run-daiina BbINOHATCA Cneaylolune 4enNcTBUS:

B cny4yae oTCyTCTBUMSA CMCTEMHOrO Nosb3oBaTens arqasrv, oH 6yaeTt co3gaH c npaBamu
No YMOAYAHUIO N BK/IOYEH B OAHOUMEHHYI0 rpynny. OT UMEHU 3TOro nosib3oBaTens
bynet paboTtaTb yCTaHaBnuMBaeMblil cepBUC. B kauecTse agomMallHen anmpektopun byaer
ncnonb3oBaTbCa AMpekTopus /opt/arqgasrv.

B anpektopun /opt/argasrv/quik co3gaetca noaampekTopus ¢ uMeHeMm quik,
B KOoTOpYto 6yayT pacnakoBaHbl hannbl anctpnbyTtmuea ycraHasnmesaemoro 0.

Monb3oBaTenb arqasrv HazHayaeTcs BnajesbLeM Bcex (ainoB v NoaampeKkTopuii
B AMPEKTOPUN CepBUCa.
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B cucrteme ynpasneHus cnyxbamu systemd perncrpmpyeTcsa cepeBuc € uMeHeM quik
M 3anyCcKOM OT MMEeHM CMCTEMHOrO Nnosib3oBaTtens argasrv.

B avpekTopumn /etc/arqasrv co3gaetcsa dann c umeHeM quik ans dukcauunm
napaMeTpoB YCTaHOBKM CepBUca.

B AMpeKkTopumn cepBmuca reHepuUpyoTcs creayoumMe KoMaHaHble dalinbl:

g_start.sh - 3anyck cepBuca, B TOM Yncie C KtoYaMm 3anycka (BO3MOXHbIE KUK
3anycka cepBuca NepeymncieHbl B MyHKTe ). MpeaHasHayeH ANns BbIMO/HEHMUS
nosib3oBaTensiMM arqasrv u root;

g_stop.sh - octaHoBKka cepBuca. lNpegHasHadeH 415 BbINOJIHEHNSA MOb30BaTENSAMU
arqgasrv v root;

g_status.sh — BbIBOA MHMOpMaLMK O TEKYLLLEM COCTOSSHUK cepBuca. [peaHa3HaveH
ONS BbINOSIHEHMS NOSb30BaTeNs MU arqgasrv U root;

uninstall.sh — ynaneHue cepuca. lNpeaHa3HayeH A5 BbINOJIHEHUS MONb30BaTENEM
root;

postmigration.sh — BbINO/IHEHME AOMONHUTENBHbBIX ONepauMini NpyM MUrpauum.
MNpeanHasHayeH ANS BbIMNOAHEHUS NOfb30BaTENAMM arqasrv u root.

Mpu ycnewHon yCTaHOBKe cepBuca BbiBOAUTCA coobweHue: «Installation

of service “"quik” has been successfully completed>.

B cnyuyae BbiBOAA APYroii AMArHoCTUKMW, Noxkanyncra, o6parurtecb B Cny>k6y
TexHnuyeckou noaaep xkn QUIK: .

5. Ecnu ynpasfieHne yCTaHOBMIEHHbIM CEPBUCOM rnpeanosaaraeTcs BbIMOAHATb NOfib30BaTeNEM
arqgasrv, BblNnoNTHUTE cneayrwwune ODENCTBUS:

[ns npefoTBpalleHns BHECEHUS! MONb30BaTeNIEM arqasrv U3MEHeHU B CKpUNThI
yrNpaBfeHUs CEPBUCOM, Ha KOTOpble eMy ByAET BblAaHO paspeLleHne BbIMNOSIHEHUS OT
MMeHU root, caenamTe X HEM3MEHSIEMbIMU, BbIMOJIHUB Cneaytowme KoMaHabl:

chattr +i /opt/argasrv/quik/quik/qg_start.sh
chattr +i /opt/argasrv/quik/quik/q_stop.sh

BbligaliTe nonb3oBaTesnto argasrv npaBa Ha BblINOJIHEHNE CKPUMNTOB ynpaBieHns
CEepPBUCOM OT MMEHU root, BbINONHUB cieayluwme OENCTBUSA:

BbInosHWTE KOMaHAY:

sudo visudo

B oTKkpbiBWEMCS Vi-nogobHoM peanakTtope aobaBbTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/quik/g start.sh,
/opt/argasrv/quik/quik/gq_stop.sh
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OTa CTpoKa paspellaeT nosib30BaTesio arqasrv BbINOJHATb NepevyncrieHHble CKpUMThbl Ha
TEKYLLEM KOMMbIOTEPE OT UMEHU root.

Ona nepeHoca koHpurypauum ¢ OC Windows BbINMOSHUTE Crieayowmini NOpSAoK AENCTBUN:

1. CkonupynTte ns aupektopmm Windows-cepsuca B ANPEKTOPMUIO Linux-cepBuca
/opt/argasrv/quik/<srvname> cneaytowme dalinbl:

OcHoBHoOM harn HacTpoek: quik.ini;
O6wunin arn HacTpoek KpunTonpoeBanaepos: qrypto.cfg;
dannbl HacTpoek bnbnnotek pacueta numuTos: Katanor Dealer/;

®dannbl wabnoHoB-coobwerHnin 4na AByxXdakTOpHOM ayTeHTUudmKaumn: Katanor
Templates;

®daiin HacTpoeK KpoCC-KypcoB: crossrate.ini;

®daiin HacTpoek 3aMmeHbl pupM: areas/firms.ini;
®ann 3anpeweHHbIX K nogkntoveHunto UID: restu.cfg;
®dain HacTpoeK 3aMeHbl KOAOB KneHTa: codes.ini;

Opyrue dannbl HacTpoek .ini (B cny4dae Hanmumsa Takmx ¢ainnoB) C COXpaHEHMEM
MX pacnoslioXeHNA OTHOCUTENTIbHO ANPEKTOPUN YCTAHOBKW CEPBUCA,

®annbl knoden (.txk), katanorn ceptudmkaToB NpoBangepoB:

Kntoun secrserv.txk, pubring.txk — ans HacTponkn kpuntonposangepa qrypto32;
KaTanor certs — aong HacTtponkn kpuntonposanaepa OpenSSL_pr;
KaTtanor signalcom - gns HacTpomku KpuntonpoBaiaepa Signalcom_pr;

KaTtanor, cogepxawmnii apxmsbl rpadnkos (3HaueHMe No yMon4YaHuto: «minutes»),
€C/IN OHW XPaHATCS NOKasbHO, PSiAOM C CEPBEPOM.

2. lpuBeauTe nMMeHa CKOMMPOBaHHbLIX B Npeablaylem nyHkTe hannos v AUPEKTOPUNA K HUXKHEMY
perucTtpy. [lng 3Toro BoINOAHUTE B AUpeKkTopun /opt/argasrv/quik/<srvname> KoMaHAy:

sudo ./postmigration.sh

3. VI3MeHuTe HacTpOMKu B NepeHeceHHbIX dannax:

Bce ynoMmnHaHus anHammndecknx 6mbnumotek (.dll) Heob6xoanmo npeobpasosaTtb
B COOTBETCTBYIOLLEE HaUMeHoBaHme Ha Linux. [ns 3Toro K MMeHn HeobxoamnMo
nobasutb npedukc «lib», a paclwmpeHne 3aMeHNTb Ha .SO, HaNnpuMep:

module=dwdata.dll
3aMEeHNTEe Ha:

module=libdwdata.so
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Cnuncok cekumin parna quik.ini, B KOTOPbIX yKa3aHbl HAMMEHOBAHMS OMHAMUYECKUX
6nbnnotek, KoTopble HeobxoaMMo NpeobpaszoBaThb:

[data module]
module=dwdata.dll
3aMeHNUTe Ha:

module=1libdwdata.so

[conn module]
module=dwxs.dll
3aMeHN)Te Ha:

module=1libdwxs.so

[trans module]
module=dwtrans.dll
3aMeHNTe Ha:

module=libdwtrans.so

[auth module]
module=dwgx.dll
3aMEHUTE Ha:

module=1libdwgx.so

[limits module]
module=dwlimits.dll
3aMeHNTEe Ha:

module=libdwlimits.so

[usend module]
module=dwsend.dll
3aMeHNuTe Ha:

module=libdwsend.so

[ctl module]
module=dwwgctl.dll
3aMeHUTe Ha:

module=libdwwqgctl. so

[msg module]
module=dwgtalk.dll
3aMEeHNTE Ha:

module=libdwgtalk.so

[archive module]
module=dwarch.dll

3aMEeHUTE Ha:
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module=1libdwarch.so

[banner module]
module=dwbanner.dll
3aMeHN)Te Ha:

module=1libdwbanner.so

[data ip module]
module=dtwipsrv.dll
3aMEeHMTE Ha:

module=libdtwipsrv.so

[report module]
module=dwrep.dll
3aMeHNuTe Ha:

module=libdwrep.so

[data pipe module]
module=dtwsrv.dll
3aMEeHMTE Ha:

module=1libdtwsrv.so

[db module]
module=dbstubrc.dll
driver=quik db pg.dll
3aMeHMTEe Ha:
module=libdbstubrc.so

driver=libquik db pg.so

[cur module]
module=dwcurg.dll
3aMeHNTEe Ha:

module=libdwcurg.so

3aMeHUTe HaMMeHOBaHUSA AMHaMmnyecknx 6mbnuotek B panne grypto.cfg. Cekyuu,
B KOTOPbIX YKa3aHbl HAMMEHOBaHUS AMHAMUYECKNX BubnmoTtek:

[auth]
sign=secprov.dll
3aMEeHNTE Ha:

sign=libsecprov.so
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Ona HacTpoiku look He06X0AMMO HaTU yKa3aHHY CEKLMUI0, HanpuMep, ecnm
HacTpoeHa db_look:

[auth]
look=grypto.cfg,db look

[db_look]
use=dwgx.dll
3aMeHMTEe Ha:

use=libdwgx.so

B HacTpolikax kpuntonpoBangepos ¢arna qrypto.cfg nameHmte HaMMeHOBaHMS
AVHaMuyeckux 6ubnmotek n pernctp ganna HacTpoek (Npu HaJMuYMK NepedncsieHHbIX
cekuunm):

[openssl]
Module=openssl pr.dll
IniFile=openssl pr.ini
3aMeHMTEe Ha:

[openssl]
Module=libopenssl pr.so

IniFile=openssl pr.ini

[SignalComMessageAndSSLPro]
Module=signalcom pr.dll
IniFile=signalcom pr.ini
3aMeHMTEe Ha:
[SignalComMessageAndSSLPro]
Module=libsignalcom pr.so

IniFile=signalcom pr.ini

[placebo]
Module=placebo pr.dll
3aMeHMTEe Ha:

[placebo]
Module=libplacebo pr.so

Ecnun, kpoMe nepeuncneHHbIX KpUnTonpoBanaepos, B danne qrypto.cfg ectb apyrmue
HaCTPOEHHbIE KpUNTONpoBanaepbl, TO COOTBETCTBYIOLLME CEKLUM HACTPOEK
Heobxo0AMMO 3aKOMMeEHTUpOBaTb NyTeM Aob6aBfeHns B Ha4Yano CTPOKM CUMBONA «;»
(Touka ¢ 3ansaTon). Takxke Heo06X0AMMO 3aKOMMEHTUpPOBaTb 06bsBNEHME
KpunTonpoBanaepa B cekumun [CryptoProviders], HanpuMep, oTKAOYeHMe NpoBanaepa
MP:

[CryptoProviders]

;mp=1
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7 [mp]
;Module=mp pr.dll

;IniFile=mp pr server.ini

B cnucke 3arpyaemblx HacTpoek brubnnotekn pacyeta nummutoB daina quik.ini
N3MEHUTE HaMMEHOBaHUA U pPerncTp danna HacTpoek, Hanpumep:

[dealer-library]

ALGO=./dealer/algo.ini

Ecnu paHee B 3TOM cekunM BbITM HACTPOEHbI NYyTH K dalinam c pacwunpenmem .dll
TO paclWMpeHne y HUX HeobxoaMMO 3aMEHUTb Ha .iNni, HaNpuMep:

[dealer-library]
ALGO=.\Dealer\ALGO.dll
3aMeHMTEe Ha:
[dealer-library]
ALGO=./dealer/algo.ini

Bce ynoMnHaHug nyten Kk dannam 1 Katasoram HeobxoamMo NpuBeCcTM K Buay,
npuHATOMY B (harnoBon cucrteme Linux — obpaTHble cnewwu («\») Heob6xoanmo
3aMeHUTb Ha npsiMble («/»), HanpuMep:

crypto provider ini file=.\openssl pr.ini
3aMEeHMTEe Ha:

crypto_provider ini file=./openssl pr.ini

4

MepeyeHb HacTpoek quik.ini, KoTopble coaepxaT NyTu K dainam UM oMpekTopusam

C NpYMepaMn 3HAUYEHWIA:

[ctl module]

rest users file=restu.cfqg

[usend module]

suspect data file=stats/suspect.txt

[key management]

key info file=key info.ini
[areas]

frontend=areas/frontend

msg_priv=areas/msg _priv
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public=areas/public
company=areas/company
private=areas/private
unrestricted=areas/unrestricted
hasharchives=hasharchives

hasharchivesttp=hasharchivesttp

[archive module]
minutes dir=minutes

ttp dir=ttp

[auth module]

settings file=qrypto.cfg

MepeuyeHb HacTpoek qrypto.cfg, koTopble cogepxxaTt NyTn K dannam unm ANpPeKToOpUsaM
C NpuMepaMm 3HaAYEHUN:

[auth]
mail settings file=qgrypto.cfg

arw_log=stats/arw.log

_ OtpepakTtupynTe nyTb K danny 6aHHepa, ecnm OH HacTpoeH. ®aiinoM KoHbUrypaumm
6aHHepa cumTaeTcsa nepBbli HAWAEHHbIM cepBepoM .ini-dann B ANpeKTopumn
/areas/banners. Hanpumep:

[url set]

image=./banner.bmp

_ CeTeBble AMCKM 06bIYHO MOHTUPYIOTCA K JIOKA/NIbHbIM KaTasioraMm, no3ToMy Heo6xoanMo
YTOUYHUTb Y CETEBbIX aAMUHUCTPATOPOB TOYKY MOHTUPOBAHUSA M NponucaTbh NyTb K HEM,
HanpuMep:

[areas]
Archives=\\minutes\gminreplicator\archive\
3aMeHUTE Ha:

[areas]

Archives=/mnt/gminreplicator/archive

4. HacTpoliTe aBTOMATUKY eXeAHEBHOro 3anycka u OCTaHOBKW cepBuca. [Ans 3Toro Mcnonb3aymrte
B CKpMNTax aBTOMaTUKM 3anyCcKk KOMaHAHbIX dannos q_start.sh n q_stop.sh, pacnonoxeHHbIx
B AMPEKTOPUN YCTaHOBJIEHHOrO CepBuca.
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2.7 YpaneHue cepBepa

YnaneHue cepBepa, yctaHoBJsiIeHHOro Ha Windows
Onsa yananeHus cepBuca BbINOJIHUTE cneaylowme AeACTBUS:

1.

4.

OcTaHoBUTe cnyx6y cepBepa. CaenaTb 3TO MOXHO Yepe3 npusoxeHne «Crnyxbbl», OTKPbITOe
OT UMEHU aAMUHUCTpATOpa, MM60 BkNaaky «Cnyx6bl» AucneTyepa 3aAay, TakXe 3anyLeHHoro
OT UMEHWN aAMUHUCTpaTopa.

BbinonHuTe yaaneHue CJ'IY)KGbI cepBepa nyTeM BbINOJIHEHNA KOMaHAbl B KOHCOJIU, 3aI'IYLLI,eHHOl71
OT UMEHUN aAMUHUCTpPATOpPA:

quik.exe -remove

BbinonHuTe yaaneHue b/l cepeepa.

BbinonHWTe yaaneHue KaTtanora cepsepa.

YnaneHue cepBepa, YCTAaHOBJIEHHOro Ha Linux
YpaneHue cepBuca NpomMsBoOANTCS NMofib3oBaTenem root BbI30BOM ckpunTa uninstall.sh, koTopbii

HaxoAuTCS B KaTanore COOTBETCTBYHOLEro cepBuca.
Janee npueeaeH NopsaoK AeUCTBMN NpU yaaseHUn cepBuca C UMEHEM No YMONM4YaHuio — quik.
Ona ynaneHunsa cepeuca BbINOMHUTE cneayowme AencTBUS:

1.

2.

OctaHoBuTe cnyxby Cepsepa QUIK 13 AMpeKTopumn C yCTaHOBJIEHHbLIM CEPBUCOM, 3anyCTuB
KOoMaHAy:

sudo ./g_stop.sh

nubo n3 nwbon ANpeKTopmun, OTANYHON OT AUPEKTOPUM CepBMUCA, 3aMyYCKOM KOMaHAbl:

sudo /opt/argasrv/quik/quik/q stop.sh

Ecnuv ynpaBneHue yCTaHOB/IEHHbLIM CEPBUCOM BbIMOIHAI0Ch NOb30BAaTENEM arqgasryv,
BbINONHUTE cneaylowme AeNCTBUS:

OTMeHuTe Y NONb30BaTENA arqasrv rnpaBa Ha BbIMNOJIHEHNE CKPUNTOB ynpaB/1€HUA
CEepBUCOM OT MMEHMU root, BbINONHUB cieayluwme ONENCTBUSA:
BbinonHuTe KOMaHA4y .

sudo visudo
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B oTKpbIBLIEMCS Vi-NOAOBHOM peflakTope yaanuTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/quik/qg start.sh,
/opt/argasrv/quik/quik/qg stop.sh

CHMMUTE NPU3HAK HEM3MEHAEMOCTU CO CKPUMTOB YrpaB/ieHUs CeEpBUCOM, BbIMOJIHUB
cnepyolme KoMaHabl:

chattr -i /opt/argasrv/quik/quik/qg start.sh
chattr -i /opt/argasrv/quik/quik/q_stop.sh

3. B aupekTopum yctaHOBNeHHOro cepBuca /opt/argasrv/quik/quik 3anyctute KoMaHAHbIM dann
uninstall.sh komaHgo:

sudo ./uninstall.sh

nmbo 13 nbo AnpeKTopmKn, OTIMYHOM OT ANPEKTOPUM CEPBUCA KOMAHAOMN:

sudo /opt/argasrv/quik/quik/uninstall.sh

[ns BbINONHEHUS KOMaHAbl MOXET ﬂOTpEGOBaTbCﬂ BBECTU NMApPOJib TEKYLLENO NOJSIb30BaTeENA.
B pesynbTaTe BbINO/IHEHUSA KOMaHAbl BbINOMHAOTCA cleaytouwme OEeNncTBus:

_ YpandeTtcsa peructpaums cepBuca C MMeHeM quik B cucteme ynpasneHunsa cnyxbamm
systemd.

_ Ypansetca gann /etc/argasrv/quik, B KOTOpoM 6b1nn 3apuKCUMpOBaHbI NapameTpbl
YCTaHOB/IEHHOIro cepBuca.

_ [dupekTopus, B KOTOpOIM ycTaHOBNEH cepBuc /opt/arqgasrv/quik/quik,
nepenmeHoBbiBaeTcsa B /opt/arqasrv/quik/quik.backup_ YYYY.MM.DD_hh.mm.ss.
NMepenmMeHoBaHMe, a He yaasieHMe ANPEKTOPUWN BbIMONHAETCS Ha Cnydan, ecnum
notpebytoTca aaHHblie U3 Hee. Ecnn Tako HeobXxoaMMOCTHN HET, yaanuTe AUPEKTOpPUIo
BPYUYHYIO.

Mpu ycnewHoOM yaaneHMn cepBuca BbiIBOAUTCA coobuieHmne: «Removing of service
“quik” has been successfully completed>».

B cniyuyae BbiBOAa APYrov AMArHOCTUKMU, NOXKaNnyincrta, o6parutecb B Cnyxby
TexHu4yeckomn noaaeprkku QUIK:
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2.8 YctaHoBKa u HacTpouka QUIK Administrator

2.8.1 YcraHOBKa M HacTpolka cepBepHoi Yactn QUIK Administrator

1. [ns HacTpolkn coeanHeHus ¢ Bl yctaHoBute ODBC-apariBepbl ans OC.

Ansa OC Windows:

Mpn nogkntodeHnn k CYB[ MS SQL Ha KoMnbloTepe, rae ycraHaBAMBaeTCa CepBuUC
gadminsrv, gomxeH 6biTb ycTaHoBneH ODBC-gpaiiBep «ODBC Driver 17 for SQL
Server». [1ns npoBepku HanuMumnsa gpameepa B MeHo Windows HabepuTe B noucke
TekCT «NcToYyHMKM gaHHbix ODBC» n oTKponTe COOTBETCTBYHOLLEE OKHO. YbeamTecn,
UYTO Ha BKaake «/[lpanBepbi» B CNMWCKE NMPUCYTCTBYET ApaliBep C HAaMMeHOBaHMeM
«ODBC Driver 17 for SQL Server».

Ecnu Takon pgpaiiBep OTCYTCTBYET, CKayalTe yCTaHOBOYHbIN (hainn apaneepa
c odbunumanbHoro canTta Microsoft ( )
N YyCTaHOBUTE €ro Ha KOMMNbIOTEpP, Ha KOTOpOM byaeT paboTaTb cepsuC.

Mpn nogkntodeHun Kk CYB/[ PostgresPRO Ha koMnbloTepe, rae ycraHaBnMBaeTCs
cepBuc qadminsrv, gonxkeH 6biTb ycTaHoBneH ODBC-gpansep «PostgreSQL
ANSI(x64)» Bepcumn He HMxe 13.02. 1na NnpoBEpKM HaNMn4us gpanBepa U ero Bepcum
B MeHto Windows 3anyctute ytunnty odbcad32. YbeauTtech, 4TO Ha BKIagke
«[panBepbl» B CMINCKE NPUCYTCTBYET ApalBep ¢ uMeHeM «PostgreSQL ANSI(x64)»

M Bepcmen He Huxe 13.02.

Ecnu Takon pgpaiiBep OTCYTCTBYET MO0 BEPCUS HUXKE 0XMOAEMON, CKadanTe
YCTaHOBOYHbIN ann agpansepa ¢ oduumansHoro canta ARQA Technologies

( ) 1 YyCTQHOBUTE €ro Ha
KOMMbIOTEP, HAa KOTOPOM b6yaeT paboTaTb cepBuUC.

Ana OC Linux:

1. KoMaHAbl YCTAaHOBKMW ApalBepoB AO0J1XKHbl BbIMOJIHATbLCA OT MMEHM
nosnb3oBartens root.
2. Heob6xoanMMo Hanuume AOCTyNna B MHTEPHEeT.

YCTaHOBUTE Ha KOMMbIOTEP, HA KOTOpPOM 6yaeT paboTaTh cepBUC, Heo6X0aMMble
NnaKeTbl B COOTBETCTBMW C OMMUCAHUEM B M.

Y6eauTtecb, uto B daine /etc/odbcinst.ini 6bina nobaBneHa 3anuncb Apaneepa:

[PostgreSQL ANSTI]

Description=PostgreSQL ODBC driver (ANSI version)
Driver=psqglodbca.so

Setup=libodbcpsglS.so

Debug=0

CommLog=1

UsageCount=1

2. YctaHoBuTe cepBuc qadminsrv.
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Ansa OC Windows:

_ Ckonupywnte BCe dannbl 3 Katanora <inst_dir>\gadminsrv\server B Npon3BOJibHbIN
kaTanor. B gaHHoM katanore umeetca dann qadminsrv.ini, cogepxalwmii HaCTPONKMU
nporpamMmbil.

_ B katanore <inst_dir>\gadminsrv\client\ HaxoanTCca KNMEHTCKOE NPUSIOKEHNE
nporpamMmsi.

_ [nsa ycTtaHOBKK nporpamMmmebl BoMguTe B CNUCTeEMY noa MMeHeM nosb3oBaTesnid, MMeLWero
npasa agMMHUCTpPATOpPaA.

_ B danne qadminsrv.ini yctaHoBUTe HasBaHme cepBuca. [11a 3TOro yKaxmTte B CeKL U
[Service] cooTBeTCTBYIOWME 3HAUYEHUS B NapameTpax name, displayname.

BbInoONHMUTE N3 KOMaHAHOM CTPOKM KOMaHAY:

gadminsrv -install

Ana OC Linux:

YcTtaHOBKa cepBuca NpousBoOAUTCA MNoJib3oBaTesieM root yepes KOHCOJ1b, BbI3OBOM
run-cdaina <install_qadminsrv-xx.xx.xx.run>, rge xx.Xx.Xx — Bepcus npoaykra.

_ YcTtaHoBuTE Ha KOMNbIOTEpP, HA KOTOPOM byaeT paboTaTb cepBuc, Heobxoanmblie
NMakKeTbl B COOTBETCTBUN C ONMMNCAHUEM B I.

_ Ckonunpynte dann install_gadminsrv-xx.xx.xx.run B ANpeKTOpU0, Ha onepauum
B KOTOPOM y TEKYLLEro rnoJjib3oBaTtens ecTb npaBa, Hanpumep, AOMalIHM KaTanor
(/home/<user> nnn ~/).

BbinonHnTe KOMaHAy Aob6aBneHns nNpaB Ha BbINOAHEHME run-danny:

chmod +x ./install gadminsrv-xx.xX.xx.run

_ BbinonHuTe kOMaHAy ycTaHOBKM cepBuca (qadminsrv — uMs ycTaHaB/IMBaeMoro
cepBuca Nno yMosi4aHuio):

sudo ./install gadminsrv-xx.xx.xx.run -i [gadminsrv] [-d <rootdir>] [-n

<srvusername>]

_ YcTaHoBKa BbINOSIHAETCS B agnpekToputo /opt/argasrv/quik/. B npouecce ncnonHeHus
run-carna éyayT BbiNOSHEHbI cnefyouwme AEeNCTBUS:

_ B cnyyae oTcyTCTBUS CMCTEMHOIrO Nosb3oBaTens arqasrv, oH 6yaeTt co3paH
C NpaBaMm NO YMOSHYAHUIO U BKKOYEH B OAHOMMEHHYIO rpynny. B kayecTtse
AoMawHen gupektTopun emy byaert yctaHoBneHa gupektopusa /opt/arqgasrv.
OT uMeHu 3TOro nonb3osaTens 6yaet paboTaTb yCTaHaBIMBaeMblii CepBUC.

_ B omnpekTopun /opt/argasrv/quik/ 6yget co3gaHa noganpekTopust C UMEHEM

cepBuca, B KOTOpyto 6yayT pacnakoBaHbl ¢alinbl AUCTpUbyTMBa yCTaHaBIMBAEMOro
Mno.
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Monb3oBaTenb arqasrv 6yaeT Ha3HayeH Bnagenbuem Bcex hannos U NoAANPEKTOPUN
B ANPEKTOPUN CepBuca.

B cucteme ynpasneHus cnyxbamm systemd 6yaeT 3aperMctpupoBaH cepBuc
C UMeHeM gadminsrv 1 3anyckoM OT MMEHW CUCTEMHOrO MoJsib3oBaTesns argasrv.

B aupekTtopuu /opt/arqasrv/quik/gadminsrv 6ynet co3gaH dain .actions.log,
B KOTOPOM BeAETCs JIOrMpoBaHUe npolecca YCTaHOBKM cepBuca.

B aupekTopuu /etc/arqasrv 6yaet co3gaH dann ¢ umeHeMm qadminsrv gnsa dpukcauumm
napaMeTpoB YCTAaHOBKK cepBuca.

B avpekTopuun cepBuca 6yayT creHepupoBaHbl KOMaHAHble dalinbl Ans:

g_start.sh - 3anyck cepBuca, B TOM Ynce C KtoYaMm 3anycka (BO3MOXHbIE KIH0Un
3arnycka cepBuca NepeyvncneHbl B NyHKTe ). MpeaHasHayeH ANsA BbIMNO/HEHMUS
nosib3oBaTeNnsiMK arqasrv u root;

g_stop.sh - octaHoBka cepBuca. lNpegHasHayeH 4NS BbINOJIHEHUS MOJIb30BaTENAMU
argasrv u root;

g_status.sh — BbiBOA MHbOPMaLMK O TEKYLLEM COCTOSSHUK cepBuca. lNpeagHa3HaveH
ONA BbINOSIHEHMSA NOJSIb30BaTENSAMU arqasrv U root;

uninstall.sh - ynaneHune cepsuca. lNpeaHasHayvyeH AN BbINONHEHUSA NOJSb30BaTENEM
root;

postmigration.sh — BbINONIHEHME AONONHUTENBHbLIX ONepaunii Npu MUrpauunm.
MNpeaHasHayeH ANns BbINOMHEHUS NONb30BaTeNs MU arqasrv u root.

Mpu ycnewHoM ycTaHOBKe cepBuca BbiIBOAUTCS coo6LieHue:

«Installation of service “qadminsrv” has been successfully completed>».

B cnyuyae BbiBOAA APYro AMArHoCTUKMW, Noxkanyncra, o6paturecb B Cnyx6y
TexHnuyeckou noaaep xkn QUIK: .

3anpelweHo BHOCUTb USMEHEHUSA B CTPYKTYPY KaTaJ/ioroB — nepeMelleHme
W NnepeMMeHOBaHMEe MOXXET NPUBECTU K owwnbkamMm.

B cnydae, ecnn ynpaBineHme yCtaHOB/1EHHbIM CEPBUCOM NpeanosiaraeTca BbIMNOJIHATb
nonb3oBaTeneM arqasrv, BblMOJIHUTE cneagyrouwmne OEeNCTBUSA:

[ns npenoTBpalleHns BHECEHUS NMOMb30BAaTENIEM arqasrv U3MEHEHWUIA B CKPUNTLI
yrnpaB/ieHUs CEPBUCOM, Ha KOTOpble eMy ByAeT BblAaHO pa3pelleHne BbiNONHEHUS
OT UMEHU root, caenanTe NX HEM3MEHSIEMbIMU, BbINMOSTHUB Clleaylowme KOMaHAabI:

chattr +i /opt/argasrv/quik/gadminsrv/q start.sh

chattr +i /opt/argasrv/quik/gadminsrv/q stop.sh

BbligariTe nonb3oBaTento argasrv npaBa Ha BbIMNOJIHEHNE CKPUNTOB yMNnpaBieHUs
CEepBUCOM OT MMEHMU root, BbINONHUB cieayluwme ONENCTBUSA:

BbinonHuTe KOMaHA4y .
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sudo visudo

B oTkpbiBWEMCS Vi-nogobHoMm peaaktope AobaBbTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/gadminsrv/qg start.sh,
/opt/argasrv/quik/qgadminsrv/qg_stop.sh

DTa CTpoKa pa3pellaeT Nnosib30BaTesto arqasrv BbIMOHATL NepeUuncieHHble CKpUnTbl
Ha TEKYLLEM KOMMbOTEPE OT MMEHU rOOt.

JanbHenwmne gencrems MOTYT BbIMOJIHATLCA NOJSib30BAaTes/IeM argasrv unm root.

3. B ¢danne qadminsrv.ini BbINONHUTE HACTPONKMN:

B cekumm [Instances] ykaxxunte KoHDUrypaumoHHble danbl coegnHeHni c 6aszamm
AaHHbIX, B opMaTe:

<[lopT, WMCHOJNB3YyEeMB Ijisg HaHHOM BI>=<lMsa KOHOUI'ypalMOHHOTO danyia>

Mpumep:

[Instances]
15301=cfg_brokerl.ini
15302=cfg broker2.ini

Ansa OC Linux BbinoJiHuTe npeobpasoBaHua ansa ¢aisos, KoTopbie ago6aBnsoTCs

B cekumio [Instances] koHdbuUrypaumoHHoro cganna qadminsrv.ini B COoTBeTCTBMMU
C

_ [MapameTpbl coegmHeHnsa ¢ Kaxnon 6a3on gaHHbIX HAaCTpamBaloTCsa B OTAENbHOM
danne.

_ B cekuunn [Files] B HacTpolike Logs ykaxuTe nms darina onsa 1ormpoBaHums, ecnm
Heobxoanmo.

_ B cekunun [General] oTpeaakTupyiTe cnegyowme HaCTpoOMKK, eciim Heobxoanmo:

_ MaxDeallibSize - makcumaneHbIli pa3smep danna HacTpoek bubnmortekn pacueTta
JIMMUTOB, KOTOPbIA AONYCTMMO COXPaHATb B XypHan ayauta. 3HayeHume
no ymon4daHuto: «10485760» (3HaueHue B 6aiitax coorBetcTByeT 10 MB).

_ MaxDeallibSize_<Instance> - MakcuManbHblli pa3mep danna HacTpoek
BnbnnoTtekn pacyeta IMMUTOB, KOTOPbIN AOMNYCTUMO COXPaHATb B XypHan ayauTa,

Ans ykasaHHoro nopta («<Instance>»). Mo yMoOn4aHuMo NCNOSb3yeTCA 3HaUYeHme
HacTpokn MaxDeallibSize.
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PathRelease - nyTb Kk KaTanory, cogepxawemy danabl 06HOBNEHUSA KIIMEHTCKOM
yactn nporpamMmbl QUIK Administrator. MyTb MoXeT 6bITb a6CONOTHBIM UAKU
OTHOCUTENbHLIM. 3HaueHune no ymonudanumio ans OC Windows: «frontend\release\»,
ansa OC Linux: «frontend/release/» (OTHOCUTENBLHBLIN MYTb OT AUPEKTOPUN

c cepBepHomn yacTtbio QUIK Administrator).

InactiveUserDisconnectTimeout - npu3sHak Toro, 4to coegnHeHne mexay
CepBEPHOM M KINMEHTCKON YacTsaMu nporpammbl QUIK Administrator paspbiBaeTtcs
Mo UCTEYEHUU MNepmnoja HeaKTUBHOCTU MNOJIb30BaTesId B CEKYHAAX, YKAa3aHHOro

B HacTpolike. Ecnn ykasaHo 3HayeHue «0», HAcTpoliKa BbIK/JKOYEHA. 3Ha4YeHune
Mo ymosidaHuio: «900».

DisconnectWhenSessionLock - npu3Hak pa3pbiBa COEAVHEHUS MEXAY CEPBEPHOM
N KNMeHTCcKoM Yactamm nporpamMmbl QUIK Administrator npmn 6nokmnpoBke ceccum
M OTK/IIOYEHUWN YAANEHHOro ceaHca. BO3MOXHblIE 3HAYeHuUs:

«0» — coegmMHeHne He pa3pbiBaeTcs;

«1» (N0 yMONYaHuIO) — COeAMHEHME pa3pbiBaeTcs.
buildemptyreport - cozgaHue nycroro ot4yera.
«0» (NO yMOn4aHuio) — He co3aaBaThb;

«1» — co3gaBaTb.

[na ncnonb3oBaHMs MexaHM3Ma ayTeHTudunkaumm B gomeHe Active Directory /
Kerberos TpebyeTtcs 3agaTbh crnegytowme HacCTpomkn B cekumm [auth]:

_ AD_DCDistinguishedName - nMs KOHTponnepa AOMeHa. 3Ha4YeHue

Mo yMosidaHuio: «» (NycTo).
_ AD_DomainName - nMda gomeHa ans SSO. 3HavyeHne no ymonyaHu: «» (Nycro).
_ [Onsa Windows yka3blBaeTCs 4yacTb AOMEHa A0 «\», HanpuMmep, «arqa».

_ [Ana Linux ykasblBaeTcs 4acTb nocne «@», Hanpumep, «ARQA.RU».

Mpu sanyweHnHoM nopa OC Linux cepBepe nnau CepBepe aoctyna Heobxoaummo,
4yTO6bl KOMNDbIOTEP, FAE BbINOJIHAETCA ayTeHTUdUnKauma 6bi1 BKJIIOUEH B AOMEH
Active Directory, nim60o nibiMmn cnoco6amm noak/OUEH K cny»x6e n focrtyneH yepes
cepBuc Kerberos, a y nonbsoBaresnisi, noa KOoTopbiM 3anyckaercs cepeep QUIK,
AOCTAaTOYHO npas asnAa aocrtyna k keytab-cgainy c ayteHTM(PMKaALIMOHHBIMU
3anuMcsaMu AN BbiNoJIHEHUSA onepauui.

4. B aline HacTpoek cepBepa <MMSA KOH(UrypaumoHHoro cgaina>.ini BoinonHuTe
HaCTPOMKMU.

Ana OC Linux BbINoJIHUTE Npeo6pa3oBaHNAa ANA BCEX CEKLMA KOH(UrypaLlMoHHOro
¢hainna B COOTBETCTBUM C

B cekumu [DB] ykaxuTe napameTpbl AoCTyna K 6a3e AaHHbIX:
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Server - 1Msa cepBepa.

Base - Mg 6a3bl JaHHbIX.

_ User - nMda nonb3oBatensa 6a3bl AaHHbIX.

Monb3oBaTenb Ao/HKEH 6bITb BKAKOUEH B ponun «quik_rbo» n «quik_auditor»
B 6a3e naHHbix cepBepa QUIK.

Password - naposnb nonb3oBaTtens 6a3bl AaHHbIX. [Taponb He A0/MKEH HauMHATbLCS
C CMMBOJIOB «$» N «#». Naposb MOXET bbITb

UsePersonallLogin - npu Heo6x04MMOCTMN UCMOJIb30BaHMS NMEePCOHaIbHbIX JIOTMHOB
ANa noakno4YeHus K 6ase faHHbIX YKaXuTe 3HadYeHne «1»,

AuthMode - ncnonb3ayembin TN ayTeHTUdUKaUnmM Ha cepeepe MS SQL.
Bo3MOXHbIe 3HavYeHus:

«login» (Mo ymMon4yaHu) — UCMONb3YKTCHA TOMMH M Naposib, YKa3aHHbIe
B NapameTpax user u password (nmaposib MOXeT 6biTb );

_ «domain» — ncnonb3yetcs AOMEHHasa ayTeHTUdUKaLUNS.

Mpn AuthMode=domain napameTtpbl user n password B cekuumn [DB] urHopupyrotca
M MOryT 6biTb HEe yKa3aHbl.

Driver - HanMeHoBaHne ODBC-gpanBeepa, NCnonb3yemMoro aAns noakntoyeHms
K 6a3e gaHHbIX cepepa QUIK. Bo3aMOXHble 3Ha4YeHns:

Ons OC Windows:

«ODBC Driver 17 for SQL Server» (no yMOA4aHuIO) — NCNOAb3yeTcs ANns paboTbl C
MS SQL Server 2014, 2016 nnn 6onee HoBon Bepcuen CYBA (13 cnucka
noaaep>XnuBaembix);

«PostgreSQL ANSI(x64)» — ucnonbsyetcs ansa pabotbl ¢ PostgresPRO;

Ecnun 3HauyeHne HacTponku He 3agaHo, ncnonbsyetrcsa «ODBC Driver 17 for SQL
Server».

Ansa OC Linux:

«PostgreSQL ANSI» (no ymonuaHuio) — ncnonb3dyetca ansa pabotel Ha OC Linux.

Mpu pa6ote c MS SQL Server ao/mkeH 6bITb ycTaHOBNEH ApaiiBep ODBC Driver 17
for SQL Server, a npu pa6ote c PostgresPRO - gpaiiBep psqlODBC 13.2 u Bbllwe.

_ Port - nopTt ana noaknwueHusa k cepepy PostgresPRO. 3HaueHWe No yMOAYaHUIO:

«5432»,

AdditionalParameters - HacTpolika Ans 3agaHus 4ONONHUTENbHbIX NapaMeTpPoB
noakntodeHns k CYBJ. 3HaueHne no ymonuaHuio: «» (nycro).
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SSLMode - pexum 6e3onacHoro nogkatoyeHus. NogaepxmBaeTcs TONbKO
npu HacTpoike noakntoyeHms K CYB/] PostgresPRO. Bo3MOXHbIe 3HAUYEHUS:

«» (NyCcTO, MO YMOJI4aAHUIO) — NOAKJIIOYEHME BbIMONIHAETCS 6e3 wudpoBaHus;
«require»;

«verify-ca»;

«verify-full»;

«disable»;

«allow»;

«prefer».

OnucaHue pexnmoB 6e€30MacHOro NOAKYEHMS CM. Ha oduumanbHOM canTe
PostgreSQL.:

Ecnn napameTp He 3agaH, To napametpbl CertCAFileName, CertFileName,
CertPKeyFileName un CertPass urHopupytoTtcs.

CertCAFileName - nyTb K painny-KoHTelHepy cepTUdMKaTOB YAOCTOBEPSAIOLLMNX
LEHTPOB. 3Ha4yeHne No yMos4YaHuio: «» (NycTo). NoaaepxmeaeTcsa TONbKO
npwn HacTponke noakntoveHnsa Kk CYB[ PostgresPRO.

CertFileName - nyTb n HaunMeHoBaHue danna ceptudukata 6es3onacHoro
NOAKAOUYEHMS. 3HAYeHMe N0 YyMON4YaHuio: «» (NycTo). MNoagaepxmBaeTcs TOAbKO
npu HacTpoike noakntoyeHns Kk CYB/ PostgresPRO.

CertPKeyFileName - nyTb 1 HauMmeHoBaHuMe daiisia NpMBaTHONO K/k4a
6e3onacHOro NoAKMAYEHUSA. 3Ha4YEeHNE NO YMOMYAHUIO: «>» (MyCTo).
MNMoaaep>xxneaeTcsa TONbKO NpW HacTponke noaknodeHns Kk CYB[ PostgresPRO.

CertPass - naposnb gna ¢daiina npmBaTHOro Kir4a 6e3onacHoro NoAKIYeHUS.
3HayeHne No ymonyaHuto: «» (nycro). NMogaepxxmBaeTcs TONbKO MpPU HACTpoMKe
nogkntodeHns Kk CYB/[ PostgresPRO. MNaposnb He A0KEH HAYMHaTLCS C CUMBOJIOB
«$» 1 «#». MNaponb MOXeT 6bITb

Mpumep ana MS SQL:

[DB]

Server=QSERV
Base=QBROKER
User=login
Password=secret
UsePersonallogin=1
AuthMode=login

AdditionalParameters=MultiSubnetFailover=No;ApplicationIntent=ReadWrite

Mpumep ana PostgreSQL/PostgresPRO:
[DB]

Server=QSERV
Base=QBROKER
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User=login

Password=secret
Driver=PostgreSQL ANSI
SSLMode=verify-full
CertCAFileName=certs/root.crt
CertFileName=certs/user.crt
CertPKeyFileName=certs/user.key

CertPass=secret

B cekumun Bnaa [DataBaselogin_<npon3BO/bHbIA TEKCT>] 3a4anTe nepcoHasibHble
norutHbl, ecnu napameTtp UsePersonallLogin paseH «1». [lonyCTMMO NpOn3BOJibHOE
KONMYECTBO CeKUMUi.

User - normH ansa pabotel ¢ 6a30i AaHHbIX;

Password - naposnb ang pabotbl ¢ 6a30M gaHHbIX. [Taposb HE AO/KEH HAaYMHaTbCS
C CMMBOJIOB «$» N «#>». Naposb MOXET bbITb ;

Users - cnncok naeHTMdrKaTopoB Nonb3oBaTenen, KOTopble AO/KHbI UCNOb30BaTb
OaHHbIA TOMUH.

Mpu ncnonb3oBaHuM pexkuMma cybagaMuHUCTpaTopa AJIA YCTAaHOBJIEHUSA COeAUHEHUA
c cepBepHoi Yyactbio QUIK Administrator npeHtndmukatop aosmHkeH 6bITb TakXke
ykasaH B danne subbroker_template.tmpl, npeaHazHauyeHHOM [N HAaCTPOMKM
pe>kuma cyb66pokepa B nporpamme QUIK Administrator. Moapo6Hee o daine
subbroker_template.tmpl cm. B n. 1.2 PykoBoacTBa No agMUHUCTpupoBaHunio QUIK
Administrator ansa cy66pokepa.

B cekumun [Connect] ykaxkute napameTpbl aBTOpU3aLUN:

Name - ngeHtudukaTop kiwoya;

Password - naponb ansg knwo4ya. Naponb He AoMKEeH HAaYNHATLCA C CUMBOJIOB «$»
n «#». MNMaponb MOXeET 6bITb ;

Mpumep:

[Connect]
Name=testinvest

Password=secret

B cekumun [QuikOptions] ykaxxute napameTpsbl:

RSAKeysInTransReport — pexum otobpaxeHnsa RSA-kIo4Yen nonb3osaTens
B OTUeTe MO TpaH3aKuusaM. BO3MOXHble 3HAYEHUS:

«0» — B oTYeTe No TpaH3aKkumnsaM He oTobpaxatTca RSA-KAKOYM Nonb3oBaTens;

«1» — B OTYETe No TpaH3aKuuam 0To6pa>|<ar0Tc9| Bce RSA-k/0UM Nonb3oBaTens;
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«2» — B OTYeTe MO TPaH3aKUuMsM oTobparkatoTcsl ToIbKO RSA-K04mn
nosib3oBaTeNs, He OTO3BaHHble HA MOMEHT permcTpaumm TpaH3aKLumu.

ClientCodeDelimiter - pasgenutenb, MCNOMb3yEMbI NPU HAaCTPOMKE CNMCKa
«Koabl KNMEHTOB Yy Ausiepa» B NMpaBax Mo Kjaccam guanora peaakTtmpoBaHus
rMonb3oBaTeNsi. 3HAaYEHME MO YMOTYaHUIo: «,» (3andTas).

FirmId - cnucok ¢pupm 4yepes 3anaTyro, 4OCTYNHbIX A1 Bblbopa B nose «Kopg
¢GnpMbI» B NpaBax Mo KjaccaM Ananora peaakTMpoBaHUS NOsib30BaTesNs.

UserExpireCheckDays - K0/1M4eCcTBO AHEN, 3@ KOTOPOE CMCTeMa npeaynpexaaer
06 MCcTeyeHnn cpoka AenCTBUS AOBEPEHHOCTU MOJib30BaTe . 3Ha4YeHume
Mo yMon4YaHuto: «5»,

ServiceUserExpireCheckDays - KonmM4ecTBo AHEN, 3a KOTOpOE CMCTEMA
npeaynpexaaeTt 06 ncreyeHmn cpoka AENCTBUSA AOBEPEHHOCTU CNyXeBHOro
nosib30BaTessl. 3HAYEHNE MO YMOSTYaHUIO: TeKyllee 3Ha4YeHne napameTpa
UserExpireCheckDays.

Title - pononHuTenbHbLINM 3aroNoBoOK okHa nNporpammbl QUIK Administrator.
OTobpaxaeTtcsa nocne UID nonb3osaTtens.

PINCodesInTransReport - npusHak otobpaxeHus PIN-Ko4OB, NCMONb3yeMbIX Npu
AByXdaKToOpHON ayTeHTUdUKaumm emaa «Quik», B oTyeTe no TpaH3aKkUUsM.
Bo3MOXHble 3HaveHU4:

«0» (no ymonyaHuio) — PIN-koabl He oTo6parkatoTcs B OTYETE NO TPaH3aKLUAM;
«1» — PIN-KkoAbl 0TO6paxkatoTCsA B OTHETE MO TPpaH3aKUUSAM.

EnableMultiple2FalLogins - Nnpu3HaK MCNOJSIb30BaHUSA OAHOrO JIOrMHA AN
HECKOJIbKMX MoJib3oBaTenem npun ApyxdakTopHon ayTeHTMdnkaumm snga Active
Directory. JIOrMHbl 3a4al0TCa B CNpaBoYHUKE «J1OMMHbI B APYron cucteme
aBTopmsaumm» B QUIK Administrator. Bo3MOXHble 3HAYEHUS:

«0» (N0 yMONYaHWO) — OAMH JTOTMH MOXET MUCMONb30BaTbCA TONbKO OAHUM
nonb3oBaTtenem;

«1» — OAWH NTOFMH MOXET MCMNOJIb30BaTbCA ANl HECKOSIbKUX MOJSib30BaTeseNn.

UsersCountThreshold - konnyecTBo CTpoK B CNpaBOYHMKE NOJSib30BaTeNeN
B nporpamme QUIK Administrator, no goCTMXeHUN KOTOPOro CripaBoOYHUK
pasgenserca Ha CTpaHuuUbl C KOIMYEeCTBOM CTPOK, 3aZaHHbIM B nMapameTpe
PageSize. 3HauyeHne no ymonuaHmio: «10000».

PageSize - KONM4YeCcTBO CTPOK Ha CTpaHuULeE B CpaBoOYHMKE Mofib3oBaTenemn

B nporpamme QUIK Administrator. MapameTp ncnonb3yeTcs, €Cnm B CpaBoOYHUKE
OOCTUTHYTO KOMYeCTBO CTPOK, 3agaHHoe B napameTtpe UsersCountThreshold.
3HayeHune nNo ymon4yaHuw: «100».

5. B ¢danne qrypto.cfg B nepBbix AByX CTpokax, 6e3 3arofoBka cekuum, nponuwimte cneayooume
HaCTPOMKMU:

PUBRING - 3HaueHue: «quik.dwg»;
SECRING - nyTb K danny c ceKpeTHbIM K/IH04OM CcepBepa.

Mpumep:

PUBRING=quik.dwq
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SECRING=secrserv.txk

6. [ns cospaHus ydyeTtHol 3anmcm QUIK Administrator n Ha3HaueHus nonb3oBaTento nNpas
aAMUHUCTpaTopa 3anycTute cepBepHyto Yyactb QUIK Administrator c knto4om «-set-admin-
right». NoapobHee cM. n.

2.8.2 Hacrtpoiika kpuntonpoBaigepoB B QUIK Administrator

HacTtpoika kpuntonposangepoB B nporpamme QUIK Administrator cpegctsamn 6ubnmorek
kpuntorpacdum MP n OpenSSL.

I KpuntonpoBagep MP ucnonb3syerca tonbko ana OC Windows.

1. B dannax qadmin.ini (anga kaneHTa) n gadminsrv.ini (4na cepsepa) 3aganTe HaCTPOMKHU
ncrionb3yembix (aAna ayteHTudumkaumm Ha cepeepe QUIK Administrator n gnsa nposepku SLUIM)
KpUnTonpoBangepos.

B cekumn [CryptoProviders] nepeuncnmre A4OCTYNHbIX NpoOBanaepos:

«openssl» — npu3Hak ncnonb3oBaHus nposangepa OpenSSL. Bo3MOXHble
3HaYeHus:

«0» — npoBanaep OTK/OYEH;
«1» - npoBanaep BK/OYEH.

«mp>» — NMpuU3HaK UCMosib30BaHMs nposangepa MP. BO3MOXHble 3HAUYEHUS:

«0» - npoBanaep OTK/IOYEH;
«1» - npoBaiaep BK/OYEH.

«cryptopro» — npusHaKk Mcnonb3oBaHus nposaiaepa Kpuntolpo. Bo3MoxHbie
3HauYeHus:

«0» — npoBanaep OTK/OYEH;
«1» - npoBanaep BK/OYEH.

«signalcom» - NpuM3HaK UCNonb3oBaHUsA nposBaaepa CurHan-KOM. Bo3MoxHble
3HauYeHus:

«0» — npoBaliaep OTK/OYEH;
«1» - npoBanaep BK/OYEH.

Mpumep:

[CryptoProviders]
openssl=1

mppr=1
cryptopro=1

signalcom=1
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Mpu ncnonb3oBaHuM npoBanaepa openssl B cekunn [openssl] 3aaaiiTe ero HaCTPOMKMU:

«Module» - nyTb K MOAy/0 nNpoBangepa. 3HadyeHne no ymondyanuto ansa OC
Windows: «openssl_pr.dll». 3Hauenne gnsa OC Linux: «libopenssl_pr.so».

«IniFile» — nyTb K danny HacTpoek npoBangepa. 3Ha4YeHMe Mo YMOTYAHUIO:
«openssl_pr.ini».

Mpu ncnonb3oBaHum nposangepa MP B cekumm [mp] 3agante ero HaCTPONKMU:
«Module» — nyTb K MOAy/t0 NMpoBakgepa. 3HadeHne nNo ymonyaHuto: «mp_pr.dll».

«IniFile» — nyTb K danny HacTpoek npoBangepa. 3Ha4YeHNE NO YMOYAHMIO:
«mp_pr.ini».

_ Mpwn ncnons3osaHun nposangepa Kpuntollpo B cekumn [cryptopro] 3aganTte ero
HaCTPOMNKMU:

«Module» — nyTb K MOAynt0 NpoBargepa. 3Ha4yeHue No yMonvaHuto: «cpcsp_pr.dll».
3HayeHue ansa OC Linux: «libcpcsp_pr.so».

«IniFile» — nyTb K anny HacTpoek nNpoBangepa. 3Ha4YeHNE NO YMOUYAHMIO:
«CpCSp_pr.ini».

Mpu ncnonb3oBaHum nposaaepa CurHan-KOM B cekumnmn [signalcom] 3aganTte ero
HaCTPOMKMU:

_ «Module» - nyTb K MOAYIO NMpoBangepa. 3Ha4YeHNe NO YMOSYAHUIO:
«signalcom_pr.dll». 3nayenune ana OC Linux: «libsignalcom_pr.so».

_ «IniFile» — nyTb K anny HacTpoek nposangepa. 3Ha4eHne No YMOSTYAHMUIO:
«signalcom_pr.ini».

Ana OC Windows:

[openssl]
Module=.\openssl pr.dll

IniFile=.\openssl pr.ini

[mppr]
Module=.\mp pr.dll

IniFile=.\mp pr.ini

[cryptopro]
Module=.\cpcsp pr.dll

IniFile=.\cpcsp pr.ini
[signalcom]

Module=.\signalcom pr.dll

IniFile=.\signalcom pr.ini
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Ana OC Linux:

[openssl]
Module=./libopenssl pr.so

IniFile=./openssl pr.ini

[cryptopro]
Module=./libcpcsp pr.so

IniFile=./cpcsp pr.ini

[signalcom]
Module=./libsignalcom pr.so

IniFile=./signalcom pr.ini

B cekumn [CryptoProvidersSettings] B HacTpolike CipherCryptoProvider 3apaiTte
nposavaepa, UCNosib3yeMoro An4 ayTeHTudumKaumm no norvHy/naponto nnbo ans
ayTeHTUduKauum B gomeHe Active Directory. Bo3amMoXHble 3HaUYeHUs:

«openssl» — npoBanagep no ymosn4daHuo — openssl_pr;

«mp>» — NpoBanaep No ymonyaHuio — mp_pr (ncnonbsyetcs Tonbko ans OC
Windows).

Ecnn pnaHHbIM KAOY OTCYTCTBYET, MO YMOMIYaHUIO UCNONb3YEeTCs npoBaiaep qrypto32.

Ana npoBepku noanMcu Heo6xoaMMO HaJsIMuMe TOJIbKO KOpHeBoro ceptucgukara YL,
AOCTYNHOro B HaCTpoke Kpuntonposaiaepa.

Mpwn pabote nog OC Windows asg KpUnTonpoBanaepoB «Mp_pr» U «CPCSp_pr» KOpHEBble
YL, cepTudmrKaTbl 4OMKHbI ObITb YCTAHOBNEHbI B CUCTEMHOE XpPaHWU/MLLE KOPHEBbIX
ceptudukaTtoB («Kpuntollpo» nmeet cO6CTBEHHYIO YTUNTY) U AONKHbI 6bITb AOCTYMNHbI ANS
nonb30BaTeNs, No4 KOTOPbIM 3amnyckaeTcs cepBep gadminsrv.

Mpun paboTte noa OC Linux kopHeBble cepTUduKaTbl A0XKHbI BbITb YCTAaHOBNEHbI Yepe3
yTmnuty «Kpuntollpo». KoMmaHaa BbINOAHAETCA OT MMEHU NONb30BaTeNs, NoA KOTOPbIM
3anyckaeTcs cepsep qadminsrv (M0 yMONYaHUIO: «arqasrv»).

/opt/cprocsp/bin/amd64/certmgr -install -store root -file certnew.p7b

loe:

«/opt/cprocsp/bin/amd64/certmgr» — meHeaxep cepTudmKaToB.
«-install» - komMaHAa yCcTaHOBKKU cepTUdUKaTOB.

«-store root» — XpaHWNNLLE KOPHEBbIX AOBEPEHHbLIX CEPTUDUKATOB.
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«-file certnew.p7b» - nmsa daiina KoOHTenHepa, coaepkawero KoOpHeBbIe
cepTudukaThbl.

[nsa kpunTonpoBanaepoB «signalcom_pr» u «openssl_pr» KopHeBble cepTUdUKATbI
KOMMPYHOTCSA B COOTBETCTBYHOLLYIO AnpekToputio «CA», ykasaHHyto B daine HacTpoek.

Ona kpuntonpoBangepa «signalcom_pr», KOTOpbIn MMeeT onunto «MNpoBepaTb Mo
CNpaBOYHUKY>», TpebyeTcs Hanuyme CNncKa KIMEHTCKMX CepTUdMKaTOB aHalOMMUYHO cepBepy
QUIK.

Mpu pacnonoxennun cepeepa QUIK Administrator Ha ogHOM KoMnbloTepe ¢ cepeepoM QUIK
[ONYyCKaeTCcs MCnosib3oBaHme .ini gannoB, KOTOpble NCMOJb3YIOTCS A1 HAaCTPOMKMK
KpMNTONpOBanaepos.

Ecnu Ha oaHoM cepBepe QUIK Administrator HacTpoeHo nMcnonb3oBaHue AByX unu 6onee
ak3emMnaspos cepsepa QUIK Administrator, To oHM BCe UCMONb3YIOT eAnHblE HACTPOMKU
KpMNTONpOBanaepos.

2. 3apaunTe HacCTpOWKy npoBanjepa Ha KAMeHTe B dansne openssl_pr.ini nnu mp_pr.ini
(B 3aBMCMMOCTKM OT UCNOJSIb3YEMOro npoBanaepa): B cekumm [tls connection settings]
B napameTtpe UsedHandShakeScheme ykaxunte HoMep cxeMbl ayTeHTUdUKaUnn. BoaMoxHble
3HaYeHus:

«2» — ayTeHTMdMKaumMa No JOMEHHOMY MMEHWU U Maposito Yepes3 KOHTPOosnep AoOMeHa
(noapepXXmBaeTcs TONIbKO ecnm cepBepHas 4actb paboTtaet nog OC Windows);

«4» — ayTeHTUdUKaLMs NO MMEHW MONb30BaTeNs U Naposio.
MNpu noanepxKe HECKONbKMX CXEM 3HaYeHMe HaCTPOMKM 3a4aeTcsl B BuAe CyMMbl 3HAUYEHUN,
COOTBETCTBYHLLMX NOAAEPXKNBAEMBIM CXEMaM.

3. 3ajavTe HacCTpoOlMKKM NposBaljepa Ha cepBepe:

Mpu ncnonb3oBaHum npoBangepa openssl B pane openssl_pr.ini B cekumun

[tls connection settings] B napameTpe UsedHandShakeScheme 3agante HoMep
CXeMbl ayTeHTUdMKaunm. 4ytobbl yKkasaTb cpa3y ABe CxeMbl («2» u «4»), yCTaHOBUTE
3HaueHne «6».

Mpun ncnonb3osaHun NpoBanaepa MP 3agaliTe HacTpoliku B darne mp_pr.ini:

B cekumu [certificate stores] HacTpoliTe XpaHunuuwe ceptndurkaToB. noapobHee
CM. M.

B cekumm [tls connection settings] 3agalite cneayowme HaCTPONKN:

UsedHandShakeScheme - HOMep cxeMbl ayTeHTUdMKaALUUN B COOTBETCTBUM
C NpaBuiaMM COBMECTUMOCTU CXEM ayTEHTUUKALUMM HA CEPBEPE U Y KITMEHTA;

CSPUseLocalMachineStore=0 - k1104 XpaHUTCA B TEKYLUEM XpaHUIuwe
nonb3oBaTens;

CheckRevocation=0 - He npoBepaTb cepTudunKaT Ha OT3bIB;
CSPCertHash - xew ceptudukaTa cepsepa.

MoapobHee o0 HacTpomkax cM. M.
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2.8.3 Pa6oTa c cepsucom gadminsrv gnsa OC Linux

YnpasneHune cepBnucoMm gadminsrv NnpomcxognT 4yepe3 CUCTEMHbIN cepBucC systemctl.
Ona perncrpaummn cepBuca gadminsrv co3gaeTcs crneunanbHblii KOHOUIYpPaLMOHHbIN
dann c pacwmpeHunemM .service. B cucteMHom gupekTopum systemd co3gaeTtcs sipnbiK,

a KOHUrypaLUMOHHbIN dalin HaxoaAnTCA B KaTaslore COOTBETCTBYHOLLErO CeEpBUCA.
HanMmeHoBaHue KOHMUIrypaunmoHHoro garaa CoOoTBETCTBYET HAMMEHOBAHMUIO CepBuUCaA.
Hanpumep, ons cepsmca qadminsrv B KaTanore /opt/arqasrv/quik/qadminsrv co3gaercs
KOH(UrypaumnoHHbIn dann ¢ uMeHeM qadminsrv.service.

YnpaBneHue paboToit cepBuca OCYLLECTBSIETCA C/IeAYOWMMM KOMaHAaMM OT UMEHW MOJib30BaTeNs
C NpaBamMu agMUHUCTpaTopa:

MonyuynThb TEKYLLEE COCTOSAHUE CEPBMUCA:

sudo systemctl status gadminsrv

3anycTuTb CepBUC:

sudo systemctl start gadminsrv

OcTaHoBUTbL paboTy cepBuca:

sudo systemctl stop gadminsrv

3anyckK, OCTaHOBKY M Mony4YyeHMe cTaTyca CeEpBMCA MOXHO OCYLIECTBUTb C MOMOLLbIO CKPUMTOB
g_start.sh, g_stop.sh n gq_status.sh. Npu 3TOM 3anyck ckpnnToB HEO6XO0ANMMO NPON3BOAUTL Yepes
yTMnuTy sudo, Hanpumep:

sudo ./g _start.sh

OncTpnbyTtus

Cepsuc gadminsrv pacnpocTpaHsieTcsa A8 yCcTaHoBKM Ha kKoMnbioTepbl ¢ OC Astra Linux

B dopmMaTte darna suaa <install_gadminsrv-xx.Xx.XX.run>, rae xx.XxX.XxX — Bepcus npoaykKra
(nanee run-caunn).

C nomoubo run-cbaﬁna npon3BoanNTCAd YCTaHOBKa U obHoBeHMe cepBmncoB B CUCTEME.

Run-daiin nogaepxmsaeT cregyowmin Habop kKno4yen 3anycka:
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-i [<srvhame>]

YcTaHOBKa cepBuca C MMeHeM <srvhame>. [lapamMeTp <srvhame> Heobs3aTteneH. Npu
OTCYTCTBUM UCMNOJIb3YETCH MMA CeEpBUCA NO YMOJIYaHUIO, COOTBETCTBYIOLLEE UMEHU
ncnonHsemoro darna cepsuca — gqadminsrv.

YcTaHOBKa ABYX O4HOMMEHHbIX CEpBUCOB He AoMNyCKaeTcs.

-d <rootdir>

Koy 3anycka, NpMMeHsieMbIl TOJIbKO NpU YCTaHOBKE cepBuca (B kombuHauum ¢ -i) ans
yKa3aHUs KOPHEBOW AMPEKTOPUN ANS YCTAaHOBKW CEpPBMCA, OT/IMYHOM OT AUPEKTOPUM NO
yMon4yaHuto /opt/arqgasrv.

-N <srvusername>

Kntoy 3anycka, NpMMeHsieMblil TONIbKO MpKU YCTaHOBKe cepBuca (B KOMbuHaumu c -i) ans
nepeonpeaeneHnst Bnagenbua cepsuca (MMs Nosb30BaTENS MO YMOJYAHUIO: arqasrv), KOTopbii
CTaHeT BnagenbueM dhannoB cepBuca n oT UMeHU KoToporo byaeT paboTtaTtb yCcTaHaBIMBaEMbIN
cepBuC.

-u [<srvname>]

O6HoBeHME cepBMCa C UMeHeEM <srvname>. [MapaMeTp <srvhame> HeobasateneH. Mpu
OTCYTCTBMM UCMONb3YETCA MMSA CEPBUCA MO YMOSTYAHMIO, COOTBETCTBYIOLLEE UMEHM
ncnonHsemoro danna cepsmca — qadminsrv.

PacnonoxeHue cepsuca 1 nMs nosib3oBaTensd-Bnagensua cepsepa ykasblBaTb He TpebyeTcs,
TakK KaK OHO COXpaHeHo B /etc/argasrv/<srvname>.

-e

PacnakoBKa NOJSIHOrO COAEPXUMOro apXxuBa, BkoYas KOHMOUIypauUNOHHbIE ini-gannbl.
PacnakoBka Npou3BOAUTCS B NOAAMPEKTOPUID C UMEHEM, paBHbIM MMeHU run-daina (6e3 .run),
KoTopasl B C/ly4yae OTCYTCTBMSI CO34AETCA PSIAOM C UCMOJIHAEMbIM (DalAsioM.

-h, -?

BbiBOA KpaTKon MHdopMauum 06 aprymeHTax 3anycka.
Mpumepsbl:

3anyck run-ganna ana yctaHoBKM cepBuca:

sudo ./install gadminsrv-xx.xx.xx.run -i gadminsrv -d /opt/customdir

UHcTpykuma no yctaHoBke CepBepa QUIK 65



3anyck run-danna ansa obHoBleHUs cepBuca:

sudo ./install gadminsrv-xx.xx.xx.run -u gadminsrv

3anyck run-danna ansg pacnakoBKu:

./install gadminsrv-xx.xx.xXxX.run -e

O6HoBNEHMEe cepBUuca

O6HOBNEHME cepBMCa NPOM3BOAUTCS MONb30BaTeNEM root BbI30BOM run-daiina.

Mpu 06HOBNEHUM HEOBXOAUMO YyKasaTb UMSA cepBuca. Ecnu o6HOBNSAETCS CepBUC C UMEHEM
Mo ymMon4yaHuto — qadminsrv, To UMS MOXHO He yKasblBaTb. [Janee npuBeaeH NopsaaoK AeNCTBUIA
npu o6HOBMIEHUM CEPBUCA C MMEHEM MO YMOMUYAHUIO.

0ns o6bHOBNEHUS BbIMONHUTE cneaywowmne OEeNCcTBuUA:

1.

OcTtaHoBuTe cnyxby cepBuca qadminsrv U3 AMPeKTOpUN C YCTaHOB/IEHHbIM CEPBUCOM
KOMaHAaon:

sudo ./g_stop.sh

nnbo n3 nobon ANpekTopmn, OTANYHON OT AUPEKTOPUM CEpBMCA KOMAHAOMN:

sudo /opt/argasrv/quik/gadminsrv/q_stop.sh

CkonupynTte dann install_gadminsrv-xx.xx.xx.run B AMPEKTOPMUIO, Ha Oornepaumn B KOTOPOW
y TEKYLLEro rnosib30BaTensa ecTb NpaBa, HanpuMmep, AoMalwHui katanor (/home/<user>
nnu ~/).

BbinonHuTEe KOMaHAy AobaBneHus nNpaB Ha BbINO/IHEHWE run-danny:

chmod +x install gadminsrv-xX.xX.xX.run

BbinonHUTE KOMaHAy obHoOBNEHMS cepBuca:

sudo ./install gadminsrv-xx.xXx.xXX.run -u
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Ans BbINONMHEHUSA KOMaHAblI MOXET I'IOTpe6OBaTbCH BBECTWM NMNaApPOJib TEKYLWENO NOJib30BaTENA.
B pe3synbTaTe BbINOHEHUSA run-q)aﬁna 6YLI,YT BbIMOJIHEHDbI Cneaywuwmne OEeNCTBuSA:

BbinonHeHO aBTOMATMYECKOe pe3epBHOe KonupoBaHune. B anpektopuu,

rae yctaHoBsieH cepBuc — /opt/argasrv/quik/qgadminsrv, B noaanpekTopun .backup
6ypet co3gaH apxms gadminsrv_YYYY.MM.DD_hh.mm.ss.tar.gz, B koTopbii 6yayTt
nomelleHbl Bce gainbl 06HOBNSIEeMOro cepeuca, kpome nor-dannos un gannos
XPaHWVULL, aKTyasbHbIX TO/IbKO BHYTPU AHS.

B avpekTopum obHoBISIEMOro cepeuca byaeT nponsBeaeHa 3aMeHa NpexHux gannos
HOBbIM HabopoMm cdalinos.

Monb3oBaTenb arqasrv 6yaeT Ha3HayeH BnagenbueM Bcex 06HOBAEHHbIX dansios
N NOAAMPEKTOPUN B ANPEKTOPUN CepBUca.

Mpn HeobxoanmocTn ByaeT BbiNOSIHEHA KOHBEPTALMS HAaCTPOEK B KOHMUIYypaLMOHHbIX
dannax.

Mpu ycnewHoM o06HOBNEHUN CEpBUCA B KOHCOJ1b BbIBOAUTCA coobuieHune:
«Update of service “"qadminsrv” has been successfully completed>».

B cnyuae BbiBOAa APYrov AMArHOCTUKMU, NOXKaNnynucra, o6paturecb B Cny>k6by
TexHnuyeckou noaaep>xkn QUIK: .

OTno)keHHble ¢ainbl OT NpeabiAyLWMNX YCTAaHOBOK MOTYT HaKan/imBaTbCs, NO3TOMY
peKkoMeHAyeTCca NepuMoanUYecKU yaansaTb apxXuBbl U3 katanora .backup.

YaaneHue cepBuca
YpaneHue cepBuca Npon3BOANTCS Mosib30oBaTenem root BbI30BOM ckpunTa uninstall.sh, koTopbii
Haxo4MTCs B KaTasiore COOTBETCTBYIOLLEro cepBuca.

Janee npueeaeH NopsaoK AEACTBUMN NpU yaaseHUn cepBuca C UMEHEM Mo YMOYaHUIo -
gadminsrv.

Ona yaaneHua cepeBuca BbIMOJIHUTE cnegyrowme nencTeuns:

1. OctaHoBuTe cnyxby cepsmnca qadminsrv U3 gMpPeKToOpuUn C YCTaHOBJIEHHbIM CEPBUCOM
KOMaHOon:

sudo ./g_stop.sh

nmbo 13 nbon gnpeKkTopun, OTIMYHON OT ANPEKTOPUN CEPBMUCA KOMAHAOM:

sudo /opt/argasrv/quik/gadminsrv/q_stop.sh

2. B cny4ae, ecnv ynpaBfieHUe YCTAaHOBJ/IEHHbIM CEPBUCOM BbINOJHANIOCh NOb30BAaTENEM argasry,
BbIMONHUTE cleaylowme AeNCTBUS:
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3abepuTe y Nonb3oBaTeNs arqasrv npaBa Ha BbIMO/IHEHME CKPUMTOB YrNpaB/ieHus
CEPBMCOM OT MMEHM root, BbIMNOMIHMB cneayolne AeiCcTBUS

BbinonHUTEe KOMaHAy:

sudo visudo

B oTKpbIBLIEMCS Vi-NOAOBHOM peflakTope yaanuTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/gadminsrv/q_start.sh,
/opt/argasrv/quik/gadminsrv/qg_stop.sh

CHMMUTE NPU3HAK HEM3MEHAEMOCTU CO CKPUMTOB YrpaB/ieHUs CEpBUCOM, BbIMOJIHUB
crneaylouime KoMaHabl:

chattr -i /opt/argasrv/quik/gadminsrv/qg start.sh
chattr -i /opt/argasrv/quik/gadminsrv/q stop.sh

3. B aupekTopumn yctaHoBNeHHOro cepeuca /opt/arqasrv/quik/gadminsrv 3anyctute KOMaHAHbIN
¢dann uninstall.sh komaHgoin:

sudo ./uninstall.sh

nnbo n3 nobon ANpekTopmn, OTAMYHON OT AUPEKTOPUM CEpBMCA KOMAHAOMN:

sudo /opt/argasrv/quik/gadminsrv/uninstall.sh

Ons BbINO/THEHNA KOMaHAbl MOXET NMoTpeboBaTbCs BBECTU NApO/b TEKYLLErO NOSb30BaTENS.
B pe3ynbTaTe BbINOMHEHUS KOMaHAbl 6yAyT BbINOMHEHbI ClieAyoLWne AENCTBUS:

YpansieTca peructpauuns cepBuca € UMeHeM dadminsrv B cUCTEMe yrnpaB/eHu s
cnyx6amn systemd.

Ypansaetca dain /etc/arqasrv/gadminsrv, B KOTOPOM 6binn 3aMKCUPOBaHBI
napaMeTpbl YCTaHOBJIEHHOIO CepBuca.

OvpekTopus, B KOTOPOW ycTaHoBNeH cepBuc /opt/arqasrv/quik/gadminsry,
nepemmeHoBbIiBaeTcs B /opt/argasrv/quik/qadminsrv.backup_
YYYY.MM.DD_hh.mm.ss. [NepeuMeHOBaHue, a HE yaaleHne AUPEKTOPMM NPON3BOANTCS
Ha cny4dan, ecnn noTpebyloTcs AaHHble U3 Hee. Ecnn Takon noTpebHOCTM HeT, yaanuTte
3TY OANPEKTOPUIO BPYUHYIO.
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Mpu ycnewHoOM yaaNieHun cepBUcCa B KOHCOJ1b BbIBOAUTCH coobLieHune:
«Removing of service “qadminsrv” has been successfully completed».

B cnyuae BbiBOAa APYrov AMArHOCTUKMU, NOXKanynucra, oépaTturecb B Cny>k6y
TexHunuyeckou noaaeprxku QUIK:

2.8.4 Mwurpauumsa cepBuca qadminsrv c OC Windows Ha OC Linux

Mpu murpaumm MO ¢ OC Windows Ha OC Astra Linux HeobxoanMo yuuTbiBaTb cneaytowme
orpaHuyeHuns Linux-Bepcum no cpaBHeHuto ¢ Windows-Bepcuen:

Ona OC Astra Linux nogaepxaHa paboTta Tosnbko ¢ CYB/[, PostgresPRO. Mpu ncnonb3osaHun b
cepBepa QUIK Ha CYB/[], oTAM4YHOM OT yKa3aHHOW, HeE06X0AMMO CHa4yana BbINOJHUTb MUrpaLuuto
B Ha PostgresPRO. [na nony4vyeHns MHCTpyKUnm no murpaumm B Ha PostgresPRO
obpaTtutecb B Cnyxby TexHunueckon nogaepxkm QUIK:

OTcyTCcTBYET NoaAep Kka kpuntornpoBangepa MP.

Onsa nepeHoca MO, paboTatowero Ha OC Windows, Ha komnbtoTep ¢ OC Astra Linux:

Bepcus MO, koTtopas nepeHocutcs ¢ OC Windows, gomxHa 6biTb pasHa Bepcuu 10,
KoTopas 6ypet yctaHaBnmaTbcs Ha OC Astra Linux.

MNepeHoC A0/KEH OCYLLECTBNSATLCSA B CTPOro HETOProBOE BpeMs: NOC/ie 3aBeplueHus
TOpProB 1 OCTAHOBKW CepBuca, U A0 Hayana Topros, nepes NepBbiM 3aMyCcKOM cepBuca.

Mepen murpaumnen cepsmuca ¢ OC Windows Ha OC Linux Heo6xoaMMO BbINOAHUTL 06HOBNEHME BCEX
ncrionb3yembix nnarnHoB ans QUIK Administrator 0o Bepcuin, ykasaHHbIX HUXE:

EES 2.30.100;

QME Qme\2.2.100;
InvAdvDistributor 3.11.100;
Instructions 20.7.100;
BrokerQuote 4.48.100;
OMS OMS\6.x\6.2.100;
POService 1.9.100;
QuikAuctions 1.1.100;
QChatGate V_1.14.100;
QuikREPO 1.2.100;
SecDescDistributor 3.4.100;
SMS 3.19.100;

SOR 4.8.100.

0na nony4vyeHmnsa cooTBeTCTBYOWEro 06HoBNeHMs obpatutecb B Cnyxby TEXHMYECKON NOAAEPIKKN
QUIK:

MepeHoc cepBuca Ha OC Astra Linux goskeH NpomM3BoAMTbCS Mosib3oBaTteneMm root.
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Ansa OC Linux goJ/XHbl 6bITb BbINOJIHEHbI Npeo6pa3oBaHuA AN Bcex
nepeHeceHHbIX (paii/ioB B COOTBETCTBUMU C

Onsa nepeHoca MO ¢ OC Windows Ha OC Astra Linux BbINnoSHUTE crieAyowmii NopsiaoK AeACTBUN:
1. YcraHOBUTE CEPBUC, BbIMOSIHMB AENCTBUSA U3 M.

2. Ckonupynte us gnpektopumn Windows-cepsuca B gupektoputo Linux-cepsuca
/opt/arqasrv/quik/gadminsrv cnegytowme dannbi:

KoHdurypaumoHHble gainnsbl .ini;
®dannbl HacTpoek KpunTonpoBanaepos .cfg;
®annbl knoden (.txk), katanorn cepTndurkaToB NpoBangepos:

Kntoun secring.txk, pubring.txk — ona HacTpoiku Kpuntonposanaepa qrypto32;
KaTtanor certs — ans HacTponkn kpuntonposaingepa OpenSSL_pr;

KaTanor signalcom - anga HacTponkn Kpuntonposanaepa Signalcom_pr.

3. [lNpuBeanTe MMeHa CKOMUPOBAHHbLIX B NpeablayleM nyHKTe hannos U ANPEKTOPUN K HUXKHEMY
pernctpy. [na aToro BbiNOAHUTE B AnpekTopun /opt/argasrv/quik/gadminsrv komaHay:

sudo ./postmigration.sh

4. 3anycTtuTe cepBuC qadminsrv U3 AMPEKTOPUN CepBUCA KOMAHOOM:

sudo ./g_start.sh

nnMbo KoMaHaoMm:

sudo systemctl start gadminsrv

5. lpoBepbTe, UTO CEPBUC YCMELIHO 3anyLleH KoMaHaol (M3 AMpeKTopuM cepBuca):

sudo ./g status.sh

nnbo KoMaHaomn:

sudo systemctl status gadminsrv
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B cnyyae BO3HMKHOBEHUS Npobnem, noxanyncra, obpatutecb B Cnyxby TEXHMUYECKON NOAAEPXKKU
QUIK:

2.8.5 CospaHue yueTHo#M 3anucu QUIK Administrator

C nomowbto nporpammbl KeyGen 6bi1 co3gaH Nyb6AnMYHbIA U CEKPETHBIN KOYM AN
aaMuHucTpaTopa cepsepa QUIK B n. . MoapobHee o0 cozpgaHum knoven cM. pann keygen.pdf
— PYKOBOACTBO MO MCMOMb30BaHMIO Nporpammbl keygen.exe.

Mocne co3paHua Knyen HeobxoamnMmo:

CkonunpoBaTb Ny6nunyHbIin KoY cepeepa (N0 yMon4vaHuio nporpamMma keygen.exe cospaer
dann a:\pubring.txk) B katanor \quikadministrator\client\Key\pubring.txk. JaHHbI knto4
ncnonb3yeTcst Tonbko ana MHgopmaunoHHo-Toprosoin cuctembl QUIK “broker”.

CkonunpoBaTb CEKpPETHbIM KoY nosib3oBaTtens (Mo ymondaHuto nporpamma keygen.exe
coxpaHset dann a:\secring.txk) B katanor \quikadministrator\client\Key\secring.txk. JaHHbIN
KJl04 MCnonb3yeTcsa 474 nonb3oBaTens agMMHUcTpaTopa.

CkonunpoBaTb CEKPETHbIN KoY cepBepa (N0 yMON4YaHMIo NporpaMMma keygen.exe coxpaHseTt
dann a:\secring.txk) B katanor \quikadministrator\server\Key\secring.txk. [JaHHbIA K04
NCNonb3yeTcs ToNbkKo aAna UHdpopMaunoHHo-Toproson cuctembl QUIK “broker”.

Ona co3ganna ydyetHon 3anncn QUIK Administrator n Ha3zHavyeHns nonb3oBaTentio npas
aAMUHUCTpaTopa 3anycTtute cepBepHyto YacTb QUIK Administrator c kntouom «-set-admin-right».

dopmaT UcnonbL30BaHUA:

gadminsrv.exe -set-admin-right -instance=[<instance>] -UID=[<UID>] -QUIK-key-

filename=[<QUIK-key-filename>]

Cpe:

<instance> - naeHtTudukatop 6a3sbl AaHHbIX. aeHTUdUKaTOpbl 6a3 AaHHLIX NepevYncneHsol

B cekumu [Instances] danna gadminsrv.ini. Ecnu cepsep QUIK paboTtaeT ¢ ogHon B/,

TO NapameTp He obs3aTeneH.

<UID> - naeHtudukaTop nonb3oBaTesns, KOTOPOMY A0/XeEH 6biTb NpuceoeH kitod RSA. Ecnu
napameTp He ykasaH, U B/l nycTtas, To co3gaeTcs HOBbIM NMosib3oBaTesb.
<QUIK-key-filename> — nyTb 1 nmsa danna c nybnmuHbiM kno4oMm RSA. MoxeT yka3sbiBaTbCS
OTHOCUTENbHbIN MW abCoNTHLIN NYTb. ECAN Ma u/vnu nyTb coaepxuTt npobensl,

TO 3HAYEHME 3aKJIOUYaAEeTCHa B KaBbluku, Hanpumep, ans OC Windows:
«c:\path\to\file\somefile.txk», ansa OC Linux: «/path/to/file/somefile.txk». Ecnun dain
coaepxut 6onee ogHoro ny6amyHoro RSA-kYa, TO UCNONb3YETCS NEPBbIA U3 KITOYEN,
nMewwnxcsa B garne. Ecnm ykasan napametp <UID>, n gnsa storo nosab3oBaTens yxe nMmeeTtcs
KoY RSA, TO gaHHbIM NapaMeTp He obs3aTeneH.
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Mpumep ans OC Windows:

gadminsrv.exe -set-admin-right -UID=350 -QUIK-key-
filename="c:\path\to\file\somefile.txk"

Mpumep ang OC Linux:

./gadminsrv -set-admin-right -UID=350 -QUIK-key-filename=/path/to/file/somefile.txk

2.8.6 Perucrtpauusa nonb3oBartenei cucremol QUIK

3anyctute nporpammy QUIK Administrator.

Bbibepute nyHKT MeHio CepBep QUIK/OpraHunsaumu. [1o6aBbTe CBOKO OpraHu3aumio
B CMPaBOYHMUK, 3aMOSHMB BCE NONS.

BbibepuTe nyHKT MeHio CepBep QUIK/MNonb3oBartenu. [JobaBbTe B CIPaBOYHUK
nosib30BaTeNIEN YUYETHYIO 3anucb agMUHUCTpaTopa cuctembl QUIK. Ons aTtoro Bbibepute m3
CnpaBoOYHMKA HaMMeHOBaHMe Ballen opraHuMsaunu, seeante ®NO MeHeaXepa, NpoCTaBbTe
nepuog AencTBUA LOBEPEHHOCTMW.

CnuMCOK KaccoB COAEPXUT HAaMMEHOBaHMS yYKa3aHHbIX B HAaCTpoWKax knaccos bymar.
MNMocnepnoBaTenbHO BbibepuTe KaXAabl N3 HUX N HAXXMUTE KHOMKY «MeHeaxxep» Ans YCTaHOBKMU
npas Ha paboTy No AaHHOMY Knaccy.

B none «Koa dumpmbl» (Bknagka «MpaBa no kiaccamMm» B OKHe peAakTUpOBaHMs Mosib30BaTens)
yKaxunTe naeHtTudunkaTop y4acTHMKa TOpros B TOprosoi cucreme. Mone «Koabl KINEHTOB
y Annepa» ANsS MeHenXxepa He 3anoJiHseTcs.

HacTpoinTe ayTeHTUdUKaLUIO MONb30oBaTeNs:

[na Bxoaa ¢ ncnonb3oBaHmeM katoden. C noMouwblo nporpaMmbl KeyGen co3ganTe
NY6ANYHBINA U CEKPETHbIN KoUK Nonb3oBaTens (CM. n. , N. 7). Ha Bknaake
«be3onacHocTb», B paMke «Kntoum QUIK» HaXMuTe KHOMKY «M3MeHUTb...». 3arpysuTe
KJHOY HaxaTueMm KHonku «obaButb».

_ [ns ncnonb3oBaHMA MexaHu3Ma ayTeHTuduKauum no normHy, Tpebyetcs B nporpamme
QUIK Administrator 3agaTtb OrMHbI NONb30BaTENEN:

_ [ns BXoza no NorMHy W NapoJsiio B AOMeHe — 3ajaiTe NOrnH B CNpaBoYHMKeE
«JIOrnHbl B ApPYrov cMcteMe aBTopmsaunm».

Mpu ayTeHTMdUKaLMM AONYCKAETCS YKasblBaTb JIOMMH Kak BMeCTe C JOMEHOM, TaK
n 6e3 Hero. Ecnu gomeH ykasaH, npoBepsieTcs NMosiHoe COOTBETCTBME AOMEHa

n norvHa. Ecnm gpoMeH He ykasaH, NpoBepKa JIOrMHa BbINONHAETCA AN AOMeHa
Nno yMONYaHuIo.

_ [na Bxoda no NOrMHy v nNapost — 3aganTe SIOrMH B OKHe peaakTnpoBaHuA
rnosib3oBaTesid Ha BKaake «be3onacHOCTb>».
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6. AHanormuyHbiM obpasom aobaBbTe Apyrux Nofib30BaTeNeN Balleil CUCTeMbl, yCTaHaBmMBas

HeobxoanMble napaMeTpbl A4O0CTyMNa K CUCTEME, NCMOJIb3Y4A ma6ﬂOHbIHpaB.B rnose seoAa «Kopg

K/IMEHTa Y Aunepa» BBeAMTE CUMBOJIbHbIA KO, KOTOPbIA MeHeaep 6yaeT UCcrnosib3oBaTb
BNOCNEACTBMWN AN YCTAHOBKWU IMMUTOB M MAEHTUGUKALMN NONb30BaTeNen npu pabote
C CUCTEMOMN.

MoapobHee o paboTte ¢ nporpamMmoii QUIK Administrator cM. PykoBoacTBO agMMHUCTpaTOpa
K HEN.

Cuncrema QUIK roTtoBa k pabore!

3anycTtute Pabouee mecto QUIK, BOCMO/b30BaBLUMNCh KOYaMKU AOCTYMNa U YUETHbIMU AAHHbIMU
Ballero nosib3oBaTens.

2.9 Hactpounka 6aHHepa Pabouero mecra QUIK

B Pabouem mMecte QUIK Ha naHenu MHCTPYMEHTOB MOXET pacnosnaratbcs 6aHHep, Npu HaxaTum
Ha KOTOpbIN OTKpbIBaeTCA canT (Hanpumep, caut 6pokepa).

2.9.1 Hacrtpoiika 6aHHepa
YTob6bl HacTpouTb 6aHHep, BbINOAHUTE Cneaylolme 4eNCTBUS:

1. CkonupynTte dann c nsobpaxeHmem baHHepa B gmpektoputo quik\server\areas\banners.
TpeboBaHusa kK danny:
¢dopmat danna - .bmp;
paspelweHne — noboe. PekomeHgyemoe pa3spewieHne — 468*60 nukcenein:
rnybuHa useTta — 8 6uT.
2. B aupektopuun quik\server\areas\banners B daine banners.ini 3aganTte HacTponkmu
B cekuum [url_set]:
url - URL-agpec canrTa.
image - HanMeHoBaHKne daina c n3obpaxeHnem baHHepa.

Mpumep:

[url set]
url=http://www.broker-website-example.ru

image=broker.bmp

3. Ha komnbloTepe, Ha KOTOpoM 3anyLieH cepeep QUIK, B danne quik\server\quik.ini 3agante

cneayrouime HacTporKun:

[natural level section]
module=banner module

[banner module]
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module=dwbanner.dll

I HacTtpoiika 6aHHepa ana cepBepa M cepsepa AocTyna coBnagaer.

2.9.2 OTkno4yeHne 6aHHepa
UTo6bl OTKAOUYNTL NONydYeHne 6aHHEpPOB C cepBepa A0CTyNa, BbINOSIHUTE C/eayowme 4eNCTBUS:

1. Y6eautecb, uTo B (hanne HacTpoek cepeepa AocTyna quik.ini B cekunmn [natural_level_section]
NMPUCYTCTBYET CTpOKa:

module=banner module

2. Yb6eauTecb, uTO B quik.ini cepeepa nocTyna NpuUCyTCTBYET CEKUNA:

[banner module]

module=dwbanner.dll

3. YbeguTtechb, uto B cekummn [banner_module] quik.ini cepsepa goctyna otobpaxaeTcs 3HauYeHue
KJIH04Ya MO YMOJIYAHUI0 — «1»:

ignore up dwell=1l

[banner module]
module=dwbanner.dll

ignore up dwell=1l

4. Yb6eputecb B Hanu4uum moayns dwbanner.dll n 3atem 3anyctute cepsep AoCTyna.

MNMocne NpUMeHeHUs TakMx HacTpoek 6aHHep He ByeT OTNpaBNSTbLCS C CepBepa Ha cepBep
[OCTyna, 1 nofib3oBaTeNun cepBepa A0CTyna He 6yayT ero BUAETb.

2.9.3 3ameHa 6aHHepa
YT0o6bl 3aMeHNTb BaHHEp, HAaCTPOMNTE CXeMY creayowmM obpasoMm:

1. B aupekTtopuu .\areas\banners\ goskeH HaxoaAnTbCS .ini pann c HacTponkamm cneayrLero
BMaa:
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[url set]
url=c:\

image=test.bmp

roe:

3HauyeHue ktoya «url» — url, koTopbin oTKpbIiBaeTcs Bo Pabouem mecte QUIK;
«image» - nMsa daina B anpektopun .\areas\banners\.
2. 3aMeHuTe cTapbi dain Ha HOBbIM, C UMEHEM, OT/IMYHbIM OT MMEHU TeKyLero baHHepa
(Hanpumep, test2.bmp) B anpektopuio .\areas\banners\.

3. lMomeHslTe 3Ha4YeHMe Ki4a «image» B .ini danne Ha HoBoe — «test2.bmp».

«URL» MOXeT 6bITb U3MeHeH 6e3 3MeHeHUs «image».

Takxe 6e3 nsmeHeHusa «image» n «url» MoxHo nob6aBuTb Apyrown .ini ann c agpyrum «url»
n «image». B aToM cnyuyae ncnonb3dyercsa 6aHHep U3 HOBOTO .ini danna.

2.10 HacTtpouka BbiBOoAa coo6LeHnn

HacTpolikiu no3BonsaiT 3agaBaTb NyTb K AUPEKTOPUN NMPUBETCTBEHHbIX COOBLLEHNI ANS
nonb3oBaTenien, KOTopble cepBep 6yAeT OTNPaBASATb NPU UX NOAKIOYEHUN:

[areas]
msg all=./areas/msg_all;

msg priv=./areas/msg priv/;

Cpe:

«msg_all» - kopHeBas aMpekTopusa cooblieHnit Ana BCcexX Nosb3oBaTenen. 3HavyeHune
Nno yMon4aHuio: «./areas/msg_all».

«Msg_priv» — KOpHEBas ANPEKTOPUSA MHAUBUAYabHbLIX COObLWEHNI AN NoMb30BaTeNeNn
C onpeaeneHHbIM UAEHTUPUKATOPOM. 3HaYEHMeE MO YMOMTYAHUIO: «./areas/msg_priv/».

Mpumep coaep>xuMoro darina NpMBeTCTBEHHOINO COObLLEHMS ANS BCEX NOJSib30BaTeNEeN:

PacnonoxeHune: «./areas/msg_all/hello.txt>».
Copepxwumoe: «[lpuBeTcTByeM Bac Ha HalweM cepsepe!».

MpuMep coaepXunMoro daraa NpMBETCTBEHHOIo CoobLleHns An4 nofib3oBaTens
C MAEHTUPUKATOPOM 42:

PacnonoxeHune: «./areas/msg_priv/42/hello_42.txt»

Copepxumoe: «[lo 31.01.2025 BaM fOCTYNHO COoBEpLUEHNE CAEMOK CO CHUXEHHOWN
KOMUCCUEN> .
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Ecnv nonb3oBaTtento Ha3HayeHbl NPUBETCTBEHHbIE COOBLEHNS U3 AMPEKTOPUM MSg_Ppriv,
To coobuieHnsa n3 gnpektopum msg_all emy He oTnpaBnsTCs.

MpuBETCTBEHHbIE COOBLLEHNS AOMKHbI XPaHUTBLCA B BUAE TEKCTOBbIX painoB. MakcnMManbHbINn
pa3Mmep TekcTa coobuweHmnsa 799 6anr.

2.11 HacTrpouka nepecbinku pannos

B cucteme QUIK MOXHO nepecbinaTth dannbl ¢ cepBepa Ha Paboune mecta QUIK (uepes
nepcoHanbHble darnosble obnactn Ha cepeepe QUIK). TakuMm 06pa3oM MOXHO OpraHmM3oBaTb
pacrnpocTpaHeHMe OTYETOB AN KJIMEHTOB, OTYETbLI NPX 3TOM MOTyT 6bITb NognucaHbl DL,

[0na oTnpaBKku KavMeHTaM ¢annos, He NpegHa3sHadeHHbIX 4 obHoBneHns Pabouero mecta QUIK,
dannbl He06X0AMMO BbIK/1aAblBaTb B YKA3aHHY ANPEKTOPUIO:

server\areas\private\ — 4ns OTCbIIKM KOHKPETHbLIM MOJIb30BaTENSAM.
server\areas\public\ — onsa oTCbINKN BCEM NOSb30BATENAM.

Ana pasMelleHUs QOKYMEHTOB U ¢aisioB, NnpeAHa3HaUeHHbIX AN COTPYAHUKOB
KOMMNaHun, Heo6xoaMMO MCNoNIb30BaTbh ANPEKTOPUIO server\areas\company\.

Mocne aToro Heo6xoaMMO NoNb30BaTbCA AnManorom «Cucrema» / «lMonydyeHne dannos»:

& Monyuenne daiinos *
Taiincean cbnacte

(®) Muunan () Komnanumm D) OBuwan Oﬂporpamma OBHOBMTE

MmaA taiina Paamep [MonyyeHo HoeaA eepcHATeKyIWLAA Bepcl COCTOAHNE

Beero 0 dainos o Gadt BblLaennTs Bee

BrigeneHo 0 dainoes 0 Bair CHATE BblENEHIE

TekyLnit daitn Beero
Het ceazn MpuHaTo GaiT %

Gant CropocTe BairT/c

BpemeHn 3aTpaqeHo

MouHaTs baine Bpemenu ocTanoce

PEKPETHTE MPUEM 3akpeiTe Crnpaska

2.12 HacTpouka OoTnpaBKM NPOU3BOJibHbIX (pannos

B cucteme QUIK cywiecTByeT BO3MOXHOCTb NepecbiiaTth Npou3BosibHble dannbl Ha Paboune mecta
QUIK, npu noakntovyeHnn Pabodero mecta QUIK k cepsepy.

UHcTpykuma no yctaHoBke CepBepa QUIK 76



Onsa oTnpaBKn Npoun3BONbHbIX Garnos, X HE06X0AMMO BbiK/1aAbiBaTb B AMPEKTOPUIO, YKA3aHHYO
B HacTpolike unrestricted B cekumn [areas] danna quik.ini. 3Ha4eHMe NoO yMON4YaHMUIO:
«areas/unrestricted».

KaxaoMmy dariny gaHHOro KaTtasora AOJI)XEH COOTBETCTBOBATb (pani C TaKMM XKe MMEHEM
n pacwmpenmnem .UNR, KOTOpbI onpeaensieT npaBuaa pacCbliku.

Hanpumep, ans otnpaBku danna test.txt Heobxoanmo cozaath dain test.txt.UNR.
®dannbl ¢ pacwupeHnem .UNR nmMeloT cneaytowyo CTPYKTypY:

I Ka)xpasa HacTpoiika aBnsercsa o6a3aTteNbHOM.

Cekuuns [common]:

_ file-location — nyTb, N0 KOTOpOMY ckaumBaeTcs dans OTHOCUTENbHO KaTasiora
Pa6bouero mecta QUIK.

_ alias - ctpoka go 128 cumBonos, onpegenstowas ansa Pabouero mecta QUIK
Ha3sHayeHue anna; B HAaCTOALLMA MOMEHT npeanonaraeTcs eqUHCTBEHHOE 3HadeHue:

FRONTEND_ARBITRARY_FILE - npon3BobHbI dann B kaTtanore Pabouero mecra
QUIK.

processing_mode - cTpoka, 3agatwwasn cnocob otnpasBku daina, BO3MOXHble
3HaYEeHUS:

_ ASK_CONFIRMATION - ¢ain ckaumBaeTcsl nocse NnoATBEPXAEHUS NOMb30BaTeNs;
_ SILENT - ¢dann ckaunsaetcsa 6e3 noaTBep>XAEeHNA NOAb30BaTeNs.
Cekuuns [server]:

_  TARGET_LIST - cnucok UID agpecatoB-nosiyyaTenem, BO3MOXHbIE 3HAYEHUSN

_ ALL - cdann oTnpaBngeTca BCEM MoONb30BaTENAM;

_ cnucok UID nonb3oBaTenen, yepes 3ansaTyo — dann oTnpaBfiseTcs TONIbKO
nepevyncneHHbiM Nob30BaTENSIM.

_ VALID_FROM_DATE - pata B ¢opmaTte <ITTT.MM.AA>, HaunHas C KOTOPOW
AENCTBYIOT ONMCaHHble B AaHHOM aitnie npaBuna paccbisikn. 3HaYeHue
Nno yMon4aHuio: «» (nycro).

_ VALID_TO_DATE - gata B dopmaTte <I[TITT.MM.A>, A0 KOTOPOWN AENCTBYIOT
OMMMCaHHble B 3TOM AAHHOM d)aﬁne npaBuia paccCbisiku. 3Ha4dyeHune no YMOTHAHUIO !
«» (nycTo).

_ VALID_FROM_TIME - Bpemsa B ¢popmaTe <HY:MM:CC>, HaumMHas c KOTOpPOro
AENCTBYIOT ONMCaHHbIE B AAHHOM (aniie npasuia paccbisikKn. 3Ha4YeHue
Nno yMon4aHuio: «» (Nycro).

_ VALID_TO_TIME - Bpems B bopmaTe <4Y4:MM:CC>, 00 KOTOPOro AeNCTBYIOT
onuncaHHble B AaHHOM dalisie npaBuia paccbisikn. 3Ha4YeHne No YMOIYaHMUIO:
«» (nycTo).
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3. 3anyck cepBepa QUIK

CepBep QUIK 3anyckaeTcs kak cepBuc. M3 ¢annoB xpaHUNMLL 3arpyxaeTcs pblHOYHas
nHdopMaunsa, a Takxke MHbopMaums o 3asiBKax U caenkax, Kotopas AOCTyMNHa BCeEM
Nonb30BaTeNsAM, NoAKAOYEeHHbIM K cepBepy QUIK. 3To no3BonsieT, HanpuMep, BbirpyXaTb
nHdOopMaunto 0 caenkax 3a npeabiaywmn Toproebii AeHb. OUYNCTKA AaHHbIX 3a NpeablayLLyo
TOProBYH CECCMI0 NPoONUCXoAUT B MOMEHT nogkntodeHns K cepeepy QUIK nepsoro Toprosoro
nHTepdeiica.

I 3anyck cepBepa QUIK Tak)xe BbINOJIHAETCA C UCMOJIb30BaHUEM

Ons 3arpy3ku nosmunin cepsepomM QUIK npu ero 3anycke HeobxoamMo CcKONMpoBaTb
NOAroTOB/IEHHbIN hann C pacwunpeHmem .lim Ha KoMnbloTep, rae yctaHosneH cepsep QUIK.
Cnyxb6a cepsepa QUIK npu 3TOM 3anyckKaeTcs € Ka4vYamMm, yKasbliBalowmMMmM Ha HEO6X0ANMOCTb
3arpysku nosuumii n3 atoro dainna. Hanpumep:

<dpany_Cc JmMMMUTaMm>

Mpw noakntoveHnn moaynen/mHtepdencos Kk cepsepy QUIK 3arpyxeHHble no3mumn otobpasatcs
B Pabouem mecte QUIK.

an BO3HUKHOBEHMM BONpocCcoB OﬁpaTMTer B CJ'IY)KGY TexXHU4YecKom noaaepI>XXkKu
QUIK:

3.1 Knrouum 3anycka cepsepa QUIK

1. Knrouu Ana yCTaHOBKU M yldJIEHUA CEpBUCA ONMMUCaHbI B MYHKTaX ’ 7
COOTBETCTBEHHO.

2. Ana KoppeKTHOM paboTbl KJIlOUEel 3anycka y NoJib30BaTesifa A0JKHbI 6bITb NpaBa
Ha AUPEKTOPUIO C YCTAaHOBJIEHHbIM CEPBUCOM.

3. Ecnm mcnonb3yeTtcs Linux Bepcus, TO Nnpyn He0o6xXxoAMMOCTM 3anycka cepBepa
QUIK c nepeanaudei Kjloue B KayecTBe CepBUCA, YCTAaHOBJIEHHOI0 KaK CepBUcC
systemd, ucnonb3yite ckpunt q_start.sh, koTopbiii co3aaeTca B AUPEKTOPUHM
npu ycCTaHOBKe cepBuca.

Ecnu ¢pann HacTpoek bubnmorekmn pacuera 1MMMTOB NyCTO NIN60 OTCYTCTBYET,
To 3anyck cepBepa QUIK npepbiBaeTcs ¢ BbIBOAOM ANArHOCTUKMK B nor-cain.
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3.1.1 -newwamn /n
3anyck cepBepa QUIK B pexume 3arpy3ku C HOBbIMU laHHbIMU, NP KOTOPOM:

n3 TOpFOBOl‘;I CUCTEMDbI 3anpallnBakoTCA 6Mp>|<eBa;| MH(bOpMaU,MFI M AaHHbIE O 3adBKax
n caenkax,

no3numnn KNNeEHTOB paCCyYnUTbIBAOTCA Ha OCHOBE nonyquHoﬁ MHCI)OpMaLI,VIM C YYETOM CAENTOK

3a TEKYLLYI CECCUI0 U KOPPEKTMPOBOK MO3ULMNIA;
ounLLaOTCA BCe dalinbl C pacluMpeHmeM .ik, KpoMe crneayLumx:

dann HosocTen (news.ik);

dann cepsepHbix QPILE-nopTdenen (cstructp.ik);
dann nosmunm no geHbram (mlimit.ik);

dann no3munm no nHctpymentam (dlimit.ik).

Koy MOXeT MCnonb30BaTbCs B KOM6VIHaLJ,VIVI C KJZTKOYOM « »,

3.1.2 -clean vnmn /c

3anyck cepBepa QUIK B pexume 3arpy3ku € NoOJIHON OYUCTKOM AaHHbIX, @ TakKXe O4YMCTKa BCex

¢dannos ¢ pacwmpeHmem .ik.

Ecnu ykasartb K/1l0ouM -new u -clean ogHoBpeMeHHO, TO 6yaeT ncnosb30BaTbCA
knou -clean.

K4 MOXET NCMOMb30BaTbCA B KOMOMHALMUAX C K/lOYUaMu:

« >

« » N K »>.

3.1.3 -old vwamn /o

3anyck cepsepa QUIK B pexume 3arpy3ku co CTapbiMn AaHHbIMKN 6€3 OUMCTKN XpaHUINLL.

3.1.4 -holiday nam /h

3anyck cepsepa QUIK B pexuMe BbIXOAHOIO AHSA B A€Hb, ABAAKOWNMNACA paboymM cornacHo
CTaHAapTHOMY KaneHgapto Wan B COOTBETCTBUMU C HAaCTPOMKaMu CEKLIUK danna
trade_dates.ini.

3.1.5 -workday vau /w

3anyck cepeepa QUIK B pexume paboyero AHA B AeHb, SABASIOWNIACA BbIXOAHbLIM COMTacHO
CTaHAapTHOMY KajieHZapto Win B COOTBETCTBUM C HAaCTPOMKAMU CEKLNMU danna
trade_dates.ini.
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3.1.6 -loadlimits nnn /I

3anyck c cepBepa QUIK c 3arpy3koi no3uuunii u3 daina. lNocne knwya B KOMaHAHOM CTpoKe
yKa3blBaeTcsa UMs daina ¢ no3numsamMm n nyTb K Hemy. GopMaTtbl Nosen 3arpyxaeMbix NO3nLUn
npuBeneHbl B MpunoxerHun (cMm. n. ). MHdopMaumns no no3mumsMm, 3arpy>XeHHbiM n3 danna,
obHoBSIeTCS NoOC/e NOAK/IIOYEHUSI TOProBbiX NHTepdencos nnm NMHdopmMaunoHHOro nHTepderica
Holiday.

Kntou MoxeT ncnonb3oBaTbCs B KOMBMHAUMK C KNtodYaMum «-clean» mn «-rolling» (cm. n. ).

3.1.7 -removestops wnm /rs

OcTtaHoBka 06paboTkKM YCNOBHbIX 3as81BOK, NpuHaanexawmx gaHHomy cepeepy QUIK. BoinonHsetcs
nyTeM NPUHYAUTENBHOW YCTaHOBKU MAEHTUdMKATOPa NPUHAAJIEXHOCTM CTOM-3asiBOK B 3HAYEHUE
«[pyron» B TepMmHax Tabnuubl cton-3asBok Pabouyero mecta QUIK mnnu foreign B TepMnHax
Tabnuubl Stop Orders MNMporpammHoro nHtepdenca QMonitor. Komanaa TpebyeTt noaTBepxaeHums
nonb3oBartenem. NMNogpobHee cMm. n.

Mocne 3anycka nonb3oBaTenssM He06xoAMMO caenaTtb CBOMMMU CTON-3aAABKMU
Ha no6om apyrom cepeepe, UTO6bl 3TN 3asABKN MOIr/n cpabaTbiBaThb.

KomaHaa «Remove all stoporders» nnu 3anyck ¢ KAKOYOM «-removestops» — 3TO aBapuUMHbIA AN
cepBepa c/ly4dail, nocne KoToporo cepeep TepsieT MHDOPMaLUo 0 NMPUHAAIEXHOCTU UMEIOLLMXCS
cTon-3asaBokK. [MoaToMy HeobxoanMo, 4Tobbl 6bISIM CO3aaHbl YCNOBUS A5 MOJSIHOM penamKkauumm
TEeKYLMX MeTOoK. Hanpumep, wTaTHbIM nepesanyck (Mo pacnucaHuio) Ha CneaytoLwmii

AeHb, noaktyeHmne Pennnkatopa n Bcex TOProBbiX MHTepheNCcoB BO BCEM KOHType. Bo3BpawaTtb
CTOM-3asBKM Nyylle Ha CneayolWnii AeHb, A0 Havasna TOProB WM MOCNE UX OKOHYaHUS.

Kntou «-removestops» MOXET MCNOoMb30BaTbCs B KOMBMHALMK C KOHaMM «-new», «-clean».
3.1.8 -text van /t

BbiBOA Aa@HHbIX ONpeaesieHHOro Turna B TEKCTOBLIN dalin.

dopmaT Ucnosab30BaHUA:

quik.exe -text [<KFILE>] [<TYPE>] [tsvV]

roe:

<FILE> - skcnopTtupyeMbin daiin c 3asaBKaMn UAN CAeNKaMu.
<TYPE> - TMnN AaHHbIX. BO3MOXHble 3HAYEHUNS:

«orders» — akcnopT u3 danna 3asasok (order.ik);

«trades» - akcnopT u3 danna caenok (trade.ik).
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Ecnu Ha3zBaHusA (paisioB 3aA9BOK U CAENOK OT/INYHbI OT order.ik u trade.ik,
TOo napameTp <TYPE> o6a3arteneH.

tsv — npeobpasoBaHune danna B tsv-cdopmar.

Mpumep ans OC Windows:

quik.exe -text trade.ik trades tsv > trade.txt

Mpumep anga OC Linux:

./quik -text trade.ik trades tsv > trade.txt

3.1.9 -removelimits nam /rl

3anycK € O4YMCTKON MHDOPMaLMKM O NO3ULUSAX KIIMEHTOB MO AEHbraM U MHCTPYMEHTaM, a Takxe
OrpaHU4YeHUi NO CYETAM Ha CPOYHOM pbiHKE. [Npoune aaHHble (HanpuMmep, 3asiBKU, COENKM,
AaHHble Tabnuubl TEKYLWNX TOProB M T.4.) He yaanatTcs. Koy MOXHO MCNO/b30BaTb

B KOMBMHaumm c kntouyom «-loadlimits».

3.1.10-rolling unm /ro

3anyck cepsepa QUIK ¢ ponnmpoBaHuem nosmunin. MHpopmaumns no nepeHeceHHbIM NO3ULUAM
06HOBNSETCA TONIBKO NOC/E NOAK/TIOYEHNS TOProBbiX nHTepdencos nim NHpopMaunoHHoOro
nHTepdenca Holiday.

Koy MOXET UCMNonb30BaTbCsl B KOMOMHAUUM C KITIOYaMMU:

« », « »;

« ».

3.1.11-clean -loadlimits

3anyck cepsepa QUIK B pexume 3arpy3ku € NosIHOM OYUCTKOWM AaHHbIX, @ TakXe O4YMCTKa BCex
dannos ¢ pacwmpeHuem .ik n 3arpyska nosmumn ns damnna. Nosmumm NepecymTbIBaAOTCA C YYETOM
CAENOK 3a TEKYLLYK CEeCCUI0, HO HE YUYUTbIBAOTCA KOPPEKTUPOBKM MO3ULNIA B TEYUEHNE TOPrOBOro
AHS (Heo6XoAMMO BbIMONHUTL KOPPEKTUPOBKU MOBTOPHO).

3.1.12-clean -loadlimits -rolling

3anyck cepsepa QUIK B pexume 3arpy3ku € NoJIHON OYNCTKOWN AAHHbIX, @ TaKXe 04YMCTKa BCeX
dannos c pacwmpeHuem .ik. Mpun aToM daiin, cogepxawmin NO3ULUN HAa MOMEHT 3aBepLIEHNS
npeablayLiero TOproBoro AHS, MCNOAb3yeTCs KakK NCTOYHUK AaHHbIX A8 POSSIMPOBaHUA.

UHcTpykuma no yctaHoBke CepBepa QUIK 81



dopMaTbl Nosien 3arpy>aemMbiX NO3uLUMiA NpueeaeHbl B MNMpunoxeHnm (cM. n. ).

4. WndpoBaHMme naponem

Maponu, 3apaBaeMble B HACTPOKax, MOryT 6biTb 3aWwndpoBaHbl. Maposib He A0/IHKEH HAYMHATHLCS
C CMMBOJOB «$» U «#». ECTN UCNONb3YETCS Naposib, KOTOPbIA HAUMHAETCA C OAHOMO U3 YKa3aHHbIX
CMMBOJIOB, TO TaKoi Naposib ceayeT U3MEeHUTb.

Ona BkaoyeHns wndpoBaHnsa napons gobasbTe B paliae HaCTpoOeK CMMBOJ «$» rnepen TEKCTOM
napons.

Hanpumep:

Password=S$secret

Mpn nonbITKE NCMOAb30BaHMSA Naposs cepeep 3aWndpyeT ero n CoXpaHuT B dain HacTpoek
B 3awmndpoBaHHOM Buae. 3awmMdpoBaHHbIM Napo/ib MapKUpyeTCs CUMBOJIOM «#>» B Hayasie CTPOKMW.

Mpw nepeHoce NporpaMMbl Ha APYro KOMMbIOTEP WM NEepPeyCTaHOBKe
ornepaumMoHHOM CUCTeMbl 3aWn@poBaHHbIe NApPOJ/IN CTAHOBATCA HEAOCTYNHbIMU ANA
AewndpoBaHua. B TakoM criyyae Heo6X0AMMO yYKa3aTb COOTBETCTBYHOLLME NApPOn
3aHOBO.

5. lNMpuno)xxeHue

5.1 ®dopmaT Nno3mMuymn

| MapameTphsl, ob6sizaTesibHble AJIA 3aN0JIHEHUSA, OTMEeYeHbl CUMBOJIOM <« >,

dopMaT No3MuUMKn No UHCTPYMEHTaM:

Pa3mMmep, TOUHOCTb

MapameTp 3HadyeHue (B cumBoOnax)
DEPO: 3aronoBok CTPOKU C 0Tpa>o<aeM017| I'IOBMLI,MEVI no
MHCTPYMEHTaM
FIRM_ID NaeHTndumkaTop yvyacTHuka Topros 12
SECCODE Kog MHCTPYMEHTa 12
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Pa3mMmep, TOYHOCTb

MapameTp 3HaueHue (B cuMmBoOnax)
TRDACCID Toprosblii cyeT 12
CLIENT_CODE Koa knuneHTa 12
OPEN_LIMIT Bxoaswmmn nummT 30
OPEN_BALANCE Mo3nuna KnneHTa 30

CURRENT_LIMIT Tekywmm numuTt 30

WA_POSITION_PRICE LieHa npuobpeTeHuns 30, 6

WA_PRICE_CURR_CODE Bantota ueHbl npnobperteHus 4

LIMIT_KIND Cpok pacuyeToB. Bo3MOXHble 3HaUYeHus: 32,0

«0» - anga Tekywmx TMMUTOB;
«<N>» - Anga NMMUTOB MO NO3ULNAM
C pacyetamn T+<N>;

3Ha4yeHne MeHblle Hyna — Ang
TEXHONOMNYECKNX NTMMUTOB;
«<[rrrmmaa>» - ona NMMUTOB

no rno3vumsam, KoTopblie BeAyTCs

B KaneHAapHbIX AHAX

dopMaT No3uunii No AeHbram:

Pa3mMmep, TOUHOCTb

MapameTp 3Ha4yeHune (B cumBoOnax)
MONEY: 3arosi0BOK CTPOKU C OTpaXaeMoW AeHEeXHOW nosunumen
FIRM_ID NaeHTudunkaTop y4actHMKa TOpros 12
CURR_CODE Koa BantoTsl 4
TAG Ter pacueToB 4
CLIENT_CODE Koa knueHTa 12
OPEN_LIMIT Bxoaawmnii nuMuT 30, 2
OPEN_BALANCE Mo3nuua knmeHTa 30, 2
CURRENT_LIMIT Tekywmn nummT 30, 2

UHcTpykuma no yctaHoBke CepBepa QUIK

83



Pa3mMmep, TOYHOCTb
MapameTp 3HaueHue (B cumBoOnax)

LIMIT_KIND Cpok pacyeToB. BO3MOXHble 3Ha4YeHUS: 32,0
«0» — Anga Tekywux JTMMUTOB;

_ «<N>» - ana AMMUTOB NO NO3NLKUAM C
pacyetamn T+<N>;

3HayeHne MeHbLlle Hyna — Ans
TEXHONOMMYECKNX IMMUTOB;
«<rrrrmmMmaa>» - ansa NMMNTOB
rno no3mumsamMm, KoTopble BeAyTCs

B KaneHAaapHbIX AHAX

LEVERAGE Mneyo. Bo3MOXHble 3HAUYEHUS: 30, 2
HeoTpuuaTenbHble 3HaYeHUs ;
«-1» — nne4yo OTCyTCTBYET

Mpumep 3anncen B danne No3NUNN:

MONEY: FIRM ID = NC0038900000; TAG = EQTS; CURR CODE = SUR ; CLIENT CODE = 004;
OPEN BALANCE = -46.52; OPEN LIMIT = 0.00;

MONEY: FIRM ID = NC0038900000; TAG = EQTS; CURR CODE = SUR ; CLIENT CODE = 004;
OPEN BALANCE = -46.52; LEVERAGE = -1;

MONEY: FIRM ID = NC0038900000; TAG = EQTV; CURR CODE = SUR ; CLIENT CODE = 004;

OPEN BALANCE = 1048.51; OPEN_LIMIT = 450000.00; LIMIT KIND = 1;

DEPO: FIRM ID = NC0038900000; SECCODE = HYDR; CLIENT CODE =10004/10004; OPEN BALANCE
= 113955; OPEN LIMIT = 0; TRDACCID = L01-00000F00;

DEPO: FIRM ID = NC0038900000; SECCODE = IRAO-004D; CLIENT CODE =10006/10006;

OPEN BALANCE = 738467; OPEN LIMIT = 0; TRDACCID = L0O1-00000F00; LIMIT KIND = 1;

5.2 Mpasuna npeo6pasoBaHusn ini-pannos npm
murpauymm INO ¢ OC Windows Ha OC Linux

Onsa dannos n nyten Heobxoanmbl cnegytoume rnpeobpasoBaHus:

HanMeHoBaHua dhannoB 1 NyTen A0MKHbI 6bITb B HUXKHEM pErucCTpe.

Bce ynoMnHaHusa anHammndyeckmnx 6mnbnuotek (.dll) gonxHel 66T Npeocbpa3oBaHsbl

B COOTBETCTBYlOLLEE HAMMEHOBaHMe Ha Linux. [ng aToro K uMmeHun gobasnsaerca npedukc «lib»,
a pacClWnpeHne 3aMeHsaeTcs Ha .S0, HanpuMep:

module=openssl pr.dll

3aMeHMTE Ha:

module=libopenssl pr.so
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Pazpenutenn nyten — obpaTHbii cnew («\») gomkeH 6biTb 3aMeHEH Ha NMpaMon («/»).

HacTtpoiikun, KoTopble cogepxaT nyTu K dannam, Haxoasawmmcs Ha cepeepe QUIK, Heob6xoammo
N3MEHUTb TakKnM ob6pasoM, 4Tobbl NyTb HbIST KOPPEKTHBLIM B ceMaHTuke OC Linux.

Ecnun cepeep QUIK yctaHOBNEH Ha OTAENbHOM KOMMNblOTepe, HE06X0AMMO BbINOSIHUTD
NoOAKJIOYEeHMe CeTEBOrO pecypca KOMaHAoM OT MMeHM nonb3oBaTtens root, npn 3ToMm HeobxoaMMo
Hannuyme ycTaHoBNEHHOro naketa cifs-utils, Bxogsuwero B ancrpmbyTtms Astralinux.

Hanpumep, HacTpoinka QuikIni cekuumn [DealerLibraryOptions] ana OC Windows nMeeT Bua:

[DealerLibraryOptions]
QuikIni=\\QUIKSERVER\DRIVE D\QUIKI1\Server\quik.ini

Ha komnbloTepe, rae ycraHoBneH cepsep QUIK c ceteBbiM nMeHeM QUIKSERVER pgoctyneH pecypc
DRIVE_D.

BbINosHAETCA NOAKNIOUYEHME CETEBOrO pecypca KOMaH0Mm:

sudo mount.cifs //QUIKSERVER/DRIVE D/ /mnt/ql/ -o uid=argasrv,user=winuser

Moe:

QUIKSERVER - nmMga koMnbloTepa, rae ycraHosneH cepsep QUIK;

DRIVE_D - umMa ceTeBOro pecypca;

/mnt/ql/ — nyTb NOAKIIOYEHUSA CETEBOro AMcKa (AMPEKTOpPUS AO/KHA CYLLEeCTBOBaTh);
argasrv - nonab3osaTesb Linux, OT MeHu KoToporo 3anyckaetcsa cepsmc QUIK Administrator;
winuser — nonb3oBaTtens Windows, KOTOPOMY paspelleHO NOoOAK/IIYEeHNE CETEBOrO pecypca.

Mocne BbINOHEHUS MOAK/IIOUYEHUS CETEBOr0 pecypca HacTpolika uMeet Bua (NyTb
perncTposaBucumM):

[DealerLibraryOptions]
QuikIni=/mnt/gl/QUIK1/Server/quik.ini

dannbl bubnmoTtekn pacyeta IMMUTOB, NepevnciieHHble B cekumun [dealer-library] aonxHol 6biTb
AOCTYMHbI AN 3anNnUCKU NoJib30BaTesto, OT UMEHU KOTOPOro BbIMOMHAIOChL NOAKIIOYEHNE CETEBOIO

pecypca.
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3a noapo6Hoi nHcopMaumeit o NnoaKNOUEeHUUN ceTeBbiX pecypcoB B OC Linux
pekoMeHAyeM o6pawaTtbcss K CUCTEMHOMY aAMUHUCTPATOpPY.

5.3 HacTtponka OpenSSL

Onsa nposepkun DUIM Ha koMnbloTepax, rae pacnosioxeHsl cepsep QUIK u cepsepHoi yactu QUIK
Administrator gosmkHbl 6bITb YCTaHOB/IEHbI BCE HEOHBX0aMMbIE KOpHEBbIe cepTudmkaTbl YL. dannbi
C AaHHbIMK cepTudurKaTaMmn 3arpyxatoTcs N3 BHELWHMUX NCTOYHMKOB M MOTyT 6bITb B popmaTe .p7b,
.pfx, .pem, .cer.

KpuntonpoBaigep OpenSSL npegocraBnisieT cepBUChl AN MCNOb30BaHUSA 3/TIEKTPOHHOMN
umcpposoi nognucu (AUM) n wndposaHmna no npotokony TLS.

PaboTta ¢ wudposaHmnem n JLUIM ocyLlecTBAseTCs C UCNONb30BaHMEM KpunTorpaduyeckmnx
dYyHKUNIN, NpeaocTaBnsemMbix bubnmortekon OpenSSL.

KpuntonpoBaigep OpenSSL npegoctaBnsieT BeCb HE06X0AUMMbI DYHKUMOHAN A/ NOCTPOEHUS
TLS 3aiMLLEHHbIX KaHa/0B 1M co34aHus / npoBepkn DUIM, a MMEeHHO:

Co3gaHue kntouyesbix nap (public/private key);

Co3aaHue 3anpocoB Ha cepTUdhUKaTbl, COOTBETCTBYIOLWMNE CO34aHHbIM K/1H0UYaM;

YcTaHOBKa BbIMYyLEHHbIX N0 3aNpocy CepTUdMKATOB B COOTBETCTBYHOLEE XpPaHUINLLE
ceptudumkatos OC;

AyTeHTUdMKaUMa Nosb3oBaTeNs Nno cepTudmkaTty, No MUMEHU U MapoJsIto, a TakXe No NMMEHU
N Naposito Yepes KOHTPOoJIiep AOMEHaA.

5.3.1 YcraHOBKa M HacTpoiika NporpamMmmbi

1. B KOpHEBOW AMPEKTOpUN cepBUCa Co3gamTe NoAANPEKTOPUN:

certs/ca — ana xpaHeHus gaiina KOpHeEBOro ceptudukaTa;
certs/crl - ons XpaHeHUs CNUCKOB OT3bIBa;

client/serial — gpna pasmelleHnsa KIMEeHTCKUX cepTudunkaTos. NpeaHa3zHayYeHHbIX AN
NpOBEPKM MNOANUCU TPaH3aKLUMNA.

CkonunpyinTe KOpHEBOW cepTuduKaT, CMUCKM OT3biBa U KIIMEHTCKME cepTUdUKaTbl
B COOTBETCTBYIOLUNE NOAANPEKTOPUMN.

2. B KOpHeBOM AMPEKTOPUKN cepBUCa co3aanTe darn openssl_pr.ini co cnegyowmnmm
HaCTpOMKaMMU:

[General]
CertStoreFile=certs\store.pem

ServerCertificateKey=<kjwou cepTupmrara cepsepa>

[TLS Connection Settings]
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CA=certs/ca

CRL=certs/crl

ServerHandShakeScheme=<nonmepxmBaeMell pPeXMM ayTeHTUOMKALIMM>

UsedHandShakeSchemePrefer=<npeInodTUTEeJIbHEM PEeXMM ayTEeHTUQMKALMMI>
ServerCertificateFile=certs\server.crt

ServerPrivateKeyFile=certs\server.key

OnucaHue dopmaTta dairna openssl_pr.ini cM. B .

3. YkaxwuTte B danne qrypto.cfg cepsepa QUIK cnegytowme HaCTpokm nposangepa:

[CryptoProviders]

openssl=1l

[openssl]

Module=openssl pr.dll IIOJIHE WMJIM OTHOCMUTEJIbHBEI NyTh IO MCIOJHAeMoTo daina;
IniFile=openssl pr.ini [IOJIHE WMJIMM OTHOCUTEJIbHBI [IYyTh IO danjia C HaCTpoVKaMmu
[auth]

sign=secprov.dll

sign provider=openssl

4. B danne quik.ini cepsepa QUIK B cekumm [usend_module] nobasbTe KoY
crypto_provider_ini_file:

[usend module]
crypto provider ini file=openssl pr.ini TIOJIHEIM MJIM OTHOCUTEJIbHHM NIyTh OO Qania

C HaCTpOMKaMu

5. Ecnm ucnonesyetcsa QUIK Administrator, To B KOpHEBOW AMPEKTOPUM NPOrpaMMbl cosgamTe
¢dann openssl_pr.ini co cneayowmmm HacTponkKamm:

B cekuumn [CryptoProviders] nepeuncnute gOCTYyMNHbIX NPpOBanaepoB:

«openssl» — npusHak ncnonb3oBaHusa nposangepa OpenSSL. Bo3MOXxHble
3Ha4YeHus:

_ «0» - npoBangep OTKIKOYEH;
_ «1» — npoBanaep BKJ/IIOYEH.

Mpumep:

[CryptoProviders]
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openssl=1

B cekuun [openssl] 3agalite HaCTpOMKMK:

«Module» - nyTb K MOAy/0 NpoBangepa. 3HadyeHue no ymondyanuto ansa OC
Windows: «openssl_pr.dll». 3Hauenune gnsa OC Linux: «libopenssl_pr.so».

«IniFile» — nyTb K (alny HacTpoeKk nposBangepa. 3Ha4eHNe NO YMOAYAHUIO:
«openssl_pr.ini».

Mpumep ana OC Windows:

[openssl]
Module=.\openssl pr.dll

IniFile=.\openssl pr.ini

Mpumep ana OC Linux:

[openssl]
Module=./libopenssl pr.so

IniFile=./openssl pr.ini

B cekuun [CryptoProvidersSettings] B HacTporike CipherCryptoProvider 3aganTe
npoBaiaepa, MCNOAb3yEMOro ANns ayTeHTuduKauumm rno NormHy/naponto nnbo ansg
ayteHTudunkaummn B gomeHe Active Directory. 3HaueHne No yMOMYaHMUIO: «openss|» —
openssl_pr.

Onsa kpuntonposanaepa «openssl_pr» KopHeBble cepTUdUKaTbl KOMUPYIOTCH
B COOTBETCTBYIOLYIO AnpekToputo «CA», yKkasaHHyt B daine HacTpoek.

Mpu pacnonoxeHunn cepeepa QUIK Administrator Ha ogHOM KoMnbloTepe ¢ cepBepoM QUIK
AOMyCKaeTcsa ncnosib3oBaHme ini-pannos, KOTopble UCMONb3YOTCS A1 HAaCTPOMKM
KpuvnNTONpOBanaepos.

Ecnun Ha oaHoM cepeepe QUIK Administrator HacTpoeHo ucnonb3oBaHue AByX Unu 6onee
ak3emnnapos cepsepa QUIK Administrator, To OHM BCe UCNONB3YIOT eanHble HAaCTPOMKKU
KpunTonpoBahaepos.

6. 3anyctute cepBep QUIK n ybeamTechb B Hannumm cregyowmx CTpok B gaine events.log:

Crypto provider 'OpenSSL' inited IpPU MCIOJb30BaHUM pPexrMa mmMbpoBaHUSI
Sign provider 'OpenSSL' initialized successfully P MCIOJIb3OBaHMMU pexuma Ol
7. 3apeructpupynTe Kao4m nonbsosatens B nporpamme QUIK Administrator (cm. n. ).
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5.3.2 Peruncrpauusna karouen nosibzosartens

[na npocMoTpa CnMcKa 3aperncTpupoBaHHbIX Ktoder B nporpamMMme QUIK Administrator Bbibepute
nyHKT MeHto CepBep QUIK / BesonacHocTtb / Kntounm OpenSSL. Cnncok 3aperncTtpmpoBaHHbIX
Kntoden otobpaxaetcsa B Tabnuue cnpasa.

BbI6OpOM B KOHTEKCTHOM MeH0 Tabnnubl NyHKTa «[Jo6aBUTb» OTKPbIBAETCS OKHO perncrpaumnm
HoBoro knto4va OpenSSL:

PegaktupoBaHue (Knwoun OpenS5L)

Monb3oBatens
Monk3oBatens 100787 ‘ ‘ Tech_User02 ‘
Vs opranmsauun c ‘ 1 ‘ ‘ 3A0 "TecaWHBecT” ‘
KOA0M
Wmeet kntou
Bnaaeneu ceptvdmkata ‘ /C=RU/5P=N50/0 :TESTINVEST{OU:Posm/CN:Tech_UserUZ/Email:techuser02@|
N2 cepTndukaTa ‘ 00D5 FA18 C976 975F 82 |
YA0CTOEEPARIWMIA LEHTD ‘ /C=RU/SP=NSO/O=ARQA/CN=arga.ru |
[eiicTeyer ¢ | 26.07.2017 Mo 26.07.2018

Kntou npucsoen | 26072017 102145 |

Knrou otozBEH ‘ ‘

[ocTynHele Knoumn

Howmep cepTudinkaTta YAOCTOBEPAKILMIA LEHTD Bnaneneu
00D5 FA18 C976 975F 82 /C=RU/SP=NSO/O=ARQA/CN=arga.ru /C=RU/SP=NSO/O=TESTINVEST/OU=Pos01/C

Buibop kntoua

Wcnonb30Bate ANA NOANMCA TPaH3aKUMI
Mcnoab3oBaTh ANA WMGPOBaHUA NMOTOKa AaHHBIX
[ ]OtossaH

CoxpaHuts OTmeHWUTB

< >

Penaktmposanwe (Kntoum OpenSSL) ‘ OunbTpol (Kmtoun OpenSSL)

Ha3HayeHue nonew okHa:

1. «[lonb3oBaTenb>»:
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2.

«lMonb3oBaTtens» — Beeante UID nonb3oBaTens namv Boeibepute ero n3 crpaBoyHuKa,
Ha)kaB Ha KHOMKY «...». B none cnpasa oTobpaxatTca daMuansa, nMs n oT4ecTso
nonb3oBaTens;

«M3 opraHusaumnm c KoaoM» — MHbOpPMaUMOHHOE Nosie, oTobpaxatolee HoMep
opraHusauuu B CrpaBo4YHMKe. B none cnpaBa oTobpaxaercs Ha3BaHWe opraHu3aumu.

«MMeeT KoY » — Noaa 3anosHAKTCA aBTOMATUYECKU NpuU Bbl60pe Kntoda B Tabnuue
«[JOCTynHbIE KNOUN>:

«Bnageney ceptudurkata» — AaHHble 0 Bnagesnble ceptudurkaTa;

«HomMep cepTudmnkata» — cepuiiHblin HoMep cepTudmKaTa, NPUCBOEHHbIN 4AaHHOMY
Nnosb30BaTeNIO;

«Y[0CTOBEPSAIOWMA LEHTP» — AaHHble 06 yA0CTOBEPSIOLWEM LLEHTPE, BbiMYCTUBLLEM
cepTmudmkar.

«[encreyeT C ... Mo ...» — gaTta Ha4asa n OKOHYaHUSA AENCTBMS cepTudukaTa.

«Knto4u npucBoeH» — aata M BpeMsa NpuUcBoeHus kitoda. MHdopmaumnoHHoe none.
«Knto4y oTo3BaH» — AaTa U BpeMsa 0T3biBa K/toda. MHdopMaumnoHHoe none.

«[1OCTYMHbIE KOUN» — MepevyeHb MAEeHTU(HOUKATOPOB KIHOYEN, COAEPXKALLNXCS B BbIGpaHHOM
danne n JocTynHbIX 4S9 UCNONb30BaHus. MHpopMaumsa npeacraBneHa B suae tabnuusbl,
B cTonbuax otobpaxatTca cneayrowme napameTpbl:

MapameTp HasHaueHMne

Homep cepTtudumkarta CepuinHbIt HOMep cepTudukaTta

YaocTtoBepsowmn LeHTp Ha3sBaHue ygocTtoBepstowero LeHTpa, BbiNyCTUBLLEro ceptudukar
Bnageneu ceptudukarta Nma Bnagenbua ceptudukaTta

AnropuTtM noanucu HavmeHoBaHne anroputMa, ucnosbdyemoro ansa dopmmposaHums LT
ANropuTtM WNdpoBaHns HanmeHoBaHWe anropmMTMa, UCMOAb3yeMOro Afs NOTOKOBOIO

WNPpPOBAHNSA AAHHbBIX

Email Email
[aTta Hauana Cpok Havyana gencrems ceptudukarta (Bblaaun)
[aTta okoH4YaHu4A CpOK OKOHYaHuAa AencTeunsa ceptudunkaTa

«Bbi6op knoua» — BbIbop danna c Karyamu.

«Mcnonb3oBaTb 4N5 NOANUCK TPaH3aKUMIA» — NPU3HAK UCMOb30BAHUS KOYa U3 YKAa3aHHOro
ceptudmkaTa ansg GopMMPOBaHUSA NEKTPOHHOM LMD POBON MOANMUCU HA NOPYYEHUAX KNIMEHTa.

«Wcnonb3oBaTth AN WNdPOBaHUS NOTOKA AaHHbIX» — NPU3HAK UCMNOJIb30BaHUS cepTudukarta
Ansa wndpoBaHUA AaHHbIX, NepeaaBaeMbixX Mexay nofib3oBaTeNleM n cepeepom 6pokepa.
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Mepen ncnonb3oBaHUEM AAHHOINO CBOMCTBA o6paTutech B Cny)k6y TeXHUUYECKOM
noaaepxku QUIK: .

8. «OTO3BaH» — NpW YCTaHOBMNEHHOM MpPU3HAKe cepTUdUKAT coxpaHaeTcs B 6a3e, HO ero
NCMosb30BaHMe 3anpeLLeHo.

HaxaTtmnem kHonkn «CoXpaHuTb» HaCTPOMKW MOJSb30BaTeNss coxXxpaHaoTcs. KHonka «OTMEHUTb»
CNYXWUT ANS BbIX0Aa U3 OKHAa perucrpaumm ceptudukaTos.

PepakTmpoBaHme Kal4da AOCTYNHO B KapTouke nosib3oBaTtens (MeHto Cepeep QUIK /
Monb3oBaTenun) Ha BKagke «be3onacHoOCTb».

5.3.3 AyTteHTMdMKaLMA NO NIOrMHY U Naposiro

Cxema ayTeHTUdMKaumMn KIneHTa no NornHy nosb3oBaTesns U naposio HacTpaneaeTcs
B nporpamme QUIK Administrator.

Bbibepute nyHKT MeHto Cepeep QUIK / MNMonb3oBaTenun v BbINOMHUTE HAaCTPONKK B popme
pefakTUpOBaHUA Nosb3oBaTeNs:

AyTEHTUGUKALWA N0 NOMMHY 1 NAPOD
HacrpowTe... | florun: user
JocTyn K NpuaoseHnanm:

[m] webQUIK
[w] QUIK

Bpemennan Bnokmpoeka: HeT

1. «HacTpouTb...» — HacTpoliKa NornMHa 1 Napons nosib3oBaTtens.
2. <«JIorMH» — TeKyLWKnn NOrnMH nosab3oBaTens.
3. «[ocTyn K NpUNOXeHUAM:»

«webQUIK» — npu yCcTaHOBNEHHOM MpuU3HaKe Nosib30BaTesito HacTpamBaloTCsa npasa
Ha gocTtyn B cuctemy webQUIK;

«QUIK» — npu yCcTaHOBAEHHOM NMpU3HaKe Nofib30BaTesNto HacTpanBaloTCHa Npasa
Ha pgocTyn B cuctemy QUIK.

4. «BpemeHHas 6nokupoBka» — NnpusHak 61OKMPOBKKM YYETHOM 3anncu nosb3oBaTtens B
pe3ynbTaTe BBOAA HEBEPHbIX AAHHbIX AN ayTeHTUdMKaumm 3agaHHoe KonmyecTso pas. Ecin
y4yeTHasa 3anucb He 3abnoknpoBaHa, oTobpaxaeTcs «HeT», nHade — gata u BpeMsi OKOHYaHuUs
nepuoaa 6noknpoBku B popmate <AA4.MM.ITTT, Y4:MM>. BnoknpoBka CHMMaeTCH No
HaXaTUIO Ha KHOMKY «CHATb 6/10KMPOBKY».
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B okHe «AyTeHTudMKaLMS NO NOMMHY M NMaposio» AOCTYMHbI crieayowme napaMeTpbl:

Hactpoiikk noruHa u napona x

Norun

client203 ¥aannTe noruH

Twn napons: NecToAHHBIA
Cozaan: 17.01.2020, 12:21

WMcrekaer: 16.01.2021, 12:21, uepes 364 aH. 23 u. 59 MuH.
Cpok AeficTEMA NOCTOAHHOMC NAROAA:

365 AHER

Hoeelid napons

M2ponk JOMKEH COASPHMETE HE MEHEE B CUMEONOE. EKMHIHETE NETHHIKME
By KEL & BEPKHENM M HWIKHEN PEFMCTPE W UWGPLEL JONyCKSETER HENOALIOEZHIE
CHMECNDE "=~ 1 "

D BEI'IFIDCMTI) W3MEHEHWE NAPONA NP CNEQYHOLLIEM BXOAE

Coxpanute OTmennTs

1. «JlormH» — NOrnMH nonb3oBaTend.

HeponycTuMo Mcnonb3oBaHMUeE JIOFMHA, KOTOPbIW OT/IMYAETCH OT JIOrMHa, yXKe
3aperMcTpMpoBaHHOro Ha cepBepe, TOJIbKO PErMcTpom.

MpuY HaxaTun Ha KHOMKY «YAanuTb NOMMH» NOMUH yaanaeTcs nocse npeaBapuTenbHOro
noaTeepxxaeHunsi. OKHO «AyTeHTUdMKaLMS MO JIOTMHY M Napoo» 3aKPbIBAETCS, B OKHe
pefakTMpoBaHMs HaCTPOEK MOJIb30BaTeNs JIOFMH NepeBoAUTCS B NMOMOXEHME «HEe 3afaH».

«Tun napons»: «BPEMEHHbIN» / «NOCTOSIHHbIN> .

«Co3paH» — gaTta u BpeMs co3gaHuns napons.

«NcTekaeT» — gaTta n BpeMs OKOHYaHUA Cpoka AeUCTBUSA napons.

U oA W N

. «Cpok gencrTBms NOCTOSHHOMO Napoas» — CPOK AENCTBUSA Napons. [JonyCTUMble 3HAYEHUN:
Lenble uncna oT «1» o «365».

6. «HoBbIM Maposb» — Napofnb Nosb3oBaTensd. AaMHa napons fonxHa 6biTb He MeHee 8 3HaKoB.
Jonyctumbie CUMBONbI: «A» — «Z», «0» — «9», «-» (Tupe) n «_» (Nnog4yepKnNBaHMeE) C yUETOM
perncrpa. Ytobbl NOCMOTPETbL BBEAEHHbIV NMapoJsib, YyCTaHOBUTE (riaxxok «lNokasaTb».

7. «3anpocuTb U3MEHEHWE Naposis NMpu CleayloLlem BXxoge» — NpusHak Heob6xoaMMOCTU CMEHDI
napossi Npu cnefyoLwem Bxode. 3HaueHne no yMonYaHuo:

BkntoyeH — npu co3gaHuUM HOBOro Nosb30BaTens;

BblkntoueH — Npu pefakTMpoOBaHMK NoJsib30BaTenNs.
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HacTponka ayTeHTudunKaummn 3aBepluaeTcs HaxXaTMeM KHOMkKn «CoxpaHutb». KHonka «OTMeHUTb»
3aKpblBaeT OKHO 6e3 coxpaHeHUst UBMEHEHUN.

5.3.4 Hactpoika ayteHTudpmnkaumm B Active Directory

Ecnu Ha cepBepe HacTpoeHa cxeMma ayTeHTudumkaumm knnenTta no Active Directory (ganee «AD»),
KOTOpas MCNoJb3yeT IOMEHHOE UMS C NaposieM (3HadeHne HacTponkn ServerHandShakeScheme B
cekumn [TLS Connection Settings] danna openssl_pr.ini paBHo «2»), To B nporpamMme QUIK
Administrator Heo6xoanmo Ao6aBUTL COOTBETCTBME MeXAYy MNOSb30BaTeNIeEM U MAEHTU(UNKATOPOM
(normHom). ng atoro Bbibepute NyHKT MeHio CepBep QUIK / BesonacHocTtb / JIOrMHbI B
APpYron cucteMe aBTOpM3auum.

BbI6OPOM B KOHTEKCTHOM MEHI0 Tabnumubl NyHKTa «[JobaBuTb» OTKpbIBAaeTca dopMa AobaBneHus
HOBOIO JIOTMHA B [Ipyroli cucTemMe aBTopu3aLnn:

Pepaktupoeanme (Mlorvuel B Apyrod cucreme agTopusanmm)

MonezoBatens

|29 | |I.—’15aHos WMean Muxaiinoeuy |

[] Mcnonezosarte UID nonssoeatens
JNlorun B gpyrod cucTeme

| userl2 |

CoxpanuTe OTMeHuTE

Pepaktuposanne (flornel B apyrod cucre..| Tuastpel (flormHer B 4gpyroi cucTeme aeT,

Ha3HayeHue nonen okHa:

1. «[lonb3oBaTenb» — BeeauTe UID nonb3oBaTens nnu sblbepute ero U3 CnpaBoyHUKa HaxxaTuem
KHOMKM «...». B none cnpasa oTobpaxatTcs pammnus, MMa 1 0TYECTBO MoSb30BaTeNs.

2. «Ncnonb3osaTb UID nonb3osaTensa» — npmsHak ncnonbsosaHunsa UID knueHTa B KayecTse
naeHTndmkKaTopa Nonb3oBaTens npu NpoBepke TOKeH-koAa. B 3TOM cnyyae KAMeHT npu
NMOAK/IOYEHNN K CEpBEPY He 0653aH BBOAUTb KakKon-nnbo naeHtndukaTop (10rMH) Ha atane
ayTeHTMdMKaLum C NOMOLLbIO TOKEHa.

3. «JlormH B gpyron cmcreme» — BeeguTe 3Ha4YeHMe SIornHa nonb3oBaTtens. Mose Hea4oCTYNHO AN
U3MeHeHUd, ecnu BKIKYeH npusHak «Mcnone3osatb UID nonb3oBaTtens».

Haxxatnem kKHonkn «CoxXpaHUTb» HaCTpOMKVI nosib3oBaTtenid coxpaHsaTcs. KHonka «OTMEHUTb>»
CNYyXWUT ANga BbiIXOoAa M3 OKHa pobaBneHnss HOBOro NormHa.

5.3.5 ®dopmart ¢daiina HacTpoek wndpoBaHua OpenSSL

B danne openssl_pr.ini 3agatoTcs HacTponkn wudposaHmsa cpeacrsamm 6ubnmorekn
kpuntorpacdmm OpenSSL ( ). Ucnonb3oBaHmne OpenSSL No3BoMSET HE XPaHUTb
ceptndmkaTbl B peectpe OC Ha nnaTtdopMe ¢ cepeepoM QUIK, 4To ynpouwlaeTr nx ycTtaHoOBKY

N nocneaytouwee obcny>xneaHme.
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Cekuusna [General]

CertStoreFile - vMa darina xpaHnnmuwa cepTnduKaToB. 3HaUEHNE MO YMOAYAHUIO:
«certs\store.pem».

ServerCertificateKey - naponb kntoua ceptndurkarta cepsepa. aponb gonXKeH 6biTb
3awndpoBaH (nogpobHee cM. n. 4).

NewServerCertHash - HoBbIl Xew cepTudunkarta cepsepa.

NewServerCertDomainName - HOBbI JOMeH cepTudurkaTa cepsepa.

HacTtpoitkn NewServerCertHash n NewServerCertDomainName 3agarT napameTpbl
HOBOro ceptudukaTa npm rNJlIaHOBOM 3aMeHe cepTudmkarta Ha cepBepe. NMocne
3aMeHbl cepTudmkara 3HayeHnsa HacTtpoek NewServerCertHash

n NewServerCertDomainName 3anucbiBaroTca B napamerpbl ServerCertHash

n ServerCertDomainName c¢aiina openssl_pr.ini B Pa6oueMm mecte QUIK.

ClientCertificatesDir - nyTb K AgMpekTopumn, cogepxatlien ceptudunkaTbl AN NPOBEPKMU
noanucu. 3HavyeHme no ymonydaHuw: «certs\client».

Cekuus [TLS Connection Settings]
CeKuuns cooepXuT napaMeTpbl COeANHEHUS:

ServerHandShakeScheme - nogaepxuBaemas cxema ayTeHTUdMKaunnM. Bo3MOXHbIe

3Ha4eHuna:

«1» — ayTeHTUdMKauma no ceptndukary;
«2» — ayTeHTMdunKaumsa B LOMEHE;
«4» — ayTeHTMdMKauMa No UMEHU M NapoJIo;

«7» (N0 yMON4YaHUIO) — NOAAEPXKMBAIOTCHA BCE CXEMbI, KpOMe «8» (BOCCTaHOBNEHUE
napons);

«8» — BOCCTaHOB/IeHUEe Nnapons;

«32» - ayTeHTMdMKauMa BHYTPpU AoMeHa (Mo AOMEHHOMY MMEHU MoNb30BaTens).

Mpn nogaepxKe HECKOSIbKUX CXeM 3Ha4yeHune HaCTDOVIKM 3a4aeTcd B Bnae CyMMbl 3HAUEHUH,
COOTBETCTBYOLWMNX Nogaep>XmnBaeMbliM CXxeMaM.

UsedHandShakeSchemePrefer - npeanoututensHaga cxema ayteHTudunkauum. Bolbupaetcs,

eCcnu y KnueHTa BblbpaH pexunm «0» (onpeaensercs ceppepoM). Bo3MOXxHbIe 3Ha4YeHns:

«1» — ayTeHTUdMKaumsa no ceptndukary;

«2» — ayTeHTUdMKaUNA B JOMEHE;

«4» (N0 yMOM4YaHWO) — ayTeHTudurKaumsa Nno UMeHn 1 Naponio;
«8» — BOCCT@HOBNEHME napons;

«32» - ayTeHTUdUKaUunsa BHYTpu goMeHa (Mo AOMEHHOMY MMEHU Nosib30BaTens).
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SSLProtocols - cnvcok AonycTUMbIX K NOAKIOUYEHMIO BepCcuiA NpoTokona TLS yepes 3ansaTyto.
BO3MOXHble 3HaYeHUS:

«TLSv1.0»;

«TLSv1.1»;

«TLSv1.2».
CA - nyTb K AMPEKTOPUMN, coaepiKallen KopHeBble cepTudukaTtbl. 3HaYEHUE MO YMOAYAHUIO:
«certs\ca».
CRL - nyTb K gnpekTopumn, cogepxxawen CNmMcKkn oTo3BaHHbIX ceptudukaToB (CRL). 3HaueHue
no ymon4aHuio: «certs\cril».
spn_sspi - SPN cepsepa ana Windows. 3HadyeHue N0 yMoaYaHuto: «» (Mycro).
spn_gss - SPN cepsepa ans Linux. 3HauyeHne no yMmoayaHuio: «» (nycro).

5.4 Hacrpounka MultiPurpose

I KpuntonpoBaiiaep MP ncnonb3yercsa Tonbko ana OC Windows.

Onsa nposepku SUIM Ha KoMnbloTepax, rae pacrnonoxeHbl cepeep QUIK n cepsepHon yactn QUIK
Administrator 4omkHbI 6bITb YCTaHOB/IEHbI BCe HEOOXOANMbIE KOPHEBbIE cepTudmkaTel YL. dannbl
C AaHHbIMK cepTudUKaTaMmn 3arpy>xarTcs U3 BHELWHUX MCTOYHUKOB U MOryT 6bITb B hopmaTe .p7b,
.pfx, .pem, .cer.

Kpuntonposanaep MultiPurpose (nanee MP) npeaocTtaBnseT cepBUCHl AN UCMOSb30BaHUS
3NeKTpOoHHOW undposon noanucu (SUIM) n wndpoBaHmsa no npotokony SSL (TLS), NOAHOCTbIO
onmMpasiCb Ha BCTPOEHHble B onepaunoHHyto cucteMy Windows nHtepdeincol 1 NnpoToKObI.

PaboTa c 3L ocywecTBAseTcs C NOMOLLbIO COOTBETCTBYHOLWMX KpunTonpoBangepos (CSP),
BCTpoeHHbIX B OC nonb3oBaTtens.

Mpu ncnonb3oBaHum wWndpoBaHmsa no npotokony SSL (TLS) npoueaypa ayTeHTMdUKaumm um
YCTQHOBJIEHUSA 3aLNLLEHHOIO KaHana npomMcxoamT C noMoLlbio nHtepdenca SSPI (Security Support
Provider Interface) OC Windows. [laHHbI MHTepdeNC No3BONSIET UCMONIb30BaTh pa3/IMYHbIE
anropuTMbl WnMdpoBaHusa, Noaaep)XXnBaemMblie yctaHoBeHHbIMM B OC npoBaiigepamm
6e3onacHocTw.

Mpn Heo6XoaAMMOCTN BO3MOXHA YCTaHOBKa AomnosiHuTenbHoro MO, peannsytowero anropmtmsbl,
KOTOpble OTCYTCTBYIOT B 6a3oBoM Habope OC. Hanpumep, yctaHoBmB npoBangep Kpuntollpo CSP,
Nnonb30BaTesb MoJslyyaeT c/eaytoume BO3MOXHOCTHU:

Ucnonb3oBaTtb Ang co3gaHusa n nposepkn JUIM cootBeTcTBYyOWwMe TOCT anropuTMel Ans
paboTbl B pexume ILIM;

PaboTtaTtb no 3awwmweHHoMy SSL (TLS) kaHany ¢ ncnonb3oBaHmeM cooTBeTcTBYtOWmNxX FOCT
anropuTtMoB.
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Kpuntonposangep MP npepoctaBnseTt BeCb Heob6xoanMblii hyHKLMOHAN Ana nocTtpoeHus SSL
(TLS) 3awmLeHHbIX KaHanoB n cosgaHuns / nposepku UM, a uMeHHO:

o Cozpanue knouyeBbix nap (public/private key). Ecin B kKayecTBe HOCUTENS K/THOYEBOIO

KOHTelHepa mncnonb3ytoTcs 6penokn JaCarta nnm eToken Pro (FOCT), TO K/AOYM CO34aK0TCS B
Hen3BfieKaeMoln namsaTu.

e Co3paHue 3anpocoB Ha CepTVICbMKaTbI, COOTBETCTBYHOWMNE CO34aHHbIM Kto4YaM.

e YcCTaHOBKa BbIMYLLEHHbIX N0 3anpocy cepTUdMKaATOB B COOTBETCTBYIOLLEE XPaHUULLE
ceptudukatos OC.

e AyTeHTUdMKALMUSA NOMb30BATENA MO cepTUDUKATY, MO UMEHWN M NAPOJIO, MO UMEHU U MAPOIIO
yepes KOHTPOJIiep AOMeHa.

5.4.1 YcTraHOBKAa M HacTpoWka nporpaMmbl

Mpu ncnonbszoBaHnu nposaaepos Kpuntolpo CSP n CurHan-KOM CSP y6eautechb
B TOM, YTO ycTaHoBJieHHoe MO npoBaiaepoB MMeeT CeEpBEPHYHO JIMLLEH3UIO.

-0 x|
W~ Dain  fJeiicteme Bug  Owro  Cripaexa |;li|i|
e | sFE Hml s
* Koo A

=] YNpasneHWe MMLEHSHAMIA
@ KpunTolpo WinLogon
|||E KpunTollpo CSP
@ KpunTolpeo WinLogon
|||E KpunTolpa CSP

KpunTtollpo CSP

Cpok geicTena niueHzma: 07,08,2014
TN NHLEHTHA: KJ‘IMEHTCI(EF! apaisep
Bepoua npoayrkTa: 3.6.540

Bepoua kpunTorpadwmueckoro agpa (CK3M): KC1 3.6.5355

Bbl MOMKETE BEECTM HOBbIA CEPMIAHBIA HOMED, WCMONL3YA COOTBETCTEYIOWYHD KHOMKY Ha
NaHeN MHCTPYMEHTOE UMW KOHTEKCTHOE MEHKD A3HHOMD 3NEMEHTA,

Ina ycTaHoBKK nuueHsonHoro (lic) daiina socmonssyliTecs anemeHTom “YnpasneHue
MHMLEHZHAMK ",

1. lNomectute B paboumnn katanor cepsepa QUIK dainbl, Heobxoanmbie ansg paboTbl MporpamMmmbi:

_  mp_pr.dll;

Mmp_pr_server.ini.

2. YkaxuTe B danne grypto.cfg cneayrowme HacTpoliku nposangepa:

B cekuuio [CryptoProviders] go6aebte kntod mp=1:
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[CryptoProviders]

mp=1

[NobaBbTe B hann cekuuto [mp] cneaytowero suaa:

(mp]
Module=mp pr.dll IOJIHEM MJIM OTHOCMUTEJIbHBEI NyThb IO MCIOJHAeMOoTo Odaina;
IniFile=mp pr server.ini IIOJIHEIM MJIM OTHOCUTEJIBHHM IyThb OO (alja C HacCTpoMKaMu

Onsa ncnonb3oBaHnsa ILUIM ykaxnTe B cekummn [auth] cneayrowme Knoum:

[auth]

sign=secprov.dll

sign provider=MP

3. B 3aBucumMocTu OT Mcnonb3lyeMmoro pexuma pabotbl (wndposaHne nnm JUIM) nponuwuTe
COOTBETCTBYOLME HACTpoOMKM B daiine mp_pr_server.ini. OnncaHmne cTpykTypbl danna
CM. B M. . Cnepyiowme HaCTpOMKK ABNAOTCS 06513aTeNbHLIMU K BbIMOSTHEHWUIO
noJsib30BaTenem:

Ykaxunte B cekunm [CUSTOM_STORE] nyTb Kk dpainy c xpaHunnwem ceptTmdmnkaTon
.sto:

[CUSTOM_STORE]

LOCATION=. \usersto TMOJIHEIM WMJIM OTHOCUTEJIBHEI NYyTh OO Garia

XPaHUIINIA

Ykaxunte B cekumnm [TLS Connection Settings] 3HaueHune knoya CSPCertHash:

[TLS Connection Settings]

CSPCertHash = xem ceprupmxaTa cepsBepa

[Onsa nonyyeHus 3Ha4YeHUs xelwa cepeepa OTKpOWTe CO3A4aHHbIn cepTudukaT, NCKoMmoe
3HayeHue HaxoamTcs Ha Bknaake Details B none Thumbprint:
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Certificate (7]

General Details |CertiFication Path I

Show: | <all> =]
Field | Value | ;I
Enhanced Key Usage Server Authentication (1.3.6....
Subject Key Identifier a5 af0F 9263 17 e7 dd de eb ...
nuthority Key Identifier KeylD=ff 22 ec 85 c7 8360 3...
CRL Distribution Paints [1]CRL Distribution Paink: Distr. ..
Authority Information Access  [L]Authority Info Access: Acc...
Key Usage Digital Signature, Mon-Fepudia, ..
Thumbprint algorithm shail

25 §T|'||Jr|'|t||:|ri|'|t

Ef Se 21 d2 6f =c bf 37 31 06 51 a5 64 04 0Od
60 27 a% a4 =6

Edit Properties. .. | Copy ko File... I

CkonupyinTe gaHHoe 3Ha4vyeHune ansa kntoda CSPCertHash, nocne yero o6s3atenbHo yb6epute

BCe npobensl.

4. B danne quik.ini cepsepa QUIK B cekummn [usend_module] nobaBbTe KoY
crypto_provider_ini_file:

[usend module]

crypto provider ini file=mp pr server.ini [IOJIHEIY MJIM OTHOCUTEJIbHBEI IIYyTb IO

banyia ¢ HacTpoMKaMu

5. 3anyctute cepBep QUIK n ybeautecb B Hannumm cnegyowmx CTpok B danne events.log:

Crypto provider 'MP' inited IPY MCIOJIb30BAHUM PexyMa MmUbpoBaHMUSA

Sign provider 'MP' initialized successfully IPpM MCHOOJb30BaHMM pexyMa OUII

6. 3aperucTpupynTe Kno4Ymn rnonblosartenen B nporpamme QUIK Administrator (cm. m. ).

5.4.2 Perucrpauus knrouei nonb3oBartenem
Perncrpauus kntouen nonb3oBaTtenemn BbinosHsaetTcsa B nporpamMme QUIK Administrator.

[ns npocMoTpa cnMcka 3aperncTpMpoBaHHbIX Kitodyen BbibepmuTe nyHKT MeHtio Cepeep QUIK /
BesonacHocTb / Kntoun CSP SSPI. Cnncok 3aperncTtpmMpoBaHHbIX Ktoden otobpaxaeTtcs B Tabnuue

cnpasa.
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BbI6OpOM B KOHTEKCTHOM MeHI0 Tabnuubl NyHkTa «[106aBUTb» OTKPbIBAETCH OKHO perncrpaumu
HoBoro knto4da CSP SSPI:

Pepaxtuposatke (Knwoun CSP S5PT)

Mone3osatens

Monezoeatens 176 Merpoe Metp MeTpoBuy

Wz opraHunsaunm ¢ 75 VIK "Merposny’”

KOA0M

Wmeer knrou CSP S5PT

Bnagenesy ceprudmrata JEmail=petrov@arga.ru/C=ru/5P=nosocubupckan/L=HesocnBupor/O=0A(

Homep ceptudimkara 6155 FCEB2 0001 0000 0096

¥ADCTOBEPANOLLMA LEHTD fEmail=vber@arqa.ru/C=RU/5P=5ibiria/L=MNovosibirsk/0=ARQA Technologi

[elicTayer ¢ 07.05.2014 Mo | 27.11.2014

JocTynHele KAGYK

Howmep ceptudmk:  ¥gocToeepamwowmid uentp  Bnageneu ceptudmkata Anropwtm nognuck
5155 FCB2 0001 00C/Email=vber@arga.ru/C=RU,/Email= petrov@arga.ru/C=r

Mcnons3oBate ANA NOANMCK TPaH3EKLMA
| Mcnonssceate 4nA WMpoBaHMA NOTOKA A3HHBIX

OTozean

|'C0xpaHnTb| | OTmennTs |

PegaktmposaHue (Knwoyn CSP S5PT | PuneTphl (Knoyn CSP S5PT |

Ha3HayeHue nonen okHa:

1. «[lonb3oBaTtenb»:

_ «[llonb3oBatenb» — pydyHon Beoa UID nonb3oBaTtens uauv BbI6Op M3 cnpaBoOYHMKA
HaXkaTMeM KHOMKU «...». B none cnpasa otobpaxawTca dammnms, UMa n 0TYECTBO
nosb3oBaTesns;

_  «W3 opraHusaumm c kogomM» — MHdOpMaUMOHHOe nosie, oTo6paxatoLiee HoMep
opraHusaunun B CrpaBoYHMKE. B none cnpaBa oTo6pa)XaeTcsa Ha3BaHWe opraHu3aumnu.

2. «<WNmeeT kntoy CSP SSPI» — nonsa 3anofiHAKTCS aBTOMaTU4eCcku npu Bblbope knitova B Tabnuue
«[JOCTynHbIE KTIoUN»:
«Bnageney ceptndmkaTta» — gaHHble 0 Blagenbue ceptmdukaTa;

_ «Homep ceptudmkaTta» — cepunHblii HoMep cepTudukaTa, NPUCBOEHHbIN AAaHHOMY
Nnonb30BaTENIO;

_  «Y[oCToBEpPSOLWMA LeHTp» — AaHHble 06 yaOoCTOBEpSOLWEM LEHTPE, BbIMYCTUBLLEM
cepTudmkar.

_ <<,£|,el7ICTByeT C ... MO ...» — gaTa Ha4yasa M OKOHYaHUS AeNCTBUSA CepTVId)MKaTa.

3. «[ocTynHble KN4UN» — nepevyeHb MAeHTUDUKATOPOB KIOUEN, COAEPXALUNUXCS B BblI6BpaHHOM
danne n AocTynHbIX ANa ncnonb3oBaHusa. UHpopmauuns npeacrasneHa B suae tabnuuebl, B
ctonbuax oTobpaxatoTcs cnefytowmne napameTpsbl:
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MapameTp HasHauyeHue

Homep cepTtudmkaTta CepuiiHbIn HOMep cepTudukaTa

YA0CTOBEPSOLWMIA LEHTP Has3BaHune yaocToBepsoLWero LeHTpa, BbiMyCTUBLIEro ceptudmkart
Bnapeney ceptudukaTta MmMa Bnagenbua ceptudukarta

AnropuTtMm noanucu HanmeHoBaHMe anropuMTMa, UCNonb3yemoro ans gopmmpoBaHms DM

HanmeHoBaHMe anropmMTMa, UCNOJSIb3yEMOro A8 NOTOKOBOrO
AnroputM WndpoBaHms
WNPpoBaAHUSA AaHHbIX

Email Email
[ata Hauana Cpok Hauana gencreums ceptndukata (Bblaaun)
[JaTta okoH4YaHuA CpoK OKOHYaHuMS AenCcTBUS cepTudmnkaTa

«Bblbop kntoya» — BbIbOp harna c kayamm.

4. «Ncnonb3oBaTb 4N MOANMUCKU TPaH3aKUUA» — NPU3HAK UCMONb30BaHMS KJl0Ya M3 YKasaHHOro
ceptudukaTta ans GopMMpoBaHNS 3NEKTPOHHOM LMGPOBOM NOANMUCK Ha NOPYYEHUSIX KITMEHTA.

5. «Mcnonb3oBaTb AN wWndbpoBaHMs NOTOKA AaHHbIX» — MPU3HAK MCMOb30BaHUs cepTudmnkaTa
ANns WwndpoBaHMs AaHHbIX, NepefaBaeMbiX Mexay nonb3oBaTeseM n cepBepoM bpokepa.
Mepes Mcnonb3oBaHMEM AAaHHOMO CBOMCTBA MPOKOHCY/IbTUPYHTECH C pa3paboTUMKOM CUCTEMBI
QUIK.

6. «0OTo3BaH» — MNpu yCTaHOBJIEHHOM dnaxkKe cepTudukaT coxpaHaeTcs B 6a3e, HO ero
MCMNOIb30BaHMe 3anpeLLeHO.

HaxatneM KHonku «CoXpaHuTb» HAacTPOMKW MoJib30BaTeNns coxpaHatoTcsa. KHonka «OTMEHUTb»
CNYXWUT ANS BbIX0Aa U3 OKHA perncrpaumm ceptudurkaTos.

Mocne perncrpaumn kntoya eBbibepute NyHKT MeHtio CepBep QUIK / Monb3oBatenu
N B OTKPbIBLLEMCSH CMpaBOYHUKE HanAUTe Nosb30oBaTesNsl, KOTOPOMY BPYYEH KJItOY.

3neKTpoHHaA Wb poBaR NoANNCh CSP SSPI =

Mognuce oBazatensHa

Knarumn 3nekTpodHoi undposoii noanucu

Haomep ceptudmkara Orozean
GABE ET4A 0001 0000 004F Her
MamMeHNTb..,

B okHe pepakTnpoBaHus BbibepuTe 13 BbiNagatowero Crnncka TUM 31eKTPOHHOW LnMdpoBom
noanucu «CSP SSPI», Bkaouute dhnaxok «Moanuce obssaTtenbHa» M HAaCTponTe BblOpaHHbIN KoY
DU, HaxaB Ha KHOMNKY «M3MeHUTb...»:
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r N
Katoum 3nexTpoHHoi yudpoEcii nognucu [é]

Ne Homep ceptudmkara YaocTose
1 6155 FCB2 0001 0000 0096 /Email=vber@arqa.ru/C=RU/SP=Sibiria/L=MNovosibirs

4 k

VsmernTs Yaanute

WMcnone3oeate 4NA NOANKCKH TPaH3AKLMA

CeoiicTea kntoua

WMcnone3oBate 4NA WWGPOBAHWA NOTOKE JaHHBIX
[T OTozRaH

[ QK H Otmena I

CoxpaHuTe HAaCTPOMKMN HaXaTUEM KHOMKN «COXPaHUTb.

YTtob6bl HacTpouTb cepTndukaTbl CryptoPro yepes QUIK Administrator Heobxoammo nponucaTtb
nyTb K .sto danny cogepxawemy ceptudmnkaTbl KNMeHToB. Kak npaBuno, ato dann usercerts.sto,
KOTOpPbIN HaxoauTcsa B Anpektopun ¢ cepeepoM QUIK. [Ina aToro B panse HacTpoek 3K3emnaspa
cepsepa QUIK (no ymonuaHuoo: «mainbase.ini») nobasbte B cekuunto [QuikCryptoProvider]
napameTp Storage. Hanpumep:

[QuikCryptoProvider]
CryptoType=CryptoPro
Storage=..\quikl\server\userstore.sto [IOJIHBEIA WJIU

OTHOCUTEJIbHBE NyTh 0O Gania XpaHUIMa
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B cnyuae ncnonb3oBaHusa cepTudumKaTa He TONbKO ANs WwndpoBaHus Tpadumka, HO U Ans noanucm
TpaH3akuuin, gobasbTe cepTudukar nonb3osatens B Cepsep QUIK / besonacHocTb /
Ceptundpukartnbl CryptoPro:

[Cepeep QUIK] Xpanunuie ceptuduratos x
Coaepsammoe xpannnnwa cepmmguraroe Quik

Dunstp Quucture
Homep ceprudmke  YaocToseparowmii uentp Bnageney ceprudmnkata ANropuTM NoANKeK Ar
7C00 0026 2615 245/CN=Tecroswii ¥L| 000 "KF/CN=User/0=Org/Email=us 1.2.643.7.1.1.3.2 1.2.
HADD D000 1C6B D2 /CM=CFRONT-MP SCN=Meance Mean Meaneiy 1.2.840.113548.1.1.5 1.2.
< >

Yaanute

Daiin ¢ cepTudmKaTaMN

Dailn cepTpuKaToe
Homep cepTudura  YAoCTOBEPAIOWMI UEHTD Enageney ceprudmrara Anroputi noanwcu Ar
£ >

3

B none «®ann ceptndunkaToB» yKaxuTe NyTb K cepTuduKaTy KineHTta un Boibepute «obaButb
ceptTndukaT».

5.4.3 AyTteHTMdMKauMa Nno JIOrMHy 1 naponio

CxeMa ayTeHTUdUKaUUN KITMEHTA MO MMEHW MOJIb30BaTENA M NApOSIt0 HAaCTpaMBaeTCsl B NporpamMe
QUIK Administrator.

Bbibepute nyHKT MeHio CepBep QUIK / MNMonb3oBaTtenun 1 BbINOJIHUTE HACTPONKK B popme
pefakTUpOBaHUA NOMb30BaTeNs:

AyTEHTMGUKALWA MO NOTAHY W NAPOaK:

Hactpoute... |  Morus: user

JocTyn K NpuaoseHnanm:
[m] webQUIK

(] QUIK

Bpemennan Bnokmpoeka: HeT

CHATE BRoKWpoBKy

7. «HacTpouTb...» — HacTpoika NorMHa 1 Naposns Nonb3oBaTesns.
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8. «JlornmH» — TekyLWwuih NOrMH Nosb3oBaTesns.

9. <«J[1oCTyn K NPUNOXEHUSM:>»
«webQUIK» — npu ycTaHOBNEHHOM MpuU3HaKe MNosib30BaTeNto HacTpaMBatloTCsa npaBa
Ha aocTyn B cuctemy webQUIK;

«QUIK» - npn ycTaHOB/IEHHOM NpU3HaKe Nosib30BaTeNto HacTpamBalTCs npasa
Ha poctyn B cuctemy QUIK.

10.«BpemeHHasn 6n10KnpoBKa» — Npu3aHaKk 6/10KMPOBKM YYETHOM 3anmMcK Nosib3oBaTens B
pe3yfbTaTe BBOAA HEBEPHbIX AAHHbIX ANS ayTeHTUMhUKaumMn 3agaHHoe KonmyecTtso pas. Ecnum
y4yeTHas 3anucb He 3abrioknpoBaHa, oTobpaxaeTcs «HeT», nHaye — gata U BpeMsi OKOHYaHus
nepuoga 6noknposkn B popmate <AA.MM.ITTT, Y4:MM>. BnoknpoBka CHMMaeTCs No
HaXaTUO Ha KHOMKY «CHATb 6/TIOKNMPOBKY>.

B okHe «AyTeHTUdMKaUNSA Mo NOrMHY U Naposo» AO0CTYMHbI CeaytolmMe napaMmeTphbi:

HacTpoiikn noruHa u napona X

Norwn

client205 ¥aanute noruH

Tun napons: NoCTOAHHbIN

Cozaan: 17.01.2020, 12:21

Werekaen 16.01.2021, 12:21, yepes 364 an. 23 u, 59 MuH,
Cpok AeficTEMA NOCTOAHHOTC NapoaA:

365 AHER

Hoeelid napone

lMaponk ACMKEH CORERKETE HE MEHEE § CHMEONOE, EKNIDHETE NETHHCKHE
GYKEL & BEPKHEM M HWKHEM DETMCTDE W LUWGDEL JONYCKSETCR MCNONLS0EIHWE
CHMEOROE "= W ~_"

D BEHFIDCMTb W3MEHEHWE NAPONA NP CNEQYHILLIEM BXOAE

Coxpanuts OTmenuTs

11.«JloruH» — NOrvH NoJsib3oBaTens.

HeaonycTUMoO MCNoJsib30BaHUE JIOFMHA, KOTOPbIA OT/IMYAETCA OT JIOFTMHA, YXKe
3aperucTpMpoBaHHOIN0 Ha cepBepe, TOJIbKO PErMCTPOM.

Mpy HaxaTun Ha KHOMKY «YAanuTb NOMMH» NIOTMH yAanseTcs nocne npeaBapuTenbHOro
noaTeepxxaeHunsi. OKHO «AyTeHTUdMKaLMS MO JIOFTMHY M Napoto» 3aKpbIBAETCS, B OKHe
pefakTMpoBaHMs HAaCTPOEK MOJIb30BaTeNsl JIOFMH NEPEBOAUTCA B NMOMOXEHME «HE 3afaH».

12.«Tun napons»: «BpeMeHHbIN» / «NOCTOSAHHbIN».
13.«Co3paH» — faTta v BpeMs co3gaHusa naposns.

14.«NcTekaeT» — gaTa M BpeMsa OKOHYaHUSA Cpoka aencreums napong.
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15.«Cpok AencTBMs NOCTOSHHOIO Napons» — CpoK AENCTBUA Napons. JonyCTUMble 3HAYEHUSN:
Lenble yncna ot «1» go «365»,

16.«HoBbIN Napoab» — Naposab Nonb3oBaTens. AnArMHa napons Ao/kHa 6biTb HE MeHee 8 3HAKOB.
JonycTtumbie CUMBOMbI: «A» — «Z», «0» — «9», «-» (Tupe) n «_» (nogyepkKnBaHme) C y4eToMm
permcrpa. Utobbl MOCMOTpETbL BBEAEHHbLIN MapoJsb, yCTaHOBUTE daxok «lMokasaTb».

17.«3anpocuTb U3MEHEHME Napons Npu CneayrweM Bxoae» — nNpusHak Heo6X0ANMOCTM CMEHDbI
napons npu cneayrouwem sxone. 3Ha4YeHne rno yMoayaHuio:

BkntoueH — Nnpu co3gaHuUM HOBOro Nofib3oBaTens;
BbikntoyeH — nNpun penakTMpoBaHUKM Nosib3oBaTens.

HacTpoinka ayTeHTudunKaummn 3aBepluaeTcs HaxaTMeM KHOMKn «CoxpaHuTtb». KHonka «OTMeHUTb»
3aKpblBaeT OKHO 6e3 coxpaHeHUst UBMEHEHUN.

5.4.4 Hactpoiika ayteHTudukauum B Active Directory

Ecnu Ha cepBepe HacTpoeHa cxeMa ayTeHTudunkaumm knnenTa no Active Directory (aanee «AD»),
KOoTOpas MCNosb3yeT AOMEeHHOoe MMs C naposieM (3HadeHune HacTponkn UsedHandShakeScheme

B cekumm [TLS Connection Settings] ¢daiina mp_pr_server.ini paBHO «2»), To B nporpamMmme QUIK
Administrator Heo6xoaMMo A06aBUTL COOTBETCTBME MeXAY NOSb30BaTeNeM N NAEHTUHMKATOPOM
(normHom). ing atoro Bbibepute NnyHKT MeHio CepBep QUIK / BesonacHocTb / JIOrMHbI

B ApPYroi cucreMe aBTopusaumm.

Ecnu cepBep HacTpoeH Ha ayTeHTU(dunKkaumro knmeHta no AD 6e3 npeabsaBieHun
ceptudukara (3HaueHne HacTtpoinkn UsedHandShakeScheme B cekuumn [TLS
Connection Settings] ¢aitna mp_pr_server.ini paBHO «2>), TO HacTpoika
cepTtudukaTa KJIMeHTa He Tpebyercs.

BblI60pOM B KOHTEKCTHOM MeHo Tabnuubl nyHkTa «JobaBuTb» OTKpbiBaeTcs opma gobasneHus
HOBOIO JIOFMHA B APYrON CUCTEME aBTOpU3aLUU:

Pegantmposaimse (Mofsim 8 APyion CAcTene aaTopasaigmm)

Monssoeatens

176 MNetpos Metp MeTposnus

Henomsiosare UID nenssosatena
Norvs g m-roﬁ CHCTERDE

pEtroy

Coxparurs Crmaenums

FegaTnposasmee [Torine B AEToR mmu..‘J Lt

Ha3HauyeHue nonen okHa:

1. «[lonb3oBaTenb>»:

«Monb3oBaTenb» — nuwute UID nonb3oBaTtens uau sblbepute ero u3 cnpaBoyHUKa
HaXkxaTUeM KHOMKKu «...». B none cnpaea otobpaxatrTcs pammnus, nMsa n 0T4eCTBO
nosib3oBaTens.
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2. «Mcnonb3oBaTb UID nonb3oBaTens» — npumaHak ncnonb3osaHus UID knneHTa B KayectBe

VILI,eHTMCbVIKaTOpa rnonb3oBaTend Npu NpoBepKe TOKeH-KoAa. B 3ToOM criyyae KiveHT npu

MOAK/TIOYEHNN K CcepBepy He 06513aH BBOAUTb KakKon-nnbo ngeHtndukaTop (10rMH) Ha aTane

ayTeHTUdMKaLUM C MOMOLLbIO TOKEHaA.

3. «JIormH B ApPYron cucteme» — BBeAMTE 3HA4YeHMe JIornHa nonb3oBaTens. MNone HeaoCTynHO AN

M3MeHeHUd, ecnu BK/OYeH npusHak «Mcnonb3osaTtb UID nonb3oBaTtens».

HaxaTtnem kKHonkn «CoxXpaHuTb» HaCTDOVIKM nonb3oBaTens coxpaHarTcs. KHonka «OTMEHUTb»

CNYyXWUT AN4 BbiIXOoAa U3 OKHa nobasneHnss HOBOro slornHa.

5.4.5 lMNpoBepka NnoaAIMHHOCTU cepBepa

Ecnu ceptndukat dopmmupyetca yepes web-mHTepdeiic yagoctosepstowero LeHTpa, To ans paboTbl

no npotokony SSL (TLS) pacwmpeHune «Yny4dleHHbI KNoY» cepTudurkaTa cepBepa A0MXKHO
coaepxaTb uenb «MpoBepka NOASMHHOCTM cepBepa». ITO HEO6X0ANMO ANS NOATBEPXAEHMUS

NOAJIMHHOCTU CEpPBEpPa KJIMEHTAMMU !

3_ YyuieHHs KoY MpoBepKa NOAMHHOCTH CEPB. ..
\f‘» ‘Mnenmd)nKaTop Knoya cy... 147fdec7ea 7bc990 16dc..

IMneuruhisearon kninua e MneurudiscaTan wmnua=Ad R

— —
Ceprudwkar [ﬁ
| Ofuwe | Coctas | fiyre cepruducam|
MokasaTb: [<Bce> v

ﬂone 3HaveHue *

\ Msaa'renb Test Center CRYPTO-PRO, CR...

\ \,Clenc‘rsn'renen C 15man 2014r, 11:06:53

\ \/.leuc*rawrenen no 4 okTabpa 20141, 14:09:41 =

\ \CyﬁbeKT RU, NSO, Novosibirsk, ARQA, .

\ \OTKDbITbM KoY TOCT P 34.10-2001 (512 Bnts)

Mposepka noanuMHHoCTH cepeepa (1.3.6.1.5.5.7.3.1)

[ CeoicTBa. .. ] [lgonuposa‘rbad;aﬁn... J

HOHDOGHEE 0 cocTase CEETHQHKEN&

5.4.6 dopmart ¢aina HacTpoek wudppoBaHma MP
B danne 3apatoTcsa HAaCTporkn WngposaHua cpeacrsamm 6nbnnotekn kpuntorpadumn MP:

Ha cTopoHe cepBepa QUIK - B daiine mp_pr_server.ini;
Ha CTOpoHe KnneHTa — B daine mp_pr_client.ini.

Cekums [Crypto Provider Settings]

CeKkuus coaepXXuT onncaHne HacTpoek KpuntonpoBanaepa, HeobxoanMMblx Ans nposepku DLIMM.
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Onsa pabotbl UM ykaxuTe KNOYEBO KOHTEMHEP OAHUM U3 CNeayowmx cnocoboB:

1. YkasaHume napaMeTpoB KOHTENHepa:

CSPName - umMsa npoBangepa CSP (Cryptographic Service Provider), ncnonbsyemoro
cepTudunKaTom.

CSPContainerName - nMs K10UYEBOro KoHTelHepa.

CSPType - tTun npoBaigepa CSP.

Ecnu He ykasaH napaMmetp CSPName, cuctema npenocrasnsieT nposaaepa CSP,
Ha3HAUYEeHHOro Nno yMOJIYaHUIO AJiIA YKa3aHHOro Tuna KpuntonpoBainaepa.

2. YkasaHue ¢danna ceptudurkaTta, CBA3AHHOIO C KNOYEBbIM KOHTEAHEPOM:
CSPCertFileName - nyTb K dpanny ceptudukarta.
3. YKasaHue xewa cepTudunkarta, CBA3aHHOIo C KJOUYEBbIM KOHTENHEPOM:
CSPCertHash - xew ycrtaHoBneHHoro ceptudukara.
Ona nonyyeHnsa xewa ceptudukaTa:
_ OtkpounTte dann ceptndukara;
MNeperanTe Ha Bknaaky «CocTtas»;
CkonupyinTe 3HaveHue nona «0OTneyaTok», yaanute npobenb.

JononHuTenbHble NnapaMeTpbl HacTporkn JUIM (HeobsA3aTenbHbIE):

CSPUselInService - npusHak paboTbl KpunTonpoBanaepa B TUXOM pexunme. Bo3MoxHble
3HaYeHus:

«0» - kpuntonpoBaraep paboTaeT B UHTEPAKTUBHOM pEXUME;

«1» — kpuntonposangep paboTaeT B TUXOM pexunme.

Mpu pa6oTe B TMXOM peXxMMe KpUnTonpoBaiaep He B3aMMoaencTByer
C NoJsib3oBaTeneM, U Npu Heo6xXoAMMOCTU MHTEPAKTUBHOIO B3aMMOAENCTBUSA
(HanpuMep, Ans BBoAa Naposs AOCTyNa K KOHTEMHepy) BO3HUKHET owunbka.

CachKeyAndCertificates - npusHak KewmnpoBaHUs KAYENR N cepTUdUKaToB AN YCKOpPEHUS
nocneaywLwero 4octyna K HAM. Bo3MoXHble 3Ha4YeHuUs:

«0» - He KewWnpoBaTb;
«1» — KewmnposaThb.

CSPUselLocalMachineStore - MecTo pacnonoxeHusi ceKpeTHoro kto4da. Bo3aMoxHble
3HayeHus:

«0» (No yMOIYaHUIO) — KJHOY HaXoAUTCS B XpaHWUIULLLE TeKYLLEro nonb3oBaTens;
«1» — KJIIOY HaXOAMTCS B JIOKANIbHOM XpaHuWauLLEe KOMMbOTEpPA.

CheckRevocation - npusHak npoBepku cepTudmKaTa Ha OT3biB. BO3MOXHbIE 3HAUEHUS :
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«0» - npoBepka He NpoBOAMTCSH;

«1» — npoBepka NpoBOAUTCS.
UselLocalCA - npu3HaKk UCNo/b30BaHUS JIOKaNbHOIMO XpaHunumula ceptndnkaTos. Bo3mMoxHble
3Ha4YeHuns:

«0» - ffokanbHOe XpaHuAuLLEe HE NCNOSb3yeTCs.

«1» (No yMOn4aHuo) — NoKasbHOe XpaHWMLLE NCMNONb3yeTCs.
CA - nyTb K JIOKaNbHOMY XpaHunuwy ceptudukato CA. 3HaueHMe NO YMOSTHYAHULO:
«certs\ca».

CRL - nyTb K NOKa/IbHOMY XpPaHUAMLLLY CNMCKa 0TO3BaHHbIX cepTudunkatoB (CRL). 3HaueHne
no ymonyaHuio: «certs\cril».

Cekuusn [Certificate Stores]
Cekums coaepxuT onmcaHne XpaHuauwa ceptTuduKaTos, B KOTOPOM OCYLLECTBASETCS NOUCK
cepTMdMKaTOB AN HACTPONKN pPeXUMOB WndposaHua v ILIM:

I Heo6xopanmo YKa3aTb KaKk MMHUMYM OAHO XpaHuauuje cemeI)MKa'roa.

MY - npu3Hak Ucnonb3oBaHWS CTaHAAPTHOIO JIMYHOIO XpaHunuwa ceptTudurkKaToB
nonb3oBaTens. Bo3MOXHble 3HaUeHus:

«0» - He ncnonb3lyeTcs;

«1» - ucnonb3lyeTcs.
CA - Npu13HaK UCMofIb30BaHMSA CTaHAAPTHOIO XpaHUImwWa cepTudunKaToB LLEHTPOB
cepTudukaummn. Bo3MoxHble 3HAYEHUS:

«0» - He ncnonb3lyetcs;

«1» — ucnonb3lyeTcs.
ROOT - npu3HaK UCNoNb30BaHWNSA CTaHAAPTHONO KOPHEBOIO XpaHunuuia. BoamMoxHble
3HaYeHus:

«0» - He ncnonb3lyetcs;

«1» — ucnonb3lyeTcs.
SPC - npu3HaK MCNOAb30BaHUS CTaHAAPTHOrO XpaHunuua ceptudmrkKaToB NponsBoanTenei
MO. BO3MOXHble 3HaYeHUs:

«0» - He ncnonb3lyeTcs;

«1» — ucnonb3lyeTcs.
CUSTOM_STORE - npu3HaKk 1CnoJsib30BaHNSA CTOPOHHEro BHELWHEro xpaHunuia. Bo3aMoxHble
3Ha4YeHus:

«0» - He ncnonb3yeTcs;

«1» - ucnonb3yeTcs.
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CUSTOM_DIR - npu3HaK UCNONb30BaHNSA OUPEKTOPUM ANS XpaHEeHUs cepTUdunKaTos.
Bo3MOXHble 3HaveHus:

«0» - He ncnonb3lyeTcs;
«1» — Mcnonb3yeTcs.

Kaxgoe xpaHuauwie onncbiBaeTcs OTAeNbHOM cekumen Bmaa [<xpanumnmuwe>] (cm. n. ).

Cekuumsa [<xpaHunnuwe>]
HOST - xocCT, Ha KOTOPOM pacrnofiaraeTcs XpaHumnmuie. 3HayeHme: «.» (Touka).

LOCATION - ¢du3myeckoe pacnosioXeHne xpaHunuwa.
TYPE - Tvn xXpaHunuuwa. Bo3MOXHble 3Ha4YeHns:

«1» — cuCcTeMHoe XpaHunuuie;

«2» — BHellHee XpaHWIuLLE, pPacrnosioXXeHHoe B onpeaesieHHoM daiine;

«3» — AupeKTopusa c dpannamm cepTnuduKaTos.

UPDATABLE - npu3Hak o6HOBASIEMOro XpaHmnuua. Bo3MoOXHble 3HaUeHUS:

«0» — 3anpeLleHOo 06HOBNATD;

«1» - pa3pelueHo 06HOBNATS.

PRIORITY - npuopuTteT. 3HadeHune: «1»,

Mpumep:

[CUSTOM STORE]

HOST=.
LOCATION=D:\quik\server\cpstorage\usercerts.sto
TYPE=2

UPDATABLE=1

PRIORITY=1

Cekuusn [TLS Connection Settings]
Cekumsa cooepXut HacTponkm TLS-coegmHeHUs.

SSLProtocols - cnncok ncnonb3yemblX BepCUii NPOTOKOA0B (Yepe3 3anaTyto). Bo3MoxHbIe

3HaYeHus:
TLSv1;
TLSv1.1;
TLSv1.2 (N0 YMOMYaHMUIO).

[nsa paboTbl B pexuMe WndpoBaHNs HeEOOX0AMMO yKasaTb 3aKpbITbl KoY. [ANns 3Toro
yKa3blBaeTcsa cepTUdUKaT, NpMUBA3AHHbIN K 3aKPbITOMY K04y OAHWUM U3 Cleayowmx cnocoboB:

1. YKasaHue napaMeTpoB KOHTelHepa:

CSPName - nmsa CSP (Cryptographic Service Provider) npoBaigepa, ncnosb3yemMoro
cepTndmKaToM.
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CSPContainerName - nms K1104€eBOro KOHTenHepa.

CSPType - tun CSP-npoBangepa.

Ecnu He ykasaH napametp CSPName, cuctema npepnocrasnser CSP-npoBanaepa,
Ha3HAUEeHHOro Nno yMOJIYaHUIO AJiIA YKAa3aHHOro Tuna KpuntonpoBsainaepa.

2. YkasaHue daiina ceptndukara:

CSPCertFileName - nytb n numa danna ceptudukara.

3. YKkasaHue xewa CepTMCbVIKaTa, CBA3aHHOI0 C KJ1l04YEBbLIM KOHTe[/JIHepOMI

CSPCertHash - xew ceptndukaTa.

MapaMeTpbl HACTPONKM ayTEHTUDUKALINK:

UsedHandShakeScheme - cxema, ncnonbsyemasn ans ayreHtudmkaumm. BoaMmoxHbie
3Ha4YeHn4d:

«1»" — ayTteHTUdMKaumsa no ceptnudukaTy (NMpoBepka No ceptTudukary,
npeaocTaB/iEHHOMY K/IMEHTOM BO BpeMsi YCTaHOBKKU SSL/TLS-coegnHeHus);

«2»" - GYTeHTVICbMKaLI,MH no AJOMeEHHOMY UMEHWN U NapOJIt0 Yepe3 KOHTPOJIJiep AOMEHa,

CxeMa «2>» He MOXXeT UCMNOoJIb30BaTbCA ANA ayTeHTUdUKaLMm, ecsin B CeKLUUm
[QuikOptions] daina HacTpoek cepBepa QUIK Administrator B napamertpe
EnableMultiple2FalLogins yka3saHO 3Ha4YeHue «1>».

«4» (N0 yMOJ4aHMIO) - ayTeHTUdUKaUNA No MMEHMN MOJIb30BaTeNA M Naposio.
«8» — BOCCTaHOBJIEHME MaponA,;

«32»" - ayTeHTudMKauma BHyTpu goMeHa (Mo AOMEHHOMY MMEHM MNoJib3oBaTens).

(+) CoBMeCcTUMOCTb CxeM ayTeHTU(dUKaLMn Ha cepBepe U y KJIMeHTa:

1. Ecnu Ha cepBepe HacTpoeHa cxXxeMa « 1>, TO K/IMeHT MOXXEeT UCMNOoJIb30BaTb CXEMbI
«1» n «4».

2. Ecnv Ha cepBepe HacTpoeHa cXxeMa « 2>, TO KJIMEHT MOXXeT UCNO0J1Ib30BaTb CXEMbl
K2» N «4»,

3. Ecnum Ha cepBepe HacTpoeHa cxeMa «4>, TO KJIMEHT MOXXeT MCNOoJIb30BaTb
TOJIbKO CXEeMY «4>.

4. Ecnun Ha cepBepe HacTpoeHa cxeMa «32>, TO KJIMEHT MOXXEeT UCNOoJ1b30BaThb
TOJZIbKO CXEeMYy « 32>,

DomainController - agpec KoHTpo//iepa AOMEHa, K KOTOPOMY MponcxoauT obpalleHne npu
ayTeHTUdMKauumM KnmMeHTa. MNapaMeTp akTyaneH, eciiv UCMOob3yeTcsa CxeMa ayTeHTUudukaumm

&2,
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Ecnu HacTpoiika DomainController He yka3aHa, To UCNoONb3yeTca TEKYLLMMA
OOMEHHbIW KOHTponnep.

JononHutenbHble MapaMeTpbl HACTPOMKU pexnma wndpoBaHnsa (HeobsizaTenbHbIE):

CSPUselInService - npusHak paboTbl KpuntonpoBangepa B TUXOM pexume. Bo3MoxHble
3HaYeHuns:

«0» - kpuntonpoBaraep paboTaeT B UHTEPAKTUBHOM pEXUME;

«1» — kpuntonposargep paboTaeT B TMXOM pexume.

Mpu paboTe B TUXOM peXXuMe KpuntonpoBanaep He B3auMoaencreyeTt
C noJsib3oBaTesieM, U Npu Heo6XO0ANMMOCTU MHTEPAKTUBHOIroO B3auMoAenucTBus
(HanpumMmep, ANA BBoAa Naposia AOCTYyNa K KOHTelHepy) BO3HUKaeT owmnbka.

CSPUseLocalMachineStore — MecTo pacrnonoxeHus CeKpeTHOro Kat4va. Bo3mMoxHble
3HaYeHuns:

«0» (N0 yMONYaHUIO) — K04 HAaXOAMTCS B XpaHMUIULLE TEKYLLEero nosb3oBaTens;

«1» — K04 HAaXoAMTCS B IOKANIbHOM XpaHUAULLE KOMMbIOTEPa.
CheckRevocation - npusHak npoBepku cepTuduKaTa KpMNTonpoBanaepom no CrnmcKy
0TO3BaHHbIX CepTUHOUKATOB. BO3MOXKHbIE 3HAYEHUS:

«0» - npoBepka He NPoOBOAUTCSH;

«1» - npoBepka NpoBOAUNTCS.
IOBufferMaxSize - pa3mep 6ydepa (B 6aniTax) AaHHbIX 418 WNHPOBAHUSA. 3HaYeHne
No yMOM4YaHuio: «65536».

CheckClientCert - npusHak nposepkn cepTudukaTa KaneHTa AONOJHUTENbHbIMU CpeaCcTBaMuU
OC Windows.

spn_sspi - SPN cepBepa anga Windows. 3HadeHne No yMon4vaHuio: «» (Nycro).

Cekuusn [TLS Extra Parameters]
CeKkuunsa coaep>XXUT HaCTPOMKK ANS NIaHOBOW CMEHbI cepTUdUKaTOB cepBepa (HeobsA3aTeNbHbIE).

HacTpoiiku anga nnaHoBOW CMeHbl cepTUuduKaTa AO0JIXKHbI 6bITb 3aAaHbl
A0 UCTEeUYEHUA CpoKa AeCTBUA TeKkyLwero ceptucdukara. NMNocne cMmeHbl ceptudukara
HaCTPOMKM yaaNAIOTCA.

NewServerCertHash - 3ameHa cepTudunkarta cepsepa yepes xew. Bo3MOXKHbIE 3HaYeHUS:

Xell HOBOro ceptmdunkaTa cepsepa — Nocse 3aMmeHbl cepTudmKaTa 3TO 3Ha4YeHue
3anucbiBaeTcs B HacTpoliky ServerCertHash danna knmeHta mp_pr_client.ini,
a 3HauyeHune HacTponkn NewServerCertHash ynansercs.

«DELETE» - oTMeHa npoueaypbl 3aMeHbl cepTudukaTa.
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«» (MyCTO, MO YMOAYAHMIO) — 3Ha4YeHNe He 3a4aHo.

NewServerCertDomainName - cmMeHa ceptudmkaTa cepBepa 4yepe3 JOMEHHOE NMS.
Bo3MOXHble 3Ha4YeHns:

AOMEHHOe MMSl HOBOro cepTudmKaTa — nocne 3aMeHbl cepTudukaTa 3To 3HadYeHne
3anucbiBaeTcs B HacTpoliky ServerCertDomainName ¢aina knmeHTa
mp_pr_client.ini, a 3HayeHne HacTponkn NewServerCertDomainName yaansercs.

«DELETE» - oTMeHa npoueaypbl 3aMeHbl cepTudukaTa.

«» (MyCTO, MO YMO/AYAHMUIO) — 3HAYEeHNE He 3a4aHo.

5.4.7 NMpumep daina mp_pr_server.ini

[Crypto Provider Settings]

CSPName=Microsoft Enhanced Cryptographic Provider v1.0
CSPCertHash=2c3c48279695e2£f058ba2acee9e75403bbc34b97
CSPContainerName=Test Container

CSPType=1

CSPUseInService=0

CachKeyAndCertificates=1

[Certificate Stores]
MY=1

Ca=1

ROOT=1

SPC=1
CUSTOM_STORE=1

(MY ]

HOST=.
LOCATION=MY
TYPE=1

[CA]

HOST=.
LOCATION=CA
TYPE=1
UPDATABLE=1
PRIORITY=1

[ROOT]

HOST=.
LOCATION=ROOT
TYPE=1
UPDATABLE=1
PRIORITY=1
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[SPC]

HOST=.
LOCATION=SPC
TYPE=1
UPDATABLE=1
PRIORITY=1

[CUSTOM_STORE]

HOST=.
LOCATION=D:\QUIK\Server\CPCerts\usercerts.sto
TYPE=2

UPDATABLE=1

PRIORITY=1

[TLS Connection Settings]
CSPCertFileName=enhanced cert.cer

UsedHandShakeScheme=1

[TLS Extra Parameters]
NewServerCertHash=2c3c48279695e2f058ba2acee%9e75403bbc34b97

NewServerCertDomainName=DELETE

5.5 Hacrpouka Kpuntollpo

Y6eauTtecb, uto yctaHoBneHo MO KpunTtollpo Ha KoMnbloTepax, rae pacnonoxeHbl cepeep QUIK u
cepBepHas 4Yactb QUIK Administrator.

Onsa nposepku JUIM Ha koMnbloTepax, rae pacrnonoxeHsl cepsep QUIK u cepsepHoin yactn QUIK
Administrator 4o/mkHbI 6bITb YCTaHOBNEHbI BCe HeobXoanMble KOpHeBble cepTudukatol YL. dainbl
C AaHHbIMKU cepTudUKaTaMm 3arpyxatTcs U3 BHELWHUX UCTOYHUKOB U MOryT 6bITb B dopmaTe .p7b,
.pfx, .pem, .cer.

5.5.1 YcraHoBKka ceptudukartoB YL| Ha cepBepe QUIK npu pa6orte Ha Windows

Mpn pabote Ha Windows cepTudukaTtbl YL, 40MKHbI 6bITb YCTaHOB/IEHbI B CUCTEMHOE XpaHuUuLe
KOpHEBbIX AOBEPEHHbIX CEPTUPMNKATOB TON CUCTEMHON 3anncu, noa kKotopor pabotaet cepsuc MNO
cepBepa QUIK mnun cepsepHas 4actb QUIK Administrator. O6bI4HO MCNONb3YETCA aKKayHT
ornpegeneHHoro nosb3oBaTtens, 4S9 KOTOPOro HYXHO yCTaHaBnBaTb cepTudukaTtol, paboTas
yepes akKayHT AaHHoro nonb3oBaTtens. Ecnun MNO paboTaeT yepes CUCTEMHYIO YUYETHYIO 3anuch,
cepTudmnKaTbl YCTaHaBANBAIOTCS B XpPaHUULLE NIOKANbHOrO KOMMbOTEpa.

YcTtaHoBKa ceptudumkarta YL B xpaHunuue «JlokasnbHbl¥ KOMMNblOTep > / «JloBepeHHble

KOpPHEeBbIe LeHTPbl cepTudukaumm»

4. OTkporTe nosyveHHbIr dann ¢ ceptudmkaTom YL. HaxxkmmnTte KHOMNKY «YCTaHOBUTb
cepTudukar...».
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wh Ceptudukar X

Obwme Coctas MyTb cepTUdMKaLIM

@ﬁ Ceepennn o ceprudmkarte

Her goBepuna K 3ToMy Kop y ceprudukaTty
yeHTpa ceprudukaym. Yrobbl BKNOUMTL AoBEpHe,
YCTAHOBHTE 3TOT CepTHKAT B XpaHwinwe
[OBEPEeHHbIX KOPHEBbIX CEPTIHKATOB LIEHTpoB
cepridmKaLm.

Komy BbigaH: TecToswiit YL, 000 "KPUMTO-IPO™

Kem Bbigan: Tectoseiit YL, 000 "KPUMTONPO™

Leiicreutenen ¢ 10/4/2024 no 1/4/2025

YCTaHoBUTbL cepTUdMKaT. .. 3aaBNeHUE NOCT SBLMKE

5. B oTKpbIBLWIEMCS OKHE «MacTep MMnopTa cepTudurKkaToB» ycTaHoBUTE h1aXok «JloKasnbHbI
KOMMbIOTEP>» U HaxMuUTe «[anee».

&% Mactep uMmnopta cepTudukaTos

Macrep umnopra ceptudpumkartos

3TOT MacTep NOMOraeT KONMPOBaTh CEPTUBMKATDI, CIMCKN AOBEPUS W CIIUCKM 0T3bIBa
CePTUDMKATOB € NOKANBHOrO AMCKA B XPaHUNMILE CEPTUMKATOB.

CepTUdUKAT, BblAaHHDBI LEHTPOM CEPTUDMKAELUIM, SBNRETCA NOATEEMKAEHNEN Balueit
NMHHOCTM W COAEPXRMT MHDOPMALYAD, HEOBXOAMMYIO ANS 3aWMTEI AaHHBIX UK
YCTEHOBNEHNA 3aLUMLLEHHBIX CETEBbIX MOAKMOYEHWA. XpaHunuwe cepTUdUKaTos —
3T0 06NacTb CUCTEMbI, NPeaHasHaYeHHas ANA XpaHeHUA cepTUhMKAETOB.

PacronoXeHmne XpaHUIMLa
(O Texywmit nons3osatens

(®) NokanbHsIi KoMMbIOTED

AN\ NPOAOTKEHUA HAXKMUTE KHONKY “Aanee”.

& Nanee Otmena
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6. B oTKpbiBWEMCSA OKHE «XpaHunuuwe CepTVI(bVIKaTOB» BbIMNONMHUTE Ccneayune AenCTBuSA:

€ £ Mactep umnopTa cepTudnkaTos

Xpanuwnuue ceprudukaTos
XpaHUIMLLE CEepTUDMKATOB - 3TO CUCTEMHbIE 0BNacTH, B KOTOpPbIX
XPaHATCA CEPTUDMKETBIL.

Windows aBToMaTU4ECKM Bblﬁepe'r XPaHUNULWE, MU Bbl MOXETE YKasaTb
pacronoXeHue cepTudMKaTa BpyHHYIO.

(O ABToMaTHYECKM BEIBPATE XPAHUAMLLE Ha OCHOBE THNa CEpTUdMKATA
© MomecTuTb BCE CEDTM¢I1KaTbI B Cneayrouee XpaHsmnuue

XpaHunuue cepTUdHMKaTOoB:

‘ [loBepeHHbIe KOPHEBbIE LIEHTPb! CEPTUDUKALIM 0630p...

Janee OtmeHa

X

BbibepuTe xpaHunuvue «JoBepeHHble KOPHEBbIE LIEHTPbI CepTUdUKALNN;

HaxMmute «[anee».

MpoBepka ycTaHOBKU cepTudukarta YL B xpaHnnuue «J1okanbHbIN
KoMnbloTep» / «[loBepeHHble KOPHEBbIE LEeHTPbl cepTudukaumm»

1. Haxmute «[llyck».
. Habepute «certlm.msc».

2
3. BbibepuTe npeanoXeHHy NporpamMmmy.
4

. YbeauTtech, uto ceptudmkaTt YL yctaHoBNeH B «[loBepeHHble KOPHEBbIE LIeHTpbI

YctaHoBuTe dnaxok «MomMecTntb BCe cepTudmKaThl B Cneayrollee XpaHuamie»;

cepTudmKaunm» B OTKpbiBLIEMCH OKHe «certlm — [CepTudukaTtbl — JIOKanbHbIM KOMNbIOTEP]».

5.5.2 YcraHoBKa ceptudukaTtoB YL Ha cepBepe QUIK npu pa6ore Ha Linux

HacTtpoiika nponsBoanTcsa npu Hannymm daina, B KOTOPOM HaxXxOAUTCS KOPHEBOW cepTudmukart

MoJly4yeHHbIN oT YLI.

YcTaHOBKa cepTudmMKaToB nop Nosib3oBaTesieM arqasrv

Mpwu paboTe Ha Linux ucnonb3yerca nosnb3oBaTesib C onpeaesieHHbIM nMmeHeMm. MO

QUIK yctaHaBnMBaeTCs OT NOJib30BaTesii C UMEHEM — arqasrv.
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1. CkonupynTe noaydyeHHbIn oT YL dain ¢ KopHeEBbIM cepTUdUKATOM, HarNpMMep, B narky
/opt/arqgasrv/quik/quik/CryptoPro (roe pacnonoxeH cepsep QUIK). Hanpumep:
«certnew.p7b».

2. BbimonHuTe KOMaHAY B KaTanore c «certnew.p7b»:

sudo chmod 777 ./certnew.p7b

3. lpoBepbTe Bnagensua garna ceptmdpukaTtoB «certnew.p7b» KoMaHAOM:

ls -1 ./certnew.p7b

Ecnu Bnapeney ¢gaina «certnew.p7b» otnnuaercsa ot nosib3oBaTensa arqasryv,
BbINOJIHUTE KOMaHAY:

sudo chown -R argasrv: *

Ecnu cucrema pa60TaeT noa noJsib3oBaTtesieM, OTJINYHbIM OT arqasrv (Hanpumep,
arqa), TO AN CMEeHbI NoJib30oBaTesiaA Ha arqasrv BbinoJIHUTE cieayroluine KoMmaHAbl:

BbinonHWTe KOMaHAy AJ1s HACTPOMKM NpaB nosib3oBaTens:

sudo su -

[sudo] mnaposb OJja arga: (BBeOMUTe INapoJib OT root mJjsg HoJib30BaTENd ardga)

CMeHuTe nonb3oBaTens Ha arqgasrv KOMaHAOoMW:

Su - argasrv

4. YcTaHoBUTe cepTUdUKaThbl:

MepenanTe B MECTO pacrnofioXXeHus XxpaHunuiia «certnew.p7b», rae oH 6bi1 coxpaHeH
(/opt/arqasrv/quik/quik/CryptoPro);

YcTaHOBUTE KOpPHEBbIE CepTUdUKATbl KOMaHAOM (cepTudurKaToB MOXET bbiTb
HEeCKONbKO B KOHTenHepe dopmaTa PKCS7):

/opt/cprocsp/bin/amd64/certmgr -install -store root -file certnew.p7b

Cpe:

«/opt/cprocsp/bin/amd64/certmgr» — MmeHeaXxep cepTMdnKaToB;
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«-install» — koMaHAa yCcTaHOBKM cepTMdOUNKATOB;
«-store root» — XpaHUInLWeE KOPHEBbLIX AOBEPEHHbIX CEPTUGDNKATOB;

«-file certnew.p7b» — umsa daina KoHTelHepa, coaepiKallee KOpHeBbIe
cepTudukaThbl.

Mpumep:

B pe3ynbTaTe BbIMNOMHEHMS KOMaHAbl, 0TO6pa3nTCa CMUCOK cepTUdUKATOB, KOTOpbIE
HaxoAsATCs B YKa3aHHOM KoHTeliHepe. MNoa HoMepoM 1 cepTudukat «YL», KoTopbii
Heo6X0ANMO NOCTaBUTb B «[JOBEPEHHbIE KOPHEBbIE LLEHTPbI CepTUDUKALNNS.

3maTesb : OI'PH=1234567890123, MHH=001234567890, STREET=yJ.
CymeBCcKuM Bajg n. 18, C=RU, S=r. Mockea, L=Mockea, O0="000 ""KPHUITO-IIPO""",
CN="TecToBemt YII OO0 ""KPUIITO-IIPO"""

CyOBeKT : OI'PH=1234567890123, MHH=001234567890, STREET=yJ.
CymeBCckuM Bajg n. 18, C=RU, S=r. Mockea, L=Mockea, O0="000 ""KPMUIITO-IIPO""",
CN="TecTorpmt YI OO0 ""KPUIITO-IIPO"""

CepuMHEI HOMEP : Ox3AF80A1332834D994C4E6F0ADO7C8FAD

SHAl oTneuaTok : 41dcbff2ael02339%cedd0d5100££fb8e6018353d
MoenTtuduxkaTop kioda : €4c08096e4b47834123¢c22b975¢d96204330b023
ATOPUTM HNOINUCU : TOCT P 34.11-2012/34.10-2012 256 6ur
AJITOPUTM OTKpP. KJI. : TOCT P 34.10-2012 256 6ur (512 6Our)
BuimaH : 04/10/2024 12:22:02 UTC

JlcTekaeT : 04/01/2025 12:32:02 UTC

CchJIKa Ha KJIoY : Her

Haxxmute «1» n «Enter».

Ona koHTenHepoB cepTtudmkaTtos YL c naponem, Hanpumep, B popmaTe <PKCS12>,
NCnonb3yeTcsa cneaytowas KoMaHaa YCTaHOBKM:

«/opt/cprocsp/bin/amd64/certmgr -store root -file ./test user kpmnronpo.pfx -pfx

-pin 12345»

Fpe:

«-pin» — naposib OT KOHTenHepa .pfx.

MpoBepka ycTaHOBKMU cepTudukarta YLl ana nonb3oBaTtens arqasrv
Bce ceptudmkatbl Kpuntollpo XpaHATCSA No yKaszaHHOMY MyTu:

/var/opt/cprocsp/users
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CepTuduKaTbl arqasrv XpaHaTcs Mo yKasaHHOMY MyTu:

/var/opt/cprocsp/users/argasrv/stores

MpoBepuTb Bnagenbua cepTndurKaToB MOXHO KOMaHAOWN:

1ls -1

[MpoBepuTb YCTaHOB/IEHHbIE KOPHEBbIE CepTMCbMKaTbI MOXHO KOMaHZAOM:

Ona Windows:

Certutil -store root

Ans Linux:

/opt/cprocsp/bin/amd64/certmgr -list -store root

5.5.3 ®ain HacTpoek qrypto.cfg Ha cepBepe QUIK
[JobasbTe B pann grypto.cfg Ha Windows cneayrowme HaCTPOKK:

[CryptoProviders]

cryptopro=1

[cryptopro]
Module=.\cpcsp pr.dll

IniFile=.\cpcsp pr.ini

[JobaBbTe B dann qrypto.cfg Ha Linux cnegyowme HaCTPONKK:

[CryptoProviders]

cryptopro=1

[cryptopro]
Module=./libcpcsp pr.so

IniFile=./cpcsp _pr.ini
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5.5.4 ®dainn HacTpoek qadminsrv.ini cepeepHoi yactn QUIK Administrator

JobasbTe B dann gadminsrv.ini cepsepHoii yactn QUIK Administrator Ha Windows

cneayrouwme HaCTpoOWKu:

JobasbTe B dann gadminsrv.ini cepsepHor yactn QUIK Administrator Ha Linux cneaywowue

CryptoProviders]
cryptopro=1

[cryptopro]
Module=.\cpcsp pr.dll

IniFile=.\cpcsp pr.ini

HaCTpPOMKMU:

[CryptoProviders]

cryptopro=1

[cryptopro]

Module=./libcpcsp pr.so

IniFile=./cpcsp_pr.ini

5.5.5 ®ain HacTpoek cpcsp_pr.ini cepeepa QUIK

Ykaxunte B cekumnmn [Certificate Stores] cnegytowmne 3Ha4YeHUs:

Moe:

[Certificate Stores]
Ca=1

ROOT=1
CUSTOM_STORE=1

«CA» - npoMexyTouHble cepTudukatol YL. MNMyTb K AAHHOMY XpaHUAULLY YKa3blBaeTCs B

cekumn [CA] cdanna «cpcsp_pr.ini»:

[CA]

HOST=.
LOCATION=CA
TYPE=1
UPDATABLE = 1
PRIORITY = 1
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«ROOT» — kopHeBble cepTudumkaTtbl YLU. MNyTb K AaHHOMY XPaHW/IMLLY YKa3blBaeTCs B CEKLUN

[ROOT] danna «cpcsp_pr.ini»:

[ROOT]
HOST=.
LOCATION=ROOT
TYPE=1
UPDATABLE = 1
PRIORITY = 1

«CUSTOM_STORE» — nokanbHoe XpaHunuue ceptTudunkaToB nosb3oBaTesien B Buae gainna.
MyTb K AaHHOMY XpaHunuuwy yka3sbiBaeTcs B cekumn [CUSTOM_STORE] daina «cpcsp_pr.ini»:

[CUSTOM STORE]

HOST=.
LOCATION=. /userstore.sto

TYPE=2
UPDATABLE = 1
PRIORITY = 1

®dann «userstore.sto» gonkeH 6bITb Co34aH 3apaHee, B Hero ¢ nomouwbio QUIK Administrator
nobasnstoTcsa ceptudmKaTbl NONb30BaTENEN, KOTOPbIE OTNPABASIOT NMOAMNMCaHHbIE TPaH3aKLUMK

Ha cepBep QUIK. Bnagenbuem gonxeH 6biTb Nonb3oBaTeslb arqasryv.
5.5.6 ®ain HacTpoek cpcsp_pr.ini cepBepHoit yactu QUIK Administrator

Ykaxunte B cekumnmn [Certificate Stores] cnegyowmne 3Ha4eHUs:

[Certificate Stores]
Ca=1

ROOT=1
CUSTOM_STORE=1

Moe:
«CA» - npoMexyTouHble cepTudukatol YU. MNMyTb K AAHHOMY XpaHUAULLY YKa3blBaeTCs B

cekumn [CA] danna «cpcsp_pr.ini»:

[CA]
HOST=.
LOCATION=CA
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TYPE=1
UPDATABLE = 1
PRIORITY = 1

«ROOT» - kopHeBble cepTudmkaTbl YL. MyTb K 4AHHOMY XpaHWMLLY YKa3blBaeTCH B CEKLMMN

[ROOT] danna «cpcsp_pr.ini»:

[ROOT]
HOST=.
LOCATION=ROOT
TYPE=1
UPDATABLE = 1
PRIORITY = 1

«CUSTOM_STORE» — nokanbHoe xpaHunuwe ceptudunkaTos nosb3oBaTenen B Buae ganna.

MyTb K AAHHOMY XpaHWAuLly ykasbiBaeTcs B cekuum [CUSTOM_STORE] danna «cpcsp_pr.ini»

[CUSTOM STORE]
HOST=.

LOCATION=. /opt/argasrv/quik/quik/userstore.sto
TYPE=2

UPDATABLE = 1

PRIORITY = 1

XpaHnnuwe ceptudukaToB «userstore.sto» ana cepsepa QUIK n cepBepHoi yactu

QUIK Administrator - o6wee.

5.5.7 [No6aBneHune ceptudukarta B xpaHmnumue ceptucpumkaros cepsepa QUIK

B danne HacTpoek gadminsrv.ini, B cekuun [Instances], ykasaH dain HacTpoeKk NnoaKo4YeHUs,

Hanpumep:

16300=SERV_03.ini

1. 3apainTe 3HadeHus B danne «SERV_03.ini»:

[QuikCryptoProvider]

CryptoType=CryptoPro
Storage=./opt/argasrv/quik/quik/userstore.sto
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pe:

«userstore.sto» — xpaHunuuwe ceptudmnkatos. DTOT dalin Hy>XHO co3aaTb (MyCTon)
B MecTe, yka3aHHOM B napameTtpe Storage.

Ecnun QUIK Administrator yctaHoBneH Ha Linux, To ¢pain cospgaerca
nosib3oBaTesieM arqasrv.

2. OtkpoinTe nyHKT MeHto «CepBep QUIK» / «be3onacHocTb» / «XpaHunuie cepTudukaTos» B
QUIK Administrator.

3. Bbibepute «dann ceptndurkKaToB», YKaXxute NyTb A0 COXPAaHEHHOro cepTudukaTa
Monb3oBaTens n Haxmute «OTKpbITb». OTO6pasnTca nHpopMaumnsa o BbiIbpaHHOM cepTudmkaTe
Monb3oBaTens.

[Cepeep QUIK] Xpanunuiiie ceptudukaros

Coaepxumoe xpannnuwia ceptudmkaros Quik

Ounetp ‘ | | OQuncrurs

Homep ceptuduka YaocToBEPAIOLLNI LEHTP Bnaaeneu ceptudukara Anroputm n
|7CO0 16EB AAE1 72/CN=Tectosslit ¥L| 000 "KPUMTO-I/CN=Test/O=Test/Email=Test@test 1.2.643.7.1.1.3.2

Ypanute

®aiin c cepTudukarammn

Daiin cepTudukatos D:\Test_crytpopro_ru\Test.cer

Homep ceptuduka YaocToBepAOLLMIA LEHTP Bnaaeney ceptudukara Anroputm n
[7C00 16EB AAE1 72/CN=Tectosbii ¥L| 000 "KPUMTO-I /CN=Test/O=Test/Email=Test@tes 1.2.643.7.1.1.3.2

Aobaeute cepTudukar [obaenTs BCe cepTuduKaThl

4. Haxmunte «[JobaBUTb cepTudukaT».
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5. Ha Bknagke «PepaktnposaHue (Monb3osatenn)» B QUIK Administrator BbinonHute

cheaywuine AeNCTBUS:

(n

:| Boibpats

Wmnopr...

Obuwme npasa besonacHocTe  Toprossie ponu  Mpasa no knaccam  Onepauuu

WHbopmauna o nocnegHem BXo4e B cucTemy

Mocneanuii Bxoa B cucTemy sbinonHen 17.10.2024 13:48:21 c appeca 192.168.32.167.

Paspewennbie IP-agpeca

AyTeHTudUKaLMs N0 AOTUHY W Naponio

Hactpoute... | floruw: 13

Joctyn K NPUNOKEHNSM:
[®] webQUIK

Mauik

Bpemertas 6a0KkupoBKa: HET

CHsTb 6r10KIPOE)

nexTpoHHas undposas NOANNCH CryptoPro M)

Moanuce obazatencHa

CoxpanuTs OTmennTs

Wamenus...

Kntoun snextporHoii undposoi nognucn Knarouu QUIK
Homep ceprudukara [ata npuceoe OtossaH ID knroua [ata npuceoe Oto3saH
85DF784F9A26C53D 8/1/2024 Her
WmennTes... WsmennTs...
Peaaktuposanue (Monbsosatenu) | ®unetpe! (Monbzoeateny

BbibepnTe HY>XHOro nonb3oBaTens;
B napameTpe «2nekTpoHHas umdposas nognucb» Bblbepute «CryptoPro»;
YcTtaHoBuTe hnaxok «Moanucb obssatenbHa»;

HaxxMuTe «M3MeHUTb» B pamMke «K/oumn 3N1eKTPOHHON UMdpoBOi NoaAnncu», B

OTKPbIBLLEMCA OKHE Ha>XMuUTe «[06aBnTb>».

6. Bbibepute cepTndunKaT Nosb3oBaTens u HaxMuTe «OTKPbITb.

7. YcTaHoBUTe d)ﬂa)KKVI «Mcnonb3oBaTtb 44 nNoanucu TpaHBaKLlMVI>> n «Mcnonb3oBaTb 4N4

WndpoBaHUA NOTOKA AAHHbLIX» B OKHe «K/toum 3n1eKTpoHHOM uudpoBon noanmcm». Haxmure

«OK».
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B Knroumn anexTpoHHoit undposoii nognucu X

N2 n/t_Homep ceptugukata  YaocToBeparoLmil UeHTp
17C00 16EB AAE1 72F2 66/CN=Tectoseni YL 000 "Ki /CN=Test/O=Test/Email=

< >

JoBaeute WsniennTs Yaanute
CeoiicTea kntoua
Wcnonesosate 4na NoANNCH TPaH3aKLMIA

Wcnons3osats ans LundposaHua NoToKa AaHHbIX
[]Ovosean

OK Otmena

8. Haxmute «CoXpaHUTb>» ANSt COXPAHEHUSI BHECEHHbIX U3MEHEHUI.

9. [lpoBepbTe BHeceHne HoMepa cepTudukaTa B bl (tabnunua crypto_pro_key).

5.5.8 MpoBepka MHMUnManusauymm nposaaepa Kpunnrtollpo

1. 3anyctute cepBep QUIK.
2. OTtkpoinTe «events.log».

Mpu ycnewHoM ycTaHOBKe 0TO6pasuTca cneaylowan AMarHocrmka:
«Sign provider “CryptoPro” initialized successfully».

5.5.9 Murpaums cepBepHoi yactu ¢ OC Windows Ha OC Linux

1. YcranoBute MO Kpuntollpo Ha cepsepe Linux n HacTpoiiTe cepeep QUIK Ha 3UMN Kpuntollpo
Mo MHCTPYKUMM yCTaHOBKM DL,

2. lepeHecuTe sto-dann c xpaHunuwem ceptudurkaTos nonb3osaTtenen cepsepa QUIK noa
Windows B cepBep QUIK nog Linux. [lna aToro ckonupynte gaHHbli dann B Tpebyemoe mMecTto
XpaHeHus B Linux n ykaxute AaHHbIM NyTb B ini-danne HacTpoek Kpuntonposanaepa (cekuns
[CUSTOM_STORE], napameTtp LOCATION).

I Bnapenbuem sto-cdaiisa gosmkeH 6biTb NOsIb30BaTeNb arqasrv.

3. HactponTte cepsep QUIK nog Linux Ha paboTy c B/l, koTopasa ucnonb3yetcsa Ha cepeepe QUIK
noa Windows.

Ecnu ncnonb3yerca 6asa aaHHbIX noa ynpasneHueMm CYB][ Microsoft SQL Server,
TO npeaBapuTesIbHO HE06X0AMMO BbINOJIHUTb MUIPaLMIO AaHHbIX 3 Microsoft SQL
Server B PostgreSQL.

Ecnu cepBep, yCTaHOBNEeHHbIW Ha Windows, HacTpoeH Ha LM uepes
kpuntonpoBaipaep MP (B cdaitne qrypto.cfg Haxoautca ccbisika Ha dpann mp_pr.dll
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BMecTOo cpcsp_pr.dll), To pononHntennHo Heo6xoaumo moaucdnumMpoBaTb AaHHbIEe B
b1, meHsana B Tabnuuax dbo.users.crypto_type n dbo.crypto_pro_key cTtpoky
«CSPSSpi» Ha «cryptopro>. [1n8 3T0ro Heo6xoAMMO BbIMOJIHUTDL cleayrolme
3anpochl k bA:

update dbo.USERS set CRYPTO TYPE='cryptopro' where CRYPTO TYPE='cspsspi'
update dbo.CRYPTO PRO KEY set CRYPTO TYPE='cryptopro' where CRYPTO TYPE='cspsspi'

5.6 HacTtpounka CurHan-KOM

Y6eauTtech, uto yctaHoBneHo MO CurHan-KOM Ha koMnbloTepax, rae pacnosoxeHbl cepeep QUIK
n cepsepHas dyactb QUIK Administrator.

Onsa nposepku SUIM Ha KoMnbloTepax, rae pacrnonoxeHbl cepeep QUIK n cepsepHon yactn QUIK
Administrator go/mkHbl 6bITb YCTAaHOBNEHbI BCe HEObX0oaMMble KOpHeBble cepTudunkatbl YL,. dannbl
C AaHHbIMK cepTUdMKaTaMun 3arpyKarTcsl N3 BHEWHUX MCTOYHUKOB M MOryT 6bITb B opmaTe .p7b,
.pfx, .pem, .cer.

Kpuntonposaingep SSLAndMessagePro npenocrasnseT BO3MOXHOCTb paboTbl ¢ ABYMS
Kpuntorpadunyecknmm 6mbnnotekamm: Message-Pro n SSL-Pro.

5.6.1 Hactpoiika wudpoBaHmna ana OcHoBHoro cepsepa QUIK gna Windows

1. [NpoBepbTe HannuMe n npu Heob6xoanMocCTn ckonupyrtTe B pabounin katanor OCHOBHOIO
cepsepa QUIK dannbl, Heobxoanmele ang paboTbl NporpamMmMbi:

«sslpro.dll» — 6ubnmnoteka SSL-Pro, npeaoctaBnsieTcs KoMnaHmen «CurHan-KOM»;

_ «signalcom_pr.dll» - mogynb o6beanHeHHOro nposangepa 6ubnmortek SSL-Pro
n Message-Pro;

_ «signalcom_pr.ini» — dann c o6wmmMm HacTpolikaMm npoBangepa, napaMmeTpamm
coeauHeHUs nofib3oBaTtens u HacTpomkamm DLIMM.

2. [na wndposaHusa cepeepy noHanobutca Habop k4yeBbiX GanioB U cepTUduUKaTos. Hy>XHO
[0 3anycka nomMectuTb dannbl Knoven n ceptTudmrKaTbl B COOTBETCTBYIOLWNI nogKaTanor
KaTanora Ka4yeBoro Hocutensa nporpaMmbl. OnncaHue pekoMmeHayemMoro popmaTa Ka4yeBoro
HOCUTEeNsa CM. B M.

DYHKLMOHUPOBaHUE CUCTEMbBI C UCMNOJIb30BaHUEM WwncdpoBaHUA C NOMOLLbIO
6mubnunotekn SSL-Pro Tpebyer Hannuma y ka>kaoin us ctopoH (cepesepa u Pabouunx
mecTt QUIK) cekpeTHOro kJjo4ya, COOTBETCTBYOLWlero emy ceprtudukara, a Takxe
Heob6xoanMMoro Habopa cepTudUKaTOB YAOCTOBEPAIOLWMNX LEHTPOB. B TeKywmnx
BEpCUAX KJII0Y cepBepa He AoJ1XKeH 6biTb 3aliMLUieH naposieM, MHa4vye rnpuv nonbiTke
3anpocuTb Naposib cepBep 3aBUCHET. [lnA reHepauum knodYen m ceptudmkaToB
ucnonbsyercs MO, He BxoasiLuiee B COCTaB CTAaHAAPTHOro KOMIJIEKTA NOCTaBKU
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cuctembl QUIK. Bonpoc ero npuobpereHmns pewiaerca ¢ KoMmnaHmen «CurHan-
KOM».

3. B cooTBeTcTBMM C onncaHmeM CTpyKTypbl dannia signalcom_pr.ini (cM. B . ) yKaxuTte
Heobxoammblie HacTporkn wudpoBaHmsa B danne signalcom_pr.ini OC QUIK. B gaHHOM
cnyyae B darine signalcom_pr.ini 6yayT ykasaHbl 1 06ine HacTpoOMKM Kpuntonposanaepa,
N HaCTPOWMKM, KOTOpble 6yayT UCNOb30BAaTbCA MMEHHO A5 WndpoBaHus.

4. YkaxuTte B paine qrypto.cfg cneayrowme HacTponku npoeangepa:

B cekumio [CryptoProviders] nob6aBbTe HacTpoliky SignalComMessageAndSSLPro=1:

[CryptoProviders]

SignalComMessageAndSSLPro=1

Job6aebTe B dhann cekumnto [SignalComMessageAndSSLPro] cneaytowero smaa:

[SignalComMessageAndSSLPro]
Module=.\signalcom pr.dll ;HOOJHEIM MJIM OTHOCMTEJBHEIM IyTb IO MCIOJHAEMOTO Odalna
IniFile= .\signalcom pr.ini ;IIOJIHEI MJIM OTHOCMUTEJIbHBIM HyTh IO danna C

HaCTpOMKaMM

5. YkaxwuTe nyTb A48 HAaCTPOeHHOro paHee danna signalcom_pr.ini c HacTponkamu
wudpoBaHMs nocpeacTtsom 6ubnnotekn SSL-Pro, koTopbie cepBep 6yaeT Mcnonb3oBaTb Npu
noAKAK4YeHnn nonb3oBaTtenein. Ans atoro B cekummn [usend_module] darina HacTpoek cepBepa
quik.ini co3parite HacTpoliky crypto_provider_ini_file=.\signalcom_pr.ini:

[usend module]

crypto provider ini file=.\signalcom pr.ini

Ecnu OcHoBHoOM cepBep QUIK ncnonb3yert To/ibKO OQAMH KpuntonpoBanaep
wudpoBaHUA, TO AJiIS 3aAaHUA ero HaCTPOeK MOXKHO UCMNOJIb30BaTb HACTPOMKY
crypto_provider_ini_file B cekumu [usend_module].

Ecnu npoBaiiaepoB HECKOJIbKO, TOrAa AN 3aAaHUA HAaCTPOEK HY)XHO UCNOoJsIb30BaThb

cnepywoume HaCTpomku:
_ «crypto_provider_ini_file_ka» - kntou ansa 3agaHus kpuntonpoBangepa KA;

«crypto_provider_ini_file_mp» — knou gna 3agaHusa kpuntonposangepa MP;

«crypto_provider_ini_file_sslpro» - kntou agns 3agaHuna kpuntonposangepa SSL-Pro;

«crypto_provider_ini_file_openssl» - knto4 gnsa 3agaHus Kpuntonposaaepa
OpenSSL.

6. 3anyctute OcHoBHol cepBep QUIK n ybeantecb B Hannummn cnegyowmnx cTpok B darine
events.log:
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Crypto provider ‘SignalComMessageAndSSLPro’ inited

5.6.2 Hactpoika 3N ana OcHoBHoOro cepsepa QUIK ansa Windows

1. [lNpoBepbTe HannuMe n npm HeobxoanMocTn ckonupyrte B pabounin katanor OCHOBHOIO
cepBepa QUIK dawnnbl, HeobxoanmMble ans paboTbl NPOrpaMMsbl:

messpro.dll - 6ubnmnoteka Message-Pro, npegocraBnsercs KomnaHmen «CurHasn-
KOM»;

signalcom_pr.dll - mogynb o6begnHeHHOro npoeangepa 6mbnnortek SSL-Pro
n Message-Pro;

signalcom_pr.ini — ¢ain c obwmrMm HacTporikaMmm npoeBangepa n HacTpomkamm SLM.

2. MNomecTtute dannbl ¢ ceptTudunkaTaMmum Nonb3oBaTenen, KoTopble 6yayT NpucbinaTe TpaH3akumm
C JUMM B COOTBETCTBYOLWMIM NoAKATaNOr Katanora KA4YeBoro Hocutensa nporpammbl. OnncaHue
pekoMeHayemoro dopMaTta KJK4YeBoro HOCUTENS CM. B M.

DOYHKLMOHUPOBaHUE CUCTEMbI C ncnosnb3oBaHmem JLUMN c nomouwbo 6MbnnorTekn
Message-Pro Tpebyer Hannuuna y Pabounx mect QUIK cekpeTHOro knwua,
COOTBETCTBYHOLLEro eMy ceptudumkaTra, a TaKke Heo6xoammoro Habopa
cepTMcdhunKaToB YAOCTOBEPAIOLWMX LLeHTPOB. CO CTOPOHbI cepBepa Tpebyerca
Hannume CnpaBOYHMKA KJIMEHTCKUX ceptudukaToB n Heobxoammoro Habopa
cepTMdhunKaToB YAOCTOBEPAOWMX LEHTPOB. [1nA reHepauum KnroJyen

n ceptucdukaroB ncnosbsyerca MO, He BxoasiLlee B COCTaB CTaHAAPTHOIO
KoMMJieKkTa nocraBkm cucrembl QUIK. Bonpoc ero npuob6pereHnsa pewaercs
c koMnaHuen «CurHan-KOM». MNogaeprkka cepBepHOro cripaBo4yHMKa
cepTu(mMKaToB B aKTyaJibHOM COCTOSSHMMU (yAaneHune OoTo3BaHHbIX

M NMPOCPOYEHHbIX CepTU(hUKATOB) TaKKe OCYLLEeCTBJISEeTCA CTOPOHHUM [MO.

3. B cooTBeTCTBMM C ONMCaHMeM CTPYKTypbl danna signalcom_pr.ini (cm. B n. ) yKaxunTe
Heobxoamnmble HacTponku JUIM B danne signalcom_pr.ini OC QUIK. B gaHHoMm cnyvae
B ¢harne signalcom_pr.ini 6yayT ykasaHbl 1 obume HacCTporkn Kpuntonposanaepa,
N HacTpOWMKU, KOTOopble 6yayT UCNOb30BaTbCA MMEHHO AN npoBepku DL,

4. YkaxuTte B painne qrypto.cfg cnepyrowme HacTpomku npoeangepa:

B cekumio [CryptoProviders] gobasbTe HacTporky SignalComMessageAndSSLPro=1:

[CryptoProviders]

SignalComMessageAndSSLPro=1

[JobasbTe B pann cekumio [SignalComMessageAndSSLPro] cneaytowero suaa:

[SignalComMessageAndSSLPro]
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Module=.\signalcom pr.dll ;HOOJHBIM MJIM OTHOCUTEJIBHENI IyThb OO MCIOJHAeMOTO Oarina
IniFile= .\signalcom pr.ini ;IOJIHEIM MJIM OTHOCMUTEJIbHBII HyTh IO danja C

HaCTpOMKaMmM

_ B cnyuae otcyTcTBUSA yKaxuTe B cekumm [auth] cneayrolime HaCcTponKu:

[auth]

sign=secprov.dll

5. 3anyctute OcHoBHoM cepBep QUIK n ybegntecb B Hannummn cregyrowmnx CTpok B darine
events.log:

Sign provider 'SignalComMessageAndSSLPro' initialized successfully

5.6.3 Hactpoiika wmudpoBaHua ana OcHoBHoro cepsepa QUIK gna Astra Linux

1. [lNpoBepbTe HanMuMe n npm Heob6xoaAnMMoOCTN ckonupyrTe B pabounin katanor OCHOBHOIO
cepBepa QUIK dannbl Heobxoaumble ans paboTbl NporpaMmbl:

_ libsslprox.so.0 - 6ubnmnorteka SSL-Pro, npeaocrtaBnsieTcss komnaHmen «CurHan-KOM»;

_ libsignalcom_pr.so - moaynb o6beamMHeHHOro nposanaepa 6ubnnotek SSL-Pro
n Message-Pro;

_ signalcom_pr.ini = c¢ann c obwmmMn HacTponkamm nposanaepa.

2. [na wndpoBaHusa cepeepy noHanobutcs Habop kaoyeBbiX GannoB U ceptTudUKaToB, HYXHO
[0 3anycka nomMectuTb danbl Koven n ceptudurkaTel B COOTBETCTBYIOLWNI nogKaTanor
KaTanora Kn4eBoro HocuTens nporpamMmbl. ONnucaHne pekoMmeHayemoro dopmaTa KAlo4YeBOro
HOCUTENsa CM. B M.

PDYyHKLUNOHUPOBaAHUE CUCTEMbBI C UCMNOJIb30BaHUEM WnchpoBaHUA C MOMOLYbIO
6ubnunortekn SSL-Pro Tpebyer HaiMumsa y Ka>kaou U3 cTopoH (cepBepa

M KJIMeHTCKuX pabounx mect QUIK) cekpeTHOro kjitoua, COOTBETCTBYIOLLEro eMy
cepTudmkarta, a Takke Heob6xoamMmoro Habopa cepTuchmMkaToB yAOCTOBEPSAIOLWMNX
LEeHTPOB. B TeKyLwnx Bepcmax K104 cepBepa He AoJ/HKeH 6biTb 3almileH
napoJsieM, MHa4e rnpu nonbITKe 3anpocuTb NapoJsib cepBep 3aBUCHeT. [ns
reHepauum knouen u ceptudmkatoB ucnonbsyerca MO, He BxoasiLiee B COCTaB
CTaHAAPTHOro KOMMseKTa nocraBku cucrembl QUIK. Bonpoc ero npuobpereHusn
pewaerca ¢ kKoMnaHmen «CurHan-KOM»,

3. B cooTBeTCTBMM C ONMCaHMeM CTPYKTypbl danna signalcom_pr.ini (cm. B n. ) nponuwuTe
Heobxoammble HacTporkn wudposaHmsa B danne signalcom_pr.ini OC QUIK. B gaHHOM
cnyJdae B danne signalcom_pr.ini 6yayT ykasaHbl 1 obwine HacTpomku Kpuntonposanaepa,

N HacTpOMKK, KOTopble 6yayT UCNOAb30BaTbCA MMEHHO AN WwWudpoBaHUS.
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4. YkaxuTte B paine qrypto.cfg cnenyrowme HacTponku npoeangepa:

B cekumio [CryptoProviders] go6asbTe HacTpoliky SignalComMessageAndSSLPro=1:

[CryptoProviders]

SignalComMessageAndSSLPro=1

JobaBbTe B dann cekumnto [SignalComMessageAndSSLPro] cnegytowero smaa:

[SignalComMessageAndSSLPro]

Module=./libsignalcom pr.so ; IIOJIHEIM MJIM OTHOCUTEJIBHEIM NIYyTh IO
JCIIOJIHAEeMOT O Qanya

IniFile= ./signalcom pr.ini ;IOJIHEI MJIM OTHOCMUTEJIbHBII HyThb IO danja C

HaCTpOMKaMmM

5. YkaxwuTe nyTb 475 yXXe HAaCTPOEeHHOro paHee darna signalcom_pr.ini c HacTpolikamu
WwndpoBaHua nocpeacTtsoM 6ubnunortekn SSL-Pro, koTopbie cepsep byaeT ncnonb3osatb
npu NoAgKAYeHMN nonb3oBaTtenen. na atoro B cekunm [usend_module] cdanna HacTpoek
cepsepa quik.ini co3galite HacTpolky crypto_provider_ini_file=./signalcom_pr.ini:

[usend module]

crypto provider ini file=./signalcom pr.ini

Ecnu OcHoBHOW cepBep QUIK ncnonb3yerc To/1bKO OAMH Kpuntonposangep
wnudpoBaHUaA, TO AJiIS 3aAaHUA ero HaCTPoeK MOXXHO UCMNOJIb30BaTb HACTPOMKY
crypto_provider_ini_file B cekunmn [usend_module].

Ecnu npoBaiaepoB HECKOJIbKO, TOraa AN 3alaHMA HACTPOEK HY>XHO MCMNOoJib30BaTb
cnepylouwme HaCTpoOmMKM:

«crypto_provider_ini_file_sslpro» — knto4 ang 3agaHma kpuntonposangepa SSL-Pro;

«crypto_provider_ini_file_openssl» — kntou anga 3agaHus KpyuntonpoBanaepa
OpenSSL.

6. 3anyctute OcHoBHOM cepBep QUIK n ybeantecb B Hannunm cregyowmx CcTpok B daine
events.log:

Crypto provider ‘SignalComMessageAndSSLPro’ inited

5.6.4 Hacrtpoiika 3LIM ana OcHoBHoOro cepsepa QUIK ana Astra Linux

1. [poBepbTe Hanuume n Npu HeobxoANMMOCTU cKonupyirTe B pabounin katanor OCHOBHOrO
cepBepa QUIK dannbl, Heobxoammble ans paboTbl NporpamMmMmbl:
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libmesprox.so.0 — 6ubnmorteka Message-Pro, npegocraBnsercs KomnaHmen «CurHasn-
KOM»;

libsignalcom_pr.so — mogynb o6beanHeHHOro nposangepa 6ubnmortek SSL-Pro
n Message-Pro;

signalcom_pr.ini — ¢ain c obwmrMm HacTporikaMmm npoBangepa n HacTpomkamm SLM.

2. lMomecTuTe daiinbl Cc cepTUdUKaTaMm Nonb3oBaTesnel, KOTopble 6yayT NpUCbIIaTh TpaH3aKLUM
C DU, B COOTBETCTBYOLWMIA MOAKATANOr KaTtasora K/o4YeBOro HOCUTENS NMporpamMMbi.
OnucaHne pekoMeHayeMoro copMaTa K/lo4YeBOro HOCUTENS CM. B M.

DOYHKLMOHMPOBaAHUE CUCTEMbI C ncnosnb3loBaHuem DM c nomouwbo 6MbnnoTekn
Message-Pro Tpebyer Hannuuna y kaineHTckux Pabounx mect QUIK cekpeTtHoro
KJIl04a, COOTBETCTBYIOLWEro eMy ceptudukara, a Takxke Heo6xoammoro Habopa
ceptMcdunKaToB yAOCTOBEPAOWMX LLeHTPOB. CO CTOPOHbI cepBepa Tpebyertcs
Hannume cCnpaBOYHMKA KJIMEHTCKUX ceptudukatoB n Heobxoammoro Habopa
cepTMdhunKaToB YAOCTOBEPAOWMX LEHTPOB. [l reHepauum Knr4yen

n ceptucdumkartoB ncnonbsyerca MO, He BxoasiLlee B COCTaB CTaHAAPTHOIo
KoOMMJieKkTa nocraBku cucrembl QUIK. Bonpoc ero npumobpereHun pewaercs

c KkoMnaHuen «CurHan-KOM». MNogaeprkka cepBepHOro cripaBo4yHMKa
cepTMdPurKaTOB B aKTyas/ibHOM COCTOSIHMM (yAasieHne OTO3BaHHbIX

M NPOCPOYEHHbIX CEPTU(PMKATOB) TaKIKE OCYLLECTBJISeTCH CTOPOHHUM MO,

3. B cooTtBeTcTBMU C onncaHmeM CTpyKTypbl daina signalcom_pr.ini (cM. B . ) nponuwuTte
Heobxoammble HacTpoikn DUIM B dpanne signalcom_pr.ini OC QUIK. B gaHHOM cny4ae B
danne signalcom_pr.ini 6yayT ykasaHbl 1 0bLime HaCTpPOMKM Kpuntonposanaepa, u
HaCTpOMKU, KOTopble ByayT NCNOMIb30BaTbCA MMEHHO AN npoBepku DL,

4. YkaxuTte B panne grypto.cfg cneayrouwme HacTporkmn nposanaepa:

B cekumto [CryptoProviders] gobasbTe HacTporky SignalComMessageAndSSLPro=1:

[CryptoProviders]

SignalComMessageAndSSLPro=1

Job6aBbTe B dann cekumnto [SignalComMessageAndSSLPro] cneaytouwero smaa:

[SignalComMessageAndSSLPro]
Module=libsignalcom_pr.so ; TIOJIHBIM WMJIM OTHOCUTEJIbHEIM IIYyTh OO MCIIOJIHAeMoTro bdania
IniFile= ./signalcom pr.ini ;IIOJIHEI MJIM OTHOCMUTEJIbHBIM NyThb IO danna cC

HaCTpOMKaMM

B cny4dae oTcyTCcTBMA yKaxuTe B cekummn [auth] cneayrowme HacTponku:

[auth]
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sign=libsecprov.so

5. 3anyctute OcHoBHOM cepBep QUIK n ybeamnTtecb B Hannuum criegyowmx CTpok B danne
events.log:

Sign provider 'SignalComMessageAndSSLPro' initialized successfully

5.6.5 Hactpoika wmndposaHua ansa Cepsepa goctyna QUIK

HacTtpoiika wudpoBaHua ana KaHana CBsA3M C KJIMEHTaMM OCYLLECTBNSETCS aHA/IOMMYHO HAaCTponKe
OcHoBHoro cepsepa QUIK (CM. NYHKT HAaCcTpoWKu Ans nnn ) no waram 1-5.

Ana kaHana ceasu CepBepa AOCTyra C BblWECTOSAWMMN B Mepapxmm cepsepamm miam
OcHoBHoOro cepsepa QUIK B TunoBoil koHchuUrypaumm ncnosibdyerca 6ubnuoreka
Qrypto32, no3TOoMy HacTpamBaTtb WwndpoBaHue ¢ noMmouwbio 6Ménunorekn SSL-PRO
ANA 3aWMTbl KaHana cBsisam Mmexxay CepBepoM AOCTyNna U BbIlWECTOALWNMN B
nepapxumm cepsepamm unam OcHoBHoro cepsepa QUIK He TpebyeTtcs.

1. bubnunoreka SSL-Pro npmu pa6orte Tpebyer 6onbunx, uem Qrypto32,
BbIYUCJ/INTEJIbHbIX PECYpPCOB, MO3TOMY AOCTAaTOUYHOCTb YPOBHS
NPoOM3BOAUTENIbHOCTU CUCTEMbBI 06513aTe/IbHO HY>KHO NPOBEPUTb A0 3arnyckKa
KOMIJiekca B 60eByl0 3KCcnJlyaTaumio.

2. B npouecce pa6orbl 6ubnnorekmn SSL-Pro Ha CepBepa AoocTyna BO3MOXXHO
MCnosb30BaHMe KJlo4Ya U cepTudmkarta, MCNoJiblyeMbiX Ha BbllecTosALmne
B Mepapxmm cepBepamMm, — 3TO CHMkaeT 6e30nacHOCTb, HO ynpouwjaeTt npoueaypy
aAMMHUCTPUPOBAHUSA KJTHOUEN.

5.6.6 Hacrtpoiika 3LIMN ansa CepBepa aoctyna QUIK

B TMnoBoi kOHhUrypaumm Hactpoiku LM ana CepBepa paoctyna He Tpebyerca, Tak
Kak reHepaums SN BbinonHsaeTca Pa6ounm mectom QUIK KNMEeHTOB npu oTnpaBkKe
TpaH3akuui, a npoBepka LI ocyuwecrBnaerca OCHOBHbIM cepBepoM QUIK.
HacTtpoiika LM ansa CepBepa aoctyna TpebyeTcs TONbKO B c/lyvyae, Koraa KJ1MeHTbl,
noaknovarwwmecs yepes Cepsep Aoctyna, He ucnonb3ytoTt LM (To ecTb
TpaH3aKuum noctynatoTt Ha Cepsep goctyna 6e3 3LIM), v npn 3TOM ecTb
Tpe6oBaHMe, UTO BCe NoJib30BaTe/IbCKUe TpaH3aKUuMK, noctynarowme Ha OCHOBHOM
cepBep, A0JHKHbI 6bITb ¢ LM M AOoMKHBI NpoBepATbcA OCHOBHbIM cepBepoM QUIK.
B aToM cnyuyae CepBep foOCTyna HacTpauBaeTcs Tak, YTob6bl Bce BxoasiLime
TpaH3aKLUMM noJsib3oBaTesiern nognmcbiBaauch knw4vyom Cepsepa aocrtyna. Mpu atom:
1. Ecnn CepBep poctyna c HaCTpoeHHOM reHepauuein LI nony4vyaer TpaH3aKLMIO
KJINEHTA, y>ke noanucaHHylo DI, caenaHHoM TeM e cambiM MO, koTopoe
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HacTpoeHo ans SN Ha CepBepe aocTtyna, TO AaHHasA TPaH3aKLUUA NepecblylaeTcA
Ha OcHoBHoM cepBep QUIK 6e3 3LMN CepBepa gocryna.

2. Ecnm kpuntonposBaigep, Ha KOTOpPOM caenaHa LM TpaH3aKUMKn KIMEHTa,
M KpunTonpoBaiaep, HaCTPOeHHbIW ana co3paHua SN Ha CepBepe goctyna,
pa3Hble, TO TPaH3aKUMA noanucbiBaeTcsa ¢ nomolybio DM CepBepa gocTtyna
M oTnpasnserca Ha OcHoBHOM cepBep QUIK.

HacTtpoika 3N Ha CepBepe AOCTyNa OCYLLECTBASETCS aHAN0rM4YHO HacTporike OCHOBHOrO

cepBepa QUIK (CM. NyHKT HacCTpoMKu Ans nnu ) no waram 1-5.
JononHuTenbLHO NponsseanTe creayrwme HaCTPONKMK:
1. B daiin HacTpoek signalcom_pr.ini (onncaHue cm. B . ) nobaBbTe cekunto

[Signal_Com_Message_Pro_Sign_Settings] v ykaxute B Hell crnenytoline HaCTpOMKu:

«sign_cert_file_name» - nyTb n HanmeHoBaHue danna c cepTudmKaTom
nosib3oBaTesns, C NOMOLLbIO KOTOPOro ocyuecrenserca JDUIMM;

«pse_path» — NyTb K KaTanory KOpHEBOro KJKUYEBOro HOCUTENS.

Mpumep:

[Signal Com Message Pro Sign Settings]
sign cert file name=./certs/pse/cert/cert.cer

pse_path=./certs/pse

2. B dainne HacTtpoek Cepsepa goctyna quik.ini gob6asbte B cekumio [dwell_module] HacTpoliky
sign_provider:

«sign_provider» — Tun KpunTonposanaepa, UCnonb3yeMoro npu reHepauum SLIMM.
3HayeHune no ymonyanuio: «SignalComMessageAndSSLPro» (reHepauusa 3N
C nomouwblo 6ubnnotekn Message-Pro).

Mpumep:

[dwell module]

sign provider=SignalComMessageAndSSLPro

3. 3anyctute CepBep goctyna 1 ybeautecb B Haau4um cneaytoulern ctpokm B ¢darine events.log:

Sign provider 'SignalComMessageAndSSLPro' initialized successfully

5.6.7 dopmart ¢aina signalcom_pr.ini

OnucaHune HacTpoek wudposaHUA
Cekumsa [SIGNAL_COM_SSL_PRO_COMMON_SETTINGS] coaep>XuT onucaHmne rnobanbHbIX
HaCcTpoeK KpunTonposalaepa.
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Cekuusa [SIGNAL_COM_SSL_PRO_CIPHER_SETTINGS] conep>XuT onncaHme HacTpoek
KpunTonpoBanaepa, HeobxoaAnMbIX A8 KOPPEKTHOrO CO3A4aHUs KOHTEKCTa WwudpoBaHns:

«PSE_PATH» — nyTb K KOpHEBOMY KaTanory kito4deBoro Hocmtenst CK3U.
Ob6s3aTenbHbI NapameTp.

«TRUSTED_CA_CERTS_DIR» — nyTb K KaTanory ceptndunkaTtoB KOPHEBbIX
yaocToBepsiiowmnx LeHTpoB. Oba3aTenbHbll NnapaMeTp, ecnn NyTb K dainy c
cepTMdmMKaTOM KOPHEBOIO YAOCTOBEPSIOLWEro LLEHTPa He yKasaH B KJto4e
«TRUSTED_CA_CERT_FILE_NAME>.

«TRUSTED_CA_CERT_FILE_NAME» - nyTb K banny c cepTudrUKaToOM KOPHEBOrO
yAaocToBepsiiowero ueHtpa. Obs3aTtenbHbli NapaMeTp, eCcnuv NyTb K KaTanory
cepTndnKaToB KOPHEBOIO YAOCTOBEPSIIOLErO LLEHTPa HE yKa3aH B K/lo4e
«TRUSTED_CA_CERTS_DIR».

«UNTRUSTED_CA_CERTS_DIR» — nyTb K KaTanory ceptudmkaToB NpOMEXyTOUYHbIX
yAOCTOBepSLWMNX LeHTpoB. ONuMOHasnbHbIA napaMeTp.

«UNTRUSTED_CA_CERT_FILE_NAME» - nyTb K pany c ceptmdunkaTom
NMPOMEXYTOUYHOr0 YAOCTOBEpPStoWero ueHTpa. OnunoHanbHbIM NapameTp.

«CRL_FILES_DIR» — nyTb K KaTanory Co CNMCKOM OTO3BaHHbIX CEpTU(PUKATOB.
OnumoHanbHbIN NapameTp.

«CRL_FILE_NAME» — nyTb K anny Co CNUCKOM OTO3BaHHbIX CEPTU(PUNKATOB.
OnumoHanbHbIN NapameTp.

«CIPHER_CERT_FILE_NAME» - umMa ¢danna c cepTudmnKaToM, COOTBETCTBYIOLLUM
CEeKpEeTHOMY KJ1loUy, Ha KOTOPOM WKPYOTCA AaHHbIE B MpoLEcce CeaHca CBA3MW.
Ob6g3aTenbHbIN NapameTp.

«CIPHER_KEY_FILE_NAME» — nmsa daiina c CEKpeTHbIM KJTI0YOM, Ha KOTOPOM
LWNdpYOTCA AaHHble B NpoLecce ceaHca cBsA3nM. OnuMoHasbHbIA NapaMeTp.

Cekums [SignalComCommonSettings]:

«DefaultNewKeyAlgorithm» — anroputm wndpoBaHns AaHHbIX aCUMMETPUYHbBIM
K/HOUOM. 3Ha4vyeHue no ymonyaHuw: «ECR3410».

Ana reHepauuun kno4vei B cootseTrctBumn ¢ NOCT 2012 B kayecTBe 3HaUYeHuUn

HacTpoiikun DefaultNewKeyAlgorithm ykaxxute «GOST3410-2012-512-A-
ParamSet».

OnucaHue HacTpoek nposepku UM
Cekums [signal_com_message_pro_common_settings] coaep>xut onmcaHme HacTpoek
KpunTonpoBanaepa, HeobxoanMbIX AN nposepku LI

«certificates_path» - nyTb K KaTanory ucnonb3yembix ceptTudumkaTos. Oba3aTenbHbIN
napametp.

«CRLs_path» - nyTb K KaTanory ncnonb3yeMbiX CMMCKOB OTO3BaHHbIX CepTUDUKaTOB.
Ob6s3aTenbHbIN NapameTp.

«CAs_path» - nyTb K KaTanory ceptudunKaToB yA0CTOBEPSAOLWMX LeHTpoB. Ob6s3aTenbHbIN
napametp.

«input_data_format» - ¢popmaT BX0oAHbIX AaHHbIX. B TMNoBOM KOHMUrypaunm nonb3oBatenem
He HacTpamaeTcs (MCNOJb3yeT 3HAaYEHNE N0 YMONYAHUIO). BO3MOXHbIE 3HAYEHUS:
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«FORMAT_ASN1»;
«FORMAT_PEM» (no ymon4yaHuto).

«output_data_format» - ¢popmMaT BbIXOAHbIX AaHHbIX. B TMNoBoI KOHMUrypauum
Nonb30BaTesieM He HacTpamBaeTcsa (MCMOJb3yeT 3HAa4YeHNE NO YMOAYaHuo). Bo3MOXHbIE
3HaveHus:

«FORMAT_ASN1»;
«FORMAT_PEM» (no ymon4yaHuto).

«cert_storage_validation» - npoBepka 3arpy»xaembix CeEpTUPUKATOB Ha aKTyanbHOCTb.
Mpun BKJIIOYEHHOW HacCTponke cepTudmnKaTbl C UCTEKLLNMM CPOKOM AENCTBMS HE 3arpyXatoTcs.
Bo3MOXHble 3HauYeHns:

«0» — OTK/IIOYEHO;
«1» (N0 yMONYaHUIO) — BKJTHOUYEHO.

«cert_operation_approach» - nobaBneHunsa cepTudunKaToB B NPOMEXYTOUYHOE XpaHuUuLLe
ONg fanbHeNnwWwen cBepku Ha Hanuuune ceptudukatos B bubnunoreke mespro.dll. NMossonser
3HaYNTENIbHO COKPaTUTb BPEMS MOUCKA HYXHOro ceptudukaTta u nposepkun SLIM. Bo3MOxHbIE
3Ha4YeHus:

«0» — OTKJIIOUYEHO;

«1» (No yMO/I4aHMIO) — BKJTOYEHO.

OnucaHne pekoMmeHayemoro cpopmarta KJl04eBOro Hocutens ansa 6mbnmorek SSL-Pro un

Message-Pro
«SignalCom» — KOpHEBOW KaTaslor, B KOTOPOM HaxoAsaTcs Bce Heobxoammble danbl (Koun,
cepTmndunKaTbl, CNMMCKN OTO3BaHHbIX CepTMdMKATOB U ApYyroe).
«PSE» - noakatanor katanora «SignalCom», B KOTOPOM HaxoAsTCS KUK,
«CERTS» — nmogkaTtanor katanora «SignalCom», B KOTOPOM HaxoasaTcs dannbl
cepTudmkaToB nonb3osartenei. UMa n MeCTonosioXXeHns 4aHHOro KaTasiora MOXXHO U3MeHSTb,
BHOCS TakXXe COOTBETCTBYIOLWME U3MEHEHMS B pai HAacTpoek npoBanaepa «signalcom_pr.ini».
«KEYS» — nogkatanor kaTtanora «PSE», B KOTOpOM HaxoAaaTcs gansnbl Knodven wndpoBaHms
nonb3oBaTend. MIMa n MecTonosioXXeHUsa AaHHOro KaTasniora OTHOCUTENIbHO KOPHEBOIro KaTasora
«PSE» U3MeHATb Henb34.
«TrustedCA» — noakaTtanor katanora «SignalCom», B KOTOPOM HaxoasaTcs dannbl
cepTMdmKaTOB KOPHEBbIX YAOCTOBEPSAOWMX LEeHTPOB. IMS 1 MECTONONOXEHUS AAHHOIO
KaTasora MOXXHO U3MeHSTb, BHOCS TakXe COOTBETCTBYHOLWME U3MEHEHMS B (ain HaAacTpoek
nposanaepa.
«CA» - noakaTanor katanora «SignalCom», B KOTOpOM Haxoaatcsa dannol
cepTMdMKATOB KOPHEBLIX YAOCTOBEPAOLWMX LEeHTPOB. MeCcTononoXeHNs AaHHOro KaTanora,
KaK npaBu/io, cCoBnadaeT C MecTononoxeHneM katasnora «TrustedCA».
«CRLs» - nogkaTanor katanora «SignalCom», B KOTOPOM HaxoAsaTcs dpansibl CO CNUCKaMmn
OTO3BaHHbIX cepTUdUKaToB. MIMS N MeCTONONIOXEHNS AAHHOI0 KaTasiora MOXHO U3MEHSTD,
BHOCS TaKXe COOTBETCTBYHOLWME N3MeHeHns B aiin HacTpoek nposangepa.
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Mpn NCcNonb3oBaHUM PpeKOMEHA0BAHHOro opMaTta Kt4eBoro HocuTens gann HacTpoek
KpunTonpoBanaepa signalcom_pr.ini umeet cneayowmn Bua:

[SIGNAL COM SSL PRO COMMON SETTINGS]

[SIGNAL_COM SSI, PRO CIPHER SETTINGS]

PSE PATH=./signalcom/pse

TRUSTED CA CERTS DIR=./signalcom/trustedca

CRL FILES DIR=./signalcom/crls

CIPHER CERT FILE NAME=./signalcom/certs/cert.cer

[SIGNAL COM MESSAGE PRO COMMON SETTINGS]
CERTIFICATES PATH=./signalcom/certs
CRLS_PATH=./signalcom/crl

CAS PATH=./signalcom/ca

INPUT DATA FORMAT=FORMAT ASNI1

OUTPUT DATA FORMAT=FORMAT ASN1

[SIGNAL COM MESSAGE PRO SIGN SETTINGS] ;cekumsa NpUCYyTCTBYyeT IpM HacTpolke OUIl uepes
CepeBep nmocTyna
SIGN CERT FILE NAME=./signalcom/certs/cert.cer

PSE_PATH=./signalcom/pse

®dainbl .opq 1 .db3 A0J/I>KHbI COOTBETCTBOBAaTb TOMY KOHTEWHEpPY, C KOTOPbIM 6binn
CreHepupoBaHbl.

5.7 lNepeHOC cTON-3aaABOK

Ocob6eHHOCTM NepeHoca CToMN-3as1BOK Mexay cepBepaMn, 06beAMHEHHBIMU B KOHTYP, B TOM YMucne
MeXy OCHOBHbIM W pe3epBHbIM cepBepoM. OnucaHMe NpuBeAEeHO KakK ANs aBapuiiHOro, Tak U Ans
MaaHOBOrO nepeHoca.

5.7.1 CueHapMﬁ nepeHoca CTon-3aaBOK, Korga oaomH M3 cepBepoB Bbillen U3 CTpos

Yepes nporpammHblin MHTepderic QMonitor Ha paboTatowem cepBepe BbINOAHUTbL KOMaHAy
«Process all stop orders». Ha 3anpoc naeHtndukaTopa (C KOToporo Heob6xoanMo nepeHecTu
cTon-3asiBku) BbibpaTb MeTKYy cepBepa, KOTOPbIN aBapuMinHO 3aBepLlinn paboTy.

CepBep, KOTOpbI aBapunHO 3aBepLunsa ceoto paboTy, He0bX0AMMO 3anyCTUTb C KAKOYOM
«-removestops» (gonyctnMma KoMmbmHauma c kadammn «-clean», «-new» u «-loadlimits»).
MMeHHO Npu nepBOM 3anycke nocse cbos cepsepa nocieayrowme WraTHble 3anyCcku
BbINONHATCA 6e3 Knoya «-removestops».

5.7.2 CueHapuu nNJ1aHOBOIoO NepeHoca

Jlto6oli nnaHoBbI nepeHoC peKOMeEHAYETCA AENATb UCKNKOYUTENIbHO B HETOProBoE BpEMA.
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BbinonHeHue nepeHoca B OAWH Wwar

1.

2.

ObecneynTb BbIMOJIHEHME cneayrownx YCHOBMVII

Ob6a cepBepa 3anyLleHbl;
K naHHbIM cepBepaM noakaodeH PennukaTop;
K oaHHbIM cepBepaM NOAK/OUYEHbl BCE TOProBble MHTepdENChI.

MoakntounTbes MporpaMmMHbIM MHTepdericom QMonitor kK cepBepy, Ha KOTopbIi Heo6xoaAnMMO
nepeHecTn CTon-3asiBKu M BbIMOSIHUTL KOMaHAy «Process all stop orders» (Ha 3anpoc
naeHTndmKaTopa yKasaTb MeTKy cepBepa, C KOTOPOro HY>HO NepeHecTn CToMn-3asiBKn).

Mpu BbiNO/IHEHUU NEepeHoca B OAMH LUar BbiNoJIHEHUue ycnosuﬁ oGasaTeano,
MHa4ye GVAVT KOJIJZIN3UN C METKaMUN NPUHaAANEXHOCTMU.

BbinonHeHue nepeHoca B ABa wiara

1.

MoakntounTbcsa NMporpaMMHbIM MHTepdencom QMonitor K cepepy, € KOTOporo Heo6xoaAnmMo
NnepeHecTn CTon-3asaBKK, N BbINO/HUTL KOMaHAy «Remove all stop orders» (anbTepHaTUBHbIN
BapuaHT 3anyckKa C K/l04oM «-removestops»).

MoakntounTbes MNporpaMMHbIM MHTepdericom QMonitor kK cepBepy, Ha KOTOpbI HeEO6Xx0ANMMO
nepeHecTn CTon-3asiBKu, 1 BbIMONHUTb KoMaHAay «Process all stop orders» (Ha 3anpoc
naeHTudmKaTopa ykasaTb METKY cepBepa, C KOTOPOro HY>KHO NepeHecTn CTON-3asBKN).

TpeboBaHus:

Ecnu cepBep, Ha KOTOpPbIV MEPEHOCATCSA CTOM-3as1BKK, ObIs1 3anyLWeH C KJKYOM «-clean» unmn
«-New», TO BO3MOXHa cuTyauus, korga lNporpaMmHbin nHTepdenc QMonitor He byaeT
oTobpaxkaTb CTON-3asBKN. B 3TOM cny4yae HyXHO Aoxaatbcsa 06paboTkM CTOM-3a8BOK CEpBEPOM
QUIK m3 6a3bl gaHHbiX. O6blYHbIA NOPSAOK BpeMEHN oxunaaHus oT 30 cekyHAO A0 HECKONbKUX
MUHYT. KpuTepuii ycrnewHoro okoH4aHms o6paboTtkn crton-3asaBok n3 6a3sbl AaHHbIX —
nosiBfieHmne cnmcka B Tabnunue Stop Orders (B MNMporpaMMHoM nHtepdence QMonitor). Mo atomn
NpUYNHE HEe peKOMeHAYEeTCs 3arnyCcK cepBepa, Ha KOTOPbIN NepeHOCATCS CTON-3asBKN

C KJIoYaMn «-clean» unm «-new».

MoakntodeHne Pennukatopa u TOProBbiX MHTePdENcoB B cLueHapun «BbinosiHEHWE nepeHoca B
ABa wara» Heobsa3zaTenbHO.

MnaHoBbIN NepeHOC HeobxoaMMO AenaTb B HETOprosoe BpeMms. Ecnn ectb Heo6xoanMMoOCTb
caoenaTb MJ1aHOBLIM MEPEHOC B TOProBoe BpeMsi, To yepes NporpaMmHbi nHtepdenc QMonitor
AEeNCTBMS, ONUCaHHbIE B , HY>XXHO agenaTtb
nocnenoBaTesnbHO M 6bICTpO (4TO6bI HEe 6bIN0O ABOMHOrO cpabaTbiBaHMS U 3a4epXKeK
cpabaTtbiBaHuA).

Mpu BO3HUKHOBEHMM MHbIX BONPOCOB oTripasbTe ¢pann events.log n nonHoe
onucaHue cobbiTnini B Cnyx6y TexHnueckon noppaepxxkn QUIK:
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5.8 PernaMeHT exxegHEBHOro obcny>xmBaHusa cepBepa
QUIK

5.8.1 OcTtaHOBKAa M 3anycCK CepBUCOB

NMpwv BO3HMKHOBEHMMX BONpocoB o6paTutech B Cnyxx6y TeXHMYECKOW NOAAEPIKKN
QUIK:

CepBep QUIK n nHTepdeincol K TOProBbIM CUCTEMAM HYXXHO nepe3arpyXaTb eXeQHEBHO, TaK Kak
nepesanyck TOProebiX MJOWAA0K BbINOJIHAETCS exenHEeBHO.

OTCyTCTBME HACTPOEHHOIO pacrnucaHus nepesanycka CepBMCOB MOXET NPUBECTU K HEKOPPEKTHOMY
onpeneneHunto AaTbl TeKyLLEen TOProBoi ceccum u npobriemMamM c NOAKIOYEHNEM TOPTrOBbIX
nHTepdericoB. OCTaHOBKY CEPBUCOB PEKOMEHAYETCS BbINOHATb MOC/E 3aBepLUeHNs TOpro.

Ha COOTBETCTBYIOLWMX NoWaaKax, a 3anyck — yTpom, nepea HayanaoM TOpros.

PacnuncaHme 3anycka cepBuUCOB AO/MKHO 6bITb COr1acoOBaHO CO 3HA4YeHMeM NnapaMeTpa

B cekumu [trade_date] danna HacTpoek quik.ini, KOTOpoe AO/MKHO COOTBETCTBOBATb BPEMEHM,
Koraa cepBuC rapaHTUpOBaHHO ocTaHoBNeH. Hanpumep, ecnu cepeep QUIK ocTtaHaBnmBaeTcs
B 02:30, a 3anyckaetcs B 05:30, 3HaueHne MOXET 6bITb CleayoLWnM:

[trade date]
ClearingTime=040000

MapameTp ClearingTime MOXeT TakXe NpUCyTCTBOBaTb B HAaCTpolKax APYrMxX CEpBMCOB
n moaynen cucrtembl QUIK. NHpopMaunto o HacTpolke 3Toro napameTrpa cM. B PykoBoacTtee
no aAMMHUCTPUPOBAHUIO COOTBETCTBYHIOLEro MOays.

Cepsep QUIK mMoxeT 6bITb 3anyLueH C unm

PekoMeHayeMoe pacnucaHue

Bpemsa Cob6biTne

[o 05:30 3anyck cepBepa QUIK (cepsuc QuikServer)

05:35 3anyck Moaynsa dopmumpoBaHus kpocc-kypcoB (CrossRateTW)
05:40 3anyck Pennukatopa (ReplTW)

05:45 3anyck Moayns pacceinku ysegomneHun (SMS)

05:47 3anyck CepBepoB goctyna u Moaynen web2QUIK
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Bpems Cob6biTHe

05:50 3anyck w308 MB AstsBridge nnn DFServer (®oHA0BbLIN, BantoTHbINM PbIHOK, KIMPUHIoBas
cucrtema)

05:53 3anyck wnt3a Toproeon cuctembl SPECTRA Cpo4Horo pbiHka Mb (SpectraCGate)

05:55 3anyck Toprosoro nHtepgenca BantoTHoro poiHka Mb (AstsCurrGate) u NMporpamMmHoro
nHTepdenca KnnpmnHroson cncrtembl BantoTHoro poiHka MB (AstsCurrRiskGate)

05:57 3anyck Toprosoro nHtepgenca ®oHaoBoro poiHka Mb (AstsGate) u MNMporpamMMHoOro
nHTepdenca KnnupmnHroson cnctembl ®oHgosoro poiHka Mb (AstsRiskGate)

06:00 3anyck Toprosoro nHtepgeinca CpoyHoro poiHka Mb (FortsGate)

05:45 3anyck Toprosoro nHtepdemnca CaHkT-MeTepbyprckon Bupxun (SpbExchangeGate)

08:55 3anyck wnt3a Mb AstsBridge nnn DFServer (aeHeXHbIA pbIHOK)

09:05 3anyck Toprosoro nHtepdgeinca leHexHoro pbiHka MBb (AstsGKO)

21:05 OcTtaHoBka ToproBoro nHtepdeinca leHexHoro pbiHka Mb (AstsGKO)

21:10 OcTtaHoBka wnt3a Mb (AstsBridge, DFServer) ana leHexXHoro poiHka Mb

00:00 OcTaHoBka Toproebix UHTepdericos ®oHA0BOro U BantoTHoro peiHka MB (AstsGate,
AstsCurrGate) n NMporpaMMHbIX nHTepdeincos KnmpuHrosom cuctembl PoHAOBOTO
n BantoTHoro pbiHka (AstsRiskGate, AstsCurrRiskGate)

00:00 OcTtaHoBka Toproesoro nHtepgenca CpoyHoro poiHka Mb (FortsGate)

00:10 OcrtaHoBka wnt308 Mb (AstsBridge, DFServer) ans ®oHA0BOro n BantoTHOro pbiHKa
W KJIMPUHIOBOM cuctemMbl Mb

00:10 OcTtaHoBKa wnto3a Toproson cuctembl SPECTRA Cpo4Horo peiHka MB (SpectraCGate)

00:05 OctaHoBka Toproeoro nHtepderica CaHkT-lNMeTtepbyprckoi bupxun (SpbExchangeGate)

02:25 OcTtaHoBka Moaynsa ¢dopMmpoBaHus kpocc-kypcoB (CrossRateTW)

02:25 OcTtaHoBka CepBepoB aoctyna n Moaynen web2QUIK

02:27 OctaHoBka Moayns paccbinku yBegomneHmn (SMS)

02:27 OctaHoBka Pennukatopa (ReplTW)

02:30 OcTtaHoBka cepBepa QUIK (cepsuc QuikServer)
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3anyck cepBepa QUIK 6e3 knrouen

Mpu 3anycke 6e3 kntouel cepep QUIK 3arpyxaeT pbIHOUHYO MHMOpMaLnto, a Takxe
MHGOpPMaUKIo 0 3as9BKax M caenkax nis dannos xpaHmnuu,. 31a MHDopMaums OCTyNHa BCEM
rnosib3oBaTensaM, noaktveHHbIM K cepeepy QUIK, 4yTo no3songeT, HanpuMmep, BbIrPy3uUTb C yTpa
nHdOpMaLnIO O caenkax 3a npeabliaywmin ToOproeblii AeHb. OUYNCTKA AaHHbIX 3a NpeablayLLyto
TOProByl CECCUID NPOUCXOAMUT B MOMEHT nogkntodeHusa Kk cepeepy QUIK nepsoro Toprosoro
nHTepdeica.

5.8.2 3arpyska no3vuuMmn KJIMEHTOB

Mo3numm KNMEHTOB AO0XKHBI 3arpyXaTbcs Ha cepeep QUIK exxegHeBHO A0 Hayana TOpros, Tak Kak
NO3ULKNMN HE NEPEHOCATCS Ha CNeayWwmin AeHb, U BCS MHPOPMaLUUSa O HUX HA@ MOMEHT OKOHYaHuS
TOproB yaangaercs npu nepesanycke cepsepa QUIK.

B 60sblUMHCTBE C/lyyaeB 3arpy3ka no3uumii BeiNoJHAETCS npu nomowu .lim daiina, B KOTOPOM
Ka)kaas CTpoKa coaepXuT nHdopmaumto 06 ogHON Mo3munm KnmeHta. Pansa MoXXHO NoyuunTb
cneaywowmumm cnocobamm:

n3 Pabouero mecta QUIK c npaBaMmn MeHeaxepa nocsie OKOHYaHus npeablayLlero ToproBoro
[OHs1, BbIOpaB NMYHKT OCHOBHOIO MeHio Bpokep / CoxpaHuTb no3uumu B dbain;

C noMouwlbto NMporpamMmbl Ans 3arpyskm nMMnUToB Ha cepBep QUIK FillLimits;

N3 YYETHOM CMCTEMbl BpOKEpCKOWM KoMMaHum unn 6aHka (pekoMeHayeTcs).

3arpy3uTb no3mumn Ha cepeep QUIK MoxHO cneaytowmmmn cnocobamm:
Mpu C k4oM «-loadlimits».
B nporpamMe ansa 3arpysku nmmutoB Ha cepBep QUIK
B nporpamme
Bpy4Hyto n3
C nomouwbio MNporpaMMHOro uHTepderica ynpaenenms nummtammn QuikLimit.

3anyck cepBepa QUIK c knto4yoM «-loadlimits»

3T10T cnocob6 pekoMeHAyeTCA Kak Haunbonee 6bICTPbINA.

1. CkonupynTe noarotoBneHHbl dann .lim B AMpeKkToputo, KoTopas aoctynHa cepeepy QUIK.

2. 3anyctute cepeep QUIK c napameTpamu «-clean -loadlimits <nyTb K dpanny ¢ noamumamm>».
Hanpumep:

sc start QuikServer -clean -loadlimits C:\quik\limits.lim

BmecTo knova « » MOXET MCMONIb30BaTbCs K4 « » 33 UCK/IIOYEHNEM CUTYaLUN,
KOrga Ha cepBep 3arpy>XeHbl HEKOppeKTHble MO3MLMKN N0 AeHbraMm U UHCTPYMeHTaM
N Heo6X0ANMO 3arpy3uTb KOPPEKTHbIN (ais ¢ Nno3mumsamu.
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MoapobHee cMm. B .

Mporpamma gnsa sarpy3skm iIMnMnToB Ha cepBep QUIK FillLimits

Mporpamma noakntoyaeTcs Kk cepepy QUIK kak 06bI4HbIM NOMb30BaTe/lb, HO €€ 3anyCK MOXHO
aBTOMaTU3MpoBaTb Npu nomown gainoB .bat nnm .cmd, KoTOpble MOryT 3anyckaTb €€ Mo 3apaHee
YCTaHOBJIEHHOMY pacnMcaHuio. 3anyCcK NporpaMMbl A0JIXKEH BbINMOJHATLCA NOCAE NOAKIOYEHNS
TOproBbIX MHTepdencoB n 3arpy3km Ha cepsep QUIK HeobxoaMMbIX MHCTPYMEHTOB.

Mporpamma QMonitor
Cnocob ncnonb3yetcs, ecnu dann ¢ No3mumnaMmn He 6bi1 NOArOTOBIEH BOBPEMS U €ro HE06X0AMMO
3arpy3uTb nocne 3anycka cepsepa QUIK.

1. Ykaxwute nyTb K danny c no3mumamm B daine HacTpoek cepeepa quik.ini:

[ctl module]

loadlimits file=C:\quik\server\positions.lim

Ecnun 3Ta HacTpoika He ykasaHa, no3uumu 6yayT 3arpyxeHbl ns danna «gmonitor.lim»,
KOTOPbIN AOJIKEH HAX0AUTbLCS B anpekTopun c cepesepom QUIK.

2. B nporpamme QMonitor BbibepuTte NyHKT MeHio Actions / Load limits from file, 4uTo6bl
3arpy3mTb NoO3nuUnm.

Pa6ouee mecto QUIK
®dann c Nno3nunsaMM MoXHO 3arpy3mntb U3 Pabouero mecta QUIK c npaBamu MeHeaxepa, BbibpaB
NYHKT OCHOBHOIo MeHto Bpokep / 3arpy3uTtb no3muum m3 danna.

HepocTtaTku:

BbIMOJIHEHNE OMepaLnm BPYYHYIO MEHEAXKEPOM;
NO3MUMKN MOrYT BbITb 3arpy>XeHbl TOSIbKO MOCAe MOAKIYEHNS TOProBbIX MHTepdencos
N NONyYEHUsI CNNCKA AOCTYMHbIX UHCTPYMEHTOB.

NHcdopmMmaumoHHbit MHTepdeic Holiday

NHTepdelic MOXHO MCNOMb30BaTh A8 3arpy3Kn ctaTmyeckon nHgopmaumm Ha cepeep QUIK

B HETOpProBble AHM. HanpumMep, ecnun KAneHTbl COBEpLUAloT TOProebie onepaunm Yepes CUCTeMy
QUIK Ha 3anagHblX pblHKax, To Takass He06Xo4MMOCTb BO3HMKAET B AHWM, KOTOpblE SABNAOTCS
BbIXoAHbIMM B Poccuiickon degepaunm, Ho pabounMn Ha 3anage. NHTepdenc no3sonser
3arpy3uTb Ha cepeep QUIK:

onncaHmne MHCTpyMeHTOB B OTAEJSIbHOM peXunMme Toproe U LeH And oueHKU CTOMMOCTU no3munmn
KJINEHTOB,

VIHCbOpMaLl,VII-O O CPOYHbIX MHCTPYMEHTAX, NO3NLUNAX N OrpaHNYEHNAX MO KIIMEHTCKNM CHETaM
Ana KNNMeHTOoB, MCNOJIb3YLWNX MO,D,YJ'Ib €AVHOWN LEHEXHOW No3unLmun.
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5.8.3 Co3paHue pe3sepBHbIX konuk ¢painnos

CepBep QUIK He xpaHuUT daibl B CUCTEMHBLIX ANPEKTOPUSX U He nponuckiBaeT B peectp Windows
HacTpoliku. ®annbl, Heobxoammbie ans paboTtocnocobHOCTN cepBepa, HaXOAATCHA B ANPEKTOPUH,
B KOTOPOM ycTaHoBneH cepsep QUIK.

Y106l HE NOTEPSATL BaXkHble dalinbl HACTPOEK, PEKOMEHAYETCS:

nepes ycTaHOBKOW O0OHOBNEHMS BEPCUM CO34aBaTb PE3EPBHYH KOMUIO AMPEKTOPUM C CEPBEPOM
QUIK;

nocne OKoOH4YaHMS TOProB COXPaHSATb pe3epBHble KONUK cneaytowmnx gannos:
quik\gadmin\server\mainbase.ini;

quik\gadmin\server\gadminsrv.ini;

quik\gadmin\client\gadmin.ini;

quik\server\*.ini.

A Takxe apyrux .ini danaoB HaCTpOeK OT BCEX YCTAHOB/EHHbIX TOProBbiX U MHMOOPMALMOHHbIX
MHTepdencos.

coxpaHaTb norm cepeepa QUIK (events.log, deallib.log), norn nHtepdericos n moaynemn
MUHMMYM 3a nocnegHue 10 aHen. Takxe xenaTenbHO coxpaHsaTh .ik dannbl oT cepepa QUIK.

MO>XHO MCNonb30BaTb BCTPOEHHbIE MEXAaHWU3Mbl poTaumu N0ros, nMewwmecs B cepeepe QUIK
MU Apyrux moaynsx.

[ns Bcex ncnonb3yeMbix 6a3 AaHHbIX pEKOMEHAYETCA HAaCTPOUTb aBTOMATMUYeCcKoe co3aaHne
pe3epBHbIX KOMWUI B HeEpaboyee BpeMs, a TaKXKe Nnpoueaypy penHaekcaumm Ha exeHeaenbHomn
OCHOBE B BbIXOAHbIE AHMW.

5.8.4 CuvHXpOHM3aLMSA NTIOKAJIbHOIO BpeMeHH

CUHXpOHM3aLUMa NTIOKasIbHOrO BPEMEHU C CEPBEPOM BPEMEHU Ha MalKnHax ¢ cepsucamn QUIK
OOJHKHA NMPOn3BOANTBCS B MOMeHT, koraa Bce cepsucbl QUIK ocTtaHoBneHbl. PekoMeHayeTcs
MPON3BOANTb CUHXPOHMU3ALMIO HE Yalle OAHOro pasa B CYTKM.

5.8.5 BoccTraHOBJ/IeHUe nocJsie CUCTEMHOIro cbosn

Mpn BOSHUKHOBEHUUN CUCTEMHOro c6os B npouyecce Topros obparurecb B Cnyxx6by
TexHu4yeckomn nogaeprkkm QUIK: .

B cny4dae cbos B pabote cucremHoro MO nan obopynoBaHus, Ha KOTOPOM YCTaHOBJIEH cepBep
QUIK, MoxeT BO3HUKHYTb npobsiemMa C COXpaHeHMEM AaHHbIX B palfibl XpaHWIUL, a 3anyck
cepBepa QUIK 6yneTt 3aBepliaTtbCs OLWLINOKOMN.

O6wWwmnin NopAAOK OCTAHOBKMU U 3anycka CepBUCOB
1. OcraHoBka uHTepdelicos/Moaynemn, nogknyeHHbIX K cepeepy QUIK.

UHcTpykuma no yctaHoBke CepBepa QUIK 140


mailto:quiksupport@arqatech.com

OcTaHoBKa o6s3aTenbHa A5 CleayoLmxX CEPBUCOB:

NHTepdericbl Asts* (Hanpumep: Toproebin nHTepdenc PoHAO0BOro pbiIHka MOCKOBCKOM
Bupxun (cektop «OcHoBHOW pbiHOK») (AstsGate), Toprosbiii MHTepdenc BantoTHOro
pbiHKka MockoBckon bupxun (AstsCurrGate), NMporpaMmHbin nHTepdenc KnmpmHrosom
cnctembl ®oHAOBOrO pbiHka MockoBckol 6mpxun (AstsRiskGate), MNporpamMmHbIn
nHTepdenc KnnpunHrosow cncrtembl BantoTHOro poiHka MoCKOBCKON 6UpXU
(AstsCurrRiskGate).

ToproBbinn MHTepdelic CpouHoro pbiHka MockoBckol Bupxu (FortsGate).
CucteMa 6poKepCcKuUX KOTUPOBOK.

Moaynb MynbTnbpokepckoro obcnyxmsanusa (Multihub) (ecnu ectb B KOHDUrypauum).

Heo6x0ANMMOCTb OCTaHOBKW 3TUX CEPBMCOB 3aBUCHUT OT YCJIOBUN:

Toprobin nHTepderc CMNb Bupxu (PbIHOK MHOCTpPaHHbIX LLEeHHbIX 6ymar)
(SpbExchangeGate), Toprosbiin nHTepdeinc CMNb bupxmn (PbIHOK pOCCMNCKUX LLEHHbIX
bymar) (SpbExchangeRuGate) - Tonbko B criyyae cbos B Toproson cucrteme CMNb
Bupxun, ns-3a kotoporo Ha cepsep QUIK 3arpyxeHa HekoppeKkTHasa nHdopMaums.

OcTaHOBKa He TpebyeTtcsa A/15 CleayoWwmnx CEPBUCOB:

KnueHTCcKkue npunoxeHuns.

TexHonorm4yeckme NpunoxeHusa (Hanpumep, cepeep AocTyna, Moaynb aKcrnopTa
6upxesoi nHdopmaumu, MNMporpaMmHbin MHTepdenc FIX adapter).

UcknioueHune: Cepseuc Q2Q (cM. ).

2. OcTtaHoBka cepepa QUIK.

3. 3anyck cepepa QUIK c kao4vom « » (MOXeT KOMBUHMpOBATLCH C « ») Unm

« »>.

4. 3anyck nHtepdencos/mMoaynen, UMELWNXCA B KOHPUrypaumm n NCNob3yOLWNXCA COBMECTHO
C 04HUM M3 OCTAHOBNIEHHbIX UHTepdercoB/Moaynen).

PekoMeHAyeMblii BpEMEHHOW NPOMEXXYTOK MeXXAY 3anyCKaMu TOProBbIX
nHTEepcpencoB — 1-3 MUHYTHI.

NHTepdericbl Asts*, Toproebiih nHtepdenc CrNb Bupxun (PbIHOK MHOCTPAHHbIX LUEHHbIX 6ymar)
n Toprosbit nHTepdelc CIMB bupxun (PbIHOK pOCCMNCKMX LeHHbIX 6yMar) 3anyckatoTcs TOSIbKO
C KJIHOUOM « >,

OcobeHHoCTHM 3anycka Toprosoro nHtepdenca CpoyHoro pbiIHka MoOCKOBCKOM Brpxu
(FortsGate) cm.

Oco6eHHOCTM 3anycCKa C KJIlo4HaMM «-new>» n «-clean»
3anyck cepBepa QUIK c knto4oM «-new» nnm «-clean» MoxeT MCNONb30BaTbCA B CNeAyowmx
cnydasax:

npun o6HoBneHum cepeepa QUIK (ko4 «-new» unam «-clean»);
Ha cepBep 3arpy>eHbl HEKOPPEKTHbIE AaHHble (HanpuMep, n3-3a cbos Ha bupxxe nnu
HapyLleHuns pernameHTa 3anycka cepsucos QUIK):
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KpOMe MOo3MLMit U HOBOCTEN (KJTIOY «-new»);

B TOM YMC/€ MO3NLUNN MO AE€HbraM U MHCTpyMeHTaM (KoY «-clean»).

Npy BO3HWKHOBEHWM CUCTEMHOIO C60s (OTCYTCTBME CBOBOAHOIO MecTta Ha AMCKe, annapaTHas
npobnema, BHe3anHOe OTK/IKOYEHME NMUTAHKS), KOTOPbIM NpMBEN K NoBpexXaeHuto ¢gannosoro
XpaHuaumLa:

KPOME XPaHW/NLL C MO3ULMAMM N HOBOCTSIMU (KJTIOY «-New>»);

B TOM YMC/e XpaHuInwa C No3MUMIMnN Uam HOBOCTSIMU (KoY «-clean»).

B 3ToM cnyyae cepBep He 3anycKaeTcs, @ TMMN NOBPEXAEHHOIrO XpaHuMLLA COXpaHaeTcs
B bann events.log cepeepa QUIK.

Ana npoBeaeHnsa aoMarHocTtuku no cgaimny events.log o6parutrecb B Cnyx«6y
TexHuuyeckon noaaeprxkm QUIK: .

OctaHoBKa M 3anyck Cepsuca Q2Q
MopsaaoK OCTaHOBKM M 3arycka cepBuUCcoOB npu ucnonb3dosaHumn Cepeuca Q2Q otnmyaercs

oT N OOJIXKEH 6bITb cnegyrowmnMm:

1. OctaHoBka master-cepsepa.

2. 3anyck master-cepBepa C K/OUYOM « » UNKN < >,

3. OcraHoBka Cepsuca Q2Q n nHrepdeincos/moaynen (cMm. war 1 ).
4. OcTtaHoBKa slave-cepsepa.

5. 3anyck slave-cepBepa C KIIOUYOM « » UK « »,

6. 3anyck Cepsuca Q2Q un nHtepdericos/moaynen (cm. war 4 ).

3anyck Toprosoro nHrepdgeiica CpoyHoro pbiHka Mb

B TeueHMe AHEBHOW TOProBON CECCUU KIIMEHTbI BbICTABSAIOT 3assBKW, KOTOPbie Nocsie 0CHOBHOIo
KMpUHIra NepeHoCATCa Ha BeYepHIo ceccuio. OCTanbHble 3asiBKM CHUMAlOTCS TOProBON CUCTEMOWN.
Toproebin MHTepdenc CpoyHoro peiHka Mockoeckon bupxu (FortsGate) aHanusnpyeT cocTtosiHue
Ceccumun 1 Npu HacTynJeHNnn BeYepHero KAMpmHra CHUMaeT 3asiBKu, CPOK AENCTBUS KOTOPbIX
OrpaHu4yeH TeKyLlen ceccuen.

Ecnu B Xxo4e 0CHOBHOM TOproBomn ceccum npounsowen cé6on, n cepsep QUIK nepesanyckaeTcs

C KJIIOUYOM «-new» Un «-clean» nocne Havyana sedyepHen ceccum Ha CpoyHOM pbiHke MB (nocne
19:00 MCK), To UHTepdelc HeobxoamMMOo 3anyCTUTb C KIKYOM «-new -send_esp», 4Tobbl
3arpy3nTb Ha cepBep QUIK 3asBKkKM M caenkm 0OCHOBHOM TOProBOM CECCUM, a TaKxKe BXxoaslune
no3mumnm Anst KoppekTHon paboTbl Mogyns eAnHON AEHEXHOW NO3MLUN.
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5.9 Cnucok koaoB ownb0ok cepBepa QUIK

AecaTUUHbIN
KoA oWunbkn

TekcT olwnbkn B nHTepdeiice
Ha PYCCKOM fi3blKe

TekcT owunbku B nHTEepdeiice
Ha aHIMMTMHUCKOM fAi3blKe

8637216 Bam 3anpeweHa pabota no gaHHoMy  No right to trade in this instrument
WHCTPYMEHTY

8637217 LleHa 3asBkn gonxHa 6biTb Order price should be positive
NONIOXNUTENbHA

8637218 LleHa 3asBkK <3HauyeHMe3> He Order price <Value3> is out of set interval
COOTBETCTBYET YCTAaHOBNIEHHOMY from <Valuel> to <Value2>
AnanasoHy OT <3HayeHuel> fo
<3HauyeHne2>

8637219 He 3agaHa no3uumsa no MHCTpyMeHTY  You have no position for this instrument

8637220 MpeBbiWweHa No3nuus no Position for the instrument is exceeded
WHCTPYMEHTY

8637221 Owwnbka npu namMeHeHnn nosmummn no Error in changing position for the instrument
WHCTPYMEHTY

8637222 HeBepHoO ykasaH ¢UHaHCOBbLIN Incorrect name of financial instrument
WHCTPYMEHT

8637223 PblHOUHas 3asiBKa ANs KJIMEHTCKOro Market order for the client account is forbidden
cyeTa 3anpeLlleHa

8637224 He 3agaHa no3nums nonb3oBaTtenst no Money-position for the client is missed
AeHbram

8637225 Bam 3anpeuweHa pabota no gaHHoMmy  No right for this trading account
TOProBOMY CYETY

8637226 MpeBbllWweHa No3uums No AeHbram Money-position is exceeded

8637227 Owwnbka npu nameHeHmn nosmummn no Error while changing money-position
AeHbram

8637231 MpeBbllWEHO MakCcMMalbHO Securities amount exceed tolerable one
BO3MOXHOE KOIM4YeCTBO
WHCTPYMEHTOB

8637232 3asiBka nepuoaa 3aKkpbITus Close period order is forbidden
3anpelieHa

8637233 KonunuecTtBo B 3asBKke Ao/kHO 6biTb  Order depth should be positive

MOJTIOXKXUTENBHO
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AecAaTn4yHbIN
KoA owwunbkn

TekcT olwnbkn B MHTEepgence
Ha PYCCKOM fi3blke

TekcT ownbkn B HTEepdence
Ha aHIJIMACKOM fA3blKe

8637236 Mopaya 3a89BOK NO AaHHOMY Orders for this trading account and financial
TOProBOMYy CYeTy U (PUHAHCOBOMY instrument are prohibited
WHCTPYMEHTY 3anpeLieHa

8637237 MpeBblweH o6Wnin N(MMUT Common limit is exceeded
KpeauToBaHus

8637238 Onepauun no gaHHoMy knneHTckoMmy Operations on this client code are prohibited
KoA4y 3anpeLyeHbl

8637239 MpeBblWeH MaKCUMasnbHbIA IUMUT Maximum limit is exceeded
KpeauToBaHus

8637240 [aHHbIM MHCTPYMEHT 3anpewleH ans  Security is restricted for short operation
onepauuu WwopT

8637242 OOCTUrHYT MUHUMasbHbIN YPOBEHb Minimal level of client assets
KSIMEeHTCKOro obecnevenus

8637243 3anpeleHa onepaums ¢ ykasaHHbiM  Operations are not allowed for the specified
KOHTpareHToMm counterparty

8637244 3anpeleHa onepaums ¢ ykasaHHbiM  Operations are not allowed for the specified
KOAOM pacyeToB settlement code

8637245 He onpepeneHo 'O no uHcTpyMeHTy  Initial margin of contract is undefined

8637247 O6beM 3aaBKM HE MOXeT 6bITb The order value cannot be less than <Valuel>
MeHblle <3HayeHuel>

8637248 Mo gaHHOMY MHCTPYMeHTY paspeweHo Order volume is out of range
TOJIbKO 3aKpbITUE NO3MUumn

8637249 MpeBbiweH 06WMN NUMUT Total limit for collateral securities exceeded
WHCTPYMEHTOB obecnedeHuns

8637250 Ons BbibpaHHOro hMHaAHCOBOIO Low discount for the selected security must not
WHCTPYMEHTA HMXKHUMA ANCKOHT HEe be smaller than the initial discount by more
MOXEeT 6bITb MEHbLLE HaYyasibHOro than <Valuel>
OVCKOHTa 6onee ueM Ha
<3HaueHnel>

8637251 Ons BbibpaHHOro ¢hMHaHCOBOIO High discount for the selected security must
WHCTPYMEHTA BEPXHUI AUCKOHT He not exceed the initial discount by more than
AOJIKEH MpeBbliwaTbh HavyanbHbIN <Valuel>
OVCKOHT 6osiee yeM Ha <3HadeHnel>

8637252 0O6beM 3asaBkn <3HayeHuel> The order volume <Valuel> exceeds the limit

NnpeBbILAET 3aAaHHOE OorpaHnyeHune

in <Value2> from the average daily turnover
<Value3>

UHcTpykuma no yctaHoBke CepBepa QUIK

144



AecAaTn4yHbIN
KoA owwunbkn

TekcT olwnbkn B MHTEepgence
Ha PYCCKOM fi3blke

TekcT ownbkn B HTEepdence
Ha aHIJIMACKOM fA3blKe

<3HayeHne2> oT CpefHeAHEBHOI0O
obopoTa <3HauyeHne3d>

8637253 Bam 3anpeuweHbl onepaunmn B knacce Operations in <Valuel> class with the
<3HauyeHnel> ¢ ykasaHHbIMU specified parameters are not allowed
napaMeTpaMn 3asiBKu

8637254 Bam 3anpeleHo 3akntoveHune caenok REPO transactions on <Valuel> of the
PEMO no <3Ha4yeHuel> c ykasaHHoOM specified direction and/or REPO term are
HanpaBNEHHOCTbIO /MU CPOKOM prohibited
PEMO

8637255 BaM 3anpelueHbl onepaumm ¢ Operations with <Valuel> instrument are
WHCTPYMEHTOM <3HauyeHunel> prohibited

8637256 PbiHOUHas 3asiBKa Ha nNpoaaxy no Placing a market order to sell <Valuel> in
WHCTPYMEHTY <3HaueHuel> B knacce <Value2> class is prohibited
<3HaueHne2> 3anpelleHa

8637257 PbiHOUHas 3asiBka Ha npoaaxy B Placing a market short order to sell <Valuel>
LWOPT MO MHCTPYMEHTY <3HaueHnel> in <Value2> class is prohibited
B KJflacce <3HayeHune2> 3anpeLleHa

8637258 MpeBblweH MakCcMManbHO Maximum order value <Valuel> exceeded
A0NYyCTUMbI 06beM 3a89BKU
<3HaueHnel>

8637259 3asBKa MOXeT NpuUBECTU K An order can lead to an unacceptable long
HeaonyCcTMMOMY pa3Mepy AJIMHHOWN position size <Valuel> in <Value2> (max.
no3mumnm <3HadeHuel> ans position <Value3>)
<3HaueHne2> (MakcumasnbHas
nosnumsa <3HayeHne3>)

8637260 3asiBKa MOXET NMpuUBECTU K An order can lead to an unacceptable short
HeaonyCTMMOMY pa3Mepy KOpPOTKOM position size <Valuel> in <Value2> (max.
no3mumnm <3HadeHuel> ans position <Value3>)
<3HaueHne2> (MakcumasnbHas
no3vumsa <3HadeHme3>)

8637261 lMpeBbleHO MakcuManbHoe Maximum transactions quantity <Valuel> on
KOSIMYECTBO TpaH3aKLumi interval <Value2> exceeded
<3HayeHunel> B nHTepBane
<3HauyeHne2> cek

8637262 KonuuyecTteo B 3asiBKe He MOXET The order quantity must not exceed <Valuel>
npesbiwaTb <3HayeHnel>

8637263 KonuuecTteo B 3asBKke He MoxeT 6biTb  The order quantity cannot be less than

MeHblle <3HayeHuel>

<Valuel>
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AecAaTn4yHbIN
KoA owwunbkn

TekcT olwnbkn B MHTEepgence
Ha PYCCKOM fi3blke

TekcT ownbkn B HTEepdence
Ha aHIJIMACKOM fA3blKe

8637264 LleHa He MoxeT 6bITb 6onblue The order price cannot be higher than
<3HauyeHnel> <Valuel>

8637265 LleHa He MoxeT 6bITb MeHbLUE The order price cannot be lower than
<3HauyeHnel> <Valuel>

8637266 CkoppekTnpoBaHHoe 3HadeHune HIMP1 The corrected RCS1 <Valuel> is less than 0
<3HaueHnel> MeHble 0

8637267 CkoppekTnpoBaHHoe 3HauyeHune HIMP1 The corrected RCS1 is less than 0. The short
MeHble 0. HenokpbiTas no3uumsa no  position in non-liquid instrument
HETMKBULHOMY UHCTPYMEHTY

8637268 He HalineHo onucaHne MHCTpyMeHTa  Security of settle currency is not found
BaJItOTbl pacyeToB

8637269 Onepauusa 3anpewieHa: The operation is not allowed. CFI code is not
HeponyctmMblii CFI koa valid

8637270 HenokpbiTas no3muus <3HavyeHnel> Short position <Valuel> in <Value2> less
no <3HayeHne2> C y4yeToMm liabilities
obsa3aTenbCcTB

8637271 Onepauus 3anpeleHa n3-3a Hannuma Operation is prohibited due to a short in the
KOPOTKOM MO3MLUKU MO OMNMUNOHY option <Valuel>. Only position closing is
<3HaueHunel>. [lonyckaeTtcs Tonbko allowed
3aKpbiTUE NO3NLKUI

8637272 B knacce <3HaueHunel> 3anpeweHo REPO trades with a term that includes the
3aknoyeHne caenok PEMO, B cpok record date for coupon payment are not
KOTOpbIX nonagaet gata dukcauum allowed for the class <Valuel>
cnucka gepxartenen obnuvraunm gns
BbINJaTbl KynoHa

8637319 LleHa 3asBKM A0/XHa 6bITb MEHbLLE The order price must be lower than <Valuel>
<3HaueHnel>

8637320 LleHa 3asBkuM Aos/kHa 6bITb 6onblue The order price must be higher than <Valuel>
<3HauyeHnel>

8637326 MakcuManbHbIM pa3smep obs3aTtenbctB The maximum size of liabilities was exceeded
npeBbllWeH Ha <3Ha4vyeHnel> by <Valuel> <Value2>
<3HaueHne2>

8637336 Onepauunmn 3anpeLeHsl Operations are prohibited

8637337 Onepauunn € MHCTpyMeHTaMm Operations with <Valuel> instruments are

<3HaueHuel> 3anpeLieHsbi

prohibited
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AecAaTn4yHbIN
KoA owwunbkn

TekcT olwnbkn B MHTEepgence
Ha PYCCKOM fi3blke

TekcT ownbkn B HTEepdence
Ha aHIJIMACKOM fA3blKe

8637338 Onepauun c gaTon pacyeToB Operations with settlement date <Valuel> or
<3HaueHnel> 1 no3gHee 3anpeweHbl greater are prohibited

8637339 Onepauun c gaTon pacyeToB Operations with settlement date <Valuel> or
<3HaueHnel> 1 nosgHee 3anpelleHbl greater are prohibited for <Value2>
ONA NHCTPYMEHTOB <3HayeHune2> instruments

8637340 BBoa 3a8BKkM Mo <3HaudeHnel> You cannot enter an order for <Valuel>. The
3anpeuweH: Hepgonyctumbin ISIN-kog  instrument ISIN code is not allowed
WHCTpyMeHTa

8637341 BBoa 3ad9BKM NO MHCTPYMEHTY You cannot enter an order for instrument
<3HayeHunel> 3anpeweH. An4 <Valuel>. Operations with <Value2> are
COBEpLUEHMS onepaunii c available for unqualified investors successfully
<3HaueHne2> ang tested on complex financial product type
HeKBanMMUUMPOBaHHbIX MHBecTopoB <Value3>
ob6s3aTenbHO NpoOXoXAeHWe
TEeCTUPOBAHMS Ha TUM C/IOXHOIo
¢dunHaHCOBOro Npoaykra
<3HayeHne3>

8637342 MpeBblWeH NUMUT ANs cpoka The limit is exceeded for the period <Valuel>
<3HaueHnel> Ha <3HayeHune2> by <Value2> <Value3>
<3HayeHne3>

8637343 HenoctaTouyHO AeHeXHbIX CpeacTB Insufficient funds to deposit
ANa nepefayv B Aeno3nT

8637346 3anpeueHbl onepaumn rnoKynkm Buy operations are prohibited

8637347 3anpeuleHbl onepaumn nNpoaaxm Sell operations are prohibited

8637348 3anpeuleHbl onepaummn NOKynKu C Buy operations are prohibited for <Valuel>
WHCTpyMeHTaMu <3HadeHuel> instruments

8637349 3anpeuleHbl onepaumu npoaaxmu c Sell operations are prohibited for <Valuel>
WHCTpyMeHTaMu <3HadeHunel> instruments

8637350 3anpeuleHbl onepaummn NOKynKu C Buy operations with settlement date <Valuel>
AaTon pacyeToB <3HayeHuel> u or greater are prohibited
nosgHee

8637351 3anpeuleHbl onepaumu npoaaxmu c Sell operations with settlement date <Valuel>
AaTon pacyeToB <3HauyeHuel> un or greater are prohibited
nosgHee

8637352 3anpeuleHbl onepaumn nokynku ana  Buy operations with settlement date <Valuel>

WHCTPYMEHTOB <3HauyeHue2> C gaTomn
pacyeToB <3Ha4yeHuel> u no3gHee

or greater are prohibited for <Value2>
instruments
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AecaTnyHbIN TekcT olwnbkn B MHTEepgence TekcT ownbkn B HTEepdence
KoA own6ku Ha PYCCKOM fi3blke Ha aHIJIMMNCKOM fA3blKe

8637353 3anpeuwleHbl onepaumn npogaxun ansa  Sell operations with settlement date <Valuel>
WHCTPYMEHTOB <3HayeHne2> c gaton or greater are prohibited for <Value2>
pacyeToB <3HayeHuel> n no3agHee instruments

8637354 HepocTtaTouHO <3HaudeHuel> ans The available quantity of <Valuel> is not
BbICTaB/IEHUNS 3a59BKMU sufficient to enter an order

8637355 Owwnbka nNpu noayveHumn Error while receiving a futures limit for
¢boyepcHoro nMMuTa nNo bymaram securities

8637356 Owwnbka nNpu noayveHumn Error while receiving a futures limit for cash

(broYepcHoro NMMMUTa Mo AeHbram

8637357 Owwnbka nNpu ycTaHOBKE NMMUTa MO Error while setting securities limit
bymaram

8637358 Owwunbka npmn ycTaHOBKE NMMUTa Nno Error while setting cash limit
AeHbram
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