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1. Working with program

QUIK Administrator program is intended for the user administration and managing user rights.
QUIK Administrator allows adding and changing the information about users and rights to view
information. This program is addressed to the broker’s administrators.

Program functions:

Registration of new users in the QUIK system and setting their rights to access different
program functions;

Changing the rights of the registered users;

Managing access keys and digital signature certificates;

Configuring rights to messaging other users;

Viewing lists of users, organizations, markets, security classes and informational agencies,
Configuring the Dealer Library that allows controlling orders received, margin trading, sub-
administration and commissions calculation;

Requesting the reports on settings and user actions; viewing, printing and saving them

in formats Word, Excel, PDF, XML, Crystal Report.

(*) Crystal Reports Software is required to be installed on the computer to view,
print and save reports.

1.1 Program installation

The program is installed by copying the files to the folder on the user’s computer, for example,
named QAdmin. The executable file is QAdmin.exe.

1. The Regional Settings of some Windows versions have nhumber of kopecks after
the decimal point equal to 0 instead of 2 which may cause incorrect program
behavior. To change the settings, on the Start menu click Control panel /
Regional settings, select Currency tab and set 2 under Number of digits after
decimal.

2. The program requires the Default printer to be selected on the computer.

The installation and setup of QUIK Administrator’s server are described in the QUIK server’s
installation instruction.

1.1.1 Equipment and software requirements

For detailed system and software requirements see
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1.2 Server connection

When launching the program, the ‘User Authentication’ window appears. Fill in the information
below:

User Authentication

Select server
| QUIKZ [192.168,37.171:16300: QUIK_BROKER] v|

Enter your name

|admin |

Enter your passwerd

1. Select server - select the QUIK server in the list.

The list of QUIK servers to be used is configured in the ip.cfg file located in the
executable file’s directory. Each server is described by a separate string in the
format:

<server name>[<server ip address> or <domain server name>:<server port

number>:<server key ID>]

2. Enter your name - name (login) for connection to the QUIK Administrator’s database.
3. Enter your password - password for connection to database.

The name and password must match case (Uppercase and lowercase) and the language
(Russian/English). If entered successfully, the main program menu with the control panel will
appears. The notifications appear in the following cases:

If there are users / service users whose authorization, digital signature certificate or password
expires within the time interval set in QUIK Administrator settings;

If there are users who have been granted or withdrawn the QAdmin Administrator
permission - the notification is available only for users with the QAdmin Administrator
permission.

Last login information: date, time and IP address.

If you are unable to connect to the server, this can happen for one of these reasons:

The QUIK Administrator user name or password you have specified are incorrect;
The program is misconfigured. Contact the server administrator for assistance;
The QUIK Administrator server may have stopped;

Version of QUIK Administrator Client part does not coincide with QUIK Administrator
Server part. An appropriate warning appears.
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1.3 Program update

The program has a built-in update procedure. After a connection to the server is established, the
program checks if updates are available. If an update is found, the message “"QUIK Administrator
needs to be updated to continue. The application will be restarted after the update is installed”
appears. Click OK or close the window.

Before starting the update process, a backup of the existing files will be created in the .\Backup
directory. The use may restore the previous versions’ data if required.

The update will begin automatically. Computer restart is not required. When updating
is complete, the program will restart.

1.4 Interface description

The program window has the main menu and the Control Panel containing icons for quick access
to the main program functions. When a menu item is selected or an appropriate button is clicked,
the tab with parameters opens. The parameters on the left of the tab are displayed in a tubular
view; a data input/editing window for a selected parameter is displayed on the right side.

3 [ysls QAdmin UID: 10070] QAdmin (versior [=] s
Gystem Edit QUsever Modules Budit I
OiE JE29-paad@
[QUIK server] Users | [Audt]Lop (QUIK serve -
Class code Security class name Da net show Active eperatEstimate reluidd sccount  Dissbled | [ (Securty chesess)
CBOT.OPTIONS  CBOT OPTIONS Ves No No ™
CBOT_COMMOD CBOT_COMMOD Yes No Ne Mo Code AM_OIL_GAS
IPE_ALL Yes No N Mo
NY_OIL_GAS Ho Na Mo Market 6L
NY_MATERIALS He e o Description e [AMLOILGAS
TRY  NY_INDUSTRY Ho No Ho
NY_GOODS N No e .
NY_HEALTH 5 No Ne No
NY_SERWICES Yes No No No Pesition code GLSP|
NYTELECOM  NY_TELECOM Ves Ko No He
NYUTLTIES MY UTILTIES Yes Ne Mo Ho i —
NYFINANCE  NY_FINANCE Yes Ne No No Class subtype
NYTECHNO  NY_TECHNO Ves o N to
AM_OLGAS _ AM_OIL GAS Yes No [ o
AM_MATERIALS  AM_MATERIALS Yes No n Ho ass features Calendars
AMNDUSTRY  AM_INDUSTRY Yes No N Ho
AMLGOGDS  AM_GOODS Yes No Ne Ho by parameters
AMMEALTH  AM_HEALTH Yes No No Ho um in quotes
AMSERVICES  AM_SERVICES Ves No No ™ 100 not show redemption
AMTELECOM  AM_TELECOM Ves No Ne Ho
CMESIOCKS  CMESTOCKS Ves No No Ho
CMEWEATHER  CME_WEATHER Ves o No Ho
CME_CUR CME_CUR Ves Ho No Ho
CME_INDEXES NDEXES Yes Ho No Ho
CME_TRAKRS TRAKRS ves Ho No o
CME_OPTIONS  CME_OPTIONS Yes No Ne Mo
AMLFINANGE  AMLANANCE No No No CINDM with CCP
AMTECHNO  AM_TECHNO Yes No Ne No [CIREPOD cless
AM_UTIUTIES  AN_UTILITIES. Yes No Ne Mo [CModified REPO class
ALGO_ICEBERG  Alge: Iceberg Yes o M o CJREPO with CCP
QUIKCL auik Yes Ne N Mo
ALGOTWAP  Algo: TWAP es No No Mo Ol class
ALGOVOLATL  Alge: Velatilty . Ho No o ClExtemal algo orders
ALGOVWAP  Alge: VWAP Ho No o oM ciass
CBOTFUT CME_1 L No Ne No
GTSST RTS Standar U No Ne No
PSGTSST RTS e Ne No No
RPRTSA RTS Ve Ko No ™
RPRTSST RTS Ves Ne No No
RTSST RTS Standsrd Ves No Ne No
RTSSTEVN RTS Standard Ho No N to
INSTRS = Yes No N Ho
RPGTSST S Stand Yes No N Ho
PAUS MFD FEC Yes No N Ho
FEC MFD FE Ves No No Ho [ Dissbiled
FEE MFD FEE Ves No N Ho
Fem MFD Fb Ves No No ™ Copying user's pemissions
FEO MFD FEO Yes Ne Ne Mo
MFD MFD Yes o Na No LlCo iy ches
EQDE MFD Ne Ne Ne
PSOB MFD Ho No Ho
FQus MFD Ho No e Save c
psUs WD Ho No Yes
RPNG WD ves Mo No o 1
FDER RIGFGFG Yes No No HNo v | Edit [Securiy classes)
192,16837.171:16400

1.4.1 Functions for working with dictionaries

Moving windows
To move a dictionary window, double-click the edit window title bar or drag it holding the window
title bar with the left mouse button.

To return the edit window to its original position click the window title bar once more.
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When the mouse hovers over the arrow while moving the edit window, this window moves to the
selected side of the screen.

Dictionary filters
The edit window contains the Filters tab (at the bottom of the window). The Filters tab
is described in details for each parameter separately.

User-defined filters

User-defined filters a not available for the Users dictionary.

A user can set the filter for each table column

To set up the filter, hover on the column title and hold for a while until the T icon appears in the
title area. Click it to open the filter settings dialog.

Filter: Class type >

Filter is enabled
Show rows if they meet
(® all conditions

() at least one condition

Filter conditions: Class type

equal to ~ || bonds Bl X

Add condition Clear all Cancel

The name of the selected column, for which the filter is configured, is specified in the dialog box
title.

The dialog box contains the following parameters:

1. Filter is enabled check box - if selected, the filter is used. If not selected, the filter is not
used, and other parameters are not available.

2. Show rows if they meet:

all conditions - the table contains rows that meet all the filter conditions;
at least one condition - the table contains rows that meet at least one condition.

3. Filter conditions: <name of the column for which the filter is set>:

For numeric values, the following conditions are set:

equal to;

not equal to;

less than;

less than or equal to;
greater than;
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greater than or equal to;

specified;

not specified.

For string values, the following conditions are set:

equal to;

not equal to;

begins with;

does not begin with;
ends with;

does not end with;
contains;

does not contain;
specified;

not specified.

4. Clicking the | button the user can select any table column except for the one the filter is set
for, or specify the value manually (selected by default). If the filter is set for the column with
a date, other columns with a date (if any) and the following values can be selected:

Today - current date on the user’s computer;

Trading session date — current date of the trading session. If computers with a QUIK
server and a QUIK workstation are set for different time zones, the date can be
different from the one on the user’s computer.

Do NOT specify the ? and * characters as conditions to ensure correct operation
of the filters.

To delete a condition value, click the “| button next to it.

5. The Add condition button is used to add a filter condition.

To delete all conditions, click Clear all. To use the filter with the specified conditions for a
column, click Save.

When filter is applied the icon changes to + .

Conditional formatting

The parameters for conditional formatting of and cells may be set for each column for all tables

To adjust the filter, position the cursor over the column heading and hold it there for a while.
The # icon appears in the window heading area. Click it to open the formatting dialog box.
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Conditional fermatting: Class type *
Formatting is enabled
Formatting conditicns: Class type
equal to ~ | bonds &3] Formatting | [ ]apply to entire row X
Add condition Clear all Cancel

The dialog box contains the following parameters:

1. Formatting is enabled check box - if selected, the formatting is used. If not selected, the
formatting is not used, and other parameters are not available.

2. Formatting conditions - the conditions are the same as described in . The following
parameters are additionally available:

The Formatting button is used to set the text font color in a cell. Click the button
and select colors and font.

Cell format b4

Table cel

Cel B ot |HEE

Selected cell

Cel B T |(IER

AcquestSc~ |10 ~ (B | [T

Apply Cancel

Selected font and color are shown on the Formatting button.

The apply to entire row check box is used to apply the cell settings to a row
containing it.

To delete a condition value, click the “ button next to it.

3. The Add condition button is used to add a format condition.

To delete all conditions, click Clear all. To use the filter with the specified conditions for a
column, click Save.

If conditions are set, the icon changes to:

w» — if formatting is enabled;

“o - if formatting is disabled.

Sorting the table rows

In tables, it is possible to sort the rows relative to the values in a specified column
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To sort the rows, press and hold the ‘Ctrl’ key, and click on the column heading. The sorted
column is marked with #. To disable sorting, press and hold the “Alt’ key and click left mouse
button on the column heading.

(*) When reopened, the Users, List of classes (Select security class),
Organizations, Select news agencies and List of organizations dialog boxes contain
rows sorted based on the user-defined filter, conditional formatting and sorting
settings set when the dialog box was previously open.

Searching within a table
menu Edit / Find or Ctri+F

The function is intended to search for a specific value within dictionary table cells, as well as in
the Editor of clients codes dialog box (can be opened from user editing dialog box, on the
Classes permissions tab, by clicking the Edit button for the Client code on the dealer’s side
(separated by ,) box).

Search is made within all content of the table including titles of rows and columns.

Search by catalogs x
Find: m < Previous
Matches found: 2 of 2

The search parameter functions are as follows:

Find - the text or numeric characters for which you need to search.
The search direction:

< Previous - search upward, row by row and from right to left on each row;

Next > (by default) - search downward, row by row and from left to right on each
row.

To find the next value within a table that matches the search conditions, hit Enter or F3, or click
on one of the search direction buttons.

I The search dialog box parameters differ for the Users dictionary (see ).

Hotkeys

Many program actions may be launched by pressing certain combinations of keys called ‘hotkeys'.
If two or more keys need to be pressed together, the Administrator’s manual designates them by
'+’ (plus), for example CTRL+Q (i.e., press the ‘Ctrl’ and ‘Q’ keys simultaneously).
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Combination

Function

F3 Continue search

Ctrl+Q Disconnect / connect with server

Ctri+W Choose the width of the columns in a table
Ctrl+F4 Close the current window

Ctrl+F6 or Go to the next window

Ctrl+Tab

Shift+Ctrl+F6 or Shift+Ctrl+Tab

Go to the previous window

1.4.2 Main menu

Functions of the program main menu items:

Menu
section Menu item Function
System Connect.../Disconnect Open the server connection window / Disconnect from
the server without closing the program
Reorder data (Ctrl+F5) Send a query to server to request data again
Options Open settings window
Administrative roles Manage administrative user rights
Data sources Data sources list
Settings... General server settings
Settings... General server settings
Quit Quit the program
Edit Cut Remove the selected value
Copy Copy the selected value
Paste Insert the parameter value in selected tab
Delete Delete a string in the list or a selected parameter
Edit Edit parameters of a selected string on the tab
Insert A new record to the selected dictionary
Find Find the desired parameter on the selected tab
Filter Select parameters by specified criteria

QUIK Administrator
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Menu

section Menu item Function
Export table Export dictionary data to the XLS / XLSX / CSV format
file
QUIK Users Full list of clients
server
Trade roles List of trade roles

Sending messages

List of users who are eligible for sending messages

Server management

List of users who are eligible for server administration

Active users

List of users currently connected to QUIK Administrator

Security Ensuring the security of the data transfer

_ QUIK keys Access keys for a built-in data transfer security system

_ VERBA OW keys Verba-OW CIPF keys registration/revocation

_ CryptoPro keys CryptoPro CSP CIPF keys registration/revocation

_ SignalCom keys Message Pro CIPF keys registration/revocation (Signal-

COM company)

_ CCertPKI keys CCertPKI CIPF keys registration/revocation

_ EUSicex keys EUSicex CIPF keys registration/revocation

KA keys KA CIPF keys registration/revocation

_ CSP SSPI keys CSP SSPI CIPF keys registration/revocation

_ Bicrypt keys Bicrypt keys registration/revocation

_ OpenSSL keys OpenSSL keys registration/revocation

_ VPNKey keys VPNKey keys registration/revocation

_ Two-factor Two-factor authentication settings
authentication

_ Logins for another Directory with logins for another system authorization
authorization system

_ Certificates storage Manage certificates storage

_ Save transaction with Save a transaction with digital signature to file
DS...

_ Revise DS Verification of digital signature
transaction...

Reports List of reports on active operations of QUIK users

QUIK Administrator
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Menu
section

Menu item

Function

Report on
transactions...

Report on all sent user instructions

Statistic on
transactions...

Report on quantity of transactions sent by users

Report on stop
orders...

Report on all contingent (stop-) orders sent by users

Common rights...

Review user settings in view of client codes

Presence of the
rights...

Review the list of users by the specified set of rights for
selected classes

Report on positions...

Report on operations with positions

Report on messages...

Report on sent and received user messages

Report on users
activity...

Save the report on frequency of QUIK system use by
clients to file

Inactive users...

Report on QUIK users that did not perform transactions

_ Codewords... Report on the QUIK two-factor authentication
parameters
_ Expiring Message about users with expiring authorizations, DS

authorization...

certificates or passwords

Report on Quik
two-factor
authentication

Report on QUIK two-factor authentication by user(s)

Calendars

Setting calendars to determine a settlement date when
keeping positions in calendar days

Calendars

List of calendars with dates that are exceptions to the
standard calendar of settlement and non-settlement
days that is used on the QUIK server

Class groups

Groups of classes to which calendars can be bound

Limits calculation libraries...

Settings of the Dealer library intended for setting
broker’s and trading system’s commissions and
permissions

Security classes

List of instrument types with the attributes of allowed
operations

Markets

List of available markets

QUIK Administrator
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Menu
section Menu item

Function

Organizations

List of users organizations

News agencies

List of available news feeds

Client modules

Global rights configuration for all users by client modules
of the QUIK system

Technological modules

Global rights configuration for all users by technological
modules of the QUIK system

Access server connections limit

Setting the maximum number of concurrent user
connections to the access server

Organizations connections limit

Setting the maximum number of concurrent connections
of users from one organization to the QUIK server

Export/Import

Data saving/loading

Save UIDs and client
codes

Save the list of UID and client code matches

Save rights on news
agencies

Save the list of rights for receiving information from
news agencies

Load UIDs and client
codes

Import the list of UID and client code matches

Load rights on news
agencies

Import of rights for receiving information from news
agencies.

Audit Log

View the QUIK system operation log with detailed event
descriptions

Modules

List of QUIK system plug-ins available to the user. When
selecting a plug-in, the list of corresponding dictionaries
is displayed

I Settings of Limits Calculation Library are described in a separate document.

1.5 Settings

1.5.1 Administrative roles

menu System / Options / Administrative roles

Purpose

The dictionary with full list of administrative roles. Using this dictionary, it is possible to add new
administrative role, edit its rights and delete it.

QUIK Administrator
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This dictionary is available for users to whom the right
is granted.

The left part of the window displays the dictionary of administrative roles. The right part contains
the settings for editing and filtering the dictionary records.

The dictionary contains the following common roles by default:

Role name Rights
Full access Access for viewing and editing rights of all modules
View Only Access for viewing rights of all modules.

Exception: the Data import right is not available

Client manager QUIK Server:

Access:
_ Expiring authorization and notification settings;
_Security classes and markets;
_ Organizations;
_ New agencies,
_ Technological modules.
Modification:

Users;
Users: view news;
Sending messages;
_ Client modules.
Limits Calculation Library — access:
Access to Limits Calculation Libraries

Risk manager QUIK Server — access:
Security classes and markets;
Organizations;

New agencies;
_ Users.
Limits Calculation Library — modification:
Access to Limits Calculation Libraries

Security officer QUIK Server:
Access:
Security classes and markets;
Organizations;
New agencies;
Users.

Modification:

QUIK keys;
VERBA OW keys;
CryptoPro keys;

QUIK Administrator 16
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Role name Rights

SignalCom keys;

CCertPKI keys;

EUSicex keys;

KA keys;

CSP SSPI;

Bicrypt keys;

Two-factor authentication;

Logins for another authorization system;
Certificates storage;

Two-factor authentication.

Limits Calculation Library — no rights available

Auditor Audit module - permission for viewing Audit log

Table format

The dictionary contains the following parameters:

Parameter Function
Name Administrative role
Users List of comma-separated users in format <User ID>[<User full name>]

Functions available from the table shortcut menu:

h W N R

delimited).

Configuring the table

The values of the parameters:

Use Edit to change a role.

Use Add to register a new role.

Use Remove to delete a role.

Use Export table to export data from dictionary to the XLS / XLSX / CSV format file (comma-

1. Role name - administrative role name. A value is required for this field.

2. Users tab- table containing the list of users in an administrative role.

If a user performs several administrative roles, then he has the rights available for

these roles.

If a role is assigned to a user with trading access, all his permissions for client
terminals are revoked and access type is changed to administrative (see )-

QUIK Administrator 17
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User ID User
13 Ivanov Ivan

Add Remowve Clear

The following parameters are displayed in the table columns:

Parameter Description
User ID User’s identifier on the QUIK server
User User’s full name

Add - A new user for this role;
Remove - delete a selected user from a role;
Clear - delete all users from a role.

3. Modules tab - edit user rights for modules.

QUIK Server Allowed permissions on the module
Limits Calculation Library Mame Type Access  Modification A
Audit Users Catalog
OMs Sending messages Catalog
SOR Server management Catalog
QUIK keys Catalog
VERBA OW keys Catalog
CryptoPro keys Catalog
SignalCom keys Catalog
CCertPKI keys Catalog
EUSicex keys Catalog
KA keys Catalog
CSP SSPI keys Catalog
Bicrypt keys Catalog
Logins for ancther authorization system  Catalog
Certificates storage Catalog
Save transaction with DS Permissicn
Allow all Revise DS transaction Permission v
Deny all Deny all Allow accessing Allow modifying
Save Cancel

The field on the left shows the list of modules to enable / disable the editing rights for. The
module for which the rights can be modified is marked by a check box. The minimum set of
modules:

QUIK server;
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Limits Calculation Library.
Click Allow all or Deny all to make the rights available or not available for users, respectively.
_ Allowed permissions on the module - the list of special rights and settings to be

transmitted by a selected module. Use the check boxes to give the rights to users
preforming this role.

The following parameters are displayed in the table columns:

Parameter Description

Name Name of the right

Type Type of the right. Possible values:
Catalog;
Options;
Report;

Permission

Access Right to view. Check to grant the right.
Once the Access right is revoked, the Modification right is also revoked

Modification  Right for editing. Check to grant the right.
Once the Modification right is granted, the Access right is granted.
Not available for rights of the Report type

Click the Deny all button to make all rights from the list unavailable for users
performing this administrative role. Click the Allow accessing and Allow modifying
buttons to grant the right for viewing and editing respectively.

If the right editing is disabled for the module in the field on the left, then all rights
for this module will be disabled in the Allowed permissions on the module table.

4. Classes permission tab - edit user rights for classes.

The tab elements are available for editing if the QUIK server checkbox is enabled
in the filed on the left on the Modules tab.

QUIK Administrator 19
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User permissions
() No permissions
(®) Classes from list
(O All classes

Selected Class code

CME_EQUITY
CME_FUT
CME_INDEXES
CME_INTRATE
CME_INTRATE
CME_NYM_COM

Security class name
CME_EQUITY
CME FUTURES
CME_INDEXES
CME_INTRATE
CME_INTRATE
CME_NYM_COM

CME_OPT

CME OPTIONS

CME_OPTIONS

CME_CPTIONS

CME_SPOT CME_SPOT
CME_STOCKS  CME_STOCKS
CME_TRAKRS  CME_TRAKRS
CME_WEATHER CME_WEATHER

hen DO Ll T nhe

10O00OOEEOO0O04r

User permissions:

No permissions — user cannot edit the rights for instruments classes;

Classes from list - user can edit the rights only for selected instruments classes
from the list;

All classes - user can edit the rights for any instruments class.

The table contains the list of available instrument classes. The table columns show the code and
name of the class of instruments. A selected class is marked by the check box in the Selected
column.

1. Save - save a role.

2. Cancel - cancel all the changes.

Filters
Filtering dictionary records by substring contained in any column of the table in the left part of
the screen.

1.5.2 Data sources

menu System / Options / Data sources

Purpose
Editing of the list of data sources that are used in the QUIK system and setting their peculiarities.
The dictionary is available to the users with the QAdmin administrator permission only.

The right part of the window displays the settings for editing and filtering the dictionary records.
The left part contains the list of data sources.

Functions available from the table shortcut menu:

1. Use Add to register a new source.
2. Use Edit to change the selected source.

3. Use Remove to delete the selected source from the dictionary.
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4. Use Export table to export data from the dictionary to the XLS / XLSX / CSV format file
(comma-delimited).

Configuring the table
1. Plugin type - type of the plugin that is used as a data source.

2. Datasource type - type of plugin source that is used as a data source. Value: MySQL base.
3. Access type - type of access to the data source. Value: ODBC.
4

. Maximum number of simultaneous connections - maximum number of simultaneous
connections to the data source. Value by default: 5.

U

Server name - SQL server name. The box is non-editable.

6. Database name - database name. For the ODBC access type the ODBS data source name is
to be specified.

7. File path - name and path to the settings file. The box is non-editable.
8. Authorization type - user authorization type. Valid values:

login;
domain name.

9. Login - login for access to the database.

10.Password - to change the password click Edit password and specify a new password in the
window that opens. Values in the New password and Confirm password boxes must be the
same.

11.Encrypt the password - attribute that indicates that the password will be encrypted,
12.Enable - attribute that indicates that the data source is available.

1.5.3 Settings

menu System / Options / Settings...

General
1. Use Select language (Changes will take effect after you restart the program) to
change the interface language. Valid values:
Russian;
English.
2. Use Display data in dictionaries when disconnected from server to clean directories
when disconnected from the server. Possible values:
Enabled (default);
Disabled.

QUIK server

1. Power of attorney validity period allows you to change the conditions of setting the
validity periods for a power of attorney. The access is defined through the rights of a role the
user performs (see ).
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Power of attorney validity period

Expiraticn date of the power of attorney for newly added users

31 Octoberd9sg r,

QUIK keys

@

Set the expiration date of the power of attorney based on the QUIK key

generation date

Period relative to the

expiration date

D5 certificates

oq| in days @ in years

Set the expiration date of the power of attorney based on the D5 certificate

expiration date

Period relative to the 9399

expiration date

@ in days in years

The following options are possible in the dialog:

Specify the expiration date of the power of attorney for newly added users. To do
this, select the date in the Expiration date of the power of attorney for newly
added users combo box;

The Set the expiration date of the power of attorney based on the QUIK key
generation date checkbox - specify the number of days / years the power of
attorney is effective in the Period relative to the expiration date field. The
expiration date of the power of attorney based on the QUIK key can be changed only
when assigning the key in the user rights settings dialog;

The Set up the expiration date of the power of attorney based on the DS
certificate expiration date checkbox - specify the number of days / years relative to
the expiration date of a certificate in the Period relative to the expiration date
field. The value can be negative. The expiration date of the power of attorney based
on the DS certificate expiration date can only be changed when assigning the key in
the user rights settings dialog.

2. Cryptoproviders - select the cryptoproviders to be used:

Verba OW;
CryptoPro;
SignalCom);
CCertPKI;
EUSicex;
KA;

CSP SSPI;
Bicrypt;
OpenSSL.

Select the appropriate checkboxes. All checkboxes are selected by default.

2. User administration

2.1 User types

There are different types of users based on the access level:
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Trading access is granted to users who trade via client terminals, as well as service users
which are used for different interfaces, integration utilities, and access servers.
The access is granted in the following ways:

Set user rights in the user settings window for each instrument class manually or by
applying a rights template (Firm’s client, Firm’s manager, Subadministrator) (Classes
permissions tab, for details, see ).

Set the list of trade roles in the Trade roles dictionary (menu QUIK server / Trade
roles, see ) and add roles for a user in the user settings window (Trade roles
tab, see ). This will clear the existing rights and inherit new ones of the roles
added.

Administrative access is granted to users who perform administrative functions by means
of QUIK Administrator and QMonitor programs.

The access is granted in the following ways:

Enable the QAdmin administrator attribute or grant rights to use QMonitor (see

).
Set the list of administrative roles and assign them to users in the Administrative
roles dictionary (menu System / Options / Administrative roles, see ).

A user with one of the access types cannot use the functionality of the other access type.

2.2 Users

menu QUIK server / Users or button i

2.2.1 Purpose
The dictionary is intended for viewing and changing the list of the QUIK server users. It is used to

edit users.

The left part of the window displays the dictionary of users as a table. The right part of the
window contains the parameters for editing (see ) and filtering (see ) the dictionary
records.

If the total number of users in the dictionary exceeds the value set in the UsersCountThreshold
parameter in section [QuikOptions] of the server settings ini file, the dictionary is split into pages.

In this case, the bottom of the window has the buttons = = >/l allowing switching between
pages, the range of users’ IDs on the active page, and the total number of users in the dictionary
(Total: ...).

Only one dictionary can be opened.

2.2.2 Table format

Each table row corresponds to an individual user. The columns display the following parameters:

Parameter Purpose
User ID Identification code of the user on the QUIK system server
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Parameter Purpose

Last name Last name of the user

First name First name of the user

Middle name Middle name of the user

Login User login set on the Security tab of the user settings editing form (see )
Effective date Date when user access to the QUIK system begins

Expiration date Date when user access to the QUIK system ends

Organization code Organization code in the dictionary

Organization name User’s organization name

Disabled Attribute of blocking. Valid values:
_ Yes;
_ No
Comment Text comment
Service Attribute of a service user. Valid values:
_ Yes;
_ No
Master user UID Master user identifier on server of the QUIK system
Last login Information about the last login (if any)
IP-address IP address from which the last login was made

The following functions are available from the shortcut menu:

1. Use Add to register a new user.

2. Use Edit to change the information of a selected user.
3. Use Remove to delete a user.
4

Use Export table to export data from dictionary to the XLS / XLSX / CSV format file (comma-
delimited).
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2.2.3 Filters

The window contains the following parameters:

Filters (Users)

By substring

[ Exact match te the search string
] By all columns (will take more time)

By client code

(®) exact match (O match by first letters

By trade roles

| Comma-separated roles list |

By parameters

[®] Blocked [w] Digital signature SignalCom
[m] Beta tester
[®] Work with archives [m] Two-factor Active Directory

authentication
[m] Access server

[W] API of client's terminal  Validity period of power of attorney
[m] Technological Effective -

[®] Receive messages

[m] Send messages Bpichon e
[m] View news Last login more than
9

[m] Access to webQUIK I:I days ago

| Apply filter Clear
Filters list

~
Save as... Delete

t (Users Filters (Users)

1. By substring - search the value within words.

Exact match to the search string - searching for an exact match to a search
string.

By all columns (will take more time) - if the check box is selected, search
is made within all content of the table; if the check box is clear, search is made by the
User ID, Last name, First name and Middle name columns.

2. By client code - search by client code. The value is 12 characters maximum.
exact match - search by specified client code;
match by first letters - search by first letters of a client code.
3. By trade roles - search by an identifier or name of a trade role. Multiple values are
separated by commas: this will search for users who have at least one of the specified roles.

4. By parameters - search by parameters:

Blocked;
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Beta tester;

Work with archives;
Access server;

API of client’s terminal;
Technological;

Receive messages;
Send messages;

View news;

Access to webQUIK;
Digital signature;

Two-factor authentication.

5. Validity period of power of attorney:

Effective date - date when the power of attorney becomes effective, in
<DD:MM:YYYY>;

Expiration date - date when the power of attorney terminates, in format
<DD:MM:YYYY>.

6. Last login more than ... days ago — filter by the time of the last login, where you can set
the number of days (an integer strictly greater than 0). When the filter is enabled, the
dictionary displays those users whose login date is less than the current moment (in UTC).

7. Apply filter — apply the value of all filters.

8. Clear

9. Filter

— clear the parameters values in a dialog.
s list - select a filter from the list of templates.

Save as... — save changes as a filter's template;

Delete - delete a filter's template.

2.2.4 Searching within a table

menu Edit / Find or Ctrl+F

The funct

ion is intended to search for a specific value within dictionary table cells.

Search by catalogs X

Find: | lee

MNext =

[[] Exact match to the search string

O By all celumns (will take more time)

Matches found: 1 of 2 Cancel

The search parameter functions are as follows:

Find - the text or numeric characters for which you need to search.

The search direction:

< Previous - search upward, row by row and from right to left on each row;
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Next > (by default) - search downward, row by row and from left to right on each
row.

Exact match to the search string - searching for an exact match to a search string.

By all columns (will take more time) - if the check box is selected, search is made within
all content of the table; if the check box is clear, search is made by the User ID, Last name,
First name and Middle name columns.

To find the next value within a table that matches the search conditions, hit Enter or F3, or click
on one of the search direction buttons.
2.2.5 User data export

To open the dialog box of user data export settings, select Export table under the shortcut menu
of the Users dictionary.

User data export X

Dictienary
Use current filters
Total pages: 1

Export pages:
Oan
(®) Current page

(O Pages:

Export columns:

] User ID [ Organization code
[~ Last name [] Organization name
[+ First name [~] Disabled

] Middle name [ Comment

Login Service

Effective date Master user UID
Expiration date Lastlogin
Document

File path:

D:\ProgramshQAdminlUsers.xlsx

Rows per worksheet: | 10000 from 1to 1048575

Total worksheets: 1

Export

Open file after export

The following parameters are available in the dialog:

1. Section Dictionary:

Use current filters - export user data affected by filters. The check box can be
edited if the filters are applied to the dictionary (see ).

Total pages - the nhumber of pages available for export. Informational box.
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Export pages:

All - export all pages.

Current page (default) — export a page currently displayed in the dictionary window.
Pages - export specific pages. You can specify a page range (for example, 1-3), specific
pages (for example, 5), both range and specific pages (for example, 1, 3-5). A range can be
specified with no upper limit (for example, 5-): pages starting with the one specified will be
exported.

Export columns:

_ UserID, _Organization code,

_ Last name, _ Organization name,

_ First name, _ Disabled,

_ Middle name, _ Comment,

_ Login, _ Service,

_ Effective date, _ Master user UID,
Expiration date, _Last login.

2. Section Document:

File path - path to a file to export data to. Supported file formats: XLSX, XLS, CSV. To select
a file, click the “...” button. Required.

Rows per worksheet - the maximum number of rows per a worksheet in the file. Value by
default: 10000. The field is not available if a CSV format file is selected. If the box is available,
it is required.

Total worksheets - the number of worksheets in the file. Informational box. The field is not
available if a CSV format file is selected.

Export - export process progress.

_ Open file after export. The field is not available if a CSV format file is selected.

To export tables to the XLS and XLSX format files, you must have a spreadsheet
program (Excel) installed on your computer.

To start export, click Export. To cancel export, click Cancel.

2.3 Creating / changing user settings

2.3.1 Purpose

Assigning user permissions for viewing information and performing transactions in the QUIK
system. Changing the settings of registered users.

The user settings editing window is located in the Users tab.

To create a new user, select Add in the shortcut menu of the Users table. To change the user
settings, right-click a corresponding row and select Edit in the shortcut menu. To delete a user,
select Remove in the shortcut menu.

2.3.2 User settings editing form

The user rights settings window contains a large number of parameters whose description is
divided on sections.
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By default, all checkboxes are deselected.

Parameter Purpose

User Last name, first name and middle name

uID User identifier

Company Organization name with the code. The field is populated automatically
Code Organization code

‘Edit’ button  If you click on the button the user editing dialog will open. Using it you can change the

User and Company parameters as well as the text in comment field

<Field>

Text comment

Blocked

Prevents the user from connecting. The user blocking becomes effective from the moment
of the next connection attempt and doesn’t affect the active connections

Select master Assign the master user to the user being edited. When the checkbox is selected,

user

the Select... button is available, which opens a list of users for selection. In this case,
the user being edited becomes an auxiliary user and should not be used for trading
terminals, service utilities or technological connections.

If the checkbox is cleared and is not available for editing, the selected user is already
selected as the master user for another one

‘Import’
button

Import rights of another user. Press this button to open the dialog of selecting a user to
import rights. Attributes Blocked, User, keys and certificates cannot be imported

‘Save’ button Save changes

‘Cancel’
button

Cancel changes
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Edit (Users)

Usern Smith John UID: 50048 Edit...
Company: 000 "TEST" Code: 1
[1 Blacked [ select master user
| Select...
Import.. Save Cancel

Commonrights  Security Traderoles Classes permissions  Operations

Power of atterney Phone | |

Effective date 18.09.2017 B- for SMS | |
Expiration date 31.12.2030 [Elhg E-mail | |

By markets and codes Edit... Send rights
not used Receive messages
Group for sending v|
[ Beta tester
Send messages Send rights...

[ Werk with archives

[ Access server |:|‘u‘iew news Agencies..
A API of client's terminal

[ Service user ©
Client moedules
MName Type  Available &
v
Edit...
Technelogical modules
| v
Edit (Users) | Filters (Users
Common rights tab
Parameter Purpose
Power of attorney
Effective The effective date of providing user with the server access

date

Expiration The ending date providing with access
date

By markets Set up the effective and expiration dates of providing user with access to
and codes certain markets and by specified client codes. For details, see

Beta tester Allows the update of the QUIK Workstation from a specific directory ‘beta’ on
the QUIK server. Consult the QUIK support service before enabling the option

Work with archives Enables the use of archives for charts. Archives module is required to be
installed on the server to use this feature
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Parameter

Purpose

Access server

Indicates that the rights of this account will be used for connection to the
access server

API of client’s terminal

Allows the user to use special terminal like CoLibri or TrustManager
in addition to the standard QUIK Workstation

Service user

Attribute that indicates that a user is an access server or has permissions for
technological modules

Client modules

Click the Edit... button to open the window for setting the rights for using
modules. For details, see

‘Technological modules’
button

If you click on the button the window for setting the rights for technical
modules of the QUIK system will open. For details, see

Phone User’s phone number
for SMS Phone numbers to which SMS notifications generated by the external
program such as ColLibri, etc. are to be sent. The user can specify several
numbers separated by commas. Alert dispatch module is required to be
installed
E-mail E-mail addresses to which e-mail notifications generated by the external
program such as Colibri, etc. are to be sent. The user can specify several
numbers separated by commas. Alert dispatch module is required to be
installed
Send rights
_ Receive Allows receiving messages from other users
messages
_ Group for Include the user into the mailing group for messaging. Select the name of
sending a group in the list. To create a new group, enter a new name in this field
_ 'Send rights’ If you click on the Send rights... button the window for settings of text
button messaging between the users of a system will open. For details, see
View news Determines whether the user can receive news:
_ ‘Agencies’ Opens a window for selection of news sources from the list
button
Security tab
Last login Information about the last login (if any) and the IP address from
which the last login was made
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IP-addresses

If you click on the Edit button the window for setting the list of IP
addresses allowed to establish user connection will open. By default,
all addresses are allowed. If the list is formed but the user tries to
connect from an IP address that is not on the list then the warning will
appear and connection will be lost. For details, see

Authentication by login and
password

Login User’s login. If the login is not specified, value ‘not set’ is displayed.
Press button Custom to open the dialog with parameters of user
authentication by login and password (see )

_ Access to
applications
_ webQUIK Attribute of user’s access to webQUIK. Valid values:
_ checkbox is not selected — no access to webQUIK;
_ checkbox is selected - access to webQUIK;
_ filled square icon (by default) — global value is used
(see 6)
QUIK Attribute of user’s access to QUIK system. Valid values:

checkbox is not selected — no access to QUIK system;
checkbox is selected — access to QUIK system;
filled square icon (by default) — global value is used

(see 6)

Temporary blocking

Attribute that shows that the user account was blocked because of
entering wrong authentication data the specified number of times. If
the account is not blocked the setting has “no”, otherwise - date and
time of blocking expiration in the format <DD.MM.YYYY, HH:MM>. to
remove blocking click Unlock blocking

Digital signature

Select the digital signature from the list for a selected user. The
server configured for work with a corresponding cryptographic tool is
required

Signature required

Determines whether digital signature is needed

Digital signature keys

If you click the Edit... button the window for setting the Cryptographic
Information Protection Facility (CIPF) keys that are used for creation
and checking of the digital signature will open. If the list of the Digital
signature parameter select the name of the CIPF to be used and click
Edit...under the table

QUIK keys

If you click the Edit... button the window for assigning access keys
will open. For details, see

Use two-factor authentication

Enables the two-factor authentication

Choose application

Application to which a user is authenticated. The value is All platforms
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Set individual Indicates that individual settings are to be used for a selected

settings application
_ Type of The type of the two-factor authentication to be used is selected in the
authentication list. Valid values:

_ RSA SecurID - authentication using RSA SecurlID. For
details, see ;

_ QUIK - an additional password sent via predetermined
communication channel is required to be entered to
establish the connection with the QUIK server;

_Active Directory - authentication using username and
password stored in the network domain controller;

_ RADIUS - authentication using RADIUS protocol

<Authentication Valid values:
scenario> _Authentication for logging in;

Trading authentication

Additional parameters for two-factor authentication and password recovery

Set parameters To set up the parameters of two-factor authentication click Edit....
Available to be edited if the Use two-factor authentication
checkbox is checked and the type that is selected in the list is QUIK
or RADIUS. For details, see

Do not ask the user The number of days for which an additional password for QUIK two-
for a verification factor authentication will not be requested if the user doesn’t change
code ... days the connection parameters. Allowed values: integer numbers from 1
to 365. Editable when QUIK authentication type is selected.
If changes of the connection parameters occur then an additional
password will be requested. If the box is not filled or the value 0 is
specified then a new additional password will be requested every time
a session is being established by the user

Trade roles

The tab is available for users with trade access (see )-

This tab is used for set user trade roles.

Common rights  Security Traderoles  Classes permissions  Operations

User roles:
Rele ID Role Description
100462 Rolel
Delete user frem all reles Add... Delete
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1. User roles - the table contains the list of trade roles assigned to a user.

2. Delete user from all roles button - revoke all trade roles of a user. Clicking the button
opens the dialog box to choose what to do with user rights granted by the roles being deleted:
copy or clear.

3. Add... button - add a trade role for a user. Clicking the button opens the dialog box with the
list of user roles (see ) except for the ones being assigned earlier. If a role grants rights
that conflict the user’s existing ones inherited from another role, such a role is highlighted in
gray in the list and cannot be added to a user.

Adding a role clears the following user settings, inherits their values from a trade role, and
makes them unavailable for editing:

Common rights tab - View news setting;
Classes permissions — all except for the following:

Code on the dealer’s side and Client codes to be managed by sub administrator (separated by
,) (if the Code on the dealer’s side field was filled in in the user’s settings and the
Subadministrator check box is selected for a trade role);

_ Client code on the dealer’s side (otherwise).

If several roles are added, granted rights are combined.

4. Delete button - revoke the selected role from a user but keep rights this role gave.

Classes permissions tab

The tab is unavailable for users with administrative access type (see )-

This tab is used for determining user permissions for each instrument class.
Operating principle:

1. Select a class in the Classes table. The attributes under the table show the rights of a user
for this class.

Classes table format

Parameter Purpose

Class code Class code in the trading system

Class name Class name

Market Market name

Right’s template Right type (Client, Sub administrator or Manager)
Firm code Firm code for this instrument class

Code on the dealer’s Code of the trading process participant
side
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Parameter Purpose

Qty. codes Codes quantity for this instrument class

2. By clicking Markets button the Classes table turns into the table of markets joining several
classes. All settings in classes included in this market change when setting up the rights for
a market. The class membership to some market is set up in the Security classes dictionary
(see ).

Markets table format

Parameter Purpose

Market identifier Market identifier

Market name Market name

Right’s template Right type (Client, Sub administrator or Manager)
Firm code Firm code for this instrument class

Code on the dealer’s Code of the trading process participant
side

Qty. codes Codes quantity for this instrument class.

3. With permissions option button is used to display classes or markets for which rights are
granted. All classes or markets are displayed in the table if All option button is selected.

4. Search by substring for filtering. Choose a value to search for in the field under the table.
Filtering is performed automatically. To clear the filter, click Clear.

5. Right’s template buttons allow to quickly setting up parameters to get the appropriate
access level:

No perms - all selected permissions are reset.

Client - a firm’s Client executes active transactions if Manager set up cash and
instrument positions.

Subadmin - a Subadministrator views, sets up or changes positions of assigned
group of clients (sub-clients). This template is assigned by the Manager.

Manager - a firm’s Manager sets up cash and instrument positions for each firm’s
Client at the beginning of the trading day. A Manager can change positions for any
client code during the trading session.

A subadministrator user must be in the Subbrokers list and a subclient user must
be in the Subclients list in Limits calculation library (page Clients / Subbrokers).

The template settings may be modified in order to resolve other specialized tasks.
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Common rights Security Trade roles Classes permissions  Qperations
®) Classes () Markets (O With permissions (@) All Clear
Class code Class name Market Right'stemp  Firm code  Code ontheQty. o A
A PTC: Akumn (knaccuyeckui poinor)  PTC 0
AETS ME BantoTa: AETC MMEBE santota 0
AETS_MTL IME BantoTa: AETC (Metanne) MMBE santota 0
AETS_SWAP MOEX Curr: AETS (SWAP MMBE santoTa 0
AFXCURR Aggregator-FX 0
AlX_DEBT AlX_DEBT 0
AlX_EQTY AlX_EQTY 0
ALGOBBG_MOEX 0
ALGO_GTD Algo: GTD/GTC orders ALGO market 0
Right's template Mo perms Client Subadmin Manager
Firm code < Mot set> .| []Active operations [] Set positions
Confirmation required []View positicns anly

[ Class available
[] Advanced options
[ Quotes

Time and Sales
[ Firm's client
[ Orders
[ Trades
[]Stop orders
Transfer of stop orders

[J Access to security dictionary
View advanced quotes info
2-sided quotes

Display class name

[] Market buy orders
[ GTD/GTC orders
Ignore comment
File signature is not required
[] Special operations
[ Subadministrator

Set cash positions only
Trading subadministrator

Leverage modifications only

Request for dealer quote

Group orders

[] Broker's cash paositions
[[]Broker's positions in instruments

Viewing erders and trades for the
broker's firm

[ View info for all brokers

[ 5how client's errors

[ Client's orders confirmation
[Jlignore absence of positions

Setting cross-rates for OMS

View SWAP interest rate

Client code on the dealer's side (separated by )

0 List inversion: these codes are

| Edit.. prohibited

Cuantity of codes in list: 0

The description of attributes is listed in the table below (for check boxes which are enabled).

By default, all check boxes are unchecked.
Used in the rights template
Parameter Purpose Client Subadministrator Manager
Firm code Firm code in the exchange

trading system which
corresponds to operations
for this class is specified in
this field. Affects positions
control

Class available

Base parameters set with *

the minimum required
information about class
instruments and without any
information about current
demand and supply is
available (no other
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Used in the rights template

Parameter Purpose Client Subadministrator Manager

parameters determining the
data reception need to be

selected)
Advanced Information about current * * *
options demand and supply for class

instruments is available

Quotes Orders queue in the Level II * * *
Quotes Table is available for
viewing

Time and Sales Time and Sales Table is * *

available for client

Firm’s client The user is a broker’s client. * *
This checkbox must be
checked for all trading
clients. Enabled
automatically when the
Subadministrator
checkbox is checked. Client
cannot put orders if the
positions are not specified
for him

Orders Orders table and Market * * *
maker liabilities by stock
and FX markets, extended
table are available and
includes orders with an
assigned code on the
dealer’s side (Code dealer)

Trades Table of trades and Market * * *
maker liabilities by stock
and FX markets, extended
table are available and
includes trades with an
assigned code on the
dealer’s side (Code dealer)

Stop orders Table of stop orders is
available. Using of stop
orders is permitted if Active
operations checkbox is
enabled
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Used in the rights template

Parameter Purpose Client Subadministrator Manager

Transfer of stop Enables the possibility of

orders creation of stop orders with
a validity period (date). If
the checkbox is unchecked
then stop orders are active
during the trading session

Access to security dictionary Enables the possibility to
additional request of
instrument dictionary

View advanced quotes info Enables displaying additional
quotes information in the
RFS form.
The parameter is editable
for the classes of Currency

type

2-sided quotes Enables displaying 2-sided
quotes in the RFS form. If
the attribute is disabled then
only one-sided quotes (only
buy or sell quotes) are
displayed in the RFS form.
The parameter is editable
for the classes of Currency

type

Display class name Enables displaying of the
class name. The check box
is available for the classes of
Currency and Deposits types
with the Amount in the
currency attribute

Active operations Orders entry is allowed. * * *
If the check box is clear, it
will be enabled automatically
and briefly highlighted in
color upon selecting the
Special operations check
box. If the Special
operations check box is
selected, it will be cleared
automatically and briefly
highlighted in color upon
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Parameter

Purpose

Used in the rights template

Client Subadministrator Manager

clearing the Active
operations check box

Confirmation
required

All orders should be
confirmed by the broker’s
employee before being sent
to the trading system. The
right to confirm is granted
by enabling the
Confirmation client’s
orders checkbox

Market buy
orders

Market buy orders are

allowed

GTD/GTC orders

Orders with validity periods
‘Good till date’ and ‘Good till
cancel’ are allowed. 